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1 HopmaTuBHBIE CCHLIIKU

B nacTosineM H0KyMeHTe HCIOJIB30BAHBI CCHIIKHA Ha CJIEIYIONIHE CTaHIAPTHI:

['OCT 19.202-78 «Eannast cucreMa nporpamMMuoil gjokyMmentanuu. Crenndukamus. Tpe-
OOBaHUS K COIEPKAHUIO U O(DOPMICHUIO».

['OCT 19.401-2000 «Eaunas cucrema mporpaMMHON JOKyMeHTanuu. TeKCT IporpaMMmbl.
TpeboBanusg K coepKaHUIO, OOPMICHUIO U KOHTPOJIIO Ka4eCTBay.

['OCT 19.402-2000 «Exunas cucrema nporpaMMHOil JoKyMeHTaIuu. OMUCaHIe TPOrpaM-
MBI. TpeboBanusg K cojepKanuio, oOPMIECHUIO U KOHTPOJIIO KadecTBay.

['OCT 19.504-79 «Eaunas cucreMa nporpaMMHOl JOKyMeHTaluH. PYKOBOJICTBO IIporpam-
MucTa. TpedboBaHus K comepKaHuio U 0(DOPMIEHUIO ».

I'OCT 34.973-91 (MCO 8824-87) «udopmMalmontas TeXHOJIOTHs. B3auMOCBSI3b OTKPBI-
ThiX cucteM. Crenudukanus abcTpakTHO-CHHTAKCHYecKoil HoTanuu Bepcun 1 (ACH.1)».

CTBb 34.101.19-2012 «Mudopmanmonnble TEXHOJIOTHH U 0e30MacHOCTh. PopMaThl cepTu-
GHUKATOB U CIHUCKOB OTO3BAHHBIX CePTH(MUKATOB HHAPACTPYKTYPHI OTKPBITHIX KIIOUEii».

CTBb 34.101.27-2022 «ndopmannonnble TeXHOJIOTUR U HGe30macHOCTh. CpencTBa KPUITO-
rpaduveckoii 3amuThl nHdopManuu. TpeboBannst 6€30TACHOCTH .

CTB 34.101.31-2020 «udopManuonuble TEXHOIOTHH U 0E30MaCHOCTL. AJITOPUTMBI IIH (-
POBaHUS ¥ KOHTPOJISI TETOCTHOCTH .

CTb 34.101.45-2013 «MudopMannonuble TEXHOJOTHE U 0€30IMaCHOCTh. AJTTOPUTMBL 31K~
TPOHHOI MU POBOI MOAMUCH U TPAHCIOPTA KJII0UA HA OCHOBE JLTHITUIECKHX KPHUBBIX».

CTBb 34.101.77-2020 «MudopmannoHuble TeXHOJIOTUN U Oe3omacHocTh. Kpunrorpadude-
CKHe aJTOPUTMBI Ha OCHOBE Sponge-(hyHKIHH ».

2 Tepmunbl, 0003HAYEHNS U COKPAITEHUS

B nacrogiem jjokyMenTe npuMengiorcs repmunbl u obosnadenusd CTH 34.101.19, a Tak:zxke
CJIEJTYIOIIUEe COKPAICHUS:

ACH.1 abcTpakTHO-CHHTAKCHYECKast HOTAIlUs BEPCUH 1;

ECIIJI emwnasi cucrema mPOrpaMMHON JOKYMEHTAIIH;

NOK wundpacTpyKTypa OTKPBITHIX KIIOYEIi;

CK3U cpencrBo kpunrorpadudeckoii 3amuTsbl nHGOPMAINH;

COK ceptudukar OTKPBHITOTO KII0Ya;

COC  cmmucok OTO3BAHHBIX CEPTH(MUKATOB;

THITA rexuuveckuit HOpMATUBHBIN TTPABOBOI aKT;

V1 VAOCTOBEPIIONTNAHN TTeHTP;

SIII  snexkTpornas nudpoBas MOIITUCH.

3 OO0BbeKT u 1eJb UCIbITAHUI

Ha wcnbiranmsa mpejacTaBisercd CpeacTBO KPHUITOrpapuIecKoil 3amuThl HHGOOpPMAIUN
(CK31), peasnusyioiiee ynpasieHne OTKpPHITHIMA Kiarodamu coraceo CTB 34.101.19, u jo-
kyMmeHTanusg Ha CK3.
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[enbio uCHbITAHUR SBJISETCS LPOBEPKA COOTBETCTBHA LPOUEAYP (POPMUPOBAHUS CEPTHU-
dbukaros orkpeireix kioueii (COK) u cnuckos oroszanubix ceprudukaros (COC), a rakxke

nporeaypol Bepuukaius MapipyTa cepTuduKali, PeaJH30BaHHbBIX B 00bEKTe HCIBITAHUM,
rpeboBanusim CTH 34.101.19.

4 TpeboBaHus K 0O0ObEKTY MCHBITAHUIA

[Iporpamma 06 beKTa UCIBITAHUE MOXKET PeaJTu30BLIBATE CJEIYIONIIe POy Phl, Olpe/ie-
snennsle B CTH 34.101.19:

— dopmuposanue COK;

— dopmuposanune COC;

— BepudUKAIUd MapHIpyTa cepTudpuKaium.

[Ipu sToM mporpaMma oObeKTa MCIIBITAHHI JI0JKHA PeaJU30BLIBATh, 110 KpaiiHeir Mepe, OjHy
13 YKa3aHHBIX ITPOTETYP.

K nporpamme 0o0beKTa HCIIBITAHUH ITPEbBIAIOTCS CJIEIYIONIHe TPeOOBAHU, O/ IeKAIIIe
MpOBePKe BO BpeMs MPOBeIeHNd UCITBITAHUN:

— B IIporpamme JOJ2KHbI ObITH TOYHO U IOJTHO pean3oBbiBanbl mpoteaypsbl CTh 34.101.19,
HOJIJIepzKIBaeMble 00 beKTOM HCIIbITAHMIA;

— nporpamma, peanusyiomas npoieaypsl CTH 34.101.19, He poszkHa cojlepzKaTh HEJIOKY-
MEeHTHPOBAHHBIE BO3MOXKHOCTH.

JokymenTalusa Ha 00bEKT UCHBITAHUN JIOZKHA BKJIIOYATH JOKYMeHTHI «Crerudukanuss,
«TekcT mporpaMMbl» U MOXKET BKJIIOYATh JOKYMEHTHI «OIucanue nporpamMmMmbl», « PyKoBogcTBo
HpOrpaMMHUCTa» M JIpyrue JOKYMeHTHI. JlokymMeHnTtaius MoxKeT ObITH pa3paboTaHa B COOTBET-
CTBUH ¢ TPeOOBAHUSAME €MHOI cucTeMbl mporpamMMHuoil gjokymentaruu (ECII).

5 CpeacTBa U MOPAI0K NUCTBITAHUNI
5.1 OO0imue cBeaeHus

VcnplTaHUS TPOIPAMMBI COCTOST U3 TPEX ITAIIOB:

1 Amnanms TOKyMeHTAaInn.

2 TecTupoBanue TPOrPAMMEBI.

3 AHaau3 MCXOMHBIX TEKCTOB IIPOIPAMMEBL.

Brimosinenue stama 1 oCyHIIECTBISIETCS KCIEPTAMU 1O aHAJIH3Y JOKYMEHTAIMH, BBIIIOJI-
HEHHe JTama 2 — JKCIepTaMH 0 TeCTHPOBAHHMIO, & BHINMOJHEHHE dTalla 3 — 3KCIepPTaMHu II0
aHAJN3Y MCXOIHBIX TeKCTOB. K MpOBeIeHNI0 UCHBITAHUI JTO:KHO OBITH MPHUBICYECHO HE MeHee
JIBYX 9KCIIEPTOB MO aHAJIU3Y UCXOIHBIX TEKCTOB M OJUH WK O0JIee IKCIepT Mo TecTupoBanuio. K
aHAJN3Y JOKYMEHTAIUU TOJKEH OBITH IIPUBJIeUeH, 0 KpaliHel Mepe, OJIMH IKCIEePT M0 aHATU3Y
HCXOJHBIX TEKCTOB IIPOTPAMM.

[Io pe3yabTaTaMm BHITIOJTHEHHUS TAa UCIBITAHUNA SKCIEPT 0POPMISeT IPOTOKOI Pe3y IbTa-
TOB IPOBEPOK: MPOTOKOJI aHAJIN3a JOKYMEHTAIMH, TPOTOKOI TECTUPOBAHN, ITPOTOKOT aHAINA3A
HCXOJHBIX TEKCTOB. B MPOTOKOJIE IKCIEPT JIEIaeT BBIBOJI O COOTBETCTBHU (He COOTBETCTBHUH)
uporpammbl Tpedosanusym CTH 34.101.19. Eciin nporpamma He 1o/i/IepKUBaeT HEKOTOPHIE HPO-
ey pbl, onpegesnenabie B CTH 34.101.19, T0 B mpoToKOJIe J1eJ1aeTCsi COOTBETCTBYIOIIEE IPUMe-
uanue. [Tpumepbr opopmiienus 1poToko/10B npusoagarcs B upuiozkenusx [Al [B] Bl Homyckaerca
oopMJIeHUS TTPOTOKOJIOB B MHOM (popMe, HO ¢ 00s3aTe/IbHBIM YKA3aHUEM PE3Y/IbTaTOB 110 KarK-
JI0fT IPOBOJMMOIT IPOBEPKE M BBIBOJAA O COOTBETCTBHU (HE COOTBETCTBHHU).
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Eciun B ucubiTyemoit nporpamme uctojib3yiorcs peasmsaruu npoueayp CTH 34.101.19,
KOTOpbIE€ B COCTaBe JIPYIUX LIPOIPAMM UMEIOT JeHCTBYIONUEe cepTUudUKAThl COOTBETCTBUS TPe-
oosanmsim CTB 34.101.19, 10 npoBepKHU 1O TECTUPOBAHUIO M AHAJIM3Y HUCXO/HBIX TEKCTOB JIJIsi
JIAHHBIX Peain3alinii MOI'yT He IIPOBOUTHC. [Ipu 9roM Jijis noATBepK IeHIs COOTBETCTBUS 00b-
exkta ucnbiTanuil Tpedopanusim CTH 34.101.19 sxcuneprom odopmisieTcsi MpPOTOKOJI MPOBEPKU
COBIIAJICHHST KOHTPOJIbHBIX XapaKTePUCTHK (X3l-3Hauenuii) ¢ailsoB peaausanuu uCnbTyemMoii
HPOI'PAMMbl ¢ KOHTPOJIbHBIMU XapPaKTEPUCTUKAMK COOTBETCTBYIOMMX (hailjioB, yKa3aHHBIMU B
ceprudukaTax CoOTBETCTBUSI.

Ha ocHoBaHuu 1npoTOKOJIOB PE3y/JIbTaTOB IHPOBEPOK OPOPMIISETCS ITPOTOKOJ UCHBITAHUIA,
0000l Pe3y/IbTaThl UCIHBITAHUNE IPOrPpaMMbl. B IPOTOKOJI€ UCHBITAHUN BBIBOJ O COOT-
BercrBun nporpammvbl TpeboBanusim CTH 34.101.19 aenaercss Torga u TOJMBKO TOIA, KOU/IA
BBIBOJI O COOTBETCTBHU COJEPZKUTCS BO BCEX MPOTOKOJIAX PE3YAbTATOB poBepoK. Odopmirenue
HPOTOKOJIA UCHBITAHUN TPOBOJMTCH B COOTBETCTBUM C TPEOOBAHUSAMM TEXHUYECKUX HOPMATUB-
ubix npasosbix akToB (THITA) B obactu ceprudukanuu npogayKIuu, a TaKzKe JTOKYMEHTAINH,
HpUMEHSeMO# B UCHBITATEIbHON J1abopaTopuu.

Peasmmzanust B nmporpaMMe KakJ0ro KpUITOrpadpuIecKOro ajaropurMa, UCIOJIb3yeMOro B
nporeaypax CTH 34.101.19, npeasapuTe bHO HOMKHA ITPOWTH YCIEITHbIE HCIBITAHUS [0 CO-
rytacoBanHoit ¢ Opranom mo ceprTuddUKaIuu METOINKE UCIBITAHMIA.

HcnbiThiBaeMas nporpaMma MOYKET He IOJJEPKUBATHL Heoba3aTeIbHbI (PYHKIIMOHA,
oupenenennbiii B CTB 34.101.19 (manpumep, dopMupoBanne HEKOTOPHIX pacitupenuii). [Ipu
9TOM Cy’KeHWe IIPOrpaMmoii obsizarebaoro ynkmuonasa, oupegensennoro 8 CTH 34.101.19,
HE JIOIyCKAeTCs.

5.2 AHamu3 JOKyMeHTaIuu

DKCIepT TPOBOINT aHAIN3 JOKYMEHTAIMH MYTeM ITPOBEPKH COOTBETCTBHA JOKYMEHTAIIIN
nmporpaMMe 00beKTa HenblITanmil. Takoi aHaIM3 COCTOUT B MOJTYUEHHN SKCHEPTHBIX 3aKTIOTe-
HHil, KaCAIOMMXCS TPOBEPKH CJCIYVIONINX JTOKYMEHTOB:

— cnenuduxanus (em. n. [6.1.1));

— TekcT nporpammsl (em. 1. [6.1.2));

— onucanue nporpamms! (em. 1. [6.1.3);

— PYKOBOICTBO mporpammucta (M. 1. [6.1.4)).

Anams nokymenTos «Omucanne TporpaMMbl» U « PYKOBOJICTBO TIPOrpaMMECTa» TPOH3BO-
OUTCA B CIydae UX HATHIHA.

5.3 TectupoBanue

DKCIePT MPOBOJIUT TECTUPOBAHUE TPOIEIYD, PEATU30OBAHHBIX B MPOTPAMMe W OTpe e/ IeH-
aeix B CTH 34.101.19, Braouas:

— dopmuposanne COK (em. 1. [6.2.1));

— dopmuposanne COC (em. . [6.2.2));

— BepuduKanus Mapipyra cepruduKanuy (CM. . .

Tectuposanue nporenyp dpopmupoBarns COK u COC soimosigercs myTeM (hOpMUPOBa-
aus nporpammoit COK u COC cooTBeTCTBEHHO C MOC/IEIYONIM BH3YaAJIbHBIM CPDABHEHHEM TeK-
croBoro npejcrasienusa ¢popmaros chopmupoBanabix COK u COC ¢ dopmaramu, ompeaeseH-
upiMu B CTB 34.101.19.
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TecrupoBanue nponeypbl BepuduKkalms Mapuipyra ceprudUuKaluu HPOBOIUTCH IIyTeM
BBIIIOJIHEHUS 1TPOIPAMMOI BepUMUKAIIMU MAPIIPYTOB CEPTUMUKAIIMU € [HOCJAEYIONUM CPaB-
HEHUEM II0JIyYEeHHbIX PEe3Y/IbTaTOB € OKUJIAEMbIMHU.

B recrax ucnosbsyorcs COK u COC, upejcrasiennbie B Buje OnHApHBIX (hailjios, co-
JiepzKalinX 3aKOUPOBAHHbIE 3HAYEHUS TUIIOB aDCTPAKTHO-CUHTAKCUYECKON HOTaluu Bepcun 1
(ACH.1), cunenudukanus koropoit npusogurcs B 'OCT 34.973. [lus upeobpazoBanusi Gunap-
HbIX (DailjIOB 3allPOCOB B MX TEKCTOBOE IPEJICTABJICHUE MOLYT HMCIOJIb30BATHCH IIPOIPAMMBbI,
OIIMCAHHbIE B IIPUJIOKEHUU

[Ipu ycueninom BblnojiHeHUK TeCT Bo3ppaiiaer npusnak YCIEX, nunadye — OUUBKA. Ecyiu npu
TECTUPOBAHUU [POIPAMMBI JIJIi HEKOTOPBIX BXOJIHBIX 3HAYEHUI MOJIYUYE€Hbl Pe3y/IbTaThl OT/INY-
HbIE€ OT OXKHUJAEMbIX, TO JKCHEPT 10 TECTUPOBAHUIO JIOJIXKEH YKa3aTh ITU BXOJIHbIE 3HAUYCHUS
HPOIPaMMbl U Pe3yJbTaT ee paboThl, a TaKzKe, 110 TPeOOBAHUIO, PE3Y/IbTAThl POMEXKYTOYHBIX
BBIYHMC/ICHUI JKCIIEPTaM 110 aHAJIU3Y UCXOJHBIX TEKCTOB.

JIng opraHusanuyu TECTUPOBAHUS B MCXOJHBIE TEKCTHI MPOI'PAMMbI JIOIIYCKAETCHd BHOCUTD
U3MEHEHHS U JIOTIOJIHEHU S, KaCAIOIHecs:

— cnocoba YTeHus BXOJIHBIX JIAHHDBIX;

— c1ocoba 3alUCH BbIXOIHBIX JIAHHBIX.

[Tpu BHecenun mogudUKAIM B UCXOAHbIE TEKCTHI JIOJI?KEH ObITh IIPOBEJIEH aHAJM3 KOp-
PEKTHOCTY BHECEHHBIX U3MEHEHHUIA.

5.4 AHaau3 MCXOOHBIX TEKCTOB

DKCIEePT TPOBOJIUT AHAJH3 HCXOIHBIX TEKCTOB IyTEeM IIPOBEPKH KOPPEKTHOCTH peaIn3a-
nuu B ucnbeiTyeMoii nporpamme nponeayp CTB 34.101.19. Takoit anajan3 cOCTOUT B IIOJIYYCHUH
9KCIIEPTHBIX 3aKII0UCHUH, KAaCAOMIXCS:

— KOPPEKTHOCTH HCIOJb30BaHUsT KPUNTOrpabuIecKUX aJIropuTMOB (CM. II. ;

— KOPPEKTHOCTH YIPABJEHUsS] CEKPETHBIMH JAHHBIMEH (CM. II. ;

— KoppekTHOCTH TIporeaypbl ¢popmuposarus COK (cMm. m. ;

— KoppekTHOCTH TIporeaypbl dopmuposanus COC (cm. 1. ;

— KOPPEKTHOCTH TIPOIEYPhl BepudrKaIui MapuipyTa ceprudukanuu (¢M. 1. ;

— KOPPEKTHOCTH O6PABOTKH UCKTIOYUTETBHBIX CUTYAITHH (CM. TI. ;

— OTCYTCTBHUsI HEJOKYMEHTHPOBAHHBIX BO3MOYKHOCTEH (CM. II. .

g anaIm3a UCXOIHBIX TEKCTOB peaau3aluu mnponeaypbl (popmupoBannsg COK BbimotHs-

10TCd TpoBepku u3 1. [6.3.1| —16.3.3] 16.3.6] [6.3.7] mia peanusanuu mponeaypsbl hOPMHPOBAHUS
COC — mposepku u3 1. [6.3.1} 6.3.2] [6.3.4] 6.3.6] [6.3.7] a nmaa peanusarnuum nporeaypsl Bepudu-
KaIlli MaplIpyTa cepTuduKauu — MpoBepkd u3 1. [6.3.1} [6.3.5] —6.3.7 IIpu BeimonHeHnn nan-

HBIX IPOBEPOK CJEAyeT VUUTHIBATH PEKOMEHIAIMH M0 aHAJIU3Y HCXOJHBIX TEKCTOB IIPOrPAMM,
ompenenennbie B npuaoxkennn B CTH 34.101.27.

6 MeToabl UCIIbITAHUI
6.1 Amnamu3 JOKyMeHTaIuu

6.1.1 JJdoxyment «Cnemudukanms»

[Ipu anamm3e nqokymenta «Crenudukarmsy SKCIEPT MPOBEPSIET, 9TO B HEM YKA3aHBI KOM-
HOHEHTHI U JOKYMEHTAIUS, IIPEJCTABISAEMbIe HA MCIIbITAHUS.

Ecau nokyment «Crnenucdukarnusi» pazpadoran B coorserctsun ¢ Tpeboanusymu ECIT/I, To
9KCIIEPT MPOBEPSIET, 9TO comep:kanue u opopmienue nokymenta coorsercrsyer 'OCT 19.202.
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6.1.2 JlokymeHT «TeKCT mporpaMmsI»

[Ipu ana/imu3ze jjokyMenTa «TekcT nHporpaMmbly IKCIHEPT LPOBEPLET, YTO UCXOJHbIE TEKCThI
nporpammbl, peasmsyiomniue onpejeneraabie B8 CTH 34.101.19 uponeypsi, mpejacTaBiIeHbl Mo
HOCTBIO M B BU/I€, KOTOPbIH UCIOJIb30BaJIC 1IPU COOPKE HPOIPAMMObI.

Ecim jokyment «Tekcr nporpammbly pas3padoraH B COOTBETCTBUM C TPeOOBAHHUSIMU
ECII/I, To »kcuepr mnposepsier, 9T0 coiep:kaHue u opOpMJIeHHE JOKYMEHTAa COOTBETCTBYET

rocCT 19.401.

6.1.3 Hdokyment «Omnucanme mmporpaMmbi»

[Ipu ananuse mokymenTa «Omucanue IPOrpaMMbly SKCIEPT ITPOBEPsieT BBIOJIHEHUE CJie-
JAYIOIMKUX TpeboBaHMii:

— B JIOKYMEHTe JOJI2KHa OBITh YKaszaHa wH(OpMaIus, OJHO3HAYHO UIACHTH(MUITTPYIONAs
BBI3BIBAEMbIE CTAHAAPTHBIE (DYHKINY (BepCHsi KOMIUISATOPA, UCIOIb3yeMble CTaHIapTHbIe OUb-
JMOTEKH W T.II.);

— JIOKYMEHT JIOJIZKEH OIpPeJeIsiTh IPOrpaMMHbBIE MOIY/IN, peaau3yIoliue olrpeaeaeHHbe B
CTb 34.101.19 npouenypsi;

— OIHCAHHe MPOrPaMMbl B TePMHUHAX IMPOTPAMMHBIX MOIyJeil TOJKHO COOTBETCTBOBATD
HUCXOJTHBIM TEKCTAM IIPOTPAMMEBI.

Ecim noxkyment «Omuucanue mporpaMMbly pa3paboTaH B COOTBETCTBUH C TPeOOBAHHSIMHU
ECII/, To sKkcuepT mnpoBepsgeT, 4TO coiepzkKaHue U odopMIeHHe TOKYMEHTa COOTBETCTBYET

rocCT 19.402.

6.1.4 J[dokyment «PyKoBO/CTBO mporpamMmMmucTas

[Ipu anaiuze jgokyMeHTa «PyKOBOICTBO MPOrpaMMUCTay SKCIEPT MPOBEPAeT BLIOJTHEHUE
CJeYIONUX TPeOOBAHMIA:

— JIOKYMEHT JIOJI2KeH COJEP2KATh OIUCAHUE BCEX JOCTYIHBIX I BbI30Ba (DYHKIIH, peasu-
sytomux onpegenenasie B CTB 34.101.19 mpoueaypsl;

— omnucanue PpYHKIUM, peaausyionux onpeaenennsie B CTH 34.101.19 npoueaypsl, u ycJio-
BHSI UX UCHOJIb30BAHUS JTOJIZKHBI COOTBETCTBOBATH MCXOJIHBIM TEKCTAM IPOTPAMMBI.

[Ipu onucanuu B JOKYMEHTAIIMU (DYHKIME JTOMKHBI BBIIOJHATHCA CJACAYIONIHE YCIOBUI:

— KaxKJad YHKIMUS JOJIKHA UMETh OITUCAHHe Ha3HAYCHH;

— KaxKJbIil mapaMerp (pYHKIMHU JTOJ2KEH UMeTh OIUCAHHEe HAa3HAYECHHsS, TUIA U, TP HEOO-
XOJIUMOCTH, JTHAIa30Ha JOMYCTUMBIX 3HAYCHUI;

— KaxKJad (PpYHKIHS JOJKHA UMETh OINHMCAHHE BO3BPAIIAEMOIr0 pPe3yJbTaTa ¢ yKa3aHueM
THUIIA;

— KaxKJad GYHKIHA JOJIXKHA KMETh OIIUCAHKUE YCIOBUM, IPH BBIIOJTHEHUN KOTOPBIX B XOJI€
paboThl GYHKIUH MOTYT BOBHUKATH OMIMOOYHBIE CHTYAIMH, TPpeOyIoIue clennaabHoi 00padboT-
KU;

— BcJIy4ae ecsim pu peaausaiuu onpejaenentoi B CTh 34.101.19 nponeaypbl HCIOIB3YyeT-
cst 6oJ1ee OJTHOU JOCTYITHOM JI/I BBHI30BA (PYHKITUH, JIOJZKHBI OBITH YKA3aHBI TOPAIOK M YCJIOBHS
BBI30BA JTAHHBIX (DYHKITUIA.

Ecim nokymenTt «PyKoBoaCcTBO mIporpaMMuCTay pa3padoTaH B COOTBETCTBUH ¢ TpebDOBaHU-
avu ECIL/, To skcnepT mpoBepsieT, 9To cojepkanne u opopMIeHne JOKYMEHTa COOTBETCTBYET

rocCT 19.504.
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6.2 TectupoBaHue

6.2.1 IIpouneaypa dopmupoauuns COK

BxomabiMu TaHHBIME, 33/ 1aBa¢MbIMH ITPU TeCTUPOBAaHUHU Nponeaypbl dopmupoBanus COK,
SIBJITIOTCS JOIYCTAMBIE 3HAYEHHS [IJIs1 IaPaMeTPOB BBI30Ba IPOTPAMMBI, ONPEIESIONNX COCTAB
u cogepxkumoe COK.

B Tecrax s xpanenuss COK ucnosib3yioress OuHapubie (ailabl, cogepzKaliie 3aK0Iupo-
BauHbIX 3HadeHuit Tunop ACH.1, cocraBisromux COK.

[Ipu TectupoBanun nporneaypbl (popmupoBanng COK BBITOTHAIOTCS CJIEAYIONIAE TECTHI.

Tect IssueCertTest

1 3amarp mapaMerpsl BBI30BA HCIBITHIBAEMON MPOrPAMMbl, KOTOPbIE B COOTBETCTBUH C
nokymernTarueil Heobxoaumet st popmuposanus COK.

2 CpeacrBamu ucubiThiBaeMoii mporpammer cpopmuposars COK u skcoprupoBaTth ero
HA YKECTKUIl JINCK TePCOHAIBHOI0 KOMIIbIOTepa B Buje (aiiia, CopepzKaliero 3aK0aupo-
Baunble 3Hauenns tunos ACH.1, cocrapasiomux COK.

3 IlpeobpaszoBarh (hail, moaydeHHblil Ha 1mare 2, B Tekcropoe npeacrasiaenne COK.

4 TlpoBecTn Bu3yabHBII aHAJM3 TEKCTOBOTO mpejacrasienns chopmuporanroro COK B
gacTu 0a30BbIX KOMIOHEHT Ha coorBercrBue 1. 6.1 CTH 34.101.19.

5 Ilosropurh maru 1 — 4 we Mmenee 9 pa3s, 3ajaBasd pa3/IMYHbLIC [TAPAMETPHI BBI30BA
HCIBITBIBAEMON MPOTPAMMBbI (€CJIH UMeeTCsT TaKask BO3SMOXKHOCTD ).

6 Boseparurs YCIEX, ecam Ha mare 4 npu BusyaabHoMm anaan3e COK He BbIssBIIEHO
necoorBercreuit CTB 34.101.19, nupu sTom:

1) dopmar u comep:kanue 3HadeHus 06s3aTEILHOTO KOMIIOHeHTa tbsCertificate coor-
sercrByer Tumy TBSCertificate (cm. m. 6.1.1 CTB 34.101.19):

— kommoHeHT version (cm. m. 6.1.2.1 CTB 34.101.19), onpenensiiormuii Bepcuto 3 cep-
tudukara, comepkuT 3adenue 2 tuia INTEGER (ecsin 3HAU€HNE KOMIIOHEHTA OTCYT-
CTBYET, TO HCIIOJb3YeTCsl 3HAYECHHE [0 YMOJIAHUIO);

— kommoHeHT serialNumber (cm. . 6.1.2.2 CTB 34.101.19), onpeaesionuii cepuitnbii
HOMeED, cojiepxkuT 3nadenue Tuia INTEGER u He npebiniaer 20 OKTETOB;

— KommoHeHT signature (cm. 1. 6.1.2.3 CTB 34.101.19) comepxkuT 3HaueHHme THIA
AlgorithmIdentifier u onpenenser naeHTHdUKATOD aaropuT™Ma, KOTophiit Y1 me-
mosib30Ba A1s BeipaboTrku 1T aisa mamHOro ceprudukara;

— koMmmonenT issuer (cM. m. 6.1.2.4 CTB 34.101.19) comepxkur 3uadenue Tuna Name u
uaeHTudbUIUpPYeT CyOHeKT, KOTOPbIH MOMIUCAT U BbLIAX cepTudUKAT;

— kommonent validity (cm. m. 6.1.2.5 CTB 34.101.19) comep:xur 3mHadenue THIA
SEQUENCE, BrJIrOUaOIee J1Ba KOMIIOHEHTA, KOTOPbIE OIPeAe/Id0T CPOK JIeHCTBUS cep-
TrdUKaATA;

— koMmmonenT subject (em. m. 6.1.2.6 CTB 34.101.19) coaep:kut 3navenue tuna Name
1 ONpe/IesIsieT KOHEUHOTO MOTb30BATEs, CBI3AHHOTO ¢ OTKPBITHIM KJIIOYOM;

— KOMIIOHEHT subjectPublicKeyInfo (cm. m. 6.1.2.7 CTB 34.101.19) comepxkutr 3Ha-
qenne tuna SEQUENCE, Bkiiogaroiiee ABa KOMIIOHEHTa, KOTOPBIE ONPeAesIIoT OTKPBI-
THIA KJII0Y U aJITOPUTM, ¢ KOTOPLIM HAHHBIA KJIIOY UCHOJIL3YeTCH,;
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— HeoDsi3aTesibHBIe KOMIIOHEHTHl issuerUniquelD u subjectUniqueID (cm. m. 6.1.2.8
CTB 34.101.19) orcyTerBy 0T (yI0CTOBEPSIIONIHE IIEHTPHI HE TOJZKHBI BBITYCKATD Cep-
TruUKATHL ¢ JAHHBIMH KOMIIOHEHTAMH );

— koMmmoHeHT extensions (cm. m. 6.1.2.9 CTB 34.101.19) comepKuT 3HAUEHHE THIIA
SEQUENCE, BKJIIOYAIOIIee HECKOJIBKO paciiupeHuii (MpoBepKa cOOTBETCTBHsI (HhOpMa-
TOB 1 cojep:kanus 3HadeHuit pacmupenuii CTH 34.101.19 BoImoHseTCsT B TecTe
ExtCertTest);

2) dopmar u comepKaHne 3HAUYEHHs 00s13aTeIHHOIO KOMIIOHeHTa signatureAlgorithm
coorpercrByer Tuny AlgorithmIdentifier (cm. m. 6.1.1.2 CTH 34.101.19) u onpenessier
naeHTrnUKATOP ajaroputma, Kotopeiii Y11 ucnonnzosan g seipaborkn DI gaa man-
Horo cepruduKara (B JAHHOM KOMIIOHEHTE JOJIZKHO COIEPKATHCS TO JKe 3HAYEHHe, ITO H
B KOMITOHeHTe signature Tuna TBSCertificate);

3) dopmar u coaepKaHre 3HaAUEHUsT 00sI3aTeIHHOIO KOMITOHeHTa signatureValue coor-
sercTByer Ty BIT STRING (cm. n. 6.1.1.3 CTB 34.101.19) u comepzxut 3navenne DIIII.
7 Bossparurh OLIUBKA.

IIpumeuanue — Bamasaembie B Tecre IssueCertTest napaMeTpbl BbI30Ba UCHBITHIBAEMO IPOrpaM-

MBI B COBOKYITHOCTHU AOJIZKHBI TTOKPBIBATH HauboJiee TTOMHBINH beHK]_[I/IOHa.H7 Hpe,ZLOCTaBJIHeM])Iﬁ nc-

nbITEIBaeMoit mporpammoii mo Beimycky COK B wactu dpopmuposanns 6a308bix kommonerT COK.

Tect ExtCertTest

1 3agarpb mapameTpbl BbI30Ba HCIIBITHIBAEMON ITPOrPAMMBI, KOTOPbIE B COOTBETCTBUHU C
JIOKyMeHTanuei neobxomumnl s popmuposanug COK.

2 CpeacTBaMu HCIBITBIBaeMO mmporpaMmbl chopmupoBaTh COK # 9KCIIOPTHPOBATH €ro
HA KECTKU JIMCK IepPCOHAIbHOI0 KOMIIbIoTepa B BUJe (baiijia, colepzKallero 3aK0aupo-
BauHble 3Ha4deHus Tunos ACH.1, coctapasromux COK.

3 IlpeobpaszoBarh (baita, moyydeHHBIH Ha 1mare 2, B TeKcroBoe npejcrasiaenne COK.

4 IIpopecTn BU3yaJIbHBIN aHAJIN3 TEKCTOBOIO IpejcTaBienud cpopmupoBannoro COK B
JacTu pacmupenuit Ha coorpercrsue 1. 6.2 CTb 34.101.19.

5 IloBroputs marm 1 — 4 He MeHee 9 pa3, 3ajaBad pa3IUIYHBIE TTapaMeTpPhl BHI30BA
HCIBITBIBAEMON MPOrPaMMBbI (€CJIH UMeeTCsT TaKash BOSMOYKHOCTB).

6 Bospparurs YCIEX, ecau nHa mare 4 npu BusyaabnoM anaiauze COK mHe BbISBIEHO
necoorBercreuit CTH 34.101.19, npu stoMm:

1) kommomnent extensions (cm. m. 6.1.2.9 CTB 34.101.19) comepKuT 3HAYCHHE THIIA
SEQUENCE, BkJI0Yaloniee HECKOJBKO PACHIMPEHUN, KaxKI0€e U3 KOTOPBIX COACPXKHUT HUACH-
TUPHUKATOP U 3aKOJUPOBAHHOE 3HAYEHHUE 3aJaHHOIO THUIIA, a TaKxKe OVJIeBYIO HMepeMeH-
HYIO, KOTOpad 10 YMOJYaHUIO IpuHuMaeT 3nadenune FALSE u onpejesger KpUTUYHOCTD
pacmupenus (cMm. n. 6.2 CTB 34.101.19);

2) B KOMIIOHEHTe eXtensions coeprKaTcs:

— HekpuTmdeckoe pacimupenne authorityKeyIdentifier ¢ wuaenTnduKaTopoM
2.5.29.35 (em. m. 6.2.1.1 CTB 34.101.19), uaentudunupyorniee OTKpuITHI Kiod Y11,
COOTBGTCTByIOH_[I/Iﬁ JIMYHOMY KJIIOYY, UCIIOJIB3YIOINEMYCd AJid IMOAIUCH CepTI/ICbI/IKaTa
(utst camMomoAICAHHOrO cepTH(hUKATA PACITHDEHIE MOKET OBITH OIIYIIEHO);

10
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HeKpuTH4deckoe pacmupernne SubjectKeyIdentifier c uaertTuduraropom 2.5.29.14
(em. m. 6.2.1.2 CTB 34.101.19), umentudunupytoriee ceprudurar, comepKamii
ONpeeeHHBIA OTKPBITHIA KJII0Y;

pacmupenue KeyUsage ¢ ugentudukaropom 2.5.29.15 (em. . 6.2.1.3 CTBH 34.101.19),
ompeaesonee Ha3HaYeHHe OTKPBITOTO KJo4a, cogepzxkalierocs B COK;

pacmupenne certificatePolicies ¢ mmentuduxaropom 2.5.29.32 (cm. m. 6.2.1.4
CTB 34.101.19), onpenensitoriee MOJUTHKE cepTuduKaTa;

3) B KOMIIOHEHTE €Xtensions MOIYT COIEPIKATHCH:

HEeKpUTHYeCKoe pacmupenne PolicyMappings ¢ naenruduraropom 2.5.29.33 (eMm. 1.
6.2.1.5 CTB 34.101.19), onpeesnsiomiee oTobpazkeHue MOJIUTUKY;

pacmuperne SubjectAltName c¢ wuzmentndukaropom 2.5.29.17 (ecm. n. 6.2.1.6
CTB 34.101.19), onpemensitoriee aabTepHATHBHOE UM CYObEKTA;

pacmuperue IssuerAltName c¢ wuaentudukaropom 2.5.29.18 (em. m. 6.2.1.7
CTB 34.101.19), onpeensitoliee ajlbTepHATHBHOE UMsI SMUTEHTA,;

HEKpUTHYecKoe paciupenne SubjectDirectoryAttributes c maerTnduraTopom
2.5.29.9 (cm. m. 6.2.1.8 CTB 34.101.19), onpezessitoriee naeHTHGUKAIMOHHBIE aT-
pubyThl CyObeKTa;

pacmuperue BasicConstraints c¢ wumentudukatopom 2.5.29.19 (em. mw. 6.2.1.9
CTB 34.101.19), onpenensitoniee sapiasercs au Y11 cyobekToM ceprudukara, a Tak-
JKe MaKCUMAJIbHYIO TJIYOMHY JIefCTBUTE/IHHBIX MapIIPYTOB cepTUMHUKAINE, KOTOPLIE
cofiepzKaT JaHHBIH cepTuduKaT (JIOJKHO BKIOYATHCS BO Bee ceprudukarsl Y1 Ko-
TOPBIE COJEPZKAT OTKPBIThIE KJI0un Jyisi mpoBepku DI ceprucdbukaros);

KpuTH4YecKoe pacuiupenue NameConstraints ¢ maenruduraropom 2.5.29.30 (cm. 1.
6.2.1.10 CTB 34.101.19), onpe/essiomniee IPOCTPAHCTBO UMEH, KOTOPOMY JOJIZKHBI
HPUHA/IEZKATH BCe UMeHa CyObeKTOB B IOC/IEAYIONUX cePTU(UKATAX MAPIIPYTa CepP-
Tucpukanmm;

KpUTHYECKoe pacimupenne PolicyConstraints ¢ uaentudukaropom 2.5.29.36 (cm.
m. 6.2.1.11 CTB 34.101.19), onpenensiioriee orpanndeHusi st BepuduKaium Mapiii-
pyTa cepTuduKaImu;

pacmupenue ExtKeyUsageSyntax ¢ wmiaentudukaropom 2.5.29.37 (em. m. 6.2.1.12
CTB 34.101.19), onpeensitoliee PACIIUPEHHYIO 001aCTh IPUMEHEHUsT KII0Ueil;
pacmuperne CRLDistributionPoints ¢ umentuduxaropom 2.5.29.31 (cm. m. 6.2.1.13
CTB 34.101.19), onpeesoriee IyHKTH PACIPOCTPAHEHUS CIIHCKA OTO3BAHHBIX Cep-
ThUKATOB;

KpUTHYECKOe pacimuperne InhibitAnyPolicy ¢ uaentudukaropom 2.5.29.54 (cm. 1.
6.2.1.14 CTB 34.101.19), onpeensitoliee 3ampeiienne MoJuTuKH anyPolicy;
HeKpUTHYecKoe paciiupenne InhibitAnyPolicy ¢ uaenrudukaropom 2.5.29.46 (cm.
. 6.2.1.15 CTB 34.101.19), onpejessiioniee crnocobbl nosnyuaenust npupaiienuii COC;
HekpuTndeckoe pacmmupenne AuthorityInfoAccessSyntax ¢ wumaeHTHdHUKATOPOM
1.3.6.1.5. 5.7.1.1 (em. m. 6.2.2.1 CTB 34.101.19), onpezessioniee KakuM 06pa3oM
MOKHO TOJIy4InTh jocTyn K nadopmannu o6 YII u ceppucam YII;

HeKpuTH4deckoe pacmupenne SubjectInfoAccessSyntax ¢ wWIeHTUPHUKATOPOM
1.3.6.1.5.5.7.1.11 (em. m. 6.2.2.2 CTB 34.101.19), onpezessiioiiee KakKuM 06pa3oM

11
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MOZKHO IOJIYYUTH JOCTYII K HH(MOPMAIMI U cepBucaM cybbekTa ceprudukara, B KO-
TOPOM YKa3aHO JIaHHOe PaCIIupeHne;

— HeCTaHJAPTHBIE (MOJIH30BATEIbCKUE) PACIIAPEHUSL.
7 Bossparurh OLUBKA.

ITpumeganne 1 — 3amasaembie B Tecre ExtCertTest mapamMeTpsl BBI30BA HCIBITHIBAEMOT TTPOTPAM-
MBI B COBOKYITHOCTH JIOJI?KHBI TIOKPBIBATHL HanOO,/1€€ TOMHBIN (QYyHKIIMOHAT, TPEI0CTABAIEMbIN 1C-
ObITEIBaeMOi mporpamvmoii mo Beimycky COK B wacTu hopMupoBaHus PaCHIUPEHUTI.
ITpumeuanne 2 — KoppekTHocTh hOpMUpPOBAHNS HECTAHIAPTHBIX PACITUPEHUN TOJKHA TPOBE-
PATHCH 110 JOKYMEHTAM, OIPEe/TIONNM JTaHHOe PACIITHPEHNE.

6.2.2 IIpouneaypa ¢dopmupoBauusas COC

BxomabIiMu TaHHBIME, 33/IaBa€MBIME TP TECTUPOBAHUK TTpoteaypsl (popmupoBanus COC,
SIBJISTIOTCS JIOIYCTAMBIE 3HAYEHUS 1)1 APAMETPOB BBI30Ba MIPOTPAMMBI, ONPEIEISIONNX COCTAB
u cogepxumoe COC.

B recrax mia xpanenns COC ucnoab3yioTes OuHapHbIe (hailiabl, comepzKalime 3aK0Iupo-
BauubIX 3HadeHuii Tunos ACH.1, cocraprsomux COC.

[Ipu TectupoBanun nporeaypbl popmupoBannsg COC BBIIOJIHSIIOTCS CJIEIYIONNE TECTHI.

Tect IssueCrlTest

1 3agarpb mapameTpbl BbI30Ba HCIIBITHIBAEMON ITPOrPAMMbBI, KOTOPbIE B COOTBETCTBUHU C
JIOKyMeHTanuei neobxomumnl s popmuposanug COC.

2 CpeacTBaMu HCIBITBIBaeMOil iporpaMmbl cpopmupoBaTh COC u 9KCIOPTHPOBATH €ro
HA KECTKUil JIMCK IePCOHAILHOI0 KOMIIbIOTepa B BUJe (baiijia, colepzKallero 3aK0aupo-
BauHble 3Ha4YeHus TunoB ACH.1, cocrapistomux COC.

3 IlpeobpaszoBarh (baita, moyydeHHbIH Ha 1Iare 2, B TeKcroBoe npejacrapienune COC.

4 IIpopecTn BH3yaJbHBII aHAIN3 TEKCTOBOIO Ipe/crapienus chopmuposannoro COC B
YaCcTU OCHOBHBIX KOMIIOHEHT Ha coorBercTBHe 1. 7.1 CTH 34.101.19.

5 IloBroputh marm 1 — 4 He MeHee 9 pa3s, 3ajlaBad pa3IUIHBIE TTapaMeTpPhl BHI30BA
HCIBITBIBAEMON MPOTPaAMMBbI (€CJIH UMeeTCsT TaKas BOSMOYKHOCTB).

6 Bosppaturs YCIEX, eciau Ha mare 4 mpu BudyaiabHoMm anagmze COC He BBISBJICHO
necoorBercrBuit CTH 34.101.19, npu sToMm:

1) dopmar u conepxkanue 3HaUEHUsT 00A3aTETHHONO KOMIIOHeHTa tbsCertList cooTser-
creyer Tuny TBSCertList (em. m. 7.1.1.1 mw m. 7.1.2 CTB 34.101.19):

— kommoseHT version (cm. m. 7.1.2.1 CTB 34.101.19), oupenensitomuii Bepcuto 2 COC,
cofepxut 3Hadenne 1 tuma INTEGER (ecsim 3Ha4YeHHe KOMIOHEHTa OTCYTCTBYET, TO
HCIOJIb3YeTCsl 3HAYEeHHe 110 yMOJIAHUIO);

— koMmmonenT signature (cm. m. 7.1.2.2 CTB 34.101.19) comepKur 3HaveHEe THIA
AlgorithmIdentifier u onpenenser uaeaTHdhUKATOP anrOpUTMa, KOTOpHIi Y1 Hc-
nos1b30Ba 11 Bhipaborku NI aia nannoro COC;

— KommoneHT issuer (cm. m. 7.1.2.3 CTB 34.101.19) comepxxut 3nadenue Tumna Name u
nIeHTUUIIPYeT cyObeKT, KOTophlit moanucan u Beimyctuna COC;

— kommonenT thisUpdate (cm. m. 7.1.2.4 CTB 34.101.19) comepKuT 3HadeHne THIA
Time u onpenenser gary soimycka COC;

12
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— kommonenT nextUpdate (cm. m. 7.1.2.5 CTB 34.101.19) comepKuT 3HaYeHHE THIA
Time u omnpejesser AaTy BbinycKa cieayoiiero COC;

— Heobg3arenbHBIl KoMIoHeHT revokedCertificates (em. m. 7.1.2.6 CTB 34.101.19)
comep:kutT 3Hadenre tuna SEQUENCE, BKIOUaoINee aBa 00A3aTETLHBIX KOMIIOHEH-
Ta, KOTOPBIE ONPeaeasioT cepuilHblii HoMep u nary or3biBa COK, u oaun HeoOs3a-
TeJIbHBI KOMIOHEHT, KOTOPBIH onpesenser pacimpenus 3anuceit COC (nposepka
CcOOTBETCTBHS (DOPMATOB U cojep:kanus 3uadennit pacmupenuit CTh 34.101.19 BwI-
nosiHgieTcs B Tecre EntryExtCrlTest);

— kommonenT crlExtensions (cm. m. 7.1.2.7 CTB 34.101.19) comep:kut 3nauenue TH-
na Extensions u onpezessier pacuupernss COC (mposepka coorBercTBus hopMa-
TOB U comepxkanusi 3uadennii pacmupennii CTHB 34.101.19 Beimonnasiercs B TecTe
ExtCrlTest);

2) dopMmar u cosepKaHne 3HAUYCHUsT 00s13aTeJIbHOIO KOMIIOHEHTa signatureAlgorithm
coorsercTByeT Tuiy AlgorithmIdentifier (cm. m. 7.1.1.2 CTB 34.101.19) u oupemesns-
eT uaeHTUudUKATODP aaropuT™a, Koropblit YL ucrnoab3oBaa s BeipadboTku DI ms
narroro COC (B JaHHOM KOMIIOHEHTE JIOJIZKHO COJIEPZKATHCS TO YK€ 3HAUeHHe, UTO U B
KOMIIOHeHTe signature tumna TBSCertList);

3) dopMmar u coepKaHue 3HaAUEHUsT 00sI3aTEeIBHOIO KOMIIOHeHTa signatureValue coor-
sercrByeT Tuny BIT STRING (cm. m. 7.1.1.3 CTB 34.101.19) u comepzxut 3uadenne DI
7 BosspatuTrh OLIUBKA.

IIpumevanne — 3anasaembie B Tecre IssueCrlTest mapamerpsl BI30Ba UCIBITHIBAEMOM TPOTPAMMBI

B COBOKYITHOCTHU JIOJI?KHBI TIOKPBIBATH HauboJiee MOTHBIN (DYHKITMOHAJ, TPEI0CTABISIEMbIA UCIIbI-

ThiBaeMOit mporpaMmoit o Beinycky COC B gactu (popmupoBanusi ocHoBHBIX KoMionernT COC.

Tect ExtCrlTest

1 3ajarpb mapameTpbl BbI30Ba HCIIBLITHIBAEMOR ITPOrPAMMbI, KOTOPbIE B COOTBETCTBUU C
JIoKyMenTanuei neobxoaumol s popmuposanug COC.

2 CpeacTBaMu HCIBITBIBaeMOil porpaMMbl cpopmupoBaTth COC u 9KCIOPTUPOBATH €0
Ha KECTKUil JINCK IePCOHAJIbHOI0 KOMIIbIoTepa B BUjie (baiiia, coepzKaliero 3aK0upo-
BauHble 3Ha4deHns Tunos ACH.1, cocrapistonux COC.

3 IlpeobpaszoBarh bait, moyydeHHbIH Ha 1Iare 2, B TeKcroBoe npejcrasienune COC.

4 IlpoBecTn BU3yaJIbHBIN aHAINA3 TEKCTOBOIO Ipe/crapienus chopmupoBannoro COC B
JacTu pacmupenuit Ha coorpercrsue 1. 7.2 CTb 34.101.19.

5 lloBroputs marm 1 — 4 He MeHee 9 pa3, 3a/laBad pa3IUYHBIE TapaMeTPhl BHI30BA
HCIBITBIBAEMOMN MPOrpaMMbl (€CJIH UMeeTCsT TaKas BO3SMOXKHOCTB).

6 Bossparurns YCIEX, eciau Ha mare 4 mpu BudyajbHoMm anajguze COC He BBISBJIEHO
necoorBercrBuit CTH 34.101.19, npu stoMm:

1) meobgasarenpubiii Kommonent crlExtensions (em. mw. 7.1.2.7 CTB 34.101.19) cozep-
xkuT 3Hadenue tuna SEQUENCE, Bkaougaroliee HECKONIBKO PACIIUPEHUNA, KaxK10€ U3 KOTO-
PBIX COJEPYKUT UJICHTU(MUKATOP U 3aKOIUPOBAHHOE 3HAYCHHUE 3a/IAHHOIO THUIIA, a TaKzKe
OyJIeBYIO ITepEeMEHHYI0, KOTOpas 0 yMOJYaHuio TpuHuMaeT 3Hadenne FALSE u onpee-
JseT KpUTHIHOCTh pacimupenus (cm. m. 7.2 CTB 34.101.19);

2) B KOMIOHeHTe crlExtensions cojep:KaTcs:
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— HekpuTmdeckoe pacimupenne authorityKeyldentifier ¢ wuaerTHdHKATOPOM
2.5.29.35 (em. .7.2.1 w . 6.2.1.1 CTB 34.101.19), unenrudunupyroriee OTKpPbITHIi
K09 Y1, cooTBeTCTBYIOMUI JTUIHOMY K0Ty, HCHOJb3YIOMEMYCS /I HOAIUCH
COC;

— HekpuTHUeckoe paciupenne CRLNumber ¢ wiaentudukaropom 2.5.29.20 (em. m. 7.2.3
CTB 34.101.19), onpenensitomee COC;

3) B KOoMIOHeHTe crlExtensions MOTYT COJepKATHCS:

— pacmmmpenue IssuerAltName ¢ uaentuduraropom 2.5.29.18 (em. n. 7.2.2 m m. 6.2.1.7
CTB 34.101.19), onpeensitoliee aJlbTepHATHBHOE UMsI SMUTEHTA,;

— kpurndeckoe pacinmpenue deltaCRLIndicator ¢ uaentuduraropom 2.5.29.27 (cm.
n. 7.2.4 CTB 34.101.19), oupenesitomee, uro COC siBasgeTcs npuparieHneM;

— KpHUTHYecKoe pacmupenne issuingDistributionPoint c¢ wuaerTHdWKATOPOM
2.5.29.46 (cm. n. 7.2.5 CTB 34.101.19), KOTOpPOE yKa3bIBAET BBHIMYCKAOMMI MYHKT
pacpeaenaenust u ooaacth aeiicrsus onpegeaeaaoro COC, a Takyke TOBOPHT O TOM,
pacupocrpangerca i COC Ha cepruduKaThl KOHEIHBIX I0JIb30BaTe/I€il, TOJIHKO Ha
ceprudurarsl Y1, Toabko Ha arpubyTHbIE cepTHUKATH HJIX HA OrpaHUIEeHHBII
HaOOp KOJIOB IPHUYHUH;

— HekpuTHUeckoe pacuupenne FreshestCRL ¢ wmpentuduxaropom 2.5.29.46 (cm. .
7.2.6 CTB 34.101.19), onpeensioniee cnocod Moty deHust HHGOPMAIMA TTPUPAIITEHUS
COC ang moraoro COC;

— HekpuTmdeckoe pacmupenne AuthorityInfoAccessSyntax ¢ uaeHTH(MHKATOPOM
1.3.6.1.5. 5.7.1.1 (em. m. 7.2.7 CTB 34.101.19), onpenensitoriee KaKuM 06pa3oM MOK-
HO MOJIy4YuTh JocTyn K wHdopmaruu od Y1 u ceppucam YII.

7 BosspatuTrh OULIUBKA.

IIpumevanue — 3agaBaembie B Tecte ExtCrlTest mapamMerpsl BEI30Ba UCHBITHIBAEMON TPOTPAMMBI

B COBOKYITHOCTHU JIOJIZKHBI TIOKPBIBATH HanboJiee MOTHBIN (DYHKITMOHAJ, TPEI0CTABISIEMbIA UCITBI-

ThiBaeMoit porpammoit o Beinycky COC B gactu dopmupopanust pacimupenuit COC.

Tect EntryExtCrlTest

1 3amarp nmapaMerpbl BbI30BA HCIBITHIBAEMON MIPOIPAMMbl, KOTOPbIE B COOTBETCTBHH C
nokymenTarueit Heobxoaumbt jiist popmuposanus COC.

2 CpejacrBamu ucubiTbiBaemoii nporpammbl copmuposarb COC u 9KCIIOPTHPOBATH €10
HA ZKECTKUH JUCK TePCOHAJBHOIO KOMIBIOTEPa B BUE (Daiijia, COAEPKAIIEro 3aKOAUPO-
Bannble 3Hauenns tunos ACH.1, cocrapstomux COC.

3 IlpeobpaszoBarh (haiti, mosydenHblii Ha 1mmare 2, B Tekcropoe npeacrapienne COC.

4 TlpopecTn BH3yaJIbHBIH aHAIN3 TEKCTOBOIrO mpeacrapaenust copmuposarnoro COC B
JacTU pacmmpenuii 3anuceit Ha coorBercrBue 1. 7.3 CTH 34.101.19.

5 Ilosropurh maru 1 — 4 ne Mmenee 9 pa3s, 3ajiaBasd pa3/iIMYHbIC [TAPAMETPbI BBI30BA
HCIBITBIBAEMOI MPOTPAMMBbI (€CJIH UMeeTCsT TaKas BOSMOXKHOCTD ).

6 Bossparuts YCIEX, ecsm na mare 4 npu BusyasbHoMm anajnze COC He BBISBIEHO
necoorsercreuit CTB 34.101.19, upu srom:

1) meobsizaresnbHBbI KOMIOHEHT crlEntryExtensions (em. . 7.3 CTH 34.101.19) coznep-
kuT 3HadeHne Tuna SEQUENCE, BkrOUalollee HECKOABKO PACIIUPEHU, KAaxKJI0e U3 KOTO-
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PBIX COJIEPKUT UJICHTU(MUKATOP U 3aKOIUPOBAHHOE 3HAYECHHUE 3a/IAHHOIO THUIA, & TaKzKe
OyJIeBYIO IMEpEeMEHHYI0, KOTOpas 0 yMOJIaHuio IpuHuMaer 3Hadenne FALSE u ompeje-
JgeT KpUTHIHOCTD pacimupenus (cm. m. 7.2 CTB 34.101.19);
2) B KoMIoOHeHTe crlEntryExtensions MOryT COMEPKATHCS:

— HeKpuTHYecKoe pacmmpenne reasonCode ¢ wuaentudukaropom 2.5.29.21 (cMm. .
7.3.1), onpeieisoniee MPUINHY OT3bIBa CepTH(hUKATA;

— HekpuTndeckoe pacrmpenune holdInstructionCode ¢ muaentudpukaropom 2.5.29.23
(em. 1. 7.3.2 CTB 34.101.19), npeacrapastorniee coboil 3aperuCcTpUPOBAHHBIN 1IEHTH-
¢dpUKaATOP MHCTPYKIUK, KOTOPBIN YKa3bIBAET, KAKOe JeifiCTBUE CJaeyeT TPeIPUHATD
nocjie obHapyzkenus ceprudukara, JefcTBIE KOTOPOTO OBLIO TPHOCTAHOBJICHO;

— HeKpHUTHYecKoe pachmpenue invalidityDate ¢ maentudukaropom 2.5.29.24 (cm.
n. 7.3.3 CTB 34.101.19), KoTOpOe COAEP:KUT JAaTy, KOTJA MPOU3OILIA JTOCTOBEPHO
W3BECTHAA WM TTpeJoaraeMas KOMITPOMeTaInd JHIHOTO KJII04Ya WU KOTJIa CepTH-
dukar cran HeAeHCTBUTEJIbHBIM IPH UHBIX 00CTOATE/IHCTBAX;

— KpuTnieckoe pacmmpenue certificatelssuer ¢ uaentuduraropom 2.5.29.29 (cm.
n. 7.3.4 CTB 34.101.19), onpejensioniee sMuTeHTa cepTHGUKATA, CBSI3AHHOIO € 3a-
nuckio B kocBennom COC.

7 Bossparutn OLIUBKA.

IIpumeganue — 3anaBaembie B Tecte EntryExtCrlTest mapamerpsl BbI30Ba UCHBITHIBAEMON IPO-
rpaMMBbl B COBOKYITHOCTHU JIOJIKHBI TIOKPBIBATH HambOOJee TOJMHBIN (DYHKIIMOHAI, TPEIOCTABIIE-

MBI UCTIBITBIBaEMO nporpaMmoii o Beimycky COC B wactn hopMUpPOBaHUST PACIIIUPEHNI 3aMUCH

COC.

6.2.3 IIponenypa Bepudmkamumm MapaipyTa cepTupuKaIum

BxomubiMu JaHHBIMHE, 33/1aBAEMBIMH [P TECTUPOBAHWE MPOTIEILYPbl BEPUMPUKAIINST MAPIII-
pyTa cepTudUKAIN, sIBJAIIOTCA MapIipyThl cepruduramnmu, B aodaonne COK u COC, mpe-
cTaBJeHHBIE B BUjIe OMHAPHBIX (DailIoB, cogepKaIux 3aKkoaupoanubie 3aadenns tunos ACH. 1.

[Ipu TecTupoBaHum UPOIEAYPHl BEPUMPUKAINE MAPIIPYTa CEPTHMUKANNNA BBITIOTHIIOTCS
6a30BbIE TECTHI U TECTHI M3BECTHOI'O OTBETA. Da30Bble TECTbHI ABALAIOTCH 0bga3aTebHbIMU. Te-
CTHI M3BECTHOTO OTBETa SIBJIAIOTCA JOMOJHUTETbHBIMHA ¥ TPeTHA3ZHATEHBl JJisi BepuuKaIum
mapipyTta ceprudukanun ¢ COK n COC, koTopble MOANNCAHBI AJTOPUTMOM, OIPEIETeHHBIM
B CTH 34.101.45-2013. Ecan unrepdeiichl HCIBITYEMOI TPOTrPAMMBI HEe TIO3BOJISIIOT BBITIOTHITH
BepubUKAIIIO TIPOU3BOJILHBIX MAPIIPYTOB ceprudukanuu (¢ pazanaabivu aaropurmamu ST,
JIMHAME MAapIIPYTOB | JIP.), TO T€CTHl H3BECTHOIO OTBETA HE BBIMOIHIIOTCS, IPH 3TOM B IPO-
TOKO/I€ TECTHPOBAHWE JETAETCS COOTBETCTBYIONIEE IPUMETaHue.

Jlna 6azoeix TectoB COK u COC, Bxozasmue B MapuipyT cepTudUKaIUu, IPeI0CTABIsI-
I0TCS COBMECTHO ¢ MCIBITHIBAEMOI MPOrpaMMoit uin (hOpMUPYIOTCS IKCIePTOM ([P HAJTHYNH
HeOOXOMMOTO IPOrpaMMHOTO obectiedenns ). [lepe 1 TecTHpOBaHUEM IPOIETY Dbl BepuduKaIus
MapIIpyTa CepTUMUKAIAN IKCIEPT TPOBOINT BU3YAJIHHOE CPABHEHHE TEKCTOBOTO IIPEICTABIE-
aug ¢gopmaro COK u COC, Bxoasmux B MapuipyT cepruduranum, ¢ popMaTaMm, Ompee-
meaabivMu B Cranmapre. /[ng usmenenns COK u COC, KoTOpoe BHIMIOJHAETCS B HEKOTOPBIX
6a30BBIX TECTAX, MOT'YT HCIOJIb30BATHCS MTPOTPAMMBI, OMUCAHHBIE B TPUIOKeHHH [.2.
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Jlj1st TeCTOB M3BECTHOTO OTBETA B Ka4eCTBEe BXOAHbIX Janubix ucinojb3yiorcs COK u COC,
olpe/ie/IeHHbIE B IIPUJIOZKEHUU @ (3akoauposanubie ACH.1-daiiibt ¢ panasimu COK u COC
SABALIOTCI HEOTheMJIEMON 9aCThIO HACTOLIIEH MGTO,ZLI/IKI/I).

BazoBnsle TecThl. B x01e TecTupoBanus 1mpoieaypbl Bepudukalusd Mapiupyra ceprudu-
KAIUU BBIMOJHAIOTCS CJIeIyioniue 0a30Bble TeCThI.

Tect ValidPathTest

1 3agaTh KOPPEKTHBIH MapHIPYT cepTUDUKAINHN.

2 CpeacTBaMu HCIBITHIBAEMON MPOIPAMMBbI BHIIIOJIHUATE IPONEIYPY BepupUKAIIMS MapIII-
pyTa cepTUdpUKAINH.

3 IlosToputh marm 1 — 2 He MeHee 9 pas, 3ajaBast Pa3TUIHbIE KOPPEKTHBIE MAPIIPYTHI
cepTudUKAIUA,

4 Bosppaturs YCIEX, ecin Ha mare 2 MapuipyT cepTHMUKAIUU YCIENIHO ITPOBEpeH U
COK xoneuHoro y4acTHUKa HPH3HAH JeHCTBUTETbHBIM.

5 BosspatuTrh OULIUBKA.

IIpumevanne — 3anaBaembie B Tecte ValidPathCertTest mMapuipyThl JO/KHBI TOKPBIBATH HAM-
bostee TOJIHBIN (DYHKIINOHAJ, NPEIOCTAB/ISIEMbINl UCIBITHIBAEMOI MTPOTPAMMOil M0 BepupuKanum

MapIIpyTa cepTUhUKAIINN.

Tect InvalidPathCertTest

1 Usmenuts COK, BXoagduuii B KOppEKTHBIH MapIIPYT cepTUMHUKAINN, TAKIM 00pa30M,
q1o0bl COK 0bLT NpU3HAH HEKOPPEKTHBIM.

2 3anarb mapmpyT ceprudukanuu ¢ udMmenenusiMm COK.

3 CpeacTBaMu UCHBITHIBAEMOM POrPAMMBI BBIIIOJHUTD IIPOIE/IYPY BepuUKaIus MapIiI-
pyTa cepTupUKAINHN.

4 Iloropurs maru 1 — 3 He MeHee 9 pa3, 3a/laBas Pa3TMIHbIe MAPIIPYTHI CePTHMUKAIIUN
¢ u3amenenubiM COK.

5 Bossparurh YCIEX, eciu Ha mare 3 MapIipyT OTKJIOHEH W BO3BpalleHa OIMHrOKa, COOT-
BETCTBYIOIAsl BHECEHHBIM M3MEHEHHUSIM.

6 BosspaTtnth OLUBKA.

IIpumeganue 1 — Namenenus COK, Bxogsgimux B MapimipyT cepTudUKaIUn, MOIYT COCTOSTh, Ha~
IIpUMeD, B U3MEHCHNY 3HAYCHUA KOMIIOHEeHTa signatureValue min KkoMnonenTa tbsCertificate.
IIpumeganue 2 — 3agaBaembie B Tecre InvalidPathCertTest Mapiipy sl J0KHBI TOKPHIBATH HAK-
bostee TOJIHBIN (DYHKIIMOHAJ, [PEIO0CTABJISAEMbIN HUCIBITHIBAEMON MIPOIPAMMOil M0 BepuduKanuu

MapIIpyTa CepTUdUKAIINN.

Tect InvalidPathCrlTest

1 Mamenuts COC, Bxoasiuii B KOPPEKTHBIN MAPIIPYT CePTUDUKAIIT, TAKIM 00pa3oM,
910661 COC OBl TPU3HAH HEKOPPEKTHBIM.

2 3agars mapripyT ceprudukanuu ¢ n3menenabiMm COC.

3 CpescrBamMu HCIBITHIBAEMOIT TPOIPAMMBI BBIMIOJTHUTS MTPOTEAYPY BEPUGMDUKAIIST MaPIII-
pyTa cepTuduKaIum.

4 Tlosroputs maru 1 — 3 He Menee 9 pa3, 3a/iaBas Pa3IMIHbIE MAPIIPYTHI CEPTHMOUKATINN

¢ m3menesaeiM COC.
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5 Bossparutsh YCIEX, eciu Ha mare 3 MapiipyT OTKJIOHEH W BO3BpallieHa OIMHOKa, COOT-
BETCTBYIOIAasd BHECEHHBIM U3MEHCHUAM.
6 Bosspatnth OLUBKA.

IIpumeganue 1 — Usmenenus COC, Bxopdanmx B MapuipyT cepTuduKaiuu, MOIyT COCTOATh, Ha-
IpUMeD, B N3MEHCHUN 3Ha4YeHnd KOMIIOHeHTa signatureValue nianm Komnonenra tbsCertList.
ITpumeganne 2 — 3agaBaembie B Tectre InvalidPathCertTest maprpyThl JOKHBI TOKPHIBATE HAM-
OoJiee TOJTHBIN (DYHKIIMOHAJ, MPEIOCTAB/IAEMBI HUCIBITHIBAEMON TPOTPAMMOI 0 BEePU(PUKAIINHT
MapIpyTa CepTUMOUKAITIN.

TecThbl N3BECTHOTO OTBETA. 1€CThl N3BECTHOTO OTBETA OCHOBAHBI HA TECTAX U3 JIOKYMEH-
toB «Public Key Interoperability Test Suite (PKITS) Certification Path Validations (PKITS)
u «NIST Recommendation for X.509 Path Validations.

Bxosabie mapamMeTpsl NpoIe/Lypbl BepuuKamm MapipyTa cepTuuKanum, ucrnoab3yeMbie
B TECTaX W3BECTHOTO OTBETA, sIBJIAIOTCSA YTOUYHEHUEM apaMeTpoB, onpeieieHHbx B Ctanmgapre.
BojbmuHCTBO TECTOB N3BECTHOTO OTBETA BHIMOJHACTCS TIPU CJICIYIONINX YCJIOBUIX:

— JIOBEpPEHHOI CTOPOHOI sBjsieTcss KopHeBoit Y1

— mapaMeTp user-initial-policy-set NpuHEMAaeT CHeNUAJbHOE 3HAYeHHe anyPolicy;

— mapaMeTp initial-explicit-policy ycranossien B FALSE;

— mapaMerp initial-policy-mapping-inhibit ycranossuen B FALSE;

— mapaMeTp initial-any-policy-inhibit ycranosinen B FALSE.

[Tepeuncennbie BhITE 3HAYCHUS TTAPAMETPOB CYUTAIOTCS TTapaMeTpaMu 110 yMOJTIAHHIO.

Bo Bcex Tecrax u3BeCTHOrO OTBeTa, HE CBI3aHHBIX C 0OPAOOTKON IOJUTUK IIPHMEHEe-
HUd CepPTH(MUKATOB, HUCHOJIb3yeTcd MOJUTHKaA 1o yMonadanuio 2.16.840.1.101.3.2.1.48.1. Ec-
Ju napaMerp user-initial-policy-set colep:KUT yKasaHHOe 3Ha4YeHue WM lapaMerp
initial-explicit-policy ycranosien B FALSE, TO 3Ha4deHUd ITUX [apaMeTpPOB He BJIU-
AI0T Ha Pe3yJIbTaThbl TECTOB, KOTOpbIE HE CBA3aHbI ¢ OOPabOTKOW IOJHMTHUK. 3HAYEHHE IIa-
paMmerpa initial-policy-mapping-inhibit He BiHMgeT Ha pe3yJbTaTbl TECTOB, B KOTO-
PBIX OTCYTCTBYIOT CepTHMhUKATHI, cojep:Kallue pacmupenne PolicyMappings, a mapameTp
initial-any-policy-inhibit — Ha pe3yJbTaTHl TECTOB, B KOTOPBIX OTCYTCTBYIOT CePTHMOU-
Karbl ¢ pacumpenueM CertificatePolicy, cogepzkamuM noguTuKy anyPolicy.

Ecyin peanuzanus npore/ 1y pbl BepuduKalui MapuipyTa cepTudUKaIUN He T03BOJIdeT yCTa-
HOBUTDH 3Ha4YeHue napaMerpa user-initial-policy-set B anyPolicy, TO BO BceX CJIydadx, KO-
/18 HeoOXOUMO YCTAaHOBUTD JIAHHOE 3HAYEHHUE MapaMeTpa, CJaeyeT UCIOJIb30BaTh MHOXKECTBO
IOJIUTHUK, MEPEIHCIeHHbIX B Tabauie 1}

Tabuiuia 1 — IlosmTuky npuMeHeHud cepTudUKaTOB
U nentudpukaTop ‘ 3aperucTpupoBaHHOE UM Nwmsa B MeToauKe
2.5.29.32.0 anyPolicy anyPolicy

2.16.840.1.101.3.2.1.48.1 NIST test-policy-1 NIST-test-policy-1
2.16.840.1.101.3.2.1.48.2 NIST test-policy-2 NIST-test-policy-2
2.16.840.1.101.3.2.1.48.3 NIST test-policy-3 NIST-test-policy-3
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Tect VSEETest1

3aaTh MmapaMeTpsl 0 YMOJTYAHHIO.

Bagars B KadectBe COK kopuesoro YII TrustAnchorRootCertificate.

Bagars B KauectBe COC kopueBoro VIl TrustAnchorRootCRL.

Bamars B KauecrBe COK mogumuennoro Y1 GoodCACert.

Banars B KauecrBe COC nomguunnernoro Y1 GoodCACRL.

Bagars B kKagectBe COK KoHewyHOTrO yuacTauka ValidCertificatePathTest1EE.
CpeacTBaMu UCHBITHIBAEMON MPOIPAMMBbI BHIIIOJIHUATE POy Py BepUPUKAIMS MapIII-

=~ Oy Ut = W N+~

pyTa cepTudUKAINHN.

8 Bosppaturs YCIEX, ecqn MapmipyT ceprucurarnuu ycnenino mposeped 1 COK kKoneu-
HOTO YYACTHUKA HMPU3HAH JeHCTBUTETHLHBIM.

9 Bosspatuth OLIUBKA.

IIpumeganue — Lesib Tecra VSEETest]l — nposepka criocobrocTu peasmzaiiiu 06padarbiBaTh 110-
cnepoBaresbHocTn uMed u I, a Takke mpoBepsaTh CPOK jelicTBUsS CePTUMUKATOB MAPIIPYTa
ceprudukanuu. Kpome Toro, npu TeCTUPOBAHUU NPOBEPSETCH KOPPEKTHOCTH 0OPAbOTKHU PACIITH-
penwuit BasicConstraints u KeyUsage B IIPOMEKYTOUHBLIX CepTH(MUKATAX.

Tect ICASTest2

3a1aTh mapaMeTpsl M0 YMOJTIAHHIO.

Banath B KauectBe COK kopuesoro YII TrustAnchorRootCertificate.
Bagath B KauectBe COC kopueBoro VIl TrustAnchorRootCRL.

Bazgats B KadectBe COK momunnennoro YII BadSignedCACert.

Bazgats B KadectBe COC nmogumuennoro Y1 BadSignedCACRL.

Bazars B kKadecTBe COK koneunoro ydactnnka InvalidCASignatureTest2EE.

~N O Ut = W N

CpeacTBaMu HCIBITHIBAEMON TPOIPAMMBbI BHIIIOJIHATE IPONEIYPY BepupUKAIIMS MapIII-
pyTa cepTupUKAINHN.

8 Bosppaturs YCIEX, ecim COK KoHeYHOro ydacTHHKA HPHU3HAH HeIeHCTBHTEIbLHBIM,
1.K. OUII B mpomekyTounoMm cepTudukaTe HEKOPPEKTHAL.

9 Bosspatnth OLUBKA.

IMpumeuanne — Hean Tecta [CASTest2 — nposepKa CITOCOOHOCTH peaN3alil BLISBISTH HEKOP-
pekrabie DI B mpoMeKyTOUHBIX cepTUdUKATAX MAPIIPYTa CEPTUDUKAIUN.

Tect IEESTest3

3a7aTh mapaMeTphl M0 YMOTIAHUTO.

Bagars B Kagectse COK kopuesoro YII TrustAnchorRootCertificate.
Bagars B Kagectse COC xopueBoro Y1l TrustAnchorRootCRL.

Bagars B KagectBe COK momumuennoro Y11 GoodCACert.

Bagars B KagectBe COC mogunnennoro Y11 GoodCACRL.

Bajsars B kauectBe COK koneunoro yuacrtunka InvalidEESignatureTest3EE.

~ O O o W N

CpesicTBaMU HCIIBITHIBAEMOiT TPOrPAMMBI BBIMTOJTHATH MTPOTEAYPY BEPUGMDUKAIIST MaPII-
pyTa cepTudUKaInm.

8 Bossparuts YCIEX, ecain COK komeunoro ydyacTHWKa MTPU3HAH HEAEHCTBUTETHHBIM,
1.K. DI B ceprudpukare KOHEUHOTO YIACTHUKA HE KOPPEKTHASI.

9 Bosepartutsh OLWUBKA.
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ITpumeganue — Henb recra IEESTestd — nposepka criocobHOCTH peain3alini BhIABJISTH HEKOP-
pekrabie DI B ceprudukare KOHETHOTO yIACTHUKA.

Tect ICAnotBeforeDateTest1

3a1aTh nmapaMeTpsl M0 YMOJTIAHHIO.

Banarh B KagectBe COK kopuesoro YII TrustAnchorRootCertificate.

Banars B KagectBe COC kopueBoro VIl TrustAnchorRootCRL.

Banars B KauecrBe COK momumnennoro Y1l BadnotBeforeDateCACert.

Banars B KauecrBe COC nmogunnennoro Y1l BadnotBeforeDateCACRL.

Bagars B KagectBe COK KOHewHOro yyacTHuka InvalidCAnotBeforeDateTest1EE.

=~ Oy U = W N

CpeacTBaMu HCIBITHIBAEMON MPOIPAMMBbI BHIIIOJIHUATE IPONEIYPY BepuPUKAIMS MapIII-
pyTa cepTudpUKAINH.

8 Bospparurs YCIEX, ecsim COK KoHedHOro ydacTHHKA HPHU3HAH HeIeHCTBHTEILHBIM,
T.K. CPOK JIeHCTBUA MPOMEKYTOUHOIO cepThdHKaTa ele He HACTYIIHI.

9 Bosspatnth OLUBKA.

ITpumeuanne — B Tecte ICAnotBeforeDateTest] kommomenT notBefore mpoMeRyTOTHOTO CEPTH-
dbukaTa yKaszplBaeT Ha ATy, KOTOpas eIlle He HACTYIIMJIA.

Tect IEEnotBeforeDateTest2

3aaTh mapaMerpsl M0 YMOJTYAHHIO.

Banarh B KadectBe COK kopuesoro YII TrustAnchorRootCertificate.

Bagars B KauectBe COC kopueBoro VIl TrustAnchorRootCRL.

Bamars B KauecrBe COK mogumuennoro Y1 GoodCACert.

3anars B KauecrBe COC nomgunnernoro Y1l GoodCACRL.

Sagars B kKagectBe COK kKoHewyHOro yyacTauka InvalidEEnotBeforeDateTest2EE.

=~ Oy Ut = W N~

CpeacTBaMu HCHBITHIBAEMON MPOIPAMMBbI BHIIIOJIHUATD POy Py BepUPUKAIMS MapIII-
pyTa cepTudpUKAINHL.

8 Bospparurs YCIEX, ecsim COK KoHedHOro ydacTHHKA HpPHU3HAH HEIeHCTBHTEILHBIM,
T.K. CPOK JIelicTBUSA cepTHdUKATA eIe He HACTYIIMII.

9 Bosspatnth OLUBKA.

IIpumeaanne — B Tectre IEEnotBeforeDateTest2 kommonenT notBefore ceprudrukara KOHEIHOTO
YYaCTHUKA YKA3bIBAeT HA JATY, KOTOPAs eIlle He HACTYIIUJIA.

Tect Vpre2000UTCnotBeforeDateTest3

3ajarh mapamMeTphl M0 YMOJTIAHUIO.

Bagars B kKauecte COK kopuesoro YII TrustAnchorRootCertificate.

Bagars B KauectBe COC kopueBoro Y1l TrustAnchorRootCRL.

Bagars B KauectBe COK nomuumnaennoro Y11 GoodCACert.

Bagars B kKagectBe COC nogunnennoro Y11 GoodCACRL.

Bagars B kagecrBe COK KOHEYHOTO ydyacTHUKA
Validpre2000UTCnotBeforeDateTest3EE.

7 CpejicTBaMu HCHBITHIBAEMOI TPOTPAMMBI BBIIIOJIHUTH [POIE/IYy Py BepuduKamus MapIi-

Sy O s W N

pyTa cepruduKaIuim.
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8 Bosppaturs YCIEX, ecqium MapiipyT ceprucdukarun ycnenino mpospeped 1 COK kKoned-
HOTO YYACTHUKA IPU3HAH JEHCTBUTETHHBIM.
9 Bosspatuth OLUBKA.

IIpumeganue — B 1ecre Vpre2000UTCnotBeforeDateTest3 kommonenT notBefore ceprudurara
KOHETHOTO YJacTHUKA yKa3biBaeT Ha 1950 rox u 3akogmposan tumoM UTCTime.

Tect VGeneralizedTimenotBeforeDateTest4

3aaTh mapaMeTphl M0 YMOTIAHUTO.

Bagars B Kagectse COK kopuesoro YII TrustAnchorRootCertificate.
Bagats B Kagectse COC xopueBoro Y1l TrustAnchorRootCRL.

Bagars B KagectBe COK momumuennoro Y11 GoodCACert.

Bagars B KagectBe COC mogunnennoro Y11 GoodCACRL.

Sy O W N

Bagars B kKagecrBe COK KOHETHOTO ydIacTHUKA
ValidGeneralizedTimenotBeforeDateTest4EE.

7 CpeacTBaMu HCIBITHIBAEMOI TPOTPAMMBI BHITIOJTHUTH MPOIEIYPY BepUdUKAIAST MAPIII-
pyTa cepTudUKaIum.

8 Bossparuts YCIEX, eciu mapuipyT cepruduramnuu ycmnermso nposeper n COK koned-
HOTO YYaCTHUKA MPU3HAH JEHCTBUTETHLHBIM.

9 Bosspartutsh OLWUBKA.

ITpumeganne — B Tecre VGeneralized TimenotBeforeDateTest4d kommonenT notBefore ceprudu-
KaTa KOHEYHOTO YyYaCTHUKA 3aKOAWPOBAH TUIIOM GeneralizedTime.

Tect ICAnotAfterDateTest5

3ajaTh mapaMeTphl M0 YMOJTIAHUIO.

Bagars B kKagecte COK kopuesoro YII TrustAnchorRootCertificate.

Bagars B kKagectse COC kopueBoro Y1l TrustAnchorRootCRL.

Bagars B kKagectse COK nomumnennoro Y11 BadnotAfterDateCACert.

Bagars B KagectBe COC nogunnennoro Y1l BadnotAfterDateCACRL.

Bagarp B KauectBe COK koneunoro yuacrauka InvalidCAnotAfterDateTest5EE.

~N O O e W N

CpejicTBaMEU HCIBITHIBAEMOIT IPOrPAMMBI BBIIIOJTHUTD IPOIELYPY BEPUMDUKAIIST MaPII-
pyTa cepruduKaIum.

8 Bossparuts YCIEX, ecain COK koneunoro ydacrHumka MpU3HAH HEAEHCTBUTETLHBIM,
T.K. BpeMs JIefCTBUS MPOMEXKYTOYHOTO CepTH(hUKaTa NCTEKIIO.

9 Bossparuth OLWUBKA.

ITpumeganue — B recre ICAnotAfterDateTesth kommonenT notAfter mpoMeyTOUHOTO CEPTH-
duKaTa yKa3hiBAET HA BPeMsl, MPEIIIECTBYIONIEE TEKYIIEMY.

Tect IEEnotAfterDateTest6

1 3agaTh mapamMeTpsl 0 YMOJIIAHUIO.

2 3Banatp B KauectBe COK kopuesoro YII TrustAnchorRootCertificate.
3 3amzars B kKauectBe COC kopueBoro YII TrustAnchorRootCRL.

4 3agars B KadectBe COK momumnennoro Y1l GoodCACert.

5 3agars B kKauecrBe COC mogunaerntnoro Y1l GoodCACRL.
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6 3anars B kKagecTBe COK KOHewHOTro yyacTHuKa InvalidEEnotAfterDateTest6EE.

7 CpeacTBaMu UCHBITHIBAEMON MPOIPAMMBbI BHIIIOJIHUATD POy Py BepupUKaIMs MapIl-
pyTa cepTudUKAINH.

8 Bospparurps YCIEX, ecsim COK KoHeYHOro ydacTHMKA HpPHU3HAH HEJIeHCTBHTEILHBIM,
T.K. BpeMs JIelicTBHs cepTUudHUKaTa UCTEKJIO.

9 Bosspatuth OLIUBKA.

IIpumeuanne — B tecre IEEnotAfterDateTest6 kommomenT notAfter ceprudmkaTa KOHEIHOTO
yYaCTHUKA YKa3blBaeT HAa BPEMs, IIPEJIIIECTBYIOIIEE TEKYIIEMY.

Tect INCEETest1

3a1aTh mapaMeTpsl 0 YMOJTIAHHIO.

Banath B KauectBe COK kopuesoro YII TrustAnchorRootCertificate.
Bagath B KagectBe COC kopueBoro VIl TrustAnchorRootCRL.

Banars B KauecrBe COK mogumuennoro YL GoodCACert.

Banars B KauecrBe COC momgunnerroro Y1l GoodCACRL.

Bazars B KadecTBe COK koneunoro ydactanka InvalidNameChainingTest1EE.

~N O Ut = W N

CpeacTBaMu HCIBITHIBAEMON TPOIPAMMBbI BHIIIOJIHUATE IPONEIYPY BepupUKAIMST MapIII-
pyTa cepTupUKAINHN.

8 Bosppaturs YCIEX, ecim COK KoHeYHOro ydacTHHKA HPHU3HAH HeIeHCTBHTEIbLHBIM,
T.K. HApYyIIeHa MOCAEI0BATEIHHOCTh UMEH.

9 BosspatnTh OLUBKA.

ITpumeuanne — B Tecre INCEETest1 obimee nmst (arpubyT cn) sMuTeHTa cCepTHdUKATA KOHETHOTO
YIACTHUKA HE COOTBETCTBYET OOIIEMY UMEHU CYOBEKTA MPOMEKYTOTHOTO CePTU(MUKATA.

Tect INCOTest2

3a7aTh mapaMeTphl M0 YMOTIAHUIO.

Bagars B Kagectse COK kopuesoro YII TrustAnchorRootCertificate.

Bagats B Kagectse COC xopueBoro Y1l TrustAnchorRootCRL.

SBagars B kavectse COK nomunnennoro VI NameOrderingCACert.

Bagars B KagectBe COC mogunnennoro Y1l NameOrderCACRL.

3asars B kadectBe COK koneunoro yuacruuka InvalidNameChainingOrderTest2EE.

~ O U e W N

CpescTBaMu HCIBITHIBAEMOIT TPOrPAMMBI BBIMTOJTHATH MTPOTEAYPY BEPU(MDUKAIIST MaPII-
pyTa cepTuduKaIum.

8 Bossparuts YCIEX, ecain COK komeunoro ydyacTHwKa MPU3HAH HEAEHCTBHTETHHBIM,
T.K. HAPYIIEHA [OCJIeI0BATETLHOCTH NMEH.

9 Bosepartuth OLUBKA.

ITpumeganne — B recre INCOTest2 nma smurenTa ceprudpukara KOHEUHOTO YIACTHUKA U UM
cyObekTa IPOMEXKYTOIHOTO cepTuduKaTa CoAepKAT O MHAKOBbIE nepapxudeckue umena (RDNs),
HO TOPAI0K WX CJI€TOBAHUST OTINIAETCS.
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Tect VINCWTest3

3aaTh MmapaMeTpsl 0 YMOJTYAHHIO.

Bagars B KadectBe COK kopuesoro YII TrustAnchorRootCertificate.

Bagars B KauectBe COC kopueBoro VIl TrustAnchorRootCRL.

Bamars B KauecrBe COK mogumuennoro Y1 GoodCACert.

Banars B KauecrBe COC nomguunnernoro Y1 GoodCACRL.

Banars B Kauectse COK komeunoro ygacrunka ValidNameChainingWhitespaceTest3EE.

=~ Oy Ut = W N+~

CpeacTBaMu UCHBITHIBAEMON MPOIPAMMBbI BHIIIOJIHUATE POy Py BepUPUKAIMS MapIII-
pyTa cepTudUKAINHN.

8 Bosppaturs YCIEX, ecqn MapmipyT ceprucurarnuu ycnenino mposeped 1 COK kKoneu-
HOTO YYACTHUKA HMPU3HAH JeHCTBUTETHLHBIM.

9 Bosspatuth OLIUBKA.

IIpumeganue — B recre VNCWTest3 uma smurenTa ceprudukaTa KOHEUHOTO YIACTHUKA U UM
cyObeKTa MPOMEXKYTOUHOrO CepTUMUKATA OTIUYAITCA JIUIIh [IPOMEXKYTKAMU MEYKJY CJA0BAMU
(kosmaecTBOM TTPOGESIOB).

Tect VINCW Test4

1 3azaThb mapamMeTpsl 0 YMOJTIAHUIO.

2 3Banatp B KadecTtBe COK xopuesoro YII TrustAnchorRootCertificate.

3 3amzars B kKauectBe COC KopueBoro YII TrustAnchorRootCRL.

4 3agars B KauectBe COK momumnennoro Y1l GoodCACert.

5 3agats B KauecTtBe COC mogunuennoro Y1l GoodCACRL.

6 3azarh B KagecTBe COK KOHEYHOrO yYaCcTHUKA
ValidNameChainingWhitespaceTest4EE.

7 CpeacTBaMu HCHBITHIBAEMON TPOIPAMMBbI BHIIIOJIHATE IPOIEIYPY BepupUKAIMS MapIII-
pyTa cepTudUKAINHN.

8 Bosppaturs YCIEX, ecnu MapiipyT ceprudurarun ycmnenno npopeper 1 COK koneu-
HOTO YYACTHUKA TPU3HAH AeHCTBUTETHHBIM.

9 Bosspatnth OLUBKA.

IIpumeganne — B Trecte VNCWTest4d umvsa smutenTa cepTuduKaTa KOHEUHOTO YIACTHUKA U UM
cyObeKTa TPOMEXKYTOUHOrO cepTU(UKATA OTIHIAOTCS JUITH TPobeaMu B HaYaJie U B KOHIIE.

Tect VINCCTestb

1 3amaTb mapaMerpsl M0 yMOJIIAHUIO.

2 3agars B kauectBe COK kopuesoro VII TrustAnchorRootCertificate.

3 Baxars B KauectBe COC kopueBoro YII TrustAnchorRootCRL.

4 3anars B KauectBe COK momunnennoro Y11 GoodCACert.

5 Bamarp B kKauectBe COC mogunnennoro Y11 GoodCACRL.

6 3amzars B kagecrBe COK KOHETHOTO yIacTHUKA
ValidNameChainingCapitalizationTest5EE.

7 CpeacTBaMu HCHBITHIBAEMOI TPOTPAMMBI BHITIOJTHUTH MPOIEIY DY BepudUKAIST MAPIII-
pyTa cepTudUKaInm.
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8 Bosppaturs YCIEX, ecqium MapiipyT ceprucdukarun ycnenino mpospeped 1 COK kKoned-
HOTO YYACTHUKA IPU3HAH JEHCTBUTETHHBIM.
9 Bosspatuth OLUBKA.

IIpumeganue — B recre VNCCTesth nms smurenTa ceprudrukaTa KOHEYHOI'O yIACTHUKA U UM
cyObeKTa MPOMEXKYTOYHOIrO cepTudUKaTa OTAUYAIOTCA JIUIIb PEerucTpoM. TecT 10/KeH OBIThH

HpOfI,ZLeH yCHermHo, T.K. CpaBHEHWE HE AOJIZKHO YUYUTHIBATH PETUCTD CUMBOJIOB.

Tect IRCATest2

1 3agaTp mapamMeTpsl 0 YMOJIIAHUIO.

2 3Banath B KauecTtBe COK xopuesoro YII TrustAnchorRootCertificate.

3 3azars B kKauectBe COC kopueBoro YII TrustAnchorRootCRL.

4 3amars B KauectBe COK nepsoro nogunnennoro Y1 GoodCACert.

5 Bamars B kKagectBe COC mepsoro nogunuernoro Y1 GoodCACRL.

6 3amars B KauectBe COK BTOporo nogunnennoro Y1 RevokedsubCACert.

7 Bamarh B KauectBe COC BrOporo nogunaentoro Y1 RevokedsubCACRL.

8 Banars B kKagecTBe COK KOHewHOTrO yyacTHuka InvalidRevokedCATest2EE.

9 CpeacTBaMu HCHBITHIBAEMOM IPOrPAMMBI BBIIOJHHUTD IIPOLEIYPY BeprbUKaIUs MaPIII-

pyTa cepTupUKAINH.

10 Bossparuts YCIEX, eciu COK KOHEUHOro y4acTHUKA IIPU3HAH HEJIeHCTBUTETbHBIM,
00 BBIJAHO COODIIEHME O HEBO3ZMOXKHOCTH OIpEJIeJIeHHsSI €ro CTaTyca, TaK KaK OJUH W3
HPOMEKYTOUYHBIX CePTU(MUKATOB MAPIIPYTa OTO3BAH.

11 Bossparurs OIIMBKA.

IMpumeuanne — B Tecte IRCATest2 COK BToporo mpomeskytounoro YII comepxurcest 8 COC,
BBIMYIIIEHHOM MEPBBIM TTPOMEKYTOUHbIM Y 1.

Tect IREETest3

3a7aTh mapaMeTphl M0 YMOTIAHUTO.

Bagars B Kagectse COK kopuesoro YII TrustAnchorRootCertificate.
Bagarb B Kagectse COC kopueBoro Y1l TrustAnchorRootCRL.

Bagarh B KagectBe COK momumuennoro Y11 GoodCACert.

Bagarb B KagectBe COC mogunnennoro Y11 GoodCACRL.

Bagars B kagecrBe COK konewHoro ygacrauuka InvalidRevokedEETest3EE.

~ O O o W N

CpescTBaMU HCIBITHIBAEMOIT TPOTPAMMBI BBIIOJTHATH MTPOTEAYPY BEPUMDUKAIIST MaPII-
pyTa cepTuduKaIum.

8 Bossparuts YCIEX, ecain COK komeunoro ydacTHWKa MPU3HAH HEAEHCTBHTETHHBIM,
T.K. OH OTO3BAaH.

9 Bosepartuth OLWBKA.

ITpumeganne — B Tecre IREETest3 COK koneunoro yuactuuka cogepxurca B COC, BoimyIeH-
HOM HpomerkyTodHbiM Y 1.
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Tect IBCRLSTest4

3aaTh MmapaMeTpsl 0 YMOJTYAHHIO.

Bagars B KadectBe COK kopuesoro YII TrustAnchorRootCertificate.

Bagars B KauectBe COC kopueBoro VIl TrustAnchorRootCRL.

Bamats B KadectBe COK momunuaennoro Y1l BadCRLSignatureCACert.

Bazmats B KadectBe COC nogamaennoro Y1 BadCRLSignatureCACRL.

Banars B KadecTBe COK koneunoro yuactnunka InvalidBadCRLSignaturesTest4EE.
CpeacTBaMu HCHBITHIBAEMON MPOIPAMMBbI BHIIIOJTHUATD IPONEY Py BepUPUKAIMS MapIII-

=~ Oy Ut = W N

pyTa cepTuUKAINHL.

8 Bospparurs YCIEX, ecsim COK KoHedHOro ydacTHHKa HpPHU3HAH HEIEHCTBHTEILHBIM,
JIn0O0 BBIJIAHO COODIEHHE O HEBO3MOXKHOCTHU OIpeJie/IeHus ero craryca, Tak Kak DIIII
npomezkyrounoro COC HekoppekTHasd.

9 Bosspatnth OLUBKA.

IIpumeganue — B recre IBCRLSTest4 noanuce npomexyrounoro COC HeKOppeKTHaS.

Tect IBCRLINTestb5

3a1aTh mapaMeTphl 0 YMOTIAHHIO.

Bamath B KauectBe COK kopuesoro YII TrustAnchorRootCertificate.

Bagath B KauectBe COC kopueBoro Y1l TrustAnchorRootCRL.

Banars B KauectBe COK momumnennoro Y1l BadCRLIssuerNameCACert.

Bagath B KauectBe COC mogunnennoro Y1l BadCRLIssuerNameCACRL.

Bamath B KauectBe COK koneunoro yuactuuka InvalidBadCRLIssuerNameTest5EE.

Sy O s W N~

7 CpejicTBaMu UCHBITHIBAEMOI IPOIPAMMBI BBIIIOJIHUTH [POIIE/Ly Py Bepudukanus Mapii-
pyTa cepruduKaluim.

8 Bossparurs YCIEX, ecain COK konednoro ydacrHumka Hpu3HAH HEAEHCTBUTEILHBIM,
JmbO BBIJIAHO COOOIIEHNE O HEBO3MOZKHOCTU OLIPEJICJIEHUSI €10 CTATYCA.

9 Bossparuth OLWBKA.

01

ITpumeganue — B recte IBCRLINTestd umsa smurenta COC, BBINYIIEHHOIO MPOMEXKYTOUHBIM

V11, ne coorBercrByer umenu smurerra COK koHEUHOrO yuacTHUKA.

Tect VLSNTest16

3aaTh mapaMeTphl M0 YMOTIAHUTO.

Bagars B KagectBe COK kopuesoro YII TrustAnchorRootCertificate.
Bagars B KagectBe COC xopueBoro Y1l TrustAnchorRootCRL.

ajars B kadectse COK momunnennoro VI LongSerialNumberCACert.
Bajats B kadectse COC noguunennoro Y11 LongSerialNumberCACRL.

Sy O W N

3asars B kauectBe COK koneunoro yuactunka ValidLongSerialNumberTest16EE.
7 CpeacTBaMu UCIBITHIBAEMON IIPOTPAMMBI BHIIIOJIHATH MIPOTIE/Ly Py BepuduKaIms Mapii-
pyTa cepTudUKaInm.

8 Bossparuth YCIEX, eciu mapmipyT ceprudukanuu ycmnermHo nposepern n COK koned-
HOTO yYaCTHWKA NMPHU3HAH JIeHCTBUTEIBHBIM.

9 Bosspartutsh OLUBKA.
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ITpumeganue — B recre VLSNTest16 cepuitabiit Homep COK KOHEUHOTO y4aCTHUKE, COCTOUT U3
20-tu okreros, u on He cogepkurca B COC. Opnako B COC copep:xkurcst CepuiiHbiii HOMED,
OTIUIAOITUNCS OT JAHHOTO JIMIIE TTOCTAETHUM 3HATUMBIM OKTETOM.

Tect IMbasicConstraintsTest1

3a1aTh mapaMeTpsl M0 YMOJTIAHHIO.

Banarh B KadectBe COK kopuesoro YII TrustAnchorRootCertificate.
Bagars B KagectBe COC kopueBoro VIl TrustAnchorRootCRL.

Bagate B KadectBe COK momumuaennoro Y1l MissingbasicConstraintsCACert.
Bagate B KadectBe COC nogumaennoro Y1 MissingbasicConstraintsCACRL.

Yy O = W N+~

Bagarsk B KagecTBe COK KOHETHOrO yIacTHHKA
InvalidMissingbasicConstraintsTest1EE.

7 CpeacTBaMu HCIBITHIBAEMON IPOIPAMMBI BHIIIOJIHUATE IPONEIYPY BepupUKAIMS MapIII-
pyTa cepTUpUKAINH.

8 Bosppaturs YCIEX, ecsim COK KoHeYHOro y4acTHHKA HPU3HAH HeIeHCTBUTEIBHBIM.

9 Bosspatnth OLUBKA.

IIpumeganune — B recre IMbasicConstraintsTest]l B ceprudurare npomexyrounoro Y1 orcyr-
cTByeT pacimmpennue BasicConstraints.

TecT IcAFalseTest3

1 3ajarp napamMeTpsl 110 YMOJYAHHUIO.

2 3anarp B KadectBe COK kopuesoro YII TrustAnchorRootCertificate.

3 3azars B kKauectBe COC kopueoro Y1 TrustAnchorRootCRL.

4 3agarp B KauectBe COK nomgunaennoro V1|
basicConstraintsNotCriticalcAFalseCACert.

5 3azgarp B KaudecrBe COC nogunaennoro Y11
basicConstraintsNotCriticalcAFalseCACRL.

6 3agars B kKagectBe COK KOHewHOro yyacTHuka InvalidcAFalseTest3EE.

7 CpeacTBaMu UCHBITHIBAEMON MPOIPAMMBbI BHIIIOJTHUATD POy Py BepupUKAIMs MapIII-
pyTa cepTupUKAINH.

8 Bosppaturs YCIEX, ecsim COK KoHedHOro y4acTHHKA HPU3HAH HEJIeHCTBUTEIbHBIM.
9 Bosspatnuth OLUBKA.

[Tpumeuanne — B recte IcAFalseTest3d B ceprudmkare mpomexkyroanoro Y1 mpucyTcTByeT HeKpu-
THYeCcKoe pacmupenne BasicConstraints, B KOTOPOM KOMIIOHEHT cA ycraHossieH B FALSE.

Tect IpathLenConstraintTest5

3ajaTh mapaMeTphl M0 YMOJTIAHUIO.

Bagars B Kagecte COK kopuesoro YII TrustAnchorRootCertificate.

Bagars B Kauecte COC kopueBoro Y1l TrustAnchorRootCRL.

Bagars B kagecrse COK neporo noguunennoro Y1 pathLenConstraintOCACert.
Bagars B kagecrBe COC nepsoro noguaunnennoro Y11 pathLenConstraintOCACRL.
Bagars B kadectse COK Broporo nogunnennoro Y11 pathLenConstraintOsubCACert.
Bagars B kagecrse COC Broporo noguunennoro Y1l pathLenConstraintOsubCACRL.

0~ O TR W N

SBasars B kauectse COK koneunoro yuacruuka InvalidpathLenConstraintTest5EE.
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9 CpeacTBaMu UCHBITHIBAEMOM MPOrPAMMBI BBIIIOJHUTD IIPOIE/IYPY BepuuKaIus Mapii-
pyTa cepTudUKAINN.

10 Bossparurp YCIEX, ectt COK KoHEYHOro yYacTHHKA IPU3HAH HeAeiiCTBUTEIbHBIM.
11 Boseparurs OIIUBKA.

IIpumeganue — B Tecre IpathLenConstraintTestb B ceprudukare nepsoro mnpomexxyroasoro ¥ L
NIPUCYTCTBYeT paciupenne BasicConstraints, B KoTopoM KOMIOHEHT pathLenConstraint ycra-
HOBJIEH B (). DT0 03HAUaeT, YTO GOIBINE TPOMEKYTOUHBIX CEPTU(DUKATOR OBITH HE JOJKHO, HO B
MapIIpPyTe MPUCYTCTBYET BTOPOI TPOMEXKYTOUHBIN cepTudhuKarT.

Tect VpathLenConstraintTest7

3a1aTh mapaMeTpsl M0 YMOJTIAHHIO.

Bagath B KauectBe COK kopuesoro YII TrustAnchorRootCertificate.

Bagath B KagectBe COC kopueBoro VIl TrustAnchorRootCRL.

Bagars B KadecTBe COK nogunnennoro Y1 pathLenConstraintOCACert.

Bagars B kKagectBe COC momunnennoro Y1 pathlLenConstraintOCACRL.

Bazmats B KadectBe COK koneunoro yugactuuka ValidpathLenConstraintTest7EE.

~N O Ut = W N

CpeacTBaMu HCIBITHIBAEMON TPOIPAMMBbI BHIITOJIHUATE IPONEIYPY BepupUKAIIMS MapIII-
pyTa cepTudUKAINHN.

8 Bosppaturs YCIEX, ecnn MapiipyT cepruduraiun ycmnenino npopeper n COK koneu-
HOTO YYACTHUKA TPU3HAH AeHCTBUTETHHBIM.

9 BosspaTtnth OLUBKA.

IIpumeganune — B Tecre VpathLenConstraintTest7 B ceprudukare npomexyrounoro Y1 mpucyt-
cTByeT pacmupenue BasicConstraints, B KoTopoM KOMHIOHEHT pathLenConstraint ycTtaHOBIEH
B 0. D70 03HAUAET, YTO OOJIBINE TPOMEKYTOUHBIX cepTUMUKATOB OBITH He JMoKHO. Craeayomum
cepTuUKATOM ABJAIETCA CePTUMUKAT KOHEYHOTO YIACTHUKA.

Tect TkeyUsageCkeyCertSignFalseTest1

1 3agarh mapamMeTphl 0 yMOJTIAHUIO.

2 Bagarp B KagectBe COK kopuesoro YII TrustAnchorRootCertificate.

3 Baxars B KauecTBe COC kopueBoro YII TrustAnchorRootCRL.

4 3anars B KagecTBe COK mogunnennoro VI
keyUsageCriticalkeyCertSignFalseCACert.

5 3azmars B kauectBe COC nounnennoro Y1l keyUsageCriticalkeyCertSignFalseCACRL.
6 3agars B kagecrBe COK KOHETHOTO y9IacTHUKA
InvalidkeyUsageCriticalkeyCertSignFalseTest1EE.

7 CpescTBaMu UCTIBITHIBAEMOI IPOTPAMMBI BBIITOJIHATH TPOIIE/LY Py BeprdUKaIisg MapIi-
pyTa cepTuduKaInm.

8 Bossparuts YCIEX, ecain COK koneunoro ydyacTHwKa MpPU3HAH HEAEHCTBUTETHHBIM,
00 BBITAHO COODIEHNE O HEBO3MOXKHOCTH ONPEIEIEHNs €r0 CTATyCa.

9 Bosspartutsh OLWUBKA.

IMpumeuanne — B tecte TkeyUsageCkeyCertSignFalseTest1 mpomeskyTounstit ceprudurar comep-
ZKUT Kpurmdeckoe pacmmpenne KeyUsage, B KOTOpoM KOMIOHEHT keyCertSign yCTaHOBJICH B
FALSE.
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Tect VkeyUsageNCTest3

3a1aTh mapaMerpsl M0 YMOJTYAHHIO.

Banarh B KagectBe COK kopuesoro YII TrustAnchorRootCertificate.

Banars B KagectBe COC kopueBoro VIl TrustAnchorRootCRL.

Bamats B KadectBe COK momumuennoro Y1 keyUsageNotCriticalCACert.

Bamate B KadectBe COC nogamaennoro Y1 keyUsageNotCriticalCACRL.

Bazars B kadectBe COK komeunoro yuacrnuka ValidkeyUsageNotCriticalTest3EE.

=1 Oy Ut = W N

CpeacTBaMu HCIBITHIBAEMON MPOIPAMMBbI BHIIIOJIHUATE IPONEIYPY BepUPUKAIMS MapIII-
pyTa cepTUugpUKAINH.

8 Bosppaturs YCIEX, ecqin MapmipyT ceprucuraiuu ycrenno mpopeped 1 COK koned-
HOT'O YYACTHUKA HMPU3HAH AeHCTBUTETHLHBIM.

9 Bosspatnth OLUBKA.

IIpumeganue — B Tecre VkeyUsageNCTest3 nmpomexkyrounbiit ceprudukaT CoIEpKUT HEKPUTH-
Jeckoe pacmupenne KeyUsage.

Tect IkeyUsageCcRLSignFalseTest4

3a/aTh mapaMeTphl M0 YMOTIAHUIO.

Bagars B Kagecte COK kopuesoro YII TrustAnchorRootCertificate.

Bagars B KauectBe COC kopueBoro Y1l TrustAnchorRootCRL.

Bajars B kavecrse COK nogunnennoro VII keyUsageCriticalcRLSignFalseCACert.
ajars B kadectse COC nojuaunennoro Y1 keyUsageCriticalcRLSignFalseCACRL.

Sy O W N~

Bagars B kagecrBe COK KOHETHOTO ydacTHUKA
InvalidkeyUsageCriticalcRLSignFalseTest4EE.

7 CpejcTBaMu HCHBITHIBAEMOI TPOTPAMMBI BHIIIOJTHUTH MIPOIEIYPY BepudUKanus MapIii-
pyTa cepTuduKaIum.

8 Bossparuts YCIEX, ecain COK komeunoro ydyacTHWKa MPU3HAH HEAEHCTBHTETLHBIM,
b0 BBIJAHO COOOIEHNE O HEBO3MOZKHOCTH OIPEIE/IEHUS €r0 CTATYCA.

9 Boseparurh OLWUBKA.

ITpumeganne — B tecre [keyUsageCcRLSignFalseTestd mpomexxyTounblit cepTudUKAT COAEPIKUT
kpuTndeckoe pacmupenne KeyUsage, B KoTopom KoMnonenT cRLSign ycranosnen B FALSE.

Tect DiffPTest4

3a1aTh mapaMeTpsl M0 YMOJTIAHHIO.

1

2 3Banatb B KauecTtBe COK kopuesoro YII TrustAnchorRootCertificate.

3 3amxars B KauectBe COC KopueBoro YII TrustAnchorRootCRL.

4 3anmars B KauectBe COK nmepsoro nmogunnennoro Y1 GoodCACert.

5 Bamarp B kKauecTtBe COC mepsoro nogunuerroro Y1 GoodCACRL.

6 3amars B KauectBe COK BTOporo mogunnennoro Y1l GoodsubCACert.

7 3amzatb B KauecTtBe COC BTOporo nogunuenHoro Y1l GoodsubCACRL.

8 Bagats B kKauecTBe COK KOoHewHoro yyactnuka DifferentPoliciesTest4EE.
9

CpeacTBaMu HCIBITHIBAEMON TPOIPAMMBbI BHIITOJIHUATE IPONEIYPY BepupUKAIIMS MapIII-
pyTa cepTudUKAINHN.
10 Bosspatuts YCIEX, ecii MapmpyT OTKJIOHEH U BO3BPAIEHA OIIHOKA.
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11 Bossparurs OIIUBKA.

IIpumeaanne — B tecte DiffPTest4 Bce ceprudurarsr MapmpyTa, KpoMe cepTuduKaTa KOHEIHOTO

YYaCTHUKA, TOJYNHAIOTCA OJHON W TOM Ke TTOJINTHKE.

Tect DiffPTest5

1 3amaTb mapaMerpsl M0 yMOJIIAHUIO.

2 3agmars B kauectBe COK kopuesoro VII TrustAnchorRootCertificate.

3 Baxars B kKauectBe COC kopueBoro YII TrustAnchorRootCRL.

4 3agars B kagecrBe COK nepsoro nomuamuennoro Y1 GoodCACert.

5 Bamarb B kKagectBe COC mepsoro nogunaerroro Y11 GoodCACRL.

6 3amars B kagecrBe COK BrOporo nmomumaenroro Y11 PoliciecP2subCA2Cert.

7 3amarb B KagectBe COC Broporo nogunaerroro Y1 PoliciesP2subCA2CRL.

8 Bamars B kauecrBe COK koHewHoro yvactuuka DifferentPoliciesTest5EE.

9 CpescrBamMu HCIBITHIBAEMOIT TPOrPAMMBI BBITOJTHUTS MTPOTEAYPY BEPU(MDUKAIIST MaPIII-

pyTa cepTudUKaInm.
10 Bozsparuth YCIEX, eciin MapiipyT OTKJIOHEH U BO3BpAIEHa OIMNOKA.
11 Bossparutn OLABKA.

ITpumeganune — B recte DiffPTestb Bce ceprudpmkarsl MapinpyTa, KpoMe BTOPOTO TPOMEXKYTOU-

HOTO CepTrdUKATA, MOJTIMHIOTCI OTHON W TON yKe TOJIUTHKE.

Tect Diff PTest12

3a/aTh mapaMeTphl M0 YMOJTIAHUIO.

Bagars B Kagecte COK kopuesoro YII TrustAnchorRootCertificate.
Bagars B kKauectBe COC kopueBoro Y1l TrustAnchorRootCRL.

Bagars B KagectBe COK nomguumnennoro YII PoliciesP3CACert.

Bagars B kKagectse COC nogunnennoro Y11 PoliciesP3CACRL.

Bagars B kagecrBe COK koneunoro yyacruuka DifferentPoliciesTest12EE.

~N O Ut e W N

CpejsicrBaMU HCHIBITHIBAEMOiT IPOIPAMMBI BBIIIOJTHUTH IIPOIELYPY BEPUMDUKAIIS MaPII-
pyTa cepruduKaIum.

8 Bossparurs YCIEX, ecjin MapuipyT OTKJIOHEH U BO3BpAIeHa OIIHOKA.

9 Bossparuth OLUBKA.

ITpumeganue — B recre DiffPTest12 mapipyT cocTouT u3 JByX CepTH(MUKATOB, KOTOPBIE MO IH-

HAOTCA PASJITUYIHBIM ITOJIUTUKAM.

Tect VdistributionPointTest1

3a1aTh mapaMeTpsl M0 YMOJTIAHHIO.

Banzath B KauectBe COK kopuesoro YII TrustAnchorRootCertificate.

Bagath B KagectBe COC kopueBoro VIl TrustAnchorRootCRL.

Bamars B KauecrBe COK momumuennoro Y1 distributionPoint1CACert.

Banars B KauecrBe COC nmomgunnernoro Y1l distributionPoint1CACRL.

Bagars B kKagectBe COK KOHewHOTro yyacTauka ValiddistributionPointTest1EE.

~ Oy Ut = W N

CpeacTBaMu HCIBITHIBAEMON MPOIPAMMBbI BHIIIOJIHUATE IPOHEIYPY BepupUKAIMST MapIII-
pyTa cepTupUKAINH.
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Bossparuts YCIEX, eciiu MapmipyT ceprudukaimu yeuemno mnpopeper 1 COK koneu-
Or'0 YYaCTHUKA IPU3HAH JICHCTBUTE/IHLHBIM.
BossparuTrs OLIUBKA.

01

IIpumeganue — B Tecte VdistributionPointTestl COK koHeuHOTO yuacTHUKA COAEPAKUT PACIIUPE-

uue CRLDistributionPoints, B KOTOpPOM ompe/jieieH ojiuH nyHKT pacrupocrpanenus COC, 3aman-

BBl KoMITOHeHTOM distributionPoint. COC, obaacTh AeficTBIS KOTOPOI'o PACIPOCTPAHAETCH Ha,

JIAHHBI cepTrdUKAT KOHEYHOTO Y9aCTHUKA, COJEPKUT paciupenne IssuingDistributionPoint,

B KOTOPOM OMpeJiesieH TOT ke nyHKT pacripoctpanenns COC.

Tect ldistributionPointTest2

3a/aTh mapaMeTphl M0 YMOTIAHUTO.

Bagars B Kagectse COK kopuesoro YII TrustAnchorRootCertificate.

Bagars B Kagectse COC kopueBoro Y1l TrustAnchorRootCRL.

Bagars B KagectBe COK momumuennoro YII distributionPoint1CACert.

Bagars B Kagectse COC mogunnennoro Y1l distributionPoint1CACRL.

Bagarb B kauectBe COK koneunoro yuactarka InvaliddistributionPointTest2EE.
CpescTBaMu HCIBITHIBAEMOIT IPOTPAMMBI BBIIOJTHATH MIPOTEAYPY BEPUGMDUKAIIST MaPII-

pyTa cepTuduKaIum.

8

Bozsparuth YCIEX, ecin MapuipyT OTKJIOHEH, T.K. CepTUDUKAT KOHETHOIO YUACTHUKA

O0TO3BaH.

9

~N O Ut = W N

Bospparurs OLUBKA.

ITpumeganue — B Tecre IdistributionPointTest2 COK koHeUHOr0O yUacTHUKA COMEPKUT PACITHPE-

uue CRLDistributionPoints, B KoTopoM ompesener ojand nyHKT pacrnpoctpatnennss COC, 3aman-

HbII KoMIoHeHTOM distributionPoint. COC, obaacTh AeiicTBUsS KOTOPOIro PaClpOCTPAHAeTCs Ha,

JIaHHBIH cepTrdUKaT KOHEYHOI'O YYaCTHUKA, COJepKUT paciupenne IssuingDistributionPoint,

B KOTOpOM ormpeneneH Tor ke nyHkT pacupocrpanerus COC. COK KoHEYHOro yuacTHUKA OTO-

3BaH.

Tect IdistributionPointTest3

3a1aTh mapaMeTpsl M0 YMOJTIAHHIO.

Banzarh B KauectBe COK kopuesoro YII TrustAnchorRootCertificate.

Bagats B KagectBe COC kopueBoro VIl TrustAnchorRootCRL.

Bamars B KauecrBe COK momumuennoro Y1 distributionPoint1CACert.

Banars B KauecrBe COC momgunnernoro Y1l distributionPoint1CACRL.

Bagars B kKauectBe COK komeunoro yuyactarka InvaliddistributionPointTest3EE.
CpeacTBaMu HCIBITHIBAEMON TPOIPAMMBbI BHIIIOJIHUATE IPONEIYPY BepupUKAIMST MapIII-

pyTa cepTupUKAINH.

8

Bossparuts YCIEX, ecim MapHipyT OTKJOHEH, T.K. CTAaTyc cepTUdHUKATa KOHEIHOTO

Y4aCTHHUKa HEe MOXKET OBLITD OoInpegeseH.

9

Bossparurs OIIMBKA.

IIpumeganue — B Tecre IdistributionPointTest3 COK koHeuHOr0o yUacTHUKA COMEPKUT PACITUPE-

uue CRLDistributionPoints, B KOTOpPOM ompejeaeH oanH nyHKT pacrnpoctpanennss COC, 3aman-

HbIIl KOMITOHeHTOM distributionPoint. COC, obiacTs AeficTBUS KOTOPOT'O PACIPOCTPAHSAETCS HA
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JlaHHbII cepruduKkarT KOHEYHOI'O Y4aCTHUKA, CojlepKuT paciuupenue IssuingDistributionPoint,
B KOTOPOM ompejeser Japyroi nyukt pacupocrpanenus COC.

Tect VNolssuingDistributionPointTest10

3aaTh mapaMeTphl M0 YMOTIAHUTO.

Bagats B kKagectBe COK kopresoro YII TrustAnchorRootCertificate.

Bagats B kKagectBe COC kopueBoro Y1l TrustAnchorRootCRL.

Bajats B kKadectse COK nogunnennoro VI NoissuingDistributionPointCACert.
Bajats B kKadectse COC noguaunennoro Y1 NoissuingDistributionPointCACRL.

Sy T W

Bagars B kagectBe COK KOHETHOTO yIacTHUKA
ValidNoissuingDistributionPointTest10EE.

7 CpecTBaMu HCIBITHIBAEMOI TPOTPAMMBI BHITTOJTHUTH MPOIIEIYPY BepudUKanus MapIii-
pyTa cepTudUKAINL.

8 Bossparurh YCIEX, eciu MapuipyT ceprudukanun ycmnemHo nposeper 1 COK koned-
HOTO YYACTHHUKA IPU3HAH JeHCTBUATETHbHBIM.

9 Bosspatuth OLUBKA.

Ilpumeganue — B rtecre VNolssuingDistributionPointTest10 COC, obsacts jeficTBusg KO-
TOPOTO  PACTPOCTPAHAETCS Ha CepTUUKAT KOHEUYHOTO YYACTHUKA, HE CONEPIKUT pac-
mmpenne  IssuingDistributionPoint. COK komeuHOro yYacTHWKA COMEPKUT PACIIHADE-
ure CRLDistributionPoints, B ®oropom ompenenen nyHkT pacnpoctpanerus COC depes
distributionPoint.

Tect IonlyContainsUCCRLTest11

3a1aTh mapaMerpsl M0 YMOJTIAHHIO.

Bagath B KauectBe COK kopuesoro YII TrustAnchorRootCertificate.

Bagath B KagectBe COC kopueBoro VIl TrustAnchorRootCRL.

Bagars B kKagectBe COK nomunnennoro Y1l onlyContainsUserCertsCACert.
Bagars B kKagectBe COC momumuennoro Y1l onlyContainsUserCertsCACRL.

Bagarsk B KagecTBe COK KOHETHOrO yIacTHUKA
InvalidonlyContainsUserCertsTest11EE.

7 CpeacTBaMu HCIBITHIBAEMON MTPOIPAMMBbI BHIIIOJIHATD MPONEIYPY BeprupUKAIIMST MapII-

Sy O = W N+~

pyTa cepTupUKAINH.

8 Bosspatuth YCIEX, eciu MapmipyT OTKJIOHEH IO MPUYNHE HEBO3MOYKHOCTH OIIpeiesie-
HHUs cTaTyca cepTUPUKATA KOHEUHOIO YIACTHUKA.

9 Bosspatnth OLUBKA.

IIpumeganue — B  mecre lonlyContainsUCCRLTestll COC, obmacts peiicTBus KOTO-
pOTO  PACIpPOCTpPAHAETCS Ha CepTU(UKAT KOHEUHOTO YYACTHUKA, COAEPKUT PACITUPEHUE
IssuingDistributionPoint, B koropom KommomeHT onlyContainsUserCerts ycTaHOBJICH B
TRUE. KoneynbiM yvaacTHUKOM stBisgeTca Y L

Tect IonlyContainsACTest14

1 3amaTb mapaMerpsl M0 yMOJIIAHUIO.
2 3agmars B kauectBe COK xopuesoro VII TrustAnchorRootCertificate.
3 Baxars B KauectBe COC kopueBoro YII TrustAnchorRootCRL.
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4 3agars B KagectBe COK mnogunnennoro Y1l onlyContainsAttributeCertsCACert.
5 3amars B KadectBe COC mogunaennoro Y1 onlyContainsAttributeCertsCACRL.

6 3agars B kKauectBe COK KOHEYHOrO yIacTHUKA
InvalidonlyContainsAttributeCertsTest14EE.

7 CpeacTBaMu UCHBITHIBAEMON MPOIPAMMBbI BHIIIOJTHUATD POy Py BepupUKaIMs MapIIl-
pyTa cepTudUKAINHL.

8 Bosspatutp YCIEX, eciu MapmipyT OTKJOHEH IO NPUYAHE HEBO3MOYKHOCTH OIIpejiesie-
HHUd cTaTyca cepTudUKATa KOHEYHOIO yIACTHUKA.

9 Bosspatnuth OLUBKA.

IIpumeuanme — B Tecte IonlyContainsACTestl4 COC, obnacts geficTBUsT  KOTOPO-
ro pacnpocrpaHsercs Ha cepTudUKAT KOHEYHOTO YYaCTHUKA, COJEPKUT PACIIUpEHUe
IssuingDistributionPoint, B KoTropoMm KoMnoHeHT onlyContainsAttributeCerts ycranmosien

B TRUE.

Tect VonlySomeReasonsTest15

1 3amaTb mapaMeTrpsl MO YMOJTYAHUIO.

2 3Banatb B KauectBe COK kopuesoro YII TrustAnchorRootCertificate.

3 3amxars B KauectBe COC KopueBoro YII TrustAnchorRootCRL.

4 3agars B KauectBe COK mogunnennoro YII onlySomeReasonsCA3Cert.

5 Bamatb B KadectBe nepsoro COC nmomumuernnoro VI
onlySomeReasonsCA3compromiseCRL.

6 3amarh B KauecTBe Broporo COC nmomumuennoro VI
onlySomeReasonsCA3otherreasonsCRL.

7 3amarb B KauecTBe COK konewnoro yuactanka ValidonlySomeReasonsTest15EE.

8 CpeacTBaMu HCHBITHIBAEMOI TPOrPAMMBI BBITIOJHUTD IIPOLEIYPY BepupUKAIU MAPIII-
pyTa cepTudUKAINHN.

9 Bosspatuts YCIEX, ecou:

— MapmpyT OTKJIOHEH KW BblJAaHO IIpeAylipezKAeHne O HEBO3MO2KHOCTHU OlIpeAeJICHUA
craryca ceprudukKara s peajn3aluu, KOTopas He Moxker 00padorarh KOMIIOHEHT
onlySomeReasons pacmmupenuda IssuingDistributionPoint,

— mapmpyt ceprudukanuu ycremno nposeper n COK koHedHOro ydacTHHKA LIpH-
3HAH JIEHCTBUTE/BHBIM I Peajiu3allui, KOTopas MoxKeT o00paborarb KOMIIOHEHT
onlySomeReasons pacmupenua IssuingDistributionPoint.

10 Bossparurn OLEKA.

IIpumeganue — B mecre VonlySomeReasonsTest15 npomexyrounsim Y1 eirymiensr gsa COC:
obstacte peiicrBus nepsoro uz COC pacnpocrpansiercs Jiuiib Ha COK, npuunna o13b1Ba KOTO-
pBIX — KoMIpoMerTarust Kitoua (keyCompromise) u kommpomerarust Y1 (cACompromise); BTopoii
COC comepxkut BCe cepTuhukaThl, 0To3BanHbIe 10 nHOM TpuunHe. O6a COC nMmeroT pacmupenue
IssuingDistributionPoint, B KOTOpOM YKa3aH OJWMH M TOT XKe MYHKT pacnpocrpanenns COC.
COK koneuHOTO yuacTHUKA comep:kuT pacimupenne CRLDistributionPoints ¢ TeM Ke NyHKTOM
pacnpoctpanenns COC.
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Tect VUNCCETest1

1 3ajarp napamMeTpsl 10 YMOJYAHHUIO.

2 3anarp B KadectBe COK kopuesoro YII TrustAnchorRootCertificate.

3 3amars B kKauectBe COC kopueBoro Y1 TrustAnchorRootCRL.

4 3agars B KagecTBe COK KOHEYHOrO yIacTHHKA
ValidUnknownNotCriticalCertificateExtension-Test1EE.

5 CpeacTBaMu UCHBITHIBAEMON MPOIPAMMBbI BHIIIOJIHUATE POy Py BepupUKAIMs MapIII-
pyTa cepTudUKAINH.

6 Bosppaturs YCIEX, ecqium MapmipyT ceprucurarnuu ycnenino mpopeped 1 COK koneu-
HOTO YYACTHUKA IPU3HAH JeHCTBUTETHLHBIM.

7 Bossparurh OLIUBKA.

IIpumeganue — B Tecre VUNCCETestl COK koneuHOro y4acTHUKA COJAEPKUT HEKPUTHUECKOE
MOJTB30BATEHCKOE PACITHPEHTE.

Tect ITUCCETest2

1 3azaTb mapamMeTpsl 0 YMOJTIAHUIO.

2 3Banatb B KadectBe COK kopuesoro YII TrustAnchorRootCertificate.

3 3amars B KauectBe COC KopueBoro YII TrustAnchorRootCRL.

4 3Bagars B KagecTBe COK KOHEUHOrO yIacTHUKA
InvalidUnknownCriticalCertificateExtension-Test2EE.

5 CpeacTBaMu HCHBITHIBAEMON TPOIPAMMBI BHIIIOJIHATE IPOIEIYPY BepuPUKAIIMS MapIII-
pyTa cepTudUKAINHN.

6 Bosppaturs YCIEX, eciu MapmpyT orkaoHeH, T.K. COK KoHeTHOro y4acTHHKA COIep-
JKAT KPUTHIECKOe HePACIO3HAHHOE PACIIHpPEHHE.

7 Bosspatuth OLIUBKA.

ITpumeganne — B tecre IUCCETest2 COK kKoHEUHOTO yUIACTHUKA COMEPKUT KPUTUIECKOE TIOJTb-
30BATEIHCKOE PACIIUPEHNE.

6.3 AHajan3 UCXOOHBIX TEKCTOB

6.3.1 KoppeKTHOCTh HCHOJb30BAHUSA KPHUITOrpaduIecKnX ajJropuTMoB

B mporpamme gisa obecnedenuss u nposepku nojymaHoctu COK m COC ucnosb3yiores

AJITOPUTMBI XSUIUPOBAHUA M AJTOPUTMBI JIEKTPOHHOU IU(POBOH moanucu. JlonoHuTe/bHO

AJTOPUTMBI X3IIMPOBAHUS MOTYT HCIIOJIB30BAThCS Il OIPeeIeHus HAeHTH(DUKATOPOB KJI0Ua
(cM., Hanpumep, 1. 6.2.1.2 CTB 34.101.19).

Vcnonb3oBanue pyHKIHUH, peaJu3yIOMuX KPUNTOrpadUIECKUl aJITOPUTM, JOJI2KHO BBIIIOJI-

HaTbcsa B coorBercrBun ¢ CTB 34.101.19, THIIA mHa xpunrorpadudeckuit aaropurM # I10-

KyMeHTaIliell Ha UCHBITBIBAEMYIO IporpamMmy. g Kazkioro BbI30Ba B Iporpamme (OyHKIUIM,

pea3yIoNX KpUITOrpadudecKnii aaropuT™M, SKCIEPT BHIIOJIHSIET CJIeIYIONUe ITPOBEPKU:

1 Tunsl u 3HaYeHUs MapaMeTpoB, (PAKTHUYECKH IHepeJaHHbIX B (DYHKIIMIO, COOTBETCTBY-

0T THIIaM W JOIIYCTUMbIM 3HaY€HUAM IIapaMeTpPOB (bYHKI_LI/II/I (C y49€TOM CTaHJIaPTHLIX IIPpaBUJI

peoOpPa30BaHUsI TUIIOB A3BIKA MPOrPAMMUPOBAHUS ).
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2 Ecaun dynkius Bo3BpaliiaeT 3Ha4eHne, TO IPOBOJMTC aHAIU3 KOPPEKTHOCTH UCIIOJIb30-
BaHU4 BO3BpalllaeMOr'o 3HaUY€HUs, HAIIPUMED, KOPPEKTHOCTh UCIOJIb30BaHUs B OllEpaTOpe LIPHU-
CBauBaHUs, JIOIYCTUMOCTh UTHOPUPOBAHUS BO3BPAILAEMOIO 3HAUYEHU U T.I1.

3 Eciaun BbI30B QYHKIIMU MOXKET IIPUBECTH K BOBHUKHOBEHHIO MCKJIIOUYUTEIbHON CUTYAIUN
WK OMMUOKH, ITPOBEPSIETCS HAJMUINE U KOPPEKTHOCTH 00pabOTKU MCKJIIOYUTEJILHONW CUTYyaIlMH.

4 FEcan 10 u nocsie Bbi3oBa QYHKIMHU JOJI2KHBI BBITIOJIHITHCS OIIPe/Ie/IeHHbIe AeHCTBHSI, TO
HPOBEPSIETCs] HAJINYHME U KOPPEKTHOCTH BBHINOJHEHUsT TPebyeMbiX JIefICTBUIA.

5 Ecaun dyakinus uctosib3yer riodajabHble IIepeMeHHbIe, TO IPOBEPAeTCs HAJMINe HUIHA-
JU321UN JAHHBIX IIePEMEHHbIX.

ITpumeuanve — Iox dyaKImMEil MOHMMAETCH YACTh TPOTPAMMBI, KOTOPAs BBIIOJIHIET CIeruuIe-

CcKuYe JIefiCTBUS U OIUCHIBAETCS TUIIOM BO3BPAIIAEMOI'0 3HAYCHU S, UMEHEM (DYHKIMK, (POPMAJIbHBI-

MU mapaMmeTrpaMu. BoimonHenne (QyHKITUE OCYTIECTBASIETCS MOCPEICTBOM BBI30BA U3 MPOTPAMMBI

win apyro#t ¢pysknuu. JaHHOMY TEPMUHY B sI3bIKAX MPOTPAMMUPOBAHUS COOTBETCTBYIOT TaKUe

DOHATHUS KaK «PYHKIUIY, IPOIEeaypar, «MeTOI» U T.II.

6.3.2 KoppeKTHOCTh ynpaBJIeHUd CEKPETHBIMUI JTAaHHBIMUI

CexperHble JaHHBIE — 3TO KJIOYH, MapaMeTPhl W JAPyTHe JaHHbIE KPUITOrPadhUIecKux
AJITOPUTMOB, 3HAYEHHSI KOTOPHIX B COOTBETCTBUN CO CTAHIAPTOM miIn HokyMenTanueit Ha CK3U
JOJIZKHDBI 6bITb 3alllUIIEeHbl OT PACKPBITUA, T.€. JOJIZKHbBI XPaHUTLCA B CEKpeTe.

B mpornenypax ¢popmuposarnsg COK u COC ucnonb3yorces Caegayonme ceKpeTHbe TaH-
HBIC:

— JIMYHBIA KJIIOY ITOJITICH,

— OJHOPA30BBIA KJIIOY ITOJNNCH.

DKCIepPT MPOBEPSIET, YTO CEKPETHBIE IAHHBIE HCIOJIb3YIOTCSA B CTPOIOM COOTBETCTBHH €
KpunTorpadudecKkuM ajJropurmom. /Ipyrue onepamun ¢ CeKPeTHBIME JIAHHBIME HE JIOITYCKAIOT-
col.

SKCHepT IIpoBepdeT, YTO BCE€ KOIINU CEKPETHbLIX JaHHBIX B OTKPBLITOM BUAE YHHUYITOXKAIOTCA
NpU 3aBepIieHnn paboThl ¢ HUMU, MPU ITOM:

— 3HaYeHHe CeKPEeTHBIX JIaHHBIX, pa3MelleHHOe B 00/1aCTH NaMsTH TJIOOAJHHON MepeMeH-
HOM, YHUYTOXKAETCS Iepe1, KaKJIbIM BbIXOJIOM U3 IIPOTPAMMBI;

— 3Ha4YeHHe CEKPETHBIX TJaHHbIX, pa3MEIIeHHOE B O6ﬂaCTI/I naMsaTH JOKAJbHO HepeMeHHOIU/I
GYHKINN, YHUYTOXKAETCH Tepe] KazK/IbIM BBIXOA0M M3 JaHHON (DyHKIIHN;

— 3Ha4YeHHe CEKPETHBIX JaHHBIX, pasMEIIEcHHOE B ,Z[I/IHaMI/ILIeCKOI;‘I nmaMATH, YHUYITOXKaAETCA
nepeJ KayKIbIM OCBOOOYKIEHUEM JIMHAMUYECKOW MaMsITH.

HpI/IMeLIaHI/Ie - HO,ZL YHUYTOXKEHUEM TTOHNMACTCA TaKO€ M3MEHECHUE JAHHBIX, XPAHAIINXCA B IJIEK-

TPOHHBIX yCTpOﬁCTBaX (OHepaTI/IBHaﬂ IaMATh, ITaMATH Ha MAalrHUTHBIX HOCUTEJ/IAX 1 ,Z[p), KOTOpOEe

OpegoTBpalllaeT UX IMOCJAeAYyIoniee BOCCTAHOBICHUE. I‘IaHpI/IMep7 YHUYTOXKEHUE MOXKET COCTOATH B

zamucy B 00JIACTH TAMSITH, 3aHUMAEMOM 3HAYEHUAMHN CEKPETHBIX JTAHHBIX, (DUKCHPOBAHHBIX WJTH

CIyYIANHO BBIOPAHHDBIX 3HAYEHUI.

6.3.3 KoppekTHocTs npoieaypsl ¢popmupoBauuns COK

[Ipu ana/n3e KOPPEKTHOCTH peasu3ainun mporeaypsl popmuposanug COK ucxommabie Tek-
CTBI IPOTPAMMBI OIEHUBAIOTCA YACTUYHO, IO BBIOOPY 3Kciepra. KoppeKTHOCTL peastu3aluu
HpPOIEyPhl O3HAYAET, 9TO peanusanusd PyHKIHOHATLHO cooTBeTcTBYIOT 1. 6 C'TH 34.101.19 u
YTO peaim3aliid He COJAEPKUT OIIMOOK U YSI3BHMOCTE]l.

DKCIIEePT JIOJIZKEH IIPOBEPUTH 10 KpaiiHell Mepe CJIeIYIONIHe aceKThl peau3aluu IIpore-
aypsl popmuposanus COK:

33



MM.10119.10.01

1 Peammzanus poskaa noguucbiBarb COK Ha JIMYIHOM KJIHOYE SMUTEHTA.

2 Peasmsanus poskaa Briiodarh B COK maenTndukarop Kpunrorpadpuaeckoro ajaro-
puT™Ma, KOTopbiit ucnosb3dyercs i noanucu COK.

3 Peasmszanus jgoskHa Braodarb B COK nndopmanmio, Koropast oupeeaser 10JroBpe-
MeHHbIe apaMerpbl agroputMmoB DI, ucnosszyembie mrst nognucu COK.

4 Peanuzanust jokua Briodars B COK undopmarmio, koTopast onpeie/isier ajropuT,
€ KOTOPBIM JIOJIZKEH HCIIOJIb30BATHCs OTKPLITHIN Kaiod u3 COK.

5 Peasmsanus poszkna nogaep:kuBarb priaodenne B COK mo kpalineit mepe pacrimpe-
uuii authorityKeyIdentifier (cm. . 6.2.1.1 CTB 34.101.19), SubjectKeyIdentifier (cm. m.
6.2.1.2 CTB 34.101.19), KeyUsage (cm. m. 6.2.1.3 CTB 34.101.19), certificatePolicies (cm.
. 6.2.1.4 CTB 34.101.19), BasicConstraints (cum. m. 6.2.1.9 CTB 34.101.19).

6.3.4 KoppekTHocTb nporieaypsbl ¢popmupoBanuss COC

[Ipu anan3e KOPPEKTHOCTH peaau3anuu npoieaypsl dpopmupoanus COC ucxomnble TeK-
CTHI TPOTPAMMBI OIEHUBAIOTCA YACTUYHO, IO BBIOOPY 3Kcrmepra. KoppeKTHOCTL peau3alnuu
IPOIEIYyPhl O3HAYAET, UTO peanausanus (pyHKIHOHATLHO cooTBeTcTBYIOT 1. 7 CTH 34.101.19 u
YTO Peaim3alnsd He COAEPKUT OMMOOK U YSI3BHUMOCTEIl.

DKCIepT JOJIZKEH ITPOBEPUTH 10 KpaliHeil Mepe CJIeAYIONIHe acIeKThl PeaTn3aluu Ipole-
aypsl popmuposanus COC:

1 Peanmmzamusa momxaa nognucbkiBath COC Ha IUYIHOM KJIIOUE SMHTEHTA.

2 Peamuzamnus nomxkna BKIodaTh B COC maenTudukaTop KpUnTorpahpudeckoro ajaro-
pUTMAa, KOTOPBIH ucnonb3yercs aig noamucu COC.

3 Peamuzanus posxkua Bkaodarh B COC undopMannio, KoTopast onpeaeser T0JroBpe-
MeHHBIe mapaMmeTpbl agaroputmoB DI, ucnomrs3yemsre npu noanucu COC.

4 Peanmuzanus posxkna Baodarsk B COC Bcio HEOOX0AUMYIO HHGMOPMAIIHIO O CTATYCE OT-
3bIBa cepTuuKara.

5 Peanuzanus goskHa nogaepxkubarh Bkaodenune B COC mo kpaitHeit Mmepe paciupeHuit
authorityKeyIdentifier (cm. m.7.2.1 u m. 6.2.1.1 CTB 34.101.19), CRLNumber (cm. m. 7.2.3
CTB 34.101.19).

6.3.5 KoppeKkTHOCTh mpoleaypbl BepudnKamum MapaipyTa cepTuduKainm

[Ipu aHam3e KOPPEKTHOCTH peau3aluu Ipoleaypbl BeprudHKAIUI MapuipyTa cepTudu-
KaIlM{ UCXOIHbIE TEKCTHI IIPOrPaMMbl OIEHUBAIOTCA YaCTHYHO, 110 BHIOOPY 3KcrepTa. KoppekT-
HOCTDb PeaJIM3aIUU NPOIEIYyPhl 03HAYAET, UTO peaau3aius PpyHKIMOHAILHO COOTBETCTBYIOT II.
8 CTH 34.101.19 u urTo peaym3alug He COAEPKUT OMIMOOK M YSI3BEMOCTEH.

DKCIEePT JIOJIZKEH ITPOBEPUTH 10 KpaliHel Mepe CJIeAYIONIHe acIeKThl peaTn3aldu IIpole-
JIypbl BepUMpHUKAIUA MapHIIpyTa cepTUDUKAINN:

1 Peanuzamus gokuaa nupoBepath DI Bcex ceprudukaToB MapuipyTa cepTudUKAINT.

2 Peaymszanus J0JIZKHA IIPOBEPATH, YTO KOMIOHEHT notBefore kaxKaoro cepruduxara B
MapIIpyTe VKa3blBaeT Ha JAaTy IPOBEPKU MK Oojiee PAHHIOW JaTy, a KOMIOHEHT notAfter
COJIEPYKHUT JIATY NPOBEPKHU KU OoJIee MO3HION JIATY.

3 Peanuszanus po/kHA 00pabaThIBAThH IIOCJIEI0BATEILHOCTL uMeH coriacao CTb
34.101.19: B mapmpyTe cepTupUKAIIE KM IMATEHTA TPOMEKYTOUYHOTO JIUOO KOHETHOI'O CePTH-
duKaTa J0JKHO COOTBETCTBOBATH HMEHH CyObeKTa MPeAIecTBYIONEro cepTuduKaTa mermodKkn,
a UMd SMUTEHTA IePBOro CepPTHMUKATA IEHOYKH JIO0JKHO COOTBETCTBOBATH UMEHH KOPHEBOIO
VII (mpu mpoBepKe COOTBETCTBUST HMEHA MOTYT OBITh 3aKOUPOBAHBI PA3THIHBIMA THIIAME; JIJIs
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Tulla PrintableString nepes cpaBHeHHEM HEOOXOJAMMO CHadasa yJIQJIUTh JIMIIHUE IIPOOeJIbl B
Ha4yasle U B KOHIIE CTPOKH, a HPOMEXKYTKH MEKJLy CJOBAMH 3aMEHUTH OJHUM IPOOEIOM).

4 Peanuzanusi joskaa  pacnosnaBatb B COK mo xpaitmeit mepe pacrmmpenus
authorityKeyIdentifier (cm. m. 6.2.1.1 CTB 34.101.19), SubjectKeyIdentifier (cm. .
6.2.1.2 CTB 34.101.19), KeyUsage (cm. . 6.2.1.3 CTB 34.101.19), certificatePolicies (cm.
. 6.2.1.4 CTB 34.101.19), SubjectAltName (cm. n. 6.2.1.6 CTB 34.101.19), BasicConstraints
(em. m 6.2.1.9 CTB 34.101.19), NameConstraints (cm. m 6.2.1.10 CTB 34.101.19),
PolicyConstraints (cm. m. 6.2.1.11 CTB 34.101.19), ExtKeyUsageSyntax (cm. m. 6.2.1.12
CTB 34.101.19), InhibitAnyPolicy (cm. m. 6.2.1.14 CTB 34.101.19).

5 Peammzarnus poskua n3siekars n3 COC HeobxonuMyo nHMOOPMAIUIO O CTATYCE OT3BIBA
KaKJI0ro ceprudukara MapupyTa.

6 Peasmsanus posnkHa nposepathb A COC noamuch SMATEHTA, IPH STOM SMHUTEHT J10JI-
JKeH UMEeTb IIOJTHOMOYMS Ha IIOIIUCH, a o0sacThb jgeiicTBus COC fno/zKHA TTOKPBHIBATH POBEPS-
eMblii cepTudukar.

7 Peanmzamus gosixuaa  pacnosnasate B COC 1o kpaitHeit wmepe paciiupenust
authorityKeyIdentifier (cm. m.7.2.1 u n. 6.2.1.1 CTB 34.101.19), CRLNumber (cm. m. 7.2.3
CTB 34.101.19).

6.3.6 KoppekTHOCTh 0OPabOTKM HMCKJIIOYUTEIbHBIX CATyaInii

ITox nckm04NTEBHON CHTyaINell HOHUMAeTCsl OIMHO0YHAS CHTYAIUs, BO3HUKAIOMIAS IIPH
BBIIIOJIHEHUH IPOIPAMMBI U Tpebyiolasl ClelaIbHol 00paboTKu. JJaHHOMY TepMUHY B S3BIKAX
IIPOrpaMMHUPOBAHUS COOTBETCTBYET TaKUe MOHATHS KaK «OMIMOKa», «UCKIIOYEHHe» H T.II.

DKCIepT IPoBepseT KOPPEKTHOCTb 0OPAOOTKU UCKIIOYHTENbHBIX CUTYAIHH TPH BBIIOIHE-
HHUHJ TIPOBEPOK, MPOBOAUMBIX B 1. [6.3.1] — [6.3.5

J1a ananmmM3a KOPPEeKTHOCTH 0OpAabOTKU MCK/IIOUHTENBHBIX CHTYAIUH SKCIEPT IPOBEPSIeT,
970!

1 Iocne KaxKa0ro BbI30Ba (bYHKINH, BLIOTHEHHE KOTOPOil MOXKET MPUBOAUTH K BO3HUK-
HOBEHUIO HCKJIIOYUTENbHOM CHTYAIUH, HMEIOTCs IPOBePKA Ha CIydail BOSHUKHOBEHHS HCKIO-
IUTEIbHON CUTYAIUN U COOTBETCTBYIOMAs 00pabOTKa UCKIIOIUTEILHON CUTYAIIUH.

2 Ilpu mposepke u 06pabOTKe UCKTIOIUTEIBHON CUTYAIINH YITEHBI BCE BO3MOKHBIE BHIbI
HCK/IIOYUTEIbHBIX CHTYAINH, BOSHIKHOBEHHE KOTOPBIX BO3MOYKHO COTVIACHO JOKYMEHTAIIUN HA
BBI3bIBAEMYI0 (DYHKIHIO.

3 HckmodnTenbuble CATYAnn 00pabaThBAIOTCS IeKBATHO (BO3BPAIIAIOTCS BEPHBIE KOIbI
omubOK U co0OIIeHust 06 OMUOKax U T.II.).

6.3.7 OrtcyTcTBue HEAOKYMEHTUPOBAHHBIX BO3MOXKHOCTEM

SKCHGPT onnpegesideT OTCYyTCTBUE HEJOKYMEHTHPOBAHHBIX BO3MOXKHOCTEN 110 pe3yJjbTaTaM

IIPOBEPOK, BBHITIOJHEHHBIX B 1. [6.3.1] — [6.3.6]
Ob6Hapy’KeHHBIe HEJOKYMEHTHPOBAHHBIC BOZMOXKHOCTH OTPAzKaIOTCs B IPOTOKOJIE aHAIN3A

HCXOAHBIX TE€KCTOB MJIM B IIPUJI02KEHHUH K HEMY.
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IIpunoxxenne A
dopmMa IIPOTOKOJIA aHAJJIN3a JOKYMEHTAITNN

k3. {Ilone 1}

ITporokoa Ne {Ilone 2} or {Ilose 3}
pPe3y/JbTATOB aHAJN3A JOKYMEHTAINN
nporpammel {Ilosie 4}, peanusyomnieil yupapieHue OTKPBITBIME KJIOYAMU COLJIACHO
CTb 34.101.19-2012

1. JlokymeHTbI:

’ Ne | HasBanue jgoKyMeHTa ‘ Homep
1 | {TTose 5} {TTose 6}
2 | {Tloaue 7} {ITose 8}
3 | {Ilose 9} {Ilone 10}
4 | {TTose 11} {ITosne 12}

2. Ilpu anajiuze jJIOKyMeHTalu ObLJIU BBIIIOJHEHbI CJIe/IyIONne TPOBEPKU:

’ Ne | HazBanme mpoBepK# ‘ OtrmeTKa O BBIIOJTHEHUH
1 | TIposepka mokymenrta «Cnemuduranms» {TTose 13}
2 | IIposepka mokymenTa «TekcT mporpaMmbi» {TTose 13}
3 | I[Iposepka mokymenTa «Ommcanue IporpaMMbl» {ITose 13}
4 | TIposepka mokymenta «Pykosogcrso mporpammn- | {ITore 13}
cTa»

3. BakJjioUeHne mo pe3yabTaraM aHaams3a JoKyMenTanuu: gokyMmentarus {Iloae 6}, {Ilo-
ae 8}, {Ilose 10}, {[Tose 12} coorsercrByer (He coOTBETCTBYET) HpOrpaMme O0bEKTA
UCIbITAHUN B 4aCTH yUpaBJIeHHS OTKPbIThIME KJtodamu corstacio CTB 34.101.19-2012.

Dkcrepr, {TTose 15} {TToste 16}
{Tome 14}

B nmosie 1 yka3biBaeTcs HOMEDP 3K3eMILIIpa MPOTOKOJIA.

B nosie 2 ykaspiBaercst HoMep, OJHO3HAYHO UAEHTHUMUIUPYIONNI TPOTOKOJI.

B nmosie 3 yka3biBaeTcs JaTa COCTABJICHUS ITPOTOKOJIA.

B mnosie 4 ykaswiBaeTcs HaszBaHue 00'beKTa MCIBITAHUN B COOTBETCTBHU C IPEJICTABICHHOMN

K UCHBITAHUAM JOKYMEHTaIUel.

B monax 5 m 6 yKasweIBAIOTCS COOTBETCTBEHHO TIOJHOE Ha3BaHHe JTOKyMenTa «Crueruduka-

IHsT> W ero MAeHTH(OUKAINOHHBIN / TelUMaIbHbIi HOMep.

B nmosgax 7 u 8 yKa3bIBalOTCs COOTBETCTBEHHO IOJHOE Ha3BaHHUE JOKYMeHTa « TeKCT mpo-

IPAMMBbI» 1 ero WIeHTH(OUKAIMOHHbIT / TenuMaabHbIT HOMeD.
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B nossix 9 u 10 yka3siBaloTCsi COOTBETCTBEHHO TI0/IHOE Ha3BaHue jokymenta «Onucanue
IPOIPAMMBI» U €10 UJACHTH(MUKAIMOHHBI / IeIIMMAJIbHBI HOMED.

B nosisix 11 u 12 yka3zbiBaroTcsi COOTBETCTBEHHO HOJIHOE Ha3BaHue JOKYyMeHTa « PykKoBoicTBO
IPOIPAMMHECTAY W €r0 UACHTU(DHKAIMOHHDI / TeIUMAILHBIT HOMED.

B nouie 13 yka3zbiBaeTcs pe3yJibTaT BbIIIOJHEHUS TPOBEPKU: «IOJIOKUTEJIbHOY — PE3YJIbTAT
HPOBEPKH TOJIOKUTEJIbHbIN, «OTPUIATEIHHO> — Pe3y/bTraT IIPOBEpPKU oTpuiiare/ibubiii. 1locie
3aBEPIICHUS AHAJIN3A JJOKYMEHTAIUM U 3AII0JIHeHUs TabJIMIbl JIeJIaeTCs BBIBOJ O COOTBETCTBUH
(He COOTBETCTBHH) JOKYMEHTAIMU MPOTrpaMMe OObeKTa MCIbITAHU B 9acTH yIPABICHHS OT-
kpbiTbiMu Kaodamu coriacao CTB 34.101.19. BeiBog, 0 cOOTBETCTBHH JI€JIA€TCST TOJIBKO TOLA,
KOIJIA PE3YJIbTAThl BCEX ITPOBEPOK SABJILIOTCS MOJOKUTETbHBIMU.

B nmonsix 14 u 16 yka3zsiBatorcst coorBeTcTBeHHO j1okHOoCcTh 1 P. M. O. skcnepra.

B nosie 15 craButcd cobCTBEHHOpPYUYHAs MOJAIUCH IKCIEPTA.

Nudopmarusg 06 obHapyKeHHBIX HECOOTBETCTBUAX HPUBOJAUTCH B IIPOTOKOJE WU MPHJIO-
JKEHUU K HPOTOKOJIY B HPOU3BOJIBHON (dopMme.
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IIpunoxxenne b
®opma MpPOTOKOJIa TECTUPOBAHULA

k3. {Ilone 1}

ITporokoa Ne {Ilone 2} or {Ilose 3}
Pe3yJIbTATOB TECTUPOBAHNS

nporpammbl {Ilose 4}, peamusyromnieil ynpasieHre OTKPBHITHIME KJIOYAMEH COLJIACHO
CTb 34.101.19-2012

1. @aiiibl MCXOJHBIX TEKCTOB HPOI'PAMM:

’ Ne ‘ Umsa daitia ‘ X3II-3HavUeHHe
1 | {ITose 5} {TTose 6}
2 | {lToxe 5} {ITose 6}

Xsmr-3navenns st Gaiiios Beraucaens cornacuo {Iloae 7}.

2. B xojie TectupoBanusi 00beKTa UCIIBITAHUN ObLJIM BBIIIOJHEHbBI CJIE/YIONINE TeCThI:

’ Ne ‘ Haszpanue Tecta ‘ OTMeTKa O BBIOJHEHUH
1 | IssueCertTest {TTose 8}
2 | ExtCertTest {TIone 8}
3 | IssueCrlTest {Ilone 8}
4 | ExtCrlTest {TTose 8}
5 | EntryExtCrlTest {TIone 8}
6 | ValidPathTest {Ilone 8}
7 | InvalidPathCertTest {TTose 8}
8 | InvalidPathCrlTest {TIone 8}

3. 3ak/odenne mo pesyabraTaM TectupoBanus: nporpamma {IlTose 4} coorsercrsyer (He
coorBercTByer) TpeboBanusM, ycranopaenabiM B CTH 34.101.19-2012.

DKcrepr, {TTone 10} {TToste 11}
{Tlose 9}

B mosie 1 ykaspiBaercst HOMep 3K3eMILISAPa MPOTOKOJIA.

B nosie 2 ykaspiBaercst HoMep, OJHO3HAYHO UAEHTUMUIAPYIONINA TPOTOKOJI.

B mnosie 3 ykaspiBaercst jara cOCTaBIeHUSA ITPOTOKOJIA.

B mnosie 4 ykaswiBaeTcs HaszBaHue 00beKTa MCIBITAHUN B COOTBETCTBHU C IPEJICTABICHHON
K UCTBITAHUAM JOKYyMeHTaIrelt.

B nosie 5 yka3bIBaloTCAd MMEHA UCXOJIHBIX (hailJIOB IPOrpaMM O0bEKTa UCITBITAHUN.
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B noJsie 6 ykasbiBaercs 3nadenue (DyHKIUKU XIMUPOBAHUS JIJIsl TECTUPYyeMbIX (DailjioB, Bbl-
YUCJIEHHOE B COOTBETCTBUM CO CTAaHJ/IAPTOM, YKa3aHHbIM B 1oJje 7. Paspelraercs ucuoib3oBaTh
dyukun x3muposanns, oupegenaennabie B CTh 34.101.31 nwan CTB 34.101.77.

B nosie 8 yka3biBaeTcs pe3yJibTaT BbIIOJHEHUS TECTA: «II0JIOKUTEJIbHO» — TECT 3aBEpIIeH
YCIIEIIHO, «OTPUIATEJbHO» — TECT 3aBepIleH ¢ OIMOKO; «He IPOBOJAMJICH» — TECT He IIPOBO-
JIUJICS, TaK KaK IPOrpaMMa He HOJJIEPKUBAET aJIPOPUTM HJIU PEXKUM, OIPEJIEJeHHbI B TecTe.

[TocJie 3aBepiiieHus TECTUPOBAHUS U 3AIIOJIHEHUS TaOJIHIbI J1eJ1a€TCH BbIBOJL O COOTBETCTBUU
(He coorBeTcTBUE) MpOrpaMMHOil peasm3anuu oobekta ucnbtannii CTH 34.101.19. Beisog o
COOTBETCTBUH JIEJIAETCI TOJBKO TOIJIA, KOIJ/IA BCE IPOBOMMBIE TECTbl BBIIIOJIHEHbB! YCIIEIIHO.

B monsx 9, 11 ykaseiBaioTcst cOOTBeTCTBEHHO mo/zKHOCTE U P. V. O. sxcuepra.

B nosie 10 craBuTcd cobCTBEHHOPYYHAs MOJAIUCH IKCIEPTA.
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IIpunoxxenne B
®opma MPOTOKOJIa aHAJJAN3a MCXOAHBIX TEKCTOB

k3. {Ilone 1}

ITporokoa Ne {Ilone 2} or {Ilose 3}
pPe3yJIbTATOB AHAJIN3A MCXOAHBIX TEKCTOB

nporpammbl {Ilose 4}, peamusyromnieil ynpasieHre OTKPBHITHIME KJIOYAMEH COLJIACHO
CTb 34.101.19-2012

1. @aiiibl MCXOJHBIX TEKCTOB HPOI'PAMM:

’ Ne | Mms daitna ‘ X>3II-3HavueHHe
1 | {TTose 5} {TTose 6}
2 | {Tloaue 5} {ITosie 6}

Xsmr-3navenns st Gaiiios Beraucaens cornacuo {Iloae 7}.

2. B xo/1e aHa/IM3a UCXO/IHBIX TEKCTOB HPOI'PAMM ObL/IN BbIIIOJHEHbI CJIE/LYIOIIIE IPOBEPKU:

Ne | HazBanme mpoBepKu Pesyabrar
IPOBEPKH
1 | KoppekTHOocTb HCnosib3oBanust Kpunrorpaduaeckux aaropurmon | {ITose 8}
2 | KoppeKTHOCTh HCMOTb30BAHUS CEKPETHBIX TapaMeTpPOB {TTose 8}
3 | KoppeKTHOCTh YHHUTOXKEHUsT 3HAUeHu T ceKpeTHbIX mapamerpos | {Ilose 8}
4 | Koppexraocrs nponeaypsl (popmuposanua COK {TToste 8}
5 | Koppekraocts mponenypsl dpopmuposanusas COC {TTose 8}
6 | KoppekrHocTh mporeaypbl Bepudukauu Maprpyrta cepruduka- | {Ilose 8}
uu
7 | KoppekTHocTh 06pabOTKM HCKAIOUYATEIbHBIX CUTYAITUI {TToste 8}
8 | OrcyTcTBUE HETOKYMEHTHPOBAHHBIX BO3MOYKHOCTE {TTose 8}

3. BakJ/II0UeHHe [0 Pe3yIbTaTaM aHATH3a UCXOIHBIX TEKCTOB mporpaMM: nporpamma {Ilo-
Je 4} coorBercTByer TpeGoBanusM, yeranosreHHbiM B CTH 34.101.19-2012.

DKcIIepT, {ITone 10} {Ilome 11}
{Ilone 9}

B mone 1 ykaspiBaeTcs HOMep IK3eMILISApa MPOTOKOJIA.

B mose 2 yka3zpiBaeTcs HOMED, OJHO3HAYHO HUACHTUMHUIUPYIOMHHA TPOTOKOII.

B mone 3 ykaspiBaeTcsd jaTa cocTaBJIeHUS ITPOTOKOJIA.

B noJie 4 yka3piBaeTcd HazBaHue 00beKTa UCHBITAHUN B COOTBETCTBHH C ITPEJACTABICHHON

K UCHBITAHUAM JIOKYMeHTaIel.

B mosie 5 yka3zpiBaloTcd HMeHA UCXOIHBIX (hailJIOB IPOrpaMM OObEKTa UCIIBITAHUN.
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B nosie 6 ykasbiBaercs 3uadeHue (QYHKIMM XIMIMPOBAHUS JJId UCXOJHBIX (ailjioB 1po-
I'PAMM, BbIYUC/JIEHHOE B COOTBETCTBUU CO CTAH/IAPTOM, YKa3aHHbIM B 1ojie 7. Paspeiaerca uc-
10J1b30BaTh (GyHKIKUKH X31mupoBanus, onpeaeaenasie B CTH 34.101.31 num CTH 34.101.77.

B nosie 8 ykasbiBaercs pe3y/bTaT BbBIIIOJHEHUS [POBEPKH: <IOJOKUTEJIbHOY» — Pe3yJib-
TaT IPOBEPKU MOJIOKHUTE/IbHBIN, «OTPUIATEIbHO» — Pe3yJIbTaT IPOBEPKU OTPULIATE/IbHbIN, «HE
HPOBO/IUJIACHY — IPOBEPKA HE TPeOyeTcs 110 IPUYUHE CleludUKU pean3aluu nporpaMm 00b-
eKTa MCIbITaHuil (HanpuMep, B IpOrpaMme He HCIOJIb3YIOTCs robaibibie nepemennbie). [ocie
3aBEPIICHUS aHAJIN3A UCXOJAHBIX TEKCTOB IIPOrPAMM U 3aII0JIHEHU TAOJIUIIbL JIE/1aeTCs BbIBOJL, O
coorsercTBuu (He coorBercrBun) obbekra ucnbirannit CTBH 34.101.19. Beisog o coorBercrsuu
JIEJIAETCH TOJIBKO TOIJIA, KOIJIA Pe3yJIbTAaThl BCEX ITPOBOJMMBIX IPOBEPOK SBJSIOTCH OJOKU-
TEeJbHBIMU.

B mossix 9, 11 ykazeiBatorces coorBercTBeHHO noskHOCTH 1 . V. O. skcnepra.

B nosie 10 craBuTcd cobcTBeHHOpPYYHAs MOJAIUCH IKCIEPTA.

Nudopmarus 06 obnapyKeHHbIX OMMOKAX U HEJOKYMEHTHPOBAHHBIX BO3MOZKHOCTAX HPU-
BOJUTCS B IPOTOKO/I€ MJIM HPUJIOKEHUHT K IIPOTOKOJIY B IIPOU3BOJILHOM (hopMe U JI0JIKHA BKJIIO-
4aTh:

1) onmcanue OmuOKN WM HEJTOKYMEHTHPOBAHHON BO3MOXKHOCTH;

2) ums daiiaa 1 HOMepa CTPOK HPOIPAMMBI, COAEPKAIINX OITHOKY.
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ITpunoxxenue I'
TecToBoe mporpaMmHoOe obecredeHne

I''1 IIporpammsbl npeobpa3oBanuss ACH.1-¢aiisioB B TEKCTOBOE IIPEACTABIECHIE

[IporpaMmpl, onucaHHble B HACTOAIIEM TOApPA3e/ie, siBJIsSeTCA CBOOOIHO PACIpPOCTpaHsie-
MBIMHI TPOTPAMMAaMH, KOTOPBIE MPEIHA3HATEHBI /TSI AHAIIN3a, COAEPKUMOT0 JBONIHBIX (DaiiIOB,
cofepzKammux 3akonupoBanubie 3uadennst Tunos ACH.1. Ouu mo3BosisiioT mpeodpa3oBBIBATE 3a-
KOJMPOBaHHbBIE OMHAPHBIE (DAMJIBI B X TEKCTOBOE MPEJICTABJIEHHE.

I''1.1 IIporpamma dumpasnl.exe

[Iporpamma dumpasnl.exe sIBJIsIeTCS KOHCOJBHBIM HMPUIOKeHHEM. TeKCTBI MpOTpaMMbI
pacrosiaratores 1o ajpecy: https://www.cs.auckland.ac.nz/ pgut001/dumpasnl.c.

g nmpeobpasoBanus daitia 3amnpoca Ha HoJaydeHue ceprudukara B dailyl ¢ TEKCTOBBIM
IpeCTaBJIeHIeM MOZKET HCIO0Jb30BaThCsl, HAIPUMEp, CJIeAYIONas KOMaHIa;

dumpasnl.exe -t -a -z src.bin > dst.txt

B komane mapamMeTpsl UMeIOT ¢JieyIoNe 3HaUeHnd: STC.bin — 3aKOIMPOBAHHBIN MCXOTHBIN
dait1; dst.txt — TEKCTOBOe HpeJCTaBJIeHHe HCXOMTHOTO draiiia; t — oTrodOparkeHue 3HAUYEHUN
KOMIIOHEHT B TEKCTOBOM BHJE; @ — OTODpaKeHue IEeJUKOM OJIOKOB JAHHBIX, JITMHA KOTOPBIX
bosibie 128 6aiiToB; Z — JOIYINEHHE MOJeH HYJIeBOU JIJTMHBI.

Pacrnpocrpanenubie uIeHTU(MUKATOPB 00BEKTOB MOT'YT IIepeIaBaThbCs B IIPOrpaMMy depes
KoHburypanuonusiit ¢dair dumpasnl.cfg. CranmapTHbI KOHMUTYPAITHOHHBIH hall nepuoin-
YecKW OOHOBJISETCS W pa3MelnaeTcd Mo ajpecy https://www.cs.auckland.ac.nz/ “pgut001/
dumpasnl.cfg. /lig pacno3HaBaHUS TOMOJHUTEJbHBIX HIeHTHMOUKATOPOB, ONpPeIeTeHHBIX B
OTEYECTBEHHBIX KPUITOIpAMPUIECKUX CTAHIAPTAX, MOXKET UCIOJIb30BATHCS paclIdpeHne KoHgu-
IYpanuoHHOro daiina, pasMelneHHoe mo ajpecy https://github.com/agievich/bee2/blob/
master/doc/dumpasnliby.cfg.

I''1.2 TIIporpamma ASN.1 Editor

[Iporpamma ASN.1 Editor saBiseTcs mpuao:KeHHeM omepanuoHHOi cucTteMbl Windows c
rpadpuIecKuM TOJIH30BaTEILCKUM HHTepdeiicoMm. Vcmomusgemprit dpaita mporpaMMbl pacroJiara-
eTcd 1o agpecy: http://www.codeproject.com/Articles/4910/ASN-Editor.

g upeobpasoBanust aitjia 3anpoca Ha loJjydeHue ceprudukara B TEKCTOBOE IIPe/l-
CTaB/IeHUe HEOOXOJUMMO OTKPbITh (pailyl ¢ HOMOIILIO IIYHKTA OCHOBHOI'O MEHIO IIPOIDAMMbL:
File — Open.

I.2 IIporpamMmbl aBTOMATHUYECKOII TeHEpAINN TECTOBBIX HADOPOB
I''2.1 Texuosorusa Fuzzing

Jl1s aBTOMATU3AIMU TECTUPOBAHUA IIPOrpaMM, 00padATBIBAIONINX CJAOXKHBIE (hOPMATHI
JIAHHBIX, 9aCcTO IpuMeHsercs Texnosorusd Fuzzing. Cuernuanbnasg nporpamma fuzzer odbpabda-
THIBaeT HCHBITHIBAEMYIO IPOTPAMMY Prg, KOTOpas B CBOIO 0depeb oOpabareiBaeT aitn file.
IIporpamma fuzzer BBIIOJIHSAET MHOTOYHUCIeHHBIe MoauduKanuu file, mogaeT 3T MOTUPHUKA-
IUY Ha BXOJ prg u olieHuBaeT peaknuio. Murepec g fuzzer npeJcTaB/sgioT BCeBO3MOZXKHbBIE
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HCKJIIoUnTe/IbHble cuTyaruu: 3apucanust (hungs), yreuku namsru (leaks), napyienue yrsep-
JKJCHUA BpEMEHN KOMIIUJIAIUU (asserts) n T. 1. JI1oboe u3 HalAEHHBIX HCKIIOUEHHUH IJISI UCIIHI-
TyeMOi Kpunrorpadguieckoil HporpaMMbl HEJIOIYCTUMO.

[Iporpamma fuzzer sbinosnser moguduxaruun file pazubiMu criocobamu. B Oosibiun-
cTBe ciydaeB mojudukaiyuu HGOpMUPYIOTCH CAy4allHO, MU TOIJIA TECTHUPOBAHUE ITPOXOJUT IO
HPUHIUIY «4Y€PHbINA sdimuKy. Hamuoro 6osbiie omuboK MOKHO BbISIBUTH TOIJA, Korja fuzzer
YUUTHIBaeT (YaCTHIHO WM TOJHOCTHIO) dopmar file, T.e. HONIEPKUBACT NPHHIAIL «CEPbIil
SANUKY WK JlazKe «OeJIblil a1k ».

2.2 IIporpamma AFL

[Tporpamma AFL (American Fuzzy Lop) — 310 ¢BOGOmHO pacupocrpansiemsiii fuzzer, c
MOMOIIIHIO KOTOPOTO HalIEHO DOJILINIOE YUCI0 YA3BUMOCTEH B KPUTITOTPAPUICCKUX MPOIYKTAX.
Best neobxomnmas nngopmarus o6 AFL, B TOM YHC/Ie JOKYMEHTAIMA U UCXOAHbIe (Dailibl, pa3-
Merena 1o ajpecy http://lcamtuf . coredump.cx/afl

UcnbiTyemass mporpamMMa prg JOIKHA KOMIHINPOBaThCs cpeicTtBamu AFL, B cBoO ode-
pean ocuoBanubix Ha nHCTpyMeHTax GCC man CLANG. Tlpumepnsbrit make-daiin gis coopkn
UCHBITYEMON TTPOTPaAMMOBI:

CC = path_to_afl/afl-gcc
CXX = path_to_afl/afl-g++
LDFLAGS =

CFLAGS =

PROGS = prg

all: $(PROGS)

prg: prg.c
$(CC) $(CFLAGS) $@.c -o $@ $(LDFLAGS)
clean:

rm -f $(PROGS) *.o

UcnbiTyemasi mporpaMMa JoJIzKHA TpuHuMaTh Ha BxoJ (aitn file. Tecrosbiii daiin, B
OKPECTHOCTU KOTOPOTo OyIeT OPraHn30BaHO TECTUPOBAHUE, TTOMEIAeTCH B CHeIUAJIbHbINA KaTa-
Jior tests. B aTo KaTajor MoryT ObITH JIobaB/IeHb! JTI00bIE Jipyrue TecToBbie daitibl. Mogndu-
Kannd file, KOTOpBIE IPUBEIN K UCKAIOYCHAAM B Prg, NOMEINaTed B KaTaaor findings.

TecTnpopaHne 3amycKaeTcs MO KOMaH e

path_to_afl/afl-fuzz -i tests -o findings path_to_prg/prg 0Q

Nudopmanuio 1mo JONOJHUTETBLHBIM OIIUAM KOMAHbI, & TAKyKe JOMOJHUTEIbHBIM BO3-
MOKHOCTAM AFL MOXKHO HaWTH HA YHOMSAHYTOM CcaiTe.

[Tepen coopkoit AFL B BupTyasbHO# cpejie Ha miatdopme Windows ciejyer BKJIIOYATD JIH-
pexktuBy SIMPLE_FILES B 3arosioBouHoM aitne config.h n B Gynkmun trim_case () moaynsa
afl_fuzz.c cTpoKy

fd = open(g->fname, O_WRONLY | O_CREAT | O_EXCL, 0600);
U3MEHHUTH Ha,

fd = open(q->fname, O_WRONLY | O_CREAT, 0600);
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ITpunoxxkenune /I
OnucaHme TeCTOBBIX JIAHHBIX

B 1annoM npuJIOKeHUH ITPUBOIUTCA OIMCAHKE 3AIIPOCOB HA IOJy4YeHUue cepTHdUKaTa, uc-
HOJIb3YEMbIX B TECTaX M3BECTHOrO oTBera. Karkiplif 3alpoc B TecTaX OCHOBAH Ha 0a30BOM 3a-
npoce. DTOT 0A30BBIH 3alPOC COACPKUT THIUYHBIE VIS BCEX 3alIPOCOB 3HAYEHHS OCHOBHBIX
KOMITIOHEHTOB. lIpu onucaHnm TeCTOBBIX 3aITPOCOB MPHUBOIATCS JIUIIH 3HAUEHUS KOMIIOHEHTOB,
KOTOpbIE€ OTJINYAIOTCS OT O6A30BBIX.

1.1 Bazsossrit COK kopHeBoro VII

‘ Komnonent ceprudukara uiau tun ASN.1 ‘ Diar ‘ 3HavYeHne KOMIIOHEHTA Tosicuenust
Certificate
tbsCertificate 3HavYeHne JAHHOTO KOMIIOHEHTa mojanucbiaercs DIIIT
version 2 Bepens 3 COK
serialNumber

CertificateSerialNumber

signature
AlgorithmIdentifier J10/IZKeH COBIAIATH ¢ HACHTH(DUKATOPOM, YKA3AHHBIM B KOMIIOHEH-
Te signatureAlgorithm
algorithm bign-with-hbelt Anropurmst DUIT CTB 34.101.45-2013 ¢ dbynKIueii XsmmupoBaHus
CTB 34.101.31-2011
parameters NULL ITapamerps o ymoavanuio bign-curve256vi
issuer
Name {Onpenenennoe nvsi} HUcnonssyer dbopvar RFC2253
validity
notBefore
Time
UTCTime 100101083000Z 01 smsapa 2010, 08:30:00 GMT
notAfter
Time
UTCTime 301231083000Z 31 nexabps 2030, 08:30:00 GMT
subject
Name {Onpenenennoe nms} HUcnonssyer dopmar RFC2253
subjectPublicKeyInfo
algorithm
AlgorithmIdentifier
algorithm bign-pubkey Orxporreiit kmoa CTB 34.101.45-2013
parameters bign-curve256vil CrangapTHBIE TapaMeTphl /s ypOBHS cTofikocTn [ = 128
subjectPublicKey
BIT STRING 3navenne OTKPLITOro Kioda | Jnuna 512 6ur
extensions

authorityKeyIdentifier

keyIdentifier OCTET STRING Xom-3nauenne CTB 34.101.31-2011 or KoAMpPOBAHHOTO 3HAYEHHUS
OTKPBITOTO KJIIOUa SMHTEHTA
subjectKeyIdentifier FALSE
keyIdentifier OCTET STRING Xom-3nauenne CTB 34.101.31-2011 or KoAMPOBAHHOTO 3HAYEHUS
OoTKpBITOro Kioua cyonexra. Cosnazaer ¢ njentudukaropom, yka-
3aHHbIM B KoMmnonenre authorityKeyIdentifier.
basicConstraints TRUE
cA TRUE
pathLenConstraint INTEGER OrcyrcrByer
keyUsage TRUE
digitalSignature 0
nonRepudiation 0
keyEncipherment 0
dataEncipherment 0
keyAgreement 0
keyCertSign 1
cRLSign 1
encipherOnly 0
decipherOnly 0
signatureAlgorithm
AlgorithmIdentifier
algorithm bign-with-hbelt Anropurmst DIIT CTB 34.101.45-2013 ¢ dbynkiueii xsmmpoBaHus
CTB 34.101.31-2011
parameters NULL Tlapamerpni o ymosnvanuio bign-curve256vi
signature BIT STRING SIIIT or tbsCertificate

FALSE

{Onpenenennoe 3nauenne}

3nauenne BCErja CTporo 3aaHo
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‘ Kommnonent ceprudpukara nan tun ASN.1

‘ ®jiar ‘ 3HaveHne KOMIOHEHTA

Tosicnenus

Certificate
tbsCertificate
version
serialNumber
CertificateSerialNumber
signature
AlgorithmIdentifier

algorithm

parameters
issuer
Name
validity
notBefore
Time
UTCTime
notAfter
Time
UTCTime
subject
Name
subjectPublicKeyInfo
algorithm
AlgorithmIdentifier
algorithm
parameters
subjectPublicKey
BIT STRING
extensions
authorityKeyIdentifier
keyIdentifier

subjectKeyIdentifier
keyIdentifier

basicConstraints
cA
pathLenConstraint
keyUsage
digitalSignature
nonRepudiation
keyEncipherment
dataEncipherment
keyAgreement
keyCertSign
cRLSign
encipherOnly
decipherOnly
certificatePolicies
PolicyInformation
policyIdentifier
CertPolicyId
signatureAlgorithm
AlgorithmIdentifier
algorithm

parameters
signature

{Oupeaenennoe 3nadenne}

bign-with-hbelt
NULL

{Onpenenentoe ums}

100101083000Z

3012310830007

{Oupenenennoe unsi}

bign-pubkey
bign-curve256vl

FALSE

OCTET STRING
FALSE

OCTET STRING
TRUE

TRUE

INTEGER
TRUE

0

0

0

0

0

1

1

0

0
FALSE

NIST-test-policy-1

bign-with-hbelt

NULL
BIT STRING

3HaveHne OTKPHITOTO KJII0Ya

3HadeHne JAHHOIO KOMIOHeHTa mojanucbiBaerca DIITT
Bepcua 3 COK

3HaueHue BCerja Crporo 3aJaHo

Hosken coBnajgars ¢ uJaeHTuduKaATOpoOM, yKA3aHHbIM B KOM-
nonenTe signatureAlgorithm

Aunropurmer OIIT CTB 34.101.45-2013 ¢ dbynknueii xaumupo-
sannsg CTB 34.101.31-2011

[Tapamerps! o yMosuaHHIO bign-curve256v1

HUcnoansyer dhopmar X.500

01 guapsa 2010, 08:30:00 GMT

31 nexabpsa 2030, 08:30:00 GMT

Hcnonssyer dopmar X.500

Orkpsirsii kiou CTB 34.101.45-2013
CranjapTHbie IapaMeTpbl

Jymna 512 6ur

Xom-3uauenne CTB 34.101.31-2011 or xoauposBanHoro 3ua-
YeHMsT OTKPBITOTO KJII0Ya SMHTEHTA

Xsm-3uauenne CTB 34.101.31-2011 or KOAMpPOBaHHOTO 3HA-

YeHud OTKPBITOTO KJto4va C)'G’beh’Ta.

OrcyrcrByer

He conepxur kiaccndukaropoB mMOJUTUK

TecroBas noauTUKa 10 YMOJ/I9aHuIo0

Asropurver SIIT CTB 34.101.45-2013 ¢ dbynkmueii xammpo-
Banng CTB 34.101.31-2011

IMapamerpsr 110 yMoauannio bign-curve256vi

SIII ot tbsCertificate
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‘ Kommnonent ceprudpukara nan tun ASN.1

‘ ®jiar ‘ 3HaveHne KOMIOHEHTA

Tosicnenus

Certificate
tbsCertificate
version
serialNumber
CertificateSerialNumber
signature
AlgorithmIdentifier

algorithm

parameters
issuer
Name
validity
notBefore
Time
UTCTime
notAfter
Time
UTCTime
subject
Name
subjectPublicKeyInfo
algorithm
AlgorithmIdentifier
algorithm
parameters
subjectPublicKey
BIT STRING
extensions
authorityKeyIdentifier
keyIdentifier

subjectKeyIdentifier
keyIdentifier

basicConstraints
cA
pathLenConstraint
keyUsage
digitalSignature
nonRepudiation
keyEncipherment
dataEncipherment
keyAgreement
keyCertSign
cRLSign
encipherOnly
decipherOnly
certificatePolicies
PolicyInformation
policyIdentifier
CertPolicyId
signatureAlgorithm
AlgorithmIdentifier
algorithm

parameters
signature

{Oupeaenennoe 3nadenne}

bign-with-hbelt
NULL

{Onpenenentoe ums}

100101083000Z

3012310830007

{Oupenenennoe unsi}

bign-pubkey
bign-curve256vl

FALSE

OCTET STRING
FALSE

OCTET STRING
FALSE

FALSE

OrcyrcrByer
TRUE

1

1

1

0

0

0

0

0

0
FALSE

NIST-test-policy-1

bign-with-hbelt

NULL
BIT STRING

3HaveHne OTKPHITOTO KJII0Ya

3HadeHne JAHHOIO KOMIOHeHTa mojanucbiBaerca DIITT
Bepcua 3 COK

3HaueHue BCerja Crporo 3aJaHo

Hosken coBnajgars ¢ uJaeHTuduKaATOpoOM, yKA3aHHbIM B KOM-
nonenTe signatureAlgorithm

Aunropurmer OIIT CTB 34.101.45-2013 ¢ dbynknueii xaumupo-
sannsg CTB 34.101.31-2011

[Tapamerps! o yMosuaHHIO bign-curve256v1

HUcnoansyer dhopmar X.500

01 guapsa 2010, 08:30:00 GMT

31 nexabpsa 2030, 08:30:00 GMT

Hcnonssyer dopmar X.500

Orkpsirsii kiou CTB 34.101.45-2013
CranjapTHbie IapaMeTpbl

Jymna 512 6ur
Xom-3uauenne CTB 34.101.31-2011 or xoauposBanHoro 3ua-
YeHMsT OTKPBITOTO KJII0Ya SMHTEHTA

Xsm-3uauenne CTB 34.101.31-2011 or KOAMpPOBaHHOTO 3HA-
YeHHs OTKPBITOTO KJT04Ya CyObeKTa.

He conepxur kiaccndukaropoB mMOJUTUK

TecroBas noauTUKa 10 YMOJ/I9aHuIo0

Asropurver SIIT CTB 34.101.45-2013 ¢ dbynkmueii xammpo-
Banng CTB 34.101.31-2011

IMapamerpsr 110 yMoauannio bign-curve256vi

SIII ot tbsCertificate

46



.4 Bazsossiit COC

MM.10119.10.01

‘ Kommnonent ceprudukara nan tun ASN.1 ‘ Quar ‘ 3HaveHNe KOMIOHEHTA [Mosicuennst
Certificate
tbsCertificate 3HadeHne JAHHOIO KOMIOHeHTa nojnuceiBaerca SIIIT
version 1 Bepcus 2 COC
signature
AlgorithmIdentifier Jlosken coBajaTh ¢ uAeHTH(DUKATOPOM, YKA3AHHBIM B KOM-
nonenTe signatureAlgorithm
algorithm bign-with-hbelt Aunropurmer OIIT CTB 34.101.45-2013 ¢ dbynknueii xaumupo-
sannsg CTB 34.101.31-2011
parameters NULL [Tapamerpst 1m0 ymosuanuio bign-curve256vl
issuer
Name {Omnpenenennoe nms} Nwmga smurenta COC B dopmare X.500
thisUpdate
Time
UTCTime 100101083000Z 01 anBapsa 2010, 08:30:00 GMT
nextUpdate
Time
UTCTime 3012310830007 31 npexabpa 2030, 08:30:00 GMT
revokedCertificates OrcyrcTByOT
userCertificate
CertificateSerialNumber
revocationDate
Time
UTCTime 100101083000Z 01 guBapa 2010, 08:30:00 GMT
crlEntryExtensions
reasonCode FALSE
CRLReason keyCompromise
BIT STRING 3Hadenue OTKpLITOro Kia4va | Jouna 512 our
crlExtensions
crlNumber FALSE | 1
authorityKeyIdentifier FALSE
keyIdentifier OCTET STRING Xsm-3uauenne CTB 34.101.31-2011 or KoaMpOBaHHOTO 3HA-
YeHUyd OTKPbITOI'O KJII04Ya SMUTEeHTa
signatureAlgorithm
AlgorithmIdentifier
algorithm bign-with-hbelt Asropurver SIIT CTB 34.101.45-2013 ¢ dbynkmueii xammpo-
Banng CTB 34.101.31-2011
parameters NULL IMapamerpsr 110 yMoauannio bign-curve256vi
signature BIT STRING SIUIT or tbsCertificate

.5 TectoBeie COK u COC
J1.5.1 TrustAnchorRootCertificate

Ocnosan 1a: 6a3oBbiit COK kopuesoro V1

Ceputinmti nomep: 1

Imumenm: cn = Trust Anchor, o = Test Certificates 2011, ¢ = BY
Cybsexm: cn = Trust Anchor, o = Test Certificates 2011, ¢ = BY
Camonoodnucannoiti cepmugduram

71.5.2

Ocnosan na: 6azoserit COC
Imumenm: cn = Trust Anchor, o = Test Certificates 2011, ¢ = BY
Omossartvie cepmuduramot:

serialNumber: 104
crlEntryExtensions:

TrustAnchorRootCRL

reasonCodeExtension: He KPUTHYECKOE

reasons: keyCompromise

Kem noonucan: TrustAnchorRootCertificate
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1.5.3 GoodCACert

Ocnosan 1a: 6a3oBpiit COK nogunnenroro Y1

Ceputinmii nomep: 2

Imumenm: cn = Trust Anchor, o = Test Certificates 2011, ¢ = BY
Cybsexm: cn = Good CA, o = Test Certificates 2011, ¢ = BY

Kem nodnucan: Trust AnchorRootCertificate

1.5.4 GoodCACRL

Ocnosan na: 6azoseiit COC
Imumenm: cn = Good CA, o = Test Certificates 2011, ¢ = BY
Omossartvie cepmuduramot:
serialNumber: 14
crlEntryExtensions:
reasonCodeExtension: He KPUTHYECKOE
reasons: keyCompromise
serialNumber: 15
crlEntryExtensions:
reasonCodeExtension: He KPUTHYECKOE
reasons: keyCompromise
Kem noonucar: GoodCACert

1.5.5 ValidCertificatePathTest1EE

Ocnosar Ha: 6a30Bb1it COK KOHEYHOrO yYacTHHKA

Ceputinmi nomep: 1

Imumenm: cn — Good CA, o — Test Certificates 2011, ¢ — BY

Cybsexm: cn = Valid EE Certificate Testl, o = Test Certificates 2011, ¢ = BY
Kem nodnucan: GoodCACert

J1.5.6 BadSignedCACert

Ocnosan 1a: 6a3oBeiit COK nogunnenroro Y11
Ceputinwii nomep: 3
Imumenm: cn = Trust Anchor, o = Test Certificates 2011, ¢ = BY

Cybsexm: cn = Bad Signed CA, o = Test Certificates 2011, ¢ = BY
Kem nodnucan: TrustAnchorRootCertificate (momnuch m3menena)

J1.5.7 BadSignedCACRL

Ocnosan na: 6azoserit COC
Imumenm: cn = Bad Signed CA, o = Test Certificates 2011, ¢ = BY
Kem noonucan: BadSignedCACert

1.5.8 InvalidCASignatureTest2EE

Ocnosar Ha: 6a30Bb1it COK KOHEYHOrO yYacTHUKA

Ceputinmi nomep: 1

Imumenm: cn — Bad Signed CA, o = Test Certificates 2011, ¢ = BY
Cybsexm: cn = Invalid CA Signature Test2, o = Test Certificates 2011, ¢ = BY
Kem nodnucan: BadSignedCACert
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J1.5.9 InvalidEESignatureTest3EE

Ocnosar 1na: 6az30Bbrit COK KoHEYHOTO yYacTHUKA

Ceputinmii nomep: 2

Imumenm: cn = Good CA, o = Test Certificates 2011, ¢ = BY

Cybsexm: cn = Invalid EE Signature Test3, o = Test Certificates 2011, ¢ = BY
Kem noonucan: GoodCACert (momnuch u3Menena)

J1.5.10 BadnotBeforeDateCACert

Ocnosan na: 6a3osoiit COK nogunnennoro V11

Ceputinwii nomep: 4

Imumenm: cn = Trust Anchor, o = Test Certificates 2011, ¢ = BY
notBefore: UTC: "470101120100Z"

notAfter: UTC: "490101120100Z"

Cybsexm: cn = Bad notBefore Date CA, o = Test Certificates 2011, ¢ = BY
Kem noonucan: Trust AnchorRootCertificate

/1.5.11 BadnotBeforeDateCACRL

Ocnosar na: 6aszosurit COC
Imumenm: cn — Bad notBefore Date CA, o — Test Certificates 2011, ¢ — BY
Kem nodnucan: BadnotBeforeDateCACert

J1.5.12 InvalidCAnotBeforeDateTest1EE

Ocnosar 1na: 6a30Bb1it COK KoHEYHOTO yYacTHUKA

Ceputinmii nomep: 1

Omumenm: cn = Bad notBefore Date CA, o = Test Certificates 2011, ¢ = BY

Cybsexm: cn = Invalid CA notBefore Date EE Certificate Testl, o = Test Certificates
2011, ¢ = BY

Kem nodnucan: BadnotBeforeDateCACert

J1.5.13 InvalidEEnotBeforeDateTest2EE

Ocnosan na: 6a3oBbiit COK kKoHEYHOTO ydYacTHUKA

Ceputinoii nomep: 3

Imumenm: cn = Good CA, o = Test Certificates 2011, ¢ = BY

notBefore: UTC: "470101120100Z"

notAfter: UTC: "490101120100Z"

Cybsexm: cn = Invalid EE notBefore Date EE Certificate Test2, o = Test Certificates
2011, ¢ = BY

Kem noonucan: GoodCACert

1.5.14 Validpre2000UT CnotBeforeDateTest3EE

Ocnosar Ha: 6a30Bb1it COK KOHEYHOrO yYacTHUKA

Ceputinwi nomep: 4

Imumenm: cn — Good CA, o = Test Certificates 2011, ¢ = BY

notBefore: UTC: "500101120100Z2"

Cybsexm: cn = Valid pre2000 UTC notBefore Date EE Certificate Test3, o = Test
Certificates 2011, ¢ = BY

Kem nodnucan: GoodCACert
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J1.5.15 ValidGeneralized TimenotBeforeDateTest4EE

Ocnosar 1na: 6az30Bbrit COK KoHEYHOTO yYacTHUKA

Ceputinwii nomep: 5

Imumenm: cn = Good CA, o = Test Certificates 2011, ¢ = BY

notBefore: GT: "20020101120100Z"

Cybsexm: cn = Valid GeneralizedTime notBefore Date EE Certificate Test4, o = Test

Certificates 2011, ¢ = BY

C —

Kem nodnucar: GoodCACert

J1.5.16 BadnotAfterDateCACert

Ocnosan na: 6a3osoiit COK nogunnennoro V11

Ceputinoiti nomep: b

Imumenm: cn = Trust Anchor, o = Test Certificates 2011, ¢ = BY
notAfter: UTC: "110101083000Z"

Cybsexm: cn = Bad notAfter Date CA, o = Test Certificates 2011, ¢ = BY
Kem noonucan: Trust AnchorRootCertificate

1.5.17 BadnotAfterDateCACRL

Ocnosar na: 6aszoswrit COC
Imumenm: cn — Bad notAfter Date CA, o — Test Certificates 2011, ¢ — BY
Kem nodnucan: BadnotAfterDateCACert

J1.5.18 InvalidCAnotAfterDateTest5EE

Ocnosar na: 6a30Bbrit COK KoHEYHOTO yYacTHUKA

Ceputinmii nomep: 1

Imumenm: cn = Bad notAfter Date CA, o = Test Certificates 2011, ¢ = BY

Cybsexm: cn = Invalid CA notAfter Date EE Certificate Testb, o = Test Certificates 2011,
BY

Kem nodnucan: Badnot AfterDateCACert

J1.5.19 InvalidEEnotAfterDateTest6EE

Ocnosan na: 6a3oBbiit COK koHEYHOTO yYacTHUKA

Ceputinoii nomep: 6

Imumenm: cn = Good CA, o = Test Certificates 2011, ¢ = BY

notAfter: UTC: "110101083000Z"

Cybsexm: cn = Invalid EE notAfter Date EE Certificate Test6, o = Test Certificates 2011,
BY

Kem noonucar: GoodCACert

1.5.20 InvalidNameChainingTest1EE

Ocnosar 1na: 6a30Bbiit COK KOHEYHOrO yYacTHUKA

Ceputinwi nomep: 9

Imumenm: cn — Good CA Root, o = Test Certificates 2011, ¢ = BY

Cybsexm: cn = Invalid Name Chaining EE Certificate Testl, o = Test Certificates 2011,
BY

Kem nodnucan: GoodCACert
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J1.5.21 NameOrderingCACert

Ocnosan 1a: 6a3oBpiit COK nogunnenroro Y1

Ceputinwii nomep: 6

Imumenm: cn = Trust Anchor, o = Test Certificates 2011, ¢ = BY

Cybsexm: cn = Name Ordering CA, ou = Organizational Unit Name 2, ou = Organizational
Unit Name 1, o = Test Certificates 2011, ¢ = BY

Kem nodnucar: Trust AnchorRootCertificate

J1.5.22 NameOrderCACRL

Ocnosan na: 6azosbiit COC

Imumenm: cn = Name Ordering CA, ou = Organizational Unit Name 2, ou =
Organizational Unit Name 1, o = Test Certificates 2011, ¢ = BY

Kem nodnucan: NameOrderingCACert

1.5.23 InvalidNameChainingOrderTest2EE

Ocnosan Hna: 6a3obrit COK koHeYHOTO yYacTHUKA

Ceputinwii nomep: 1

Imumenm: cn — Name Ordering CA, ou — Organizational Unit Name 1, ou —
Organizational Unit Name 2, o — Test Certificates 2011, ¢ — BY

Cybsexm: cn — Invalid Name Chaining Order EE Certificate Test2, o — Test Certificates
2011, c = BY

Kem nodnucan: NameOrderingCACert

J1.5.24 ValidNameChainingWhitespaceTest3EE
Ocnosar 1a: 6a30Bb1it COK KoHEYHOTO yYacTHUKA

Ceputinwii nomep: 11

Imumenm: cn = Good CA, o = Test Certificates 2011, ¢ = BY

Cybsexm: cn = Valid Name Chaining Whitespace EE Certificate Test3, o = Test
Certificates 2011, ¢ = BY

Kem nodnucarn: GoodCACert

J.5.25 ValidNameChainingWhitespaceTest4EE

Ocnosan Hna: 6a3oBbiit COK koHEYHOTO yYacTHUKA

Ceputinoiti nomep: 12

Imumenm: cn = \20\20\20Good CA, o = Test Certificates 2011\20\20\20, ¢ = BY

Cybsexm: cn = Valid Name Chaining Whitespace EE Certificate Test4d, o = Test
Certificates 2011, ¢ = BY

Kenm nodnucan: GoodCACert

1.5.26 ValidNameChainingCapitalizationTest5EE

Ocnosar Ha: 6a30Bb1it COK KOHEYHOrO yYacTHUKA

Ceputinwii nomep: 13

Omumenm: cn = GOOD CA, o = Test Certificates 2011\20\20\20, ¢ = BY

Cybsexm: cn = Valid Name Chaining Capitalization EE Certificate Testb, o = Test
Certificates 2011, ¢ = BY

Kem nodnucarn: GoodCACert

ol



MM.10119.10.01

J1.5.27 RevokedsubCACert

Ocnosan 1a: 6a3oBpiit COK nogunnenroro Y1

Ceputinwti nomep: 14

Imumenm: cn = Good CA, o = Test Certificates 2011, ¢ = BY
Cybsexm: cn = Revoked subCA, o = Test Certificates 2011, ¢ = BY
Kem nodnucan: GoodCACert

J1.5.28 RevokedsubCACRL

Ocnosar na: 6aszosurit COC
Imumenm: cn = Revoked subCA, o = Test Certificates 2011, ¢ = BY
Kem nodnucan: RevokedsubCACert

11.5.29 InvalidRevokedCATest2EE

Ocnosan 1a: 6a3obrit COK koHeYHOTO yIacTHUKA

Ceputinwti nomep: 1

Imumenm: cn — Revoked subCA, o — Test Certificates 2011, ¢ = BY

Cybsexm: cn = Invalid Revoked CA Certificate Test2, o = Test Certificates 2011, ¢ = BY
Kem nodnucar: RevokedsubCACert

J1.5.30 InvalidRevokedEETest3EE

Ocnosar 1na: 6a30Bb1it COK KOHEYHOTO yYacTHUKA

Ceputinwti nomep: 15

Imumenm: cn = Good CA, o = Test Certificates 2011, ¢ = BY

Cybsexm: cn = Invalid Revoked EE Certificate Test3, o = Test Certificates 2011, ¢ = BY
Kem nodnucan: GoodCACert

J1.5.31 BadCRLSignatureCACert

Ocnosan na: 6a3osoiit COK nogunnennoro V11

Ceputinwii nomep: 8

Imumenm: cn = Trust Anchor, o = Test Certificates 2011, ¢ = BY
Cybsexm: cn = Bad CRL Signature CA, o = Test Certificates 2011, ¢ = BY
Kem noonucan: Trust AnchorRootCertificate

1.5.32 BadCRLSignatureCACRL

Ocnosan 1a: 6a3oBbiit COC
Imumenm: cn — Bad CRL Signature CA, o — Test Certificates 2011, ¢ — BY
Kem noonucan: BadCRLSignature CACert (monmucs u3menena)

J1.5.33 InvalidBadCRLSignatureTest4EE

Ocnosar na: 6a30Bb1it COK KoHEYHOrO yYacTHUKA

Ceputinmti nomep: 1

Imumenm: cn = Bad CRL Signature CA, o = Test Certificates 2011, ¢ = BY

Cybsexm: cn = Invalid Bad CRL Signature EE Certificate Test4, o = Test Certificates
2011, ¢ = BY

Kem nodnucan: BadCRLSignatureCACert
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/1.5.34 BadCRLIssuerNameCACert

Ocnosan 1a: 6a3oBpiit COK nogunnenroro Y1

Ceputinwii nomep: 9

Imumenm: cn = Trust Anchor, o = Test Certificates 2011, ¢ = BY

Cybsexm: cn = Bad CRL Issuer Name CA, o = Test Certificates 2011, ¢ = BY
Kem nodnucan: Trust AnchorRootCertificate

J1.5.35 BadCRLIssuerNameCACRL

Ocnosan na: 6azosoiit COC

Imumenm: cn = Incorrect CRL Issuer Name, o = Test Certificates 2011, ¢ = BY

Kem noonucan: BadCRLIssuerNameCACert

Pacnonoocen: COC no agpecy cn = Bad CRL Issuer Name CA, o = Test Certificates 2011,
BY

11.5.36 InvalidBadCRLIssuerNameTest5EE

Ocnosan Ha: 6a3obrit COK koHeYHOTO yYacTHUKA

Ceputinwii nomep: 1

Imumenm: cn — Bad CRL Issuer Name CA, o — Test Certificates 2011, ¢ — BY
Cybsexm: cn — Invalid Bad CRL Issuer Name EE Certificate Testh, o — Test Certificates
, ¢ = BY

Kem nodnucan: BadCRLIssuerNameCACert

J1.5.37 LongSerialNumberCACert

Ocnosan 1a: 6a3oBeiit COK nogunnenroro V1

Ceputinwii nomep: 18

Imumenm: cn = Trust Anchor, o = Test Certificates 2011, ¢ = BY
Cybsexm: cn = Long Serial Number CA, o = Test Certificates 2011, ¢ = BY
Kem nodnucan: Trust AnchorRootCertificate

J1.5.38 LongSerialNumberCACRL

Ocnosan na: 6azoserit COC
Imumenm: cn = Long Serial Number CA, o = Test Certificates 2011, ¢ = BY
Omossartvie cepmuduramot:
seriallNumber: 0x7F0102030405060708090A0BOCODOEOF10111213
crlEntryExtensions:
reasonCodeExtension: He KPpUTHYECKOE
reasons: keyCompromise
Kem noonucan: LongSerialNumberCACert

1.5.39 ValidLongSerialNumberTest16EE

Ocnosar Ha: 6a30Bb1it COK KOHEYHOrO yYacTHUKA

Ceputinnti nomep: 0x7F0102030405060708090A0BOCODOEOF10111212

Imumenm: cn — Long Serial Number CA, o = Test Certificates 2011, ¢ = BY

Cybsexm: cn = Valid Long Serial Number EE Certificate Test16, o = Test Certificates
, ¢ =BY

Kem nodnucan: LongSerialNumberCACert
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J1.5.40 MissingbasicConstraintsCACert

Ocnosan 1a: 6a3oBpiit COK nogunnenroro Y1

Ceputinwii nomep: 22

Imumenm: cn = Trust Anchor, o = Test Certificates 2011, ¢ = BY

Cybsexm: cn = Missing basicConstraints CA, o = Test Certificates 2011, ¢ = BY
Pacwupenue BasicConstraints: oTcyTcTByeT

Kem nodnucan: Trust AnchorRootCertificate

J1.5.41 MissingbasicConstraintsCACRL

Ocnosan na: 6azoseiit COC
Imumenm: cn = Missing basicConstraints CA, o = Test Certificates 2011, ¢ = BY
Kem noonucan: MissingbasicConstraintsCACert

1.5.42 InvalidMissingbasicConstraintsTest1EE

Ocnosan 1a: 6a3obrit COK koHeYHOTO yYacTHUKA

Ceputinwii nomep: 1

Imumenm: cn — Missing basicConstraints CA, o — Test Certificates 2011, ¢ — BY

Cybsexm: cn — Invalid Missing basicConstraints EE Certificate Test1, o — Test Certificates
2011, ¢ = BY

Kem nodnucan: MissingbasicConstraintsCACert

J1.5.43 basicConstraintsNotCriticalcAFalseCACert

Ocnosan 1a: 6a3oBeiit COK nomunnennoro Y1

Ceputinwii nomep: 24

Imumenm: cn = Trust Anchor, o = Test Certificates 2011, ¢ = BY

Cybsexm: cn = basicConstraints Not Critical cA False CA, o = Test Certificates 2011, ¢
= BY

Pacuwupenua:

BasicConstraints: He KpATHYECKOE

cA: FALSE
Kem nodnucan: Trust AnchorRootCertificate

J1.5.44 basicConstraintsNotCriticalcAFalseCACRL

Ocnosan na: 6azosbiit COC

Imumenm: cn = basicConstraints Not Critical cA False CA, o = Test Certificates 2011, ¢
= BY

Kem noonucan: basicConstraintsNotCriticalcAFalseCACert

1.5.45 InvalidcAFalseTest3EE

Ocnosar Ha: 6a30Bb1it COK KOHEYHOrO yYacTHUKA

Ceputinmii nomep: 1

Imumenm: cn — basicConstraints Not Critical cA False CA, o = Test Certificates 2011, ¢
= BY

Cybsexm: cn = Invalid cA False EE Certificate Test3, o — Test Certificates 2011, ¢ = BY

Kem nodnucan: basicConstraintsNotCriticalcAFalseCACert
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J1.5.46 3ampoc pathLenConstraintOCACert

Ocnosan 1a: 6a3oBpiit COK nogunnenroro Y1
Ceputinwti nomep: 26
Imumenm: cn = Trust Anchor, o = Test Certificates 2011, ¢ = BY
Cybsexm: cn = pathLenConstraint0 CA, o = Test Certificates 2011, ¢ = BY
Pacuwupernua:
BasicConstraints: KpuTHu4eCcKoe
cA: TRUE
pathLenConstraint: 0
Kem nodnucan: Trust AnchorRootCertificate

J1.5.47 pathLenConstraintOCACRL

Ocnosan na: 6azoseiit COC
Imumenm: cn = pathLenConstraint0 CA, o = Test Certificates 2011, ¢ = BY
Kem noonucan: pathLenConstraintOCACert

11.5.48 pathLenConstraintOsubCACert

Ocnosan na: 6a3obrit COK nogunaerroro VI

Ceputinwti nomep: 1

Imumenm: cn = pathLenConstraint) CA, o = Test Certificates 2011, ¢ = BY
Cybsexm: cn = pathLenConstraint0 subCA, o = Test Certificates 2011, ¢ = BY
Kem nodnucan: pathLenConstraintOCACert

J1.5.49 pathLenConstraintOsubCACRL

Ocnosan Ha: 6a30Bb1it COC
Imumenm: cn = pathLenConstraintO0 subCA, o = Test Certificates 2011, ¢ = BY
Kem nodnucan: pathLenConstraintOsubCACert

J1.5.50 InvalidpathLenConstraintTest5EE

Ocnosan na: 6a3osbiit COK koHEYHOTO yYacTHUKA

Ceputinwti nomep: 1

Imumenm: cn = pathLenConstraint0 subCA, o = Test Certificates 2011, ¢ = BY
Cybsexm: cn = Invalid pathLenConstraint EE Certificate Test5, o = Test Certificates 2011,
BY

Kem noonucan: pathLenConstraintOsubCACert

1.5.51 ValidpathLenConstraintTest7EE

Ocnosar Ha: 6a30Bb1it COK KOHEYHOrO yyacTHHKA

Ceputinmii nomep: 2

Imumenm: cn — pathLenConstraint0 CA, o — Test Certificates 2011, ¢ = BY

Cybserxm: cn = Valid pathLenConstraint EE Certificate Test7, o = Test Certificates 2011,
BY

Kem nodnucan: pathLenConstraintOCACert
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J1.5.52 keyUsageCriticalkeyCertSignFalseCACert

Ocnosan 1a: 6a3oBpiit COK nogunnenroro Y1
Ceputinwti nomep: 29
Imumenm: cn = Trust Anchor, o = Test Certificates 2011, ¢ = BY
Cybsexm: cn = keyUsage Critical keyCertSign False CA, o = Test Certificates 2011, ¢ =
BY
Pacuwupernua:
KeyUsage: KpUTHYECKOE
keyCertSign: FALSE
Kem nodnucan: Trust AnchorRootCertificate

J1.5.53 keyUsageCriticalkeyCertSignFalseCACRL

Ocnosan na: 6a3osbiiit COC
Imumenm: cn = keyUsage Critical keyCertSign False CA, o = Test Certificates 2011, ¢ =
BY

Kem noonucan: keyUsageCriticalkeyCertSignFalseCACert

1.5.54 InvalidkeyUsageCriticalkeyCertSignFalseTest1EE

Ocnosan Ha: 6a3obrit COK koHeYHOTO yYacTHUKA

Ceputinwti nomep: 1

Imumenm: cn = keyUsage Critical keyCertSign False CA, o = Test Certificates 2011, ¢ =
BY

Cybsexm: cn = Invalid keyUsage Critical keyCertSign False EE Certificate Testl, o = Test
Certificates 2011, ¢ = BY

Kem nodnucan: keyUsageCriticalkeyCertSignFalseCACert

J1.5.55 keyUsageNotCritical CACert

Ocnosan 1a: 6a3oBeiit COK nogunnenroro V1
Ceputinwii nomep: 31
Imumenm: cn = Trust Anchor, o = Test Certificates 2011, ¢ = BY
Cybsexm: cn = keyUsage Not Critical CA, o = Test Certificates 2011, ¢ = BY
Pacuwupenua:
KeyUsage: He KpUTHYECKOE
keyCertSign: TRUE
Kem nodnucan: Trust AnchorRootCertificate

J1.5.56 keyUsageNotCritical CACRL

Ocnosan na: 6azosoerit COC
Imumenm: cn = keyUsage Not Critical CA, o = Test Certificates 2011, ¢ = BY
Kem noonucan: keyUsageNotCritical CACert

1.5.57 ValidkeyUsageNotCriticalTest3EE

Ocnosar Ha: 6a30Bb1it COK KOHEYHOrO yYacTHUKA

Ceputinmi nomep: 1

Imumenm: cn = keyUsage Not Critical CA, o = Test Certificates 2011, ¢ = BY

Cybsexm: cn = Valid keyUsage Not Critical EE Certificate Test3, o = Test Certificates
2011, ¢ = BY
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Kem nodnucan: keyUsageNotCritical CACert

1.5.568 keyUsageCriticalcRLSignFalseCACert

Ocnosan na: 6a3oebiiit COK nogunaerroro VI
Ceputinoiii nomep: 32
Imumenm: cn = Trust Anchor, o = Test Certificates 2011, ¢ = BY
Cybsexm: cn — keyUsage Critical cRLSign False CA, o = Test Certificates 2011, ¢ = BY
Pacwupenus:
KeyUsage: KpuTHYECKOE
cRLSign: FALSE
Kem noonucan: Trust AnchorRootCertificate

J1.5.59 keyUsageCriticalcRLSignFalseCACRL

Ocnosan 1a: 6Ga3ouiit COC
Imumenm: cn = keyUsage Critical cRLSign False CA, o = Test Certificates 2011, ¢ = BY
Kem nodnucan: keyUsageCriticalcRLSignFalseCACert

J1.5.60 InvalidkeyUsageCriticalcRLSignFalseTest4EE

Ocnosan na: 6a3osbiit COK konedHOro ydacTHmka

Ceputinwti nomep: 1

Imumenm: cn = keyUsage Critical cRLSign False CA, o = Test Certificates 2011, ¢ = BY

Cybsexm: cn = Invalid keyUsage Critical cRLSign False EE Certificate Test4, o = Test
Certificates 2011, ¢ = BY

Kem nodnucan: keyUsageCriticalcRLSignFalseCACert

11.5.61 GoodsubCACert

Ocnosan na: 6a3oebrit COK nogunnerroro VI
Ceputinwti nomep: 17
Imumenm: cn — Good CA, o — Test Certificates 2011, ¢ = BY
Cybsexm: cn = Good subCA, o = Test Certificates 2011, ¢ = BY
Pacwupenus:
PolicyConstraints: He KpUTUYECKOE
requireExplicitPolicy: 0
Kem noonucan: GoodCACert

J.5.62 GoodsubCACRL

Ocnosarn na: 6a3ospiit COC
Imumenm: cn = Good subCA, o = Test Certificates 2011, ¢ = BY
Kem nodnucar: GoodsubCACert

J1.5.63 DifferentPoliciesTest4EE

Ocnosan na: 6a3osbiit COK koHeYHOTO ydyacTHUKA

Ceputinwti nomep: 1

Imumenm: cn = Good subCA, o = Test Certificates 2011, ¢ = BY

Cybsexm: cn = Different Policies EE Certificate Test4, o = Test Certificates 2011, ¢ = BY
Pacwupenus:

CertificatePolicies: He KPUTHYECKOE
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"2.16.840.1.101.3.2.1.48.2"
Kem noonucan: GoodsubCACert

11.5.64 PoliciesP2subCA2Cert

Ocnosan na: 6a3oebiit COK nogunaerroro VI
Ceputinoiii nomep: 18
Imumenm: cn = Good CA, o = Test Certificates 2011, ¢ = BY
Cybsexm: cn = Policies P2 subCA2, o = Test Certificates 2011, ¢ = BY
Pacwupenus:
CertificatePolicies: He KPUTHYECKOE
"2.16.840.1.101.3.2.1.48.2"
PolicyConstraints: He KpUTUYECKOE
requireExplicitPolicy: 0
Kem noonucan: GoodCACert

J1.5.65 PoliciesP2subCA2CRL

Ocrnosar na: 6a3ospiit COC
Imumenm: cn = Policies P2 subCA2, o = Test Certificates 2011, ¢ = BY
Kem nodnucar: PoliciesP2subCA2Cert

J1.5.66 DifferentPoliciesTest5EE

Ocnosan na: 6a3osbiit COK koHedHOrO ydacTHUKA

Ceputinwti nomep: 1

Imumenm: cn = Policies P2 subCA2, o = Test Certificates 2011, ¢ = BY

Cybsexm: cn = Different Policies EE Certificate Testb, o = Test Certificates 2011, ¢ = BY
Kem nodnucan: PoliciesP2subCA2Cert

11.5.67 PoliciesP3CACert

Ocnosan na: 6a3obrit COK nogunnenroro VI
Ceputinwti nomep: 39
Imumenm: cn — Trust Anchor, o — Test Certificates 2011, ¢ — BY
Cybsexm: cn = Policies P3 CA, o = Test Certificates 2011, ¢ = BY
Pacwupenus:
CertificatePolicies: He KPUTHUYECKOE
"2.16.840.1.101.3.2.1.48.3"
PolicyConstraints: He KpUTUYECKOE
requireExplicitPolicy: 0
Kem nodnucan: Trust AnchorRootCertificate

J1.5.68 PoliciesP3CACRL

Ocnosan na: 6a3ospiit COC
Imumenm: cn = Policies P3 CA, o = Test Certificates 2011, ¢ = BY
Kem nodnucar: PoliciesP3CACert
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J1.5.69 DifferentPoliciesTest12EE

Ocnosar 1na: 6az30Bbrit COK KoHEYHOTO yYacTHUKA
Ceputinmii nomep: 1
Imumenm: cn = Policies P3 CA, o = Test Certificates 2011, ¢ = BY
Cybsexm: cn = Different Policies EE Certificate Test12, o = Test Certificates 2011, ¢ =
BY
Pacuwupenua:
CertificatePolicies: He KpATHYECKOE
"2.16.840.1.101.3.2.1.48.4"
Kem nodnucan: PoliciesP3CACert

J1.5.70 distributionPoint1CACert

Ocnosan na: 6a3osoiit COK nogunnenunoro VI

Ceputinoti nomep: 74

Imumenm: cn = Trust Anchor, o = Test Certificates 2011, ¢ = BY
Cybsexm: ou = distributionPointl CA, o = Test Certificates 2011, ¢ = BY
Kem noonucan: Trust AnchorRootCertificate

1.5.71 distributionPoint1CACRL

Ocnosan Ha: 6azosbrit COC

Imumenm: ou = distributionPoinl CA, o = Test Certificates 2011, ¢ = BY

Pacwupenus:

IssuingDistributionPoint: KpuTn4eckoe

distributionPoint:
fullName:
directoryName: cn = CRL1 of distributionPoint1 CA, ou = distributionPoint1 CA,

o = Test Certificates 2011, ¢ = BY

Omosesannvie cepmuguramot: serialNumber: 2

Kem nodnucan: distributionPoint1CACert

Panonoocen: COC o anpecy cn — CRL1 of distributionPoint1 CA, ou = distributionPoint1
CA, o = Test Certificates 2011, ¢ = BY; COC mo azpecy cn — CRLx of distributionPoint1
CA, ou = distributionPointl CA, o = Test Certificates 2011, ¢ = BY

J1.56.72 ValiddistributionPointTest1EE

Ocnosar 1a: 6a30Bb1it COK KoHEYHOTO yYacTHUKA

Ceputinmii nomep: 1

Imumenm: ou = distributionPointl CA, o = Test Certificates 2011, ¢ = BY

Cybsexm: cn = Valid distributionPoint EE Certificate Testl, o = Test Certificates 2011,
c = BY

Pacuwupenua:

CRLDistributionPoints: He KpUTHYECKOE

distributionPoint:
fullName:
directoryName: cn = CRL1 of distributionPoint1 CA, ou = distributionPoint1 CA,

o = Test Certificates 2011, ¢ = BY

Kem nodnucan: distributionPoint1CACert
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J1.5.73 InvaliddistributionPointTest2EE

Ocnosar 1na: 6az30Bbrit COK KoHEYHOTO yYacTHUKA

Ceputinmii nomep: 2

Imumenm: ou = distributionPointl CA, o = Test Certificates 2011, ¢ = BY

Cybserxm: cn = Invalid distributionPoint EE Certificate Test2, o = Test Certificates 2011,
c = BY

Pacuwupenua:

CRLDistributionPoints: He KpUTHYECKOE

distributionPoint:
fullName:
directoryName: cn = CRL1 of distributionPoint1 CA, ou = distributionPoint1 CA,

o = Test Certificates 2011, ¢ = BY

Kem nodnucan: distributionPoint1CACert

J1.5.74 InvaliddistributionPointTest3EE

Ocnosan na: 6a3oBbiit COK kKoHEYHOTO ydYacTHUKA

Ceputinwii nomep: 3

Imumenm: ou = distributionPoint1 CA, o = Test Certificates 2011, ¢ = BY

Cybsexm: cn = Invalid distributionPoint EE Certificate Test3, o = Test Certificates 2011,
c = BY

Pacwupenus:

CRLDistributionPoints: He KpUTHYECKOE
distributionPoint:
fullName:
directoryName: cn = CRLx of distributionPoint1 CA, ou = distributionPoint1

CA, o = Test Certificates 2011, ¢ = BY

Kem noonucan: distributionPoint1CACert

.5.75 NoissuingDistributionPointCACert

Ocnosan 1a: 6a3oBeiit COK nogunnennoro Y11

Ceputinwii nomep: 76

Imumenm: cn — Trust Anchor, o = Test Certificates 2011, ¢ = BY

Cybsexm: ou = No issuingDistributionPoint CA, o = Test Certificates 2011, ¢ = BY
Kem nodnucan: Trust AnchorRootCertificate

J1.5.76 NoissuingDistributionPoint CACRL

Ocnosan 1a: 6a3oBeiit COC

Omumenm: ou = No issuingDistributionPoint CA, o = Test Certificates 2011, ¢ = BY
Kem nodnucan: NoissuingDistributionPoint CACert

Panonoscen: COC o aapecy cn = CRL, ou = No IssuingDistributionPoint CA, o = Test
Certificates 2011, ¢ = BY

H.5.77 ValidNoissuingDistributionPoint Test 10EE

Ocnosan Hna: 6a3osbiit COK KoHEYHOTO yYacTHUKA
Ceputinwti nomep: 1
Imumenm: ou = No issuingDistributionPoint CA, o = Test Certificates 2011, ¢ = BY
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Cybsexm: cn = Valid No issuingDistributionPoint EE Certificate Test10, o = Test
Certificates 2011, ¢ = BY

Pacwupenus:

CRLDistributionPoints: He KpuTHYeCKOE

distributionPoint:
fullName:
directoryName: cn = CRL, ou = No issuingDistributionPoint CA, o = Test

Certificates 2011, ¢ = BY

Kem nodnucan: NoissuingDistributionPointCACert

1.5.78 onlyContainsUserCertsCACert

Ocnosan na: 6a3oebrit COK nogunaenroro VI

Ceputinwti nomep: 77

Imumenm: cn — Trust Anchor, o = Test Certificates 2011, ¢ = BY

Cybsexm: cn = onlyContainsUserCerts CA, o = Test Certificates 2011, ¢ = BY
Kem nodnucan: Trust AnchorRootCertificate

J1.5.79 onlyContainsUserCertsCACRL

Ocnosan 1a: 6a3oBpiit COC
Imumenm: cn = onlyContainsUserCerts CA, o = Test Certificates 2011, ¢ = BY
Pacuwupenua:
IssuingDistributionPoint: KpuTHYEeCKOe
onlyContainsUserCerts: TRUE
Kem nodnucan: onlyContainsUserCertsCACert

J1.5.80 InvalidonlyContainsUserCertsTest11EE

Ocnosan na: 6a3obiiit COK nogunnersoro VI
Ceputinwti nomep: 1
Imumenm: cn = onlyContainsUserCerts CA, o = Test Certificates 2011, ¢ = BY
Cybsexm: cn = Invalid onlyContainsUserCerts EE Certificate Test11, o = Test Certificates
2011, ¢ = BY
Pacwupenus:
KeyUsage: KpUTHYECKOE
digitalSignature: TRUE
nonRepudiation: TRUE
keyEncipherment: TRUE
Kem noonucan: onlyContainsUserCertsCACert

1.5.81 onlyContainsAttributeCertsCACert

Ocnosan 1a: 6a3oBeiit COK nogunnennoro Y11

Ceputinwii nomep: 79

Imumenm: cn — Trust Anchor, o — Test Certificates 2011, ¢ — BY

Cybsexm: cn = onlyContainsAttributeCerts CA, o = Test Certificates 2011, ¢ = BY
Kem nodnucan: Trust AnchorRootCertificate
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J1.5.82 onlyContainsAttributeCertsCACRL
Ocrnosar na: 6a3ospiit COC

Imumenm: cn = onlyContainsAttributeCerts CA, o = Test Certificates 2011, ¢ = BY
Pacuwupernua:

IssuingDistributionPoint: KpuTHYECKOE
onlyContainsAttributeCerts: TRUE
Kem nodnucan: onlyContainsAttributeCertsCACert

J1.5.83 InvalidonlyContainsAttributeCertsTest14EE

Ocnosan na: 6a3osbiit COK koHedHOT0 ydyacTHUKA

Ceputinwti nomep: 1

Imumenm: cn = onlyContainsAttributeCerts CA, o = Test Certificates 2011, ¢ = BY

Cybsexm: cn = Invalid onlyContainsAttributeCerts EE Certificate Testl4, o = Test
Certificates 2011, ¢ = BY

Kem nodnucan: onlyContainsAttributeCertsCACert

1.5.84 onlySomeReasonsCA3Cert

Ocnosan na: 6a3obrit COK nogunaerroro VI

Ceputinwti nomep: 82

Imumenm: cn — Trust Anchor, o — Test Certificates 2011, ¢ — BY
Cybsexm: ou = onlySomeReasons CA3, o = Test Certificates 2011, c = BY
Kem nodnucan: Trust AnchorRootCertificate

J1.5.85 onlySomeReasonsCA3compromiseCRL
Ocnosan 1a: 6a3oBuiit COC
Imumenm: ou = onlySomeReasons CA3, o = Test Certificates 2011, ¢ = BY
Pacuwupenua:
IssuingDistributionPoint: KpuTH4eckoe
distributionPoint:
fullName:
directoryName: cn = CRL, ou = onlySomeReasons CA3, o = Test Certificates
2011, ¢ = BY
onlySomeReasons:
keyCompromise
cACompromise
Kem nodnucan: onlySomeReasonsCA3Cert

Panonoscen: COC mo agpecy cn = CRL, ou = onlySomeReasons CA3, o = Test Certificates
2011, c = BY

J1.5.86 onlySomeReasonsCA3otherreasonsCRL
Ocnosan na: 6azosbiit COC
Imumenm: ou = onlySomeReasons CA3, o = Test Certificates 2011, ¢ = BY
Pacwupenus:
IssuingDistributionPoint: kpurnyeckoe
distributionPoint:
fullName:
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directoryName: cn = CRL, ou = onlySomeReasons CA3, o = Test Certificates
2011, ¢ = BY
onlySomeReasons:
unused
affiliationChanged
superseded
cessationOfOperation
certificateHold
privilegeWithdrawn
aACompromise
Kem nodnucan: onlySomeReasonsCA3Cert

Panonootcen: COC no agpecy cn = CRL, ou = onlySomeReasons CA3, o = Test Certificates
2011, ¢ = BY

1.5.87 ValidonlySomeReasonsTest15EE

Ocnosan 1a: 6a3obrit COK koHedHOTO yYacTHUKA

Ceputinwti nomep: 1

Imumenm: ou = onlySomeReasons CA3, o = Test Certificates 2011, ¢ = BY

Cybsexm: cn = Valid onlySomeReasons EE Certificate Test15, o = Test Certificates 2011,
c — BY

Pacwupenus:

CRLDistributionPoints: He KpUTHYECKOE

distributionPoint:
fullName:
directoryName: cn — CRL, ou = onlySomeReasons CA3, o = Test Certificates

2011, ¢ = BY

Kem nodnucan: onlySomeReasonsCA3Cert

J1.5.88 ValidUnknownNotCriticalCertificateExtensionTest1EE
Ocnosar 1na: 6a30Bb1it COK KoHEYHOrO yYacTHUKA

Ceputinwii nomep: 94

Imumenm: cn = Trust Anchor, o = Test Certificates 2011, ¢ = BY

Cybsexm: cn = Valid Unknown Not Critical Certificate Extension EE Cert Testl, o = Test
Certificates 2011, ¢ = BY

Pacuwupenua:

PrivateExtension: He KpUTHYECKOE
privateNumber: 0

Kem nodnucan: Trust AnchorRootCertificate

J1.5.89 InvalidUnknownCriticalCertificateExtensionTest2EE
Ocnosan Ha: 6a3oBbiit COK koHEYHOTO yYacTHUKA

Ceputinoiti nomep: 95

Imumenm: cn = Trust Anchor, o = Test Certificates 2011, ¢ = BY

Cybsexm: cn = Invalid Unknown Critical Certificate Extension EE Cert Test2, o = Test
Certificates 2011, ¢ = BY

Pacwupenus:
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PrivateExtension: Kkpurunieckoe
privateNumber: 0
Kem nodnucan: TrustAnchorRootCertificate
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