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1 HopmaTuBHBIE CCHLIIKU

B nacTosineM H0KyMeHTe HCIOJIB30BAHBI CCHIIKHA Ha CJIEIYIONIHE CTaHIAPTHI:

['OCT 19.202-78 «Eannast cucreMa nporpamMMuoil gjokyMmentanuu. Crenndukamus. Tpe-
OOBaHUS K COIEPKAHUIO U O(DOPMICHUIO».

['OCT 19.401-2000 «Eaunas cucrema mporpaMMHON JOKyMeHTanuu. TeKCT IporpaMMmbl.
TpeboBanusg K coepKaHUIO, OOPMICHUIO U KOHTPOJIIO Ka4eCTBay.

['OCT 19.402-2000 «Exunas cucrema nporpaMMHOil JoKyMeHTaIuu. OMUCaHIe TPOrpaM-
MBI. TpeboBanusg K cojepKanuio, oOPMIECHUIO U KOHTPOJIIO KadecTBay.

['OCT 19.504-79 «Eaunas cucreMa nporpaMMHOl JOKyMeHTaluH. PYKOBOJICTBO IIporpam-
MucTa. TpedboBaHus K comepKaHuio U 0(DOPMIEHUIO ».

I'OCT 34.973-91 (MCO 8824-87) «udopmMalmontas TeXHOJIOTHs. B3auMOCBSI3b OTKPBI-
ThiX cucteM. Crenudukanus abcTpakTHO-CHHTAKCHYecKoil HoTanuu Bepcun 1 (ACH.1)».

CTBb 34.101.19-2012 «Mudopmanmonnble TEXHOJIOTHH U 0e30MacHOCTh. PopMaThl cepTu-
GHUKATOB U CIHUCKOB OTO3BAHHBIX CePTH(MUKATOB HHAPACTPYKTYPHI OTKPBITHIX KIIOUEii».

CTBb 34.101.26-2012 «ndopmalnuonuble TEXHOIOTHE 1 Oe30macHOCTh. OHIANHOBBIH MPO-
TOKOJ poBepKu craryca ceprudurara (OCSP)».

CTBb 34.101.27-2022 «ndopmannonuble TeXHOJIOTUR U HGe30macHOCTh. CpencTBa KPUITO-
rpaduueckoii 3amuTsl nHdopManuu. TpeboBanust 6€30TACHOCTH .

CTB 34.101.31-2020 «udopManuonuble TEXHOIOTHH U 0E30MaCHOCTL. AJITOPUTMBI IIH(h-
POBAHUS ¥ KOHTPOJISI TETOCTHOCTH .

CTb 34.101.45-2013 «MudopMannoHable TEXHOJOTHE U 0€30IMaCHOCTh. AJTTOPUTMBL 31K~
TPOHHOI MU POBOI MOAMUCH U TPAHCIOPTA KJII0UA HA OCHOBE JLTHITUIECKHX KPHUBBIX».

CTBb 34.101.77-2020 «MudopmannoHuble TeXHOJOTUN U Oe3omacHoCcTh. Kpunrorpadude-
CKHe aJITOPUTMBI HA OCHOBE Sponge-pyHKITUT ».

2 Tepmunbl, 0003HAYEHNS U COKPAIEHUS

B nacrogiem jlokyMenTe npuMensgiorcs repmunbl u obosnadenusd CTH 34.101.26, a Takxke
CJIEJTYIOIIUEe COKPAICHUS:

ACH.1 abcTpakTHO-CHHTAKCHYECKast HOTAIlUs BEPCUH 1;
ECIIJI emwnasi cucrema mPOrpaMMHON JOKYMEHTAIIH;
CK3U cpencTBo Kpunrorpadpuyeckoil 3amuTsl nHhopMaIum;
THITA rexuuveckuit HOpMATUBHBIN TTPABOBOI aKT;

OUII »snexkTpoHHas nuMpoOBast MOIIUCD;

OCSP online certificate status protocol (oHJIAHOBBINA TPOTOKOJ TPOBEPKHU CTATYCA
cepruduKara).

3 OO0BeKT u 1eJb UCIbITAaHUI

Ha wcnbiranms mpeacTaBiseTcs CPeicTBO KPHUITOrpapuIecKodl 3aImmThl MHMOPMAIUT
(CK31), peaqusymolnee OHJARHOBBIH MPOTOKOJ TPOBEPKH CTATyca CepTH(hUKATA COTTACHO
CTb 34.101.26, u noxkymentanusi na CK3U.
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[HeJibIo ucHbITAHU ABJIIETCH ITPOBEPKA COOTBETCTBUS 1IPOLe/Lyp (hopMupoBaHus u pazdopa
3alPOCOB ¥ OTBETOB OHJIAITHOBOI'O IIPOTOKOJIA IPOBEPKH CTaTyca cepTU(dUKATA, PeaTn30BaHHbBIX
B 00bekTe ncnbitanuii, rpedoBanusm CTH 34.101.26.

4 TpeboBaHus K 0O0ObEKTY HMCHBITAHUIA

[Iporpamma obbeKTa UCHBITAHUI JIOIZKHA PeaIn30BbIBATD, 10 KpaiiHel Mepe, OJHy U3 CTO-
por nporokosa: OCSP-kiuenta win OCSP-ceppepa (cm. 1. 5 CTB 34.101.26). lomyckaercs
peanu3anus OJHON IporpaMMoil 06enx CTOPOH IPOTOKOJIA.

OCSP-kueHT JI012KeH HO/I/IePpzKUBATD CJIEIVIONIHE POy Phl ITPOTOKOIA:

— dopMupoBaHUe 3aIpOCca;

— pa3bop orBeTa.

B cBoio ouepepr OCSP-cepBep p012KeH M0 /1epzKHBATD CJIEIYIONIHE IPOIIEIYPBI IPOTOKOJIA;

— pa3bop 3ampoca;

— dopMupoBaHUe OTBeTA.

K nporpamme o0beKTa HCIIBITAHUH TP bABIAIOTCS CJIEIYIONIHe TPeOOBAHU, O/ IeKAIIIe
IPOBEPKE BO BpeMs MPOBEICHUS UCIIBITAHMINA:

— B IIporpamme JOJ2KHbI OBITH TOYHO U IOJTHO peasn3oBbiBanbl mpoteaypbl CTh 34.101.26,
HOJIJIepzKIBaeMble 00 bEKTOM HCIIbITAHHIA;

— nporpamma, peanusyiomas nporeaypsl CTH 34.101.26, e poszkHa cojlepzKaTh HEJIOKY-
MEHTHUPOBAHHBIE BO3MOYKHOCTH.

JokymenTalusa Ha 00bEKT UCHBITAHUN JIOXKHA BKJIIOYATH JOKYMeHTHI «CreruduKanuss,
«TekcT mporpaMMbl» U MOXKET BKJIIOYATh JOKYMEHTHI «OIucanue nporpamMmMbl», « PyKoBogcTBo
HpOrpaMMHUCTa» M JIpYrue JOKYMeHTHI. JlokyMeHnTanus MoxKeT ObITH pa3paboTaHa B COOTBET-
CTBUH ¢ TPeBOBAHUSAME €MHOI cucTeMbl mporpamMMHuoil jokymentaruu (ECII).

5 CpeacTBa U MOPAI0K NUCTBITAHUINI
5.1 OO0mmue cBeaeHus

VcnplTaHUS TPOIPAMMBI COCTOSIT U3 TPEX ITAIIOB:

1 Amnanms TOKyMeHTaIuu.

2 TecTupoBanue TPOrPAMMEBI.

3 AHaau3 MCXOMHBIX TEKCTOB IIPOIPAMMEBIL.

Brimosinenue stama 1 oCyHIIECTBIASIETCS KCIEPTAMU 10 aHAJIH3Y JOKYMEHTAIMH, BBIIIOJI-
HeHUe JTama 2 — JKCIepTaMH 0 TeCTHPOBAHHMIO, & BBINMOJHEHHE dTala 3 — 3KCIepTaMHu II0
aHAJN3Y MCXOIHBIX TeKCTOB. K MpoBeIeHNI0 UCHBITAHUI JTO:KHO OBITH MPHUBICYECHO HE MeHee
JIBYX 9KCIIEPTOB MO aHAJIU3Y UCXOAHBIX TEKCTOB M OJUH WK O0JIee IKCIepT Mo TecTupoBanuio. K
aHAJN3Y JOKYMEHTAIUN IT0JKeH OBITH IIPUBJIeUeH, 0 KpaiiHel Mepe, OJMH IKCIEePT M0 aHATU3Y
HCXOIHBIX TEKCTOB IIPOTPAMM.

[To pe3yabTaTaMm BHITIOJTHEHHUS TAa UCIBITAHUNA SKCIEPT 0(POPMISeT IPOTOKOI Pe3yIbTa-
TOB IPOBEPOK: MPOTOKOJI aHAIN3A JOKYMEHTAIMH, TPOTOKOI TECTUPOBAHN, ITPOTOKOT aHAINA3A
MCXOJHBIX TEKCTOB. B POTOKOJIE IKCIEPT JICJIAET BBIBOJ O COOTBETCTBMU (HE COOTBETCTBUM)
uporpammbl Tpedbosanusym CTH 34.101.26. Ecjin nporpamma He 1o//IepKUBAET HEKOTOPHIE HPO-
ey pbl, onpegesnenabie B CTH 34.101.26, T0 B mpoTOKOJIE [1€JIa€TCsI COOTBETCTBYIOIIEE IPUME-
uanue. [Tpumepbr opopmiienus 1poToko/10B nupusoagarcs B upuiozkenusx [Al [B] Bl Honyckaerca
oopMJIeHUS ITPOTOKOJIOB B MHOM (popMe, HO ¢ 00s3aTe/IbHBIM YKa3aHUEM PE3Y/IbTaTOB 110 KarK-
JI0fT IPOBOJMMOIT IPOBEPKE M BBIBOJAA O COOTBETCTBHU (HE COOTBETCTBHHU).
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Eciun B ucubiTyemoit nporpamme uctojib3yiorcs peasmsaruu npouegayp CTH 34.101.26,
KOTOpbIE€ B COCTaBe JIPYIUX LIPOIPAMM UMEIOT JeHCTBYIONUEe cepTUudUKAThl COOTBETCTBUS TPe-
oosanmsim CTB 34.101.26, 10 npoBepKHU 10 TECTUPOBAHUIO M AHAJIM3Y HUCXO/HBIX TEKCTOB JIJIsi
JIAHHBIX Peain3alinii MOI'yT He IIPOBOUTHC. [Ipu 9roM Jijis noATBepK IeHIs COOTBETCTBUS 00b-
exkta ucnbitanuil Tpedopanusim CTH 34.101.26 sxcueprom odopmIIsieTCsi MPOTOKOJI MPOBEPKU
COBIIAJICHHST KOHTPOJIbHBIX XapaKTePUCTHK (X3l-3Hauenuii) ¢ailsoB peaausanuu uCnbTyemMoii
HPOI'PAMMbl ¢ KOHTPOJIbHBIMU XapPaKTEPUCTUKAMK COOTBETCTBYIOMMX (hailjioB, yKa3aHHBIMU B
ceprudukaTax CoOTBETCTBUSI.

Ha ocHoBaHuu 1npoTOKOJIOB PE3y/JIbTaTOB IHPOBEPOK OPOPMIISETCS ITPOTOKOJ UCHBITAHUIA,
0000l Pe3y/IbTaThl UCIHBITAHUNE IPOrPpaMMbl. B IPOTOKOJI€ UCHBITAHUN BBIBOJ O COOT-
BercrBun nporpammvbl TpeboBanusim CTH 34.101.26 aenaercss Torga u TOJMBKO TOIA, KOUJA
BBIBOJI O COOTBETCTBHU COJEPZKUTCS BO BCEX MPOTOKOJIAX PE3YAbTATOB poBepoK. Odopmirenue
HPOTOKOJIA UCHBITAHUN TPOBOJMTCH B COOTBETCTBUM C TPEOOBAHUSAMM TEXHUYECKUX HOPMATUB-
ubix npasosbix akToB (THITA) B obactu ceprudukanuu npogayKIuu, a TaKzKe JTOKYMEHTAINH,
HpUMEHSeMO# B UCHBITATEIbHON J1abopaTopuu.

Peasmmzanust B nmporpaMMe KakJ0ro KpUITOrpadpuIecKOro ajaropurMa, UCIOJIb3yeMOro B
nporeaypax CTH 34.101.26, npeaBapuTeabHO OIKHA ITPOWTH YCIENTHbIE HCIBITAHUS 110 CO-
rytacoBanHoit ¢ Opranom mo ceprTuddUKaIuu METOINKE UCIBITAHMIA.

HcnbiThiBaeMas nporpaMma MOYKET He IOJJEPKUBATHL Heoba3aTeIbHbI (PYHKIIMOHA,
oupenenennbiii B CTH 34.101.26 (nanpumep, dopmupoanue arpubyros 3amnpoca). [Tpu srom
CyzKeHHe IporpaMMoil obs3aresbHoro GpyHKInonaaa, onpeaeaeaaoro 8 CTH 34.101.26, ne mo-
MyCKaeTCs.

5.2 AHamu3 JOKyMeHTaIuu

DKCIepT TPOBOINT aHAIN3 JOKYMEHTAIMH MYTeM ITPOBEPKH COOTBETCTBHA JOKYMEHTAIIIN
nmporpaMMe 00beKTa HenblITanmil. Takoi aHaIM3 COCTOUT B MOJTYUEHHN SKCHEPTHBIX 3aKTIOTe-
HHil, KaCAIOMMXCS TPOBEPKH CJCIYVIONINX JTOKYMEHTOB:

— cnenuduxanus (em. n. [6.1.1));

— TekcT nporpammsl (em. 1. [6.1.2));

— onucanue nporpamms! (em. 1. [6.1.3);

— PYKOBOICTBO mporpammucta (M. 1. [6.1.4)).

Anams nokymenTos «Omucanne TporpaMMbl» U « PYKOBOJICTBO TIPOrpaMMECTa» TPOH3BO-
OUTCA B CIydae UX HATHIHA.

5.3 TectupoBanue

DKCIePT MPOBOJIUT TECTUPOBAHUE TPOIEIYD, PEATU30OBAHHBIX B MPOTPAMMe W OTpe e/ IeH-
aeix B CTH 34.101.26, Bkaouas:

~ dopmuposanue 3anpoca (cm. 1. [6.2.1));
— pasbop zanpoca (cum. 1. [6.2.2));

— dopmuposanne orsera (cm. . [6.2.3));
— pasbop orsera (M. 1. [6.2.4).

Tecruposanue npore 1y pbl hOPMUPOBAHESI 3a1IPOCA,/OTBETA BBIMOIHIAETCA MyTeM (hopMUPO-
BaHUsI MPOTPAMMOIl 3allPOCOB/OTBETOB € MOCJIEIYIONINM BU3YAJIbHBIM CDABHEHHEM TEKCTOBOTO
npejcrapienns hbopMaToB ¢HOPMUPOBAHHBIX 3alPOCOB/OTBETOB ¢ (DOPMATAMHE, ONpe/IeJeHHbI-
mu B CTb 34.101.26.
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TecrupoBanue nporeypsl pazdopa 3apoca/0TBeTa IPOBOJAUTCS Y TeM BBIIOJHEHUS 1PO-
rpaMMoii pa3bopa 3a1pOCcoB,/OTBETOB € IIOCIEAYIONMM CPABHEHHEM T10JIYy YEHHBIX DEe3YJILTATOB C
OZKHJIA€MbIMU.

B TecTax menosb3yores 3apockl /0OTBETHI, IIPeICTaBIeHHbIEe B BHle OuHAPHBIX (ailios, co-
JiepzKalinX 3aKOUPOBAHHbIE 3HAYEHUS TUIIOB aDCTPAKTHO-CUHTAKCUYECKON HOTaluu Bepcun 1
(ACH.1), cunenudukanus koropoit npusogurcs B 'OCT 34.973. [lus upeobpazoBanusi Gunap-
HbIX (DANIOB 3alPOCOB/OTBETOB B UX TEKCTOBOE IPEJCTABJIEHHE MOI'YT HCIIOJIB30BATHCS 1PO-
I'PAMMbl, OIIMCAHHbBIE B PHJIOKEHUU

[Ipu ycueninom BblnojiHeHUK TeCT Bo3ppaiiaer npusnak YCIEX, nunadye — OUUBKA. Ecyiu npu
TECTUPOBAHUU [POIPAMMBI JIJIi HEKOTOPBIX BXOJIHBIX 3HAYEHUI MOJIYUYE€Hbl Pe3y/IbTaThl OT/INY-
HbIE€ OT OXKHUJAEMbIX, TO JKCHEPT 10 TECTUPOBAHUIO JIOJIXKEH YKa3aTh ITU BXOJIHbIE 3HAUYCHUS
HPOIPaMMbl U Pe3yJbTaT ee paboThl, a TaKzKe, 110 TPeOOBAHUIO, PE3Y/IbTAThl POMEXKYTOYHBIX
BBIYHMC/ICHUI JKCIIEPTaM 110 aHAJIU3Y UCXOJHBIX TEKCTOB.

JIng opraHusanuyu TECTUPOBAHUS B MCXOJHBIE TEKCTHI MPOI'PAMMbI JIOIIYCKAETCHd BHOCUTD
U3MEHEHHS U JIOTIOJIHEHU S, KaCAIOIHecs:

— cnocoba YTeHus BXOJIHBIX JIAHHDBIX;

— c1ocoba 3alUCH BbIXOIHBIX JIAHHBIX.

[Tpu BHecenun mogudUKAIM B UCXOAHbIE TEKCTHI JIOJI?KEH ObITh IIPOBEJIEH aHAJM3 KOp-
PEKTHOCTY BHECEHHBIX U3MEHEHHUIA.

5.4 AHaau3 MCXOOHBIX TEKCTOB

DKCIepT IPOBOAUAT AHAIA3 HUCXOMHBIX TEKCTOB IIYTE€M NPOBEPKH KOPPEKTHOCTH peasIm3a-
nuu B ucneiTyeMoii nporpamme nponeayp CTB 34.101.26. Takoi aHaau3 cOCTOUT B IOJIYYCHUH
SKCIIEPTHBIX 3aK/JII0YCHUH, KACAIOUIXCH:

— KOPPEKTHOCTH UCIONb30BAHUS KPUNTOrpaduiecKux aaropurmos (cu. 1. [6.3.1);

— KOPPEKTHOCTH yIpPAaBJICHHs CeKPeTHbIME JanubiMu (eM. 1. [6.3.2));

— KOPPEKTHOCTH HpoleAypsl dhopmuposanus 3ampoca (eM. 1. [6.3.3));

— KOPPEKTHOCTH HpOLeAypbl pasbopa 3anpoca (em. 1. [6.3.4));

— KOPPEKTHOCTH Hpouexypbl dopmuposanus orsera (cM. 1. [6.3.5);

— KOPPEKTHOCTH HpOLeAypbl pasGopa orsera (cM. 1. [6.3.6);

— KOPPEKTHOCTH 06pabOTKH HCK/IIOMHTEIbHBIX curyanuit (e 1. [6.3.7));

— OTCYTCTBHsI HEJIOKYMEHTHPOBAHHBIX BO3MOXKHOCTEH (eM. 1. [6.3.8)).

[Tpu ananuse uexomubplx TekcToB peannsanun OCSP-KIueHTa BHIIOJHLIOTCH IPOBEPKHA U3

n.(6.3.1}[6.3.3}[6.3.6|— [6.3.8] donosanTensro, npu ucnonb3zoBanuun OCSP-K/IHeHTOM aJropuTMoB

seipaboTku DI BoimoHsIOTCst TpoBepKH U3 1. [6.3.2]

[Tpu anamu3se ucxonubix TekcroB peasmsanuu OCSP-cepBepa BBHIIOJIHAIOTCA TPOBEPKH U3
. [6.3.1][6.3.2],[6.3.4] [6.3.5] [6.3.7], [6.3.8] IIpu BBIIOIHEHUH TAHHBIX IPOBEPOK CJEAYET YIUTHIBATD
PEKOMEHIAIINH [0 aHAJU3Y UCXOTHBIX TEKCTOB HPOTPaMM, onpeeaennsie B npuioxkennn B CTH
34.101.27.

6 MeTtoabl nCIBITAHUIA
6.1 Amnamu3 JOKyMeHTaIuu

6.1.1 Jdokyment «Cnemudukamms»

[lpu anamu3e nqokymenta «Crenudukamsy SKCIEPT MPOBEPSET, 9TO B HEM YKa3aHbI KOM-
MMOHEHTHI U JIOKYMEHTAIN, IpeJICTaBIdeMble HA UCITBITAHWA.
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Ecin nokyment «Crnemudukanusi» pazpadoran B coorserctsuu ¢ Tpedbosanusyvu ECIT/L; To
9KCIIEPT HMPOBEPSIET, 9TO copep:kanue u opopmienue jpokymenta coorpercrsyer 'OCT 19.202.

6.1.2 J[dokyment «TekcT mporpamMMbI»

[Ipn amamm3e MoKyMeHTa «TeKCT mMporpaMMbl» KCIEPT MPOBEPSAET, ITO UCXOTHbIE TEKCThI
nporpaMmbl, peaausyioniue onpeaenennbie B CTH 34.101.26 nponeaypbl, npeacTaBaeHbl MOJI-
HOCTDBIO M B BHUJI€, KOTOPBIH HCIOJIb30BAJICS IIPU cOOPKE MPOrPaMMEI.

Ecim pokyment «Tekcr mnporpamMMmbl» pas3padoTaH B COOTBETCTBHH € TPeOOBAHHSIMHU
ECII/, To sKcuepT npoBepsgeT, 4TO coiepzkKaHue U opopMIeHHE TOKYMEHTa COOTBETCTBYET

rocCT 19.401.

6.1.3 JHdokyment «Omnucanue mmporpaMmbi»

[Ipu ananuze mokymenta «OImucanue IporpaMMbly SKCIEPT IPOBEPsSeT BBIIOJHEHUE CJie-
JYIOIMKUX TpeboBaHuit:

— B JIOKYMEHTE J0JI2KHa OBbITh YKaszaHa wH(OpMaIus, OJHO3HAYHO UJICHTU(MUIIUPYIONAsd
BBI3BIBAEMbIE CTAHAAPTHBIE DYHKINY (BepCHsi KOMIUISATOPA, HCIOIb3yeMble CTaHIapTHbie Gub-
JMOTEKH W T.IL.);

— JIOKYMEHT JIOJIZKEH OIPEJIeIsITh IPOrpaMMHbBIE MOJIYJ/IN, peaau3yIoliue olpeaeaeHHbe B
CTb 34.101.26 npouemaypsl;

— OIHMCAHHe IPOrpaMMbl B TePMUHAX IPOTPAMMHBIX MOJYJe#l TOJ2KHO COOTBETCTBOBATD
HUCXOJIHBIM TE€KCTAM IIPOTPAMMEBI.

Ecim pokyment «Omucanue mporpaMMbly pas3paboTaH B COOTBETCTBHH C TPeOOBAHHSIMU
ECII/, To skcuepT nposepsgeTr, 4TO cojepzkanue U odopMIeHHe TOKYMEHTAa COOTBETCTBYET

rocCT 19.402.

6.1.4 JJoxkymeHT «PykoBOaCTBO mmporpaMmucTas

[Ipu ananau3e moxkymenTa «PyKOBOICTBO MPOTPAMMUCTAY IKCIEPT MPOBEPSIET BHITIOJIHEHNE
caeayonmx TpeboBaHmii:

— JIOKYMEHT JIOJIZKEH COepP:KaTh OMUCAHNE BCEX JOCTYITHBIX JJIsi BBI30Ba (DYHKIIWIT, peasin-
gytorux onpeaenenuabie B CTH 34.101.26 mponeypsr;

— onwucanue GyHKINA, peagndyiomniux onpeaenenuabie B CTH 34.101.26 nponenypsl, u ycjio-
BUS UX MCMOJIB30BAHUST JIOJYKHBI COOTBETCTBOBATH MCXOMHBIM TEKCTAM TTPOTPAMMEBI.

[Ipu onmcanwmu B JOKyMeHTAIUN (DYHKIUN TOKHBI BHITOJTHATHCS CJASAYIONINE YCIOBUS:

— KaxkJaasg (pYHKIUs T0PKHA UMETh ONMCAHNE HA3HAYEHUS;

— KayKIbIil mapamerp (hyHKIUU TOKEH UMeTh ONMCaHne Ha3HAYeHWs, THIIa U, TIPH HeoO-
XOIUMOCTH, JAAMA30HA JTOMYCTUMBIX 3HAYEHHIT;

— KaxkJasd (QYHKIUs JIOJKHA UMETh OMUCAHNE BO3BPAIIAEMOTO PE3y/abTaTa ¢ yKA3aHUEM
THTIA;

— KaxKjad GYyHKIHA JOJIKHA IMETh OIIUCAHKE YCJIOBU, IIPU BBIIIOJTHEHUN KOTOPBIX B XOJI€
paboThl (PYHKIUHA MOTYT BO3HUKATD ONIMOOYHBIE CHTYAIMH, TPeOyIoIue clenuaabHoi oopadoT-
KU;

— BcJy4ae ecsin pu peasusaruu omnpeenentoi B CTh 34.101.26 nporneypbl HCIOIB3yeT-
cd 6oJ1ee OJTHON JOCTYIIHOM JI/id BbI30BA (PYHKITUH, JIOJIZKHBI OBITH YKA3aHbI HOPAJIOK U YCJIOBHS
BBI30Ba JIAHHBIX (DYHKITUI.
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Eciin okymenT «PykoBojcTBO nporpaMmucTay paspadoTal B COOTBETCTBUU ¢ TpeDOBaHU-
ssvu ECIT/I, To sxcuepr nposepsier, 4To cojepkanue u 0popMIeHHe JTOKYMEHTa COOTBETCTBYET

rocCT 19.504.

6.2 TectupoBanue

6.2.1 IIponeaypa popmupoBaHus 3ampoca

BxomabiMu JTaHHBIMH, 331aBa€MbIMH IIPH TECTUPOBAHUHU IPOIEAYPbl (POPMUPOBAHUS 3a-
poca, SIBISIOTCS JOIMYCTUMbIE 3HAUEHUS JIJIsI IAPAMeTPOB BhI30Ba TPOTPAMMBI, OIIPEIeISTFOIITNAX
COCTaB W COJIEPKUMOE KOMIIOHEHT 3aIpoca.

B Tectax st XpaHeHHs 3aIIPOCOB HCIOJIB3YIOTC OMHAPHBIE (hallJIbl, COIEPKAIINE 3aKO 1~
poBaHHBIX 3HadeHnit TunoB ACH.1, cocTaBisionmx 3ampoc.

[Ipu TecTHpoOBaHHM TPOIEAYPHI (DOPMUPOBAHUS 3AIIPOCA BBIOJIHSIOTCA CJIEIYIONIAE TECTHI.

Tect CreateReqTest

1 3agaTpb mapameTpbl BbI30Ba HCIIBITHIBAEMON ITPOrPAMMBI, KOTOPbIE B COOTBETCTBUHU C
JIOKYMeHTalue HeoOXoauMBI /st (POPMHUPOBAHHS 3AIIPOCa.

2 CpeacTBaMu HCIBITBIBAEMOil MporpaMMbl ¢(hOPMHPOBATH 3aIPOC U SKCHOPTUPOBATH
ero Ha xkectkuit quck I[1K B Buze daitia, comepKaliero 3akKoIupoBaHHble 3HAYCHHS THIIOB
ACH.1, cocTaBasgionux 3ampoc.

3 IlpeoOpaszoBarh baila, MOJYUEHHBIH Ha IMare 2, B TEKCTOBOE HpeJICTaBJICHHEE 3aIIpoca.
4 IIpoBecTn BU3yaJbHBIM aHAJIH3 TEKCTOBOTO IPEJCTABICHHS C(POPMUPOBAHHOIO 3aIIPOCa,
na coorserctpue 1. 6.1 CTb 34.101.26.

5 IloBroputs marm 1 — 4 He MeHee 9 pa3, 3a7aBasg pa3/JMIHBIE TapaMeTPhl BHI30Ba HC-
IBITBIBAEMON MTPOTPAMMBI (€CJIM UMeeTCsT TaKash BOSMOYKHOCTB).

6 Bosspatnuth YCIEX, ecnn Ha 1mare 4 mpr BH3YaJbHOM aHAJIH3€ 3alpPoca He BBISBJIEHO
necoorsercTeuil CTHB 34.101.26 (r.e. 3ampoc siBisiercst 3HadenneMm tuna 0CSPRequest,
eM. 1. 6.1.1 CTB 34.101.26), npu 10Mm:

1) dopmar u cojep:kaHue 3HAUEHHsI KOMIOHEHTa tbsRequest cooTBeTCTBYeT THITY
TBSRequest (cm. m. 6.1.1 CTB 34.101.26):

— KOMIOHEHT version comepxkur 3uavenme () Tuna Version, COOTBETCTBYIONIETO TH-
ny INTEGER (cm. npuioxkenune b CTB 34.101.26), wan orcyrcrByer (npu 3aJaHuu
3HAYEHHSI TI0 YMOJTYAHUIO);

— HeoDsI3aTesIbHBIN KOMIOHEHT requestorName (mpu ero HAJIUYUHU) COJAEPIKUT 3HAYE-
e tuna GeneralName (cm. CTB 34.101.19) u ompenenser mvss OCSP-kinenra
(TAHHBI KOMIIOHEHT JIOJI?KEH BKJIIOYATbCS B 3alPOC TPH BKJIIOYEHUH KOMIIOHEHTA
optionalSignature);

— KOMIIOHeHT requestList conepzkut 3navenne tnna SEQUENCE OF ¢ snemenTamun tuna
Request u ompejenser ClMcoK MpOBEPAEMbIX CepTU(DUKATOB;

— HeoDsI3aTeIbHBIN KOMITOHEHT requestExtensions (Ipu ero HAJINYNH) COMEPIKUT 3HA-
vyenne tuna Extensions (cm. CTH 34.101.19) u onpesensier paciimpeHusi, KOTOpbIe
moryT obpabarsiBarbest OCSP-cepsepom (em. 1. 6.3 CTB 34.101.26);

2) dopmMmar u cofieprkaHue 3HAYEHUsST HEODSI3ATEIbHOIO KOMIIOHEHTa optionalSignature
(mpm ero mamuaum) coorBeTcTBYeT THIY Signature (cm. m. 6.1.1 CTB 34.101.26):
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KOMIIOHeHT signatureAlgorithm comep:kuT 3Hadenue Tuna AlgorithmIdentifier
(em. CTB 34.101.19) u onpenensier uaenTudukarop agropurma DI u cBsa3aHHbIE
¢ JAHHBIM AJCOPUTMOM ITapaMeTPhl;

KOMIOHEHT signature couepzxkutr 3Hadenue tuna BIT STRING u oupesmesnser DIIII
nHGMOPMAIMOHHON YaCTU 3alpOCca;

HeobsA3aTebHBI KOMIIOHEHT certs (MpH ero HaJWYWHh) COMEPKUT 3HAUEHHE THUIa
SEQUENCE OF c ssementamu tuma Certificate (em. m. 6.1 CTB 34.101.19) u ompe-

JIeJIFeT MENOYKYy CepTU(pUKATOB, JeMOHCTPUPYIOIINX JEHCTBUTETHHOCTH OTKPBITOTO
kuroua DIIT;

3) dopmar u comepKanue KaXKJI0r0 3JeMeHTa KOMIIOHeHTa requestList cooTBeTcTByeT
tuny Request (cm. m. 6.1.1 CTB 34.101.26):

KOMIIOHEHT reqCert comepzkut 3HadeHnne tuna CertID m ompenendeT IpoBepaeMblil
ceprupukaT;

Heobs3aTeIbHbI KOMIOHeHTe singleRequestExtensions (Ipu ero HAJIUYIUI) COEP-
KuT 3HaveHue tuna Extensions (cm. CTB 34.101.19) u ompenensier paciiupeHus,

KOTOPBIE OTHOCATCH K IIPOBEPAEMOMY CepTH(HUKATY U KOTOPBLIEC MOTYT 00padaThlBATh-
cst OCSP-cepepoum (em. 1. 6.3 CTB 34.101.26);

4) dopmar u cojepkanne Komionenta reqCert coorsercreyer tuny CertID (cm. 1. 6.1.1
CTB 34.101.26):

KoMrnoneHT hashAlgorithm comep:kur 3Havenuwe Tuna AlgorithmIdentifier (cwm.
CTB 34.101.19) u onpeaesieT uaeHTHMOUKATOD AATOPUTMA XITTHPOBAHNUS, TIPUMEHSI-
€MOTO JIJ1d OIIpeJesieHnd 3HaYeHnil KoMIoHnenToB issuerNameHash u issuerKeyHash,
7 CBA3AHHBIE ¢ JAHHBIM aJTOPATMOM ITapaMeTpHI;

KoMItoHeHT issuerNameHash comepzxxut 3nadenue tuna OCTET STRING m onpenesnser
X3T-3HaUenne yHuKaabaoro uvenu svurenta (B CTB 34.101.19 ums smuTenTa npe-
CTaBJjldeTcd 3HadeHueM TUla Name, X3IHpyeTcs KOJOBOe INpeJCcTaBJIeHUe JTaHHOTO
3HAYEHUsI, JIJIsT KOMUPOBAHUS JIOIKHDBI HCIIOIB30BATHCS OTJIHIHTENbHbIE TPABUIA);

komnoneHnT issuerKeyHash conep:kur 3nagenne tuna OCTET STRING u onpejesser
X3I-3Ha49enne OTKpbIToro Kioda smutenTa (B CTH 34.101.19 oTKpBITHIH KITHOY Pe/i-
CTaBjIgeTcd 3HadeHueM trana SubjectPublicKeyInfo, xsmupyerca KOmOBOe Ipen-
CTaB/ieHue 3HaUYeHus KOMIIOHeHTa subjectPublicKey jannoro rumna, 3a MCKJIIOYEHN-
eM Tera W JIJINHBI);

KoMItoHeHT serialNumber copepxkutr 3Hadenue tuna CertificateSeriallNumber

(em. CTB 34.101.19) u ompegenser cepuiinblii HoMep ceprudukara, HHOOPMAIHSI
0 CTATyCe KOTOPOT'O 3aIpaIlluBAETCH.

7 Bossparurn OLUBKA.

IIpumeuanne — 3Bauasaemble B Tecre CreateReqTest napaMerpbl BbI30Ba UCIbLITHIBAEMONE 1IPO-

CPaAMMBI B COBOKYITHOCTH NOJIKHBI TIOKPBIBATH Hanboj1ee MOTHBIN (DYHKITHOHA, TIPEIOCTABITeMbIi

HCIBITHIBAEMON TTPOrpaMMoii o (pOPMUPOBAHMIO 3aIIPOCA.

10
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6.2.2 IIponenypa pa3bopa 3ampoca

BxosupiMu JaHHBIME, 33/[aBaEMbIME IIPU TECTUPOBAHUHU POy Phl pa3dopa 3alpoca, siB-
JIAIOTCS 3alpochl B Buje OMHApHBIX (DailjioB, cojepzKallux 3aKOJIMPOBaHHbIE 3HAYEHHUS THUIIOB
ACH.1, cocraBsionmux 3ampoc.

[Ipu TecrupoBanuu POIEAYPbl pa3doOpa 3alpoca BHIIOJHSAIOTCA 0a30Bble TECThl U TECTbI
M3BECTHOI'O OTBeTa. Ba30oBbie TeCThI sIBISIIOTCS 00s13aTe/IbHBIMU. 1€CThl N3BECTHOTO OTBETA SIB-
JIAIOTCS JIONMOJHUTEIbHBIMU U HPeJHAa3HaueHbl Ui pa30opa 3alpocoB Ha IHPOBEPKY CTaTyca
ceprudukaTa OTKPbITOr0 KJI09a aJropuTMOB HOJAINCH U TPAHCIOPTA KJI0Ya, OIPe/IeJIeHHbIX B
CTb 34.101.45.

JIs1st 6a30BBIX TECTOB 3aLPOCHI TIPEIOCTABIISAIOTCS COBMECTHO C UCITBITHIBAEMOIl IPOrpaMMoii
i bOPMHUPYIOTCsI SKCIIEPTOM (IIPU HAJMYUE HEOOXOAMMOr0 IPOrpaMMHOro obecriedenust). ITe-
pe/i TeCTUPOBAHMEM IIPOIEypPhl pa3dbopa 3alpoca SKCIEPT HPOBOJIUT BU3yaJIbHOE CpaBHEHUE
TEKCTOBOIO MPeICTaBaeHns 3anpoca ¢ ¢popmarom, oupegeaedaaom B CTh 34.101.26. i uzme-
HEHMSI 3aIPOCOB, KOTOPOE BBINOJIHAETCS B HEKOTOPBIX 0a30BBIX TECTaX, MOI'YT HCIIOJb30BaThCs
1IPOrPAMMBbI, OLMCAHHbIE B IIpHIoKeHnu [[.2}

JI1st TeCTOB U3BECTHOTO OTBETA B KAYeCTBE BXOAHbBIX JAHHBIX UCIIOJIB3YIOTCS 3alPOCHI, OlIpe-
JIeJIeHHbIE B IIPUJIOZKEHUH @ (3axomuposannbie ACH.1-(aiiibl ¢ TaHHBIMI 3aIPOCAMH SIBISIOTCS
HEOTHEMJIEMOI YaCThIO HACTOAIIEH MGTO,ZLI/IKI/I).

Bazosbie TecThl. B x0/1e TecTupoBanus npoieaypbl pa3dopa 3ampoca BbITIOJHSIOTCS CJie-
Jiyionie 0a30BbIe TECTHI.

Tect ValidReqTest

1 3ajaThb KOPPEKTHBIH 3aIpoc Ha IIPOBEPKY CTATyca cepTudUKaTa.

2 CpeacTBaMu UCIBITHIBAEMOR IPOIPAMMBbI BBIIIOJIHUTEL pas3bop 3ampoca.

3 IlosToputh maru 1 — 2 He MeHee 9 pas, 3a/1aBagd pa3InIHble KOPPEKTHBIE 3aIIPOCHl Ha
HPOBEPKY cTaTyca cepTudukara.

4 Bosppaturs YCIEX, ecim Ha mare 2 3alpoc YCIEIIHO 00paboTaH U MPU3HAH KOPPEKT-
HBIM.

5 Bossparutn OLIUBKA.

IIpumevanune — 3anaBaembie B Tecre ValidReqTest 3ampockr moskHBI TOKpPBIBATH Haubosee moJ-
HbII (DYHKIIMOHAJI, TPEIOCTABISEMbIIl UCIIBITHIBAEMOI ITPOrPAMMOIL 110 pa3bopy 3ampocoB Ha MPO-
BEPKY CTaryca cepTudukaTa.

Tect InvalidReqTest

1 M3menurhb 3a11poCc Ha IPOBEPKY cTaryca cepTudukara Takum od0pa3oM, 4To0bl 3alpOC
CTaJl HEKOPPEKTHBIM.

2 CpejicTBaMu UCHBITHIBAEMO TPOTPAMMBI BBIIIOJIHUTH PAa300p M3MEHEHHOTO 3aIPOCA.
3 Ilosropurs maru 1 — 2 He menee 9 pas, 3ajiaBas pa3/iMyHble K3MEHEHHbIE 3alPOCHI HA
HPOBEPKY cTaryca ceprudukara.

4 Bossparuth YCIEX, ecyiu Ha 1miare 2 3aipoc OTKJIOHEH W BO3BpallleHa oIinubKa, cOOT-
BETCTBYIOIIAsl BHECEHHBIM U3MEHEHUSIM.

5 Bossparurn OLUBKA.

11



MWM.10126.10.01

IIpumeuanve 1 — V3menenne 3anpoca MOXKET COCTOSTH, HAIIPUMED, B M3MEHEHUM 3HAUEHUST KOM-

NOHEHTa signature.

IIpumeuanne 2 — 3agapaembie B Tecte InvalidReqTest 3ampock!r 1o/KHBI TTOKpPBIBATE Hanbosee

TOJTHBIN (DYHKITHOHAJ, TPEIOCTAB/ISIEMBIN UCIBITHIBAEMOI TTPOTPaAMMOl 10 pa3bopy 3alpocoB Ha

OPOBEPKY CTaTyca cepTuduKaTa.

TecTbl n3BeCcTHOrO OTBETA. B X0/ TeCTHPOBaHUS TPOIEIYPHl pa3dbopa 3ampoca BHIIOJI-
HAIOTCS CJIeAYIoNue TeCThl U3BECTHOTO OTBETA.

Tect VReqTestl

1 3agatb B KadecTBe 3ampoca Ha TpPOBEPKY cTaryca ceptudukara  daiia
«VReqTest1.der».

2 CpeacTBaMu HCIBITHIBAEMO TPOTPAMMBbI BBIITOJTHUTE TPOIEIYPY pa3dbopa 3ampoca.

3 Bosppaturs YCIEX, eciu 3anpoc yCIenHo oopaboTaH.

4 Bossparuth OlIMBKA.

ITpumeganne — Ilens Tecta VReqTestl — mposepka crmocobHOCTH peasuzarimu o6padbaTsiBaTh KOP-
PEKTHBIE 3HAUEHNST KOMIIOHEHT B 3ampoce.

Tect VReqTest2

1 3agatb B KadecTBe 3ampoca Ha TPOBEPKY cTaryca ceptudukara  daiin
«VReqTest2.der».

2 CpeacTBaMu HCIBITHIBAEMOI TPOTPAMMBbI BBIITOJIHUTE TPOIEAYPY pasdbopa 3ampoca.

3 Bosppaturs YCIEX, ecim 3anpoc yCIemnrso oopaboTaH.

4 Bossparurn OWIABKA.

IIpumeuanne — Ilenbp Tecra VReqTest2 — mposepka crocobrocTr peannsanum o0padaTbiBaTh
KOPDEKTHBIE 3HAUEHUsI KOMIIOHEHT B 3ampoce, COJEPIKAIEM MOJMUCh OTIPABUTEIs (KOMIOHEHT

signature).

Tect VReqTest3

1 3agatb B KadecTBe 3ampoca Ha TPOBEPKY cTaryca ceptudukara  daiin
«VReqTest3.der».

2 CpeacTBaMH HCHOBITHIBAEMOl TPOrPaMMBbI BBIIIOJHATE TPOIEIYPY pasbopa 3ampoca.

3 Bosppaturs YCIEX, ecm 3anpoc yCIemnrso oopaboTaH.

4 Bosspatuts OWABKA.

ITpumeganne — Ilens Tecta VReqTest3 — mposepka crmocobHOCTH peanuzaruu o6padbaTsiBaTh KOP-
PEKTHBIE BHAYEHUST KOMITOHEHT B 3aITPOCE, COMEPIKAIIEM HH(MOPMAIIIIO O JBYX CEPTUMUKATAX, CTa-
TYC KOTOPBIX TPEOYETCST TPOBEPUTH.

Tect ISignReqTest4

1 3amarpb B KadecTBe 3ampoca Ha TPOBEpPKY craryca ceprudukara  daiin
«ISignReqTest4.der».

2 CpejcTBaMu HCHBITHIBAEMOI TPOTPAMMBI BBITIOJIHUTE TPOIEIYPY pas3dopa 3ampoca.

3 Bossparuts YCIEX, ecan 3ampoc OTKJIOHEH.

4 Bosepaturh OWABKA.

12
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IIpumeganue — 3anpoc ComepKUT HEKOppeKTHOE 3HadeHue o nucu. Llens recra ISignReqTestd —
[IPOBEPKA CIIOCOOHOCTH PEAJIN3AIMU BbIsIBJISTH HEKOPPEKTHBIE MOJIIUCH B 3alPOCAX.

Tect I'VerReqTestb

1 3amarp B KadecTBe 3anpoca Ha HPOBEpPKY craryca ceprudukara  daiia
«IVerReqTest5.ders.

2 CpeacTBaMu HCIBITBIBAEMO IIPOrPAMMBbI BBIIIOJIHUTH HPOIEAYPY pa3bopa 3ampoca.

3 Bossparuts YCIEX, ecjin 3a1poC OTKJIOHEH.

4 Bossparurn OWABKA.

IIpumeganue — 3ampoc CoJepXKUT HEKOPPEKTHOE 3HadeHuwe Bepcum 3ampoca. Lleab Tecta
IVerReqTestbh — mposepka crocobHOCTH peasim3aliui BHISIBISITH HEKOPPEKTHBIE 3HAYEHUS BEPCUN

3armpoca.
Tect IDigAlgIDReqTest6

1 3amarpb B KadyecTBe 3ampoca Ha TPOBEpPKY craryca ceprucukara  daiin
«IDigAlgIDReqTest6.der».

2 CpejacTBaMu HCHBITHIBAEMOl TPOTPAMMBI BHITIOJIHUTE TPOIEYPY pas3dopa 3ampoca.

3 Bossparuts YCIEX, ecan 3ampoc OTKJIOHEH.

4 Bosepaturh OWABKA.

TTpumeganne — 3ampoc COAEPKAT HEKOPPEKTHOE 3HAUEHNE UIEHTH(UKATOPA AJTOPUTMA, XITHPO-
Bauus. [eas Tecta IDigAlgIDReqTest6 — mpoBepka CrioCOGHOCTH peasin3ariil BhISIBIISITL HEKOP-
PeKTHBbIE 3HAUECHUS UACHTU(MDUKATOPA AJITOPUTMA XIITUPOBAHUSI.

Tect INameHashReqTest7

1 Bagatrp B KadecTBe 3ampoca Ha IPOBEPKY cTaryca ceptudukara  aiin
«INameHashReqTest7.der».

2 CpeacTBaMu HCIBITHIBAEMOI TPOTPAMMBI BBIIIOJIHUTE HPOIELYPY pa3dbopa 3ampoca.

3 Bosspatnth YCIEX, ecan 3ampoc OTKJIOHEH.

4 Bosspatuth OIIMBKA.

IIpumeganue — Lens Tecra INameHashReqTest7 — nposepka ciocobHOCTY peain3aliiy BEISIBIASTE
B 3aIIpOCe XAT-3HAYEHNsT YHUKAJIHLHOTO UMEHN SMUTEHTA, KOTOPhble NMEIOT HEKOPPEKTHYIO JIJINHY.

Tect IKeyHashReqTest8

1 3amatb B KadecTBe 3ampoca Ha HPOBEpPKY craryca ceprucukara  daiin
«IKeyHashReqTest8.ders.

2 CpeacTBaMu HCIBITHIBAEMOI TTPOTPAMMBbI BBIITOJIHUTE TPOIEAYPY pas3bopa 3ampoca.

3 Bossparuts YCIEX, eciin 3anpoc OTKJIOHEH.

4 Bossparurh OWABKA.

TTpumeuanne — ITeas Tecta INameHashReqTest8 — mposepka criocobHOCTH peaan3aiiny BEISBISTE
B 3ampocCe X3MI-BHAYCHNA OTKPBITOTO KJII0Ya 9MUTEHTA, KOTOPBbIE UMECIOT HeKOppeKTHyIO AJINHY.
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6.2.3 IlIpomenypa ¢popmupoBaHus OoTBETA

BxoaubiMu JaHHbIME, 33aBA€MbIMU [PU TECTUPOBAHUY IIPOHEAYPbl (DOPMHUPOBAHUST OT-
BETA, SIBJISTIOTCS JIOIYCTUMbIE 3HAYCHHS JIJIsl IAPAMETPOB BbI30BA IIPOTPAMMBI, OHPEIE/ISTIOIIX
COCTaB M COJIEPKUMOE KOMIIOHEHT OTBETA.

B tecrax /s XpaHeHusI OTBETOB UCIOJIb3YIOTCS OuHapHbie (halljibl, COAepKAIINe 3aKO0 1~
poBannbix 3nadennit TunoB ACH.1, cocrasisionmx orBer.

[Ipu TecTupoBanuu nporeaypbl GOPMUPOBAHUST OTBETA BHIIOJTHAIOTCS CJIEIYIOMINE TECTHI.

Tect CreateRespTest

1 3amarp mapaMerpsl BbI30BA HCIBITHIBAEMON MPOrPAMMbl, KOTOPbIE B COOTBETCTBHH C
JIOKyMeHTaIueil Heob6xo UMbl 1715t (pOPMUPOBAHUST OTBETA.

2 CpejcrBaMu UCIBITHIBAEMON TPOTPAMMBbI C(OPMUPOBATH OTBET U IKCIOPTHPOBATH €0
na »kectkuii guck [IK B Buje daitia, cojaepzKaiiero 3akoupoBaHHbIe 3HAYEHUS THIIOB
ACH.1, cocraBgmOIIIX OTBET.

3 IlpeobpaszoBars daiti, mojydeHHbIl Ha 1Iare 2, B TEKCTOBOE IPEJICTABICHIE OTBETA.
4 TlposecTn BU3ya/bHBIN aHAIN3 TEKCTOBOIO MpeCTaB/IeHusT C(hOPMUPOBAHHOTO OTBETA
Ha coorBercrBue 1. 6.2 CTH 34.101.26.

5 Ilosropurh maru 1 — 4 we menee 9 pa3z, 3ajaBasi pa3/nuHble TapaMeTPbl BbI30Ba UC-
IBITBIBAEMON TPOTPAMMBbI (€CJIM HUMeeTCsT TaKas BO3MOXKHOCTD).

6 Bossparurn YCIEX, ecotu na mare 4 npu BU3yaJbHOM aHAJIU3€ OTBETA HE BbHISIBJIEHO
necoorsercreuit CTH 34.101.26 (r.e. orBer sBasercsa 3nadennem Tuna OCSPResponse,
eMm. 1. 6.2.1 CTB 34.101.26), upu sTom:

1) dopmar komnonenta responseStatus coorBercrByer Tumy OCSPResponseStatus
(em. m. 6.2.1 CTB 34.101.26) u comep:kut onHO U3 3HaYeHuii nepeuncaennss ENUMERATED
(em. m. 5.4 CTB 34.101.26):

— snadenue successful (0) B ciaydae, ecim OTBET JeHCTBUTEICH;

— 3Havenue malformedRequest (1) B ciyuae, ecid CHHTAKCUC TOJYYEHHOTO 3aIpoca
He coorBeTcTBYeT cuuTakcucy OCSP;

— 3Havenue internalError (2) B ciaydae, ecyii BO3HUKJIO HEJOMYCTHMOE BHYTDEHHEE
cocrosinne OCSP-cepsepe;

— 3Havenue trylater (3) B ciyuae, eciur OCSP-cepBep HaX0IuTCst B pabodeM COCTOsI-
HUU, HO BPEMEHHO He MOXKET MPeOCTABUTh WH(MOPMAINIO O CTATyce 3alpPOIIeHHOTO
ceprudukara;

— 3Havenne sigRequired (5) B caydae, ecam Jid moaydeHus HHGOPMAIUH O CTATY-
ce 3ampolreHHoro ceprudukara Tpedyercs, aTodbl 3ampoc ObL1 nmoamucan OCSP-
KJIHEHTOM;

— 3nadenue unauthorized (6) B cayuae, ecm OCSP-KIMeHT He MMeeT MOJHOMOYHIL
JesiaTh 3anpoc Ha ganabeiit OCSP-cepsep;

2) dopmMar u cosiepKaHue 3HAYEHHs HeoDsI3aTeIbHOIO KOMIIOHeHTa responseBytes (j10/1-
JKeH TPUCYTCTBOBATDH, TOJbLKO eCJIi KOMIIOHEHT responseStatus mpuHUMAaeT 3HAUYCHUE
successful) coorBercTByer Tuiy ResponseBytes (cm. m. 6.2.1 CTB 34.101.26):

— KommoHeHT responseType colepKuT 3HadeHne id-pkix-ocsp-basic (cM. npuroxke-

nue B CTB 34.101.26) tuna AlgorithmIdentifier (cm. CTB 34.101.19) u onpege-

JA4eT OCHOBHOI THUI OTBETA;
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KOMIIOHEHT response cojepxkuT 3Hadenue Tuna O0CTET STRING u oupejesdger oTBeT;

3) dopmar u cojuepKaHHe KOMIIOHEHTa IeSpOnse COOTBETCTBYET 3aKOIMPOBAHHOMY

10 OTJIMYUTE/ILHBIM I[IDABHIAM 3HAa4eHHIO THIa BasicOCSPResponse (cm. m. 6.2.1
CTB 34.101.26):

KoMnoHeHT tbsResponseData comepzkur 3Havenue tuna ResponseData u onpegend-
€T OTBETHI TI0 BCEM 3alpalliiBaeMbIM CepTH(UKATAM;

KOMIIOHeHT signatureAlgorithm comep:kuT 3Hadenue Tuna AlgorithmIdentifier
(em. CTB 34.101.19) u onpegensier uaentudukarop agropurma DI u cBsa3aHHbIE
¢ JAHHBIM aJTOPUTMOM IapaMeTphl;

KOMIIOHEHT signature cozmepKuT 3Hadenne tuna AlgorithmIdentifier (cwm.
CTB 34.101.19) u onpenensier DIIII, BorancaenHas oOT X3II-3HAYEHHST KOMIOHEHTA
tbsResponseData (kommonenT tbsResponseData JIOJIZKEH 6oith mpeasapuTesnb-
HO 3aKOJMPOBAH ¢ UCIOIH30BAHHEM OTJIHYUTEIbHBIX IPABUI KOIUDOBAHMUS);

HeOOs3aTe/IbHbI KOMIIOHEHT certs (IpW ero HAJIHYHH) COJACPYKHUT 3HAYCHHE THUIIA

Certificate (cm. CTB 34.101.19) u onpenessier menodky cepTuUKATOB, JEMOH-
CTPUPYIOIUX ACHCTBATEIHLHOCTh OTKPHITOro Kioda SIIIT;

4) dopmar u couepKaHue KOMIOHeHTa tbsResponseData cooTBercTBYET —THILY
ResponseData (cm. m. 6.2.1 CTB 34.101.26):

KOMIIOHEHT version cojep:kut 3uadenue () Tuma Version, COOTBETCTBYIOIIETO TH-
nmy INTEGER (cm. npuioxkenne b CTB 34.101.26), wan orcyrcrByer (npu 3aJaHum
SHAYEHHSI TI0 YMOJTYAHWIO);

KOMIIOHeHT responderID conep:kuT 3Hadenue Tuna ResponderID u omnpejessier
OCSP-cepBep ¢ ucnonb3oBanueM 3uavenus: Tuna Name (cm. CTB 34.101.19), koro-
poe HEeImoCpeICTBEHHO 3aJaeT uMs cepBepa, uian 3uadennd tuna OCTET STRING;
KOTOPOE SIBJISIETCST XOII-3HAYECHHEM OT KOJOBOTO MPEICTABICHUS (338 MCKIOYCHHEM
Tera u ;LJH/IHI)I) 3HadeHud Tuna SubjectPublicKeyInfo (,ZLJIH KOAUPOBAHUSA JTOJIZKHBI
WCTOJB30BAThCH OTJIUYUTEIbHBIE TIPABUJIA, a B KadecTBe aJITOPUTMAa XIMIUPOBAHU
JIOJIZKEH UCIOJIh30BAThCS AJITOPUTM, ONPEJIEIeHHBI B 3a1poce);

KoMrnoneHT producedAt cogepKuT 3HadeHne Tuma GeneralizedTime  (cwm.
CTB 34.101.19) u onpenensier Bpemsa coznanust orseta (cm. 5.5 CTH 34.101.26);

KOMIIOHEHT responses cojepKuT 3nadenue tuna SEQUENCE OF c¢ sineMenTamMu TUIla
SingleResponse u onpeJiessgeT CIHCOK OTBETOB IO BCEM IIPOBEPAEMBIM CepTUdUKa-
TaM;

Heobs3aTeJbHbIT KOMIIOHeHT responseExtensions (Upu ero Hajm4uu) COACPKUT
snadenne tuna Extensions (cm. CTB 34.101.19) u oupegensier HeobsA3aTeIIb-

Hble DPACIIUpeHust, KoTopbie MoryT obpabarbiBarbes OCSP-kiamentom (cm. m. 6.3
CTB 34.101.26).

5) dopmar u comeprKanme KazkI0ro 3JIeMeHTa KOMIIOHEHTa IeSPONses COOTBETCTBYET TUITY
SingleResponse (cm. m. 6.2.1 CTB 34.101.26):

KoMIoHeHT certID comepxxur 3nadenue Tuna CertID (cm. m. 6.1.1 CTB 34.101.26)
U omnpejieJisieT mpoBepsieMblii ceprudukar;

KOMIOHEHT certStatus coyep:kut 3Hauenue tuna CertStatus u onpenenser craryc
ceprudurara (cm. m. 5.3 CTB 34.101.26);

15
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koMronenT thisUpdate u HeoOsi3aTesbHBINA KOMIOHEHT nextUpdate (mpu ero Hasu-
qnu) cojepzkan 3nadenus tumna GeneralizedTime (em. CTB 34.101.19) u ompeens-
10T uHTepBaJ Jeiictus orsera (eM. 1. 5.5 CTh 34.101.26);

HeobA3aTeNbHBIT KOMIIOHEHT singleExtensions (Ipw ero HAJIMYHMHU) COMEPKUT 3HA-
vqenne tnma Extensions (cm. CTB 34.101.19) u ompenenser HeoOsi3aTebHBIE Dac-
IIUpeHns, KoTopble MOryT oOpabarbiBarbess OCSP-kameHTOM U KOTOpBIE COaep-

KAT JIONOJHATENBHYI0 WHGOPMANUIO O mpoBepsieMoM ceprudukare (cm. 1. 6.3
CTB 34.101.26);

6) dopmar u comep:kanne kommnonenTa certID coorsercTByer Ty CertID (cm. m. 6.1.1
CTB 34.101.26):

KoMroHeHT hashAlgorithm comep:kur 3Havenue Tuna AlgorithmIdentifier (cm.
CTB 34.101.19) u ompegenser uieHTHMDUKATOP AJTOPUTMA XIIMIUPOBAHUS, KOTO-
PBIl HUCIOJBb3YyeTcd JJid OlpeliejieHnd 3HaYeHuil KoMIoHeHToB issuerNameHash u
issuerKeyHash, u ¢Bga3aHHbIe ¢ JAHHBIM aJICOPUTMOM IapaMeTphl;

KoOMIIOHeHT issuerNameHash conmepxxkut 3nauenne tnna OCTET STRING m oupenesda-
er xsm-3Hadenne yuukaabuoro umenu svurenta (B8 CTH 34.101.19 nma smurenta
npejicTraB/isgercd 3Hadenuem Tuna Name, XamupyeTcd KoJ0Boe IIpe/IcTaBjeHue JaHHO-
IO 3HAYCHU, )i KOAUPOBAHHS JOJIZKHBI HCIIOIB30BATHCS OTJIHIHTEIbHbIE IPABIIA);

KoMIloHeHT issuerKeyHash conepzkur snadenue tuna OCTET STRING u omnpepesser
X3III-3HaYeHne OTKPBITOro Kitoda smuredTa (B CTB 34.101.19 oTKpBITHII KITHOY Tpe/-
cTaBpjdercd 3HadeHueM Tuia SubjectPublicKeyInfo, X3mupyercsa KojoBoe IMpej-
cTaBJIeHue 3HaUYeHnd KOMIIOHeHTa subjectPublicKey ranHoro tumna, 3a UCKJIOYCHU-
eM Tera W JIJINHBI);

KoMIIOHeHT serialNumber copep:kuT 3HadeHne tuna CertificateSeriallNumber
(em. CTB 34.101.19) u ompefenser cepuiinblii HoMep cepTuduKara, HHOOPMAIHSI
0 cTaTyce KOTOPOTO MPeaOCTABAIETCH;

7) dopmar u cojep:kaHHe KOMIIOHeHTa certStatus coorBercTByer Tuiy CertStatus,

KOTOPBIA SIBJISIETCA BBIOOPOM OJIHOTO W3 CJIEYIONMX KOMIOHEeHTOB (cM. 1. 5.3, 6.2.1
CTB 34.101.26):

KOMIOHEHT good cojep:KUT 3HadeHne Tuna NULL m o3HadaeT, 4TO cepTUdUKAT He
OTO3BaH;
KOMITOHEHT revoked coaepzknuT 3Hadenue tuna RevokedInfo m o3mavaet, 9To cepTu-

dukar ObLT OTO3BAH;

KOoMOOHeHT unknown cojiepzkuT 3navenue tumna UnknownInfo, cOOTBETCTBYIOETO TH-
ny NULL, u o3nagaer, yro OCSP-cepBepy HEUYero He U3BECTHO IIPO 3AIIPAIIABACMbIi
cepruduKar;

8) dopmar u comepKanne KOMIoHeHTa revoked (MpH ero HATMYIHA) COOTBETCTBYET THILY
RevokedInfo (cm. m. 6.2.1 CTH 34.101.26):

KOMITOHEHT revocationTime comep’knT 3Ha4deHune tTuna GeneralizedTime m onpene-
JIeT BpeMs, KOrja MpoBepseMblii cepTudukar OblI 0TO3BAH WM €ro JeficTBIEe ObLIO
BPEMEHHO IPUOCTAHOBJEHO;

HeoDsI3aTe/IbHBIE  KOMIIOHEHT revocationReason coJep:KUT 3HAUYEHHE THIIA
CRLReason (cm. CTB 34.101.19) u ompesensier yKa3blBaeT TPHIHHY OT3BIBA
ceprudukara.

01
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7 Bossparutn OLIUBKA.

IIpumegyanue — 3anaBaembie B Tecte CreateRespTest mapamerpbl BbI30Ba UCIBITHIBAEMOI IIPO-
rPaMMBbl B COBOKYITHOCTH JOJI?KHBI TTIOKPHIBATH HAMOO0I€€ TIOJTHBIH (PYHKITMOHA, TPEI0CTABIITEMBIT

HCTIBITHIBAEMON TTPOTrpaMMoit o (hbOPMUPOBAHUIO OTBETA.

6.2.4 IIponmeaypa pa3zbdopa orBera

BxomabiMu TaHHBIME, 33/aBa€MbIMHU MPU TECTUPOBAHUHU IPOIEyPbl pa3dopa OTBeTa, SB-
JIAIOTCS OTBETHI B BHJie OMHAPHDLIX (DailjioB, COJAEPKAIIUX 3aKOANPOBAHHBIC 3HAYCHHUS THIIOB
ACH.1, cocTaBasionux OTBET.

[Ipu TecTupoBanuu nponeaypbl pa3dbopa OTBETA BBIMOJHAIOTCH OA30BbIE TECTHI U TECTHI U3-
BECTHOT'O OTBeTA. Ba30BbIe TECTHI ABJALIOTCH 00A3aTEbHBIME. 1eCThl UM3BECTHOIO OTBETA SABJIS-
I0TCS JIOTOJTHUTE/IHHBIMU U TPEIHA3HAYEHBI /15 pa300pa OTBETOB CO CTATYCOM cepTuduKaTa 0T-
KPBITOTO KJIFOYA, aJTOPUTMOB MOANUCH U TPaHCHIOpTa Kioda, onpeferenabix B CTH 34.101.45.

J11g 6a30BBIX TECTOB OTBETHI MPEIOCTABILIOTCA COBMECTHO C MCIIBITHIBAEMOMN TTPOrpaMMOii
win bOPMHUPYIOTCsT SKCIIePTOM (IIPH HAJHYUE HEOOXOAMMOTO IIPOrpaMMHOTo obecriedenst). [Te-
peJl TeCTUPOBAHUEM HPOIE/Ly Pbl pa3dopa 0TBETa SKCIEPT MPOBOIUT BU3YATLHOE CPABHEHHE TEK-
CTOBOTO TpesicTaBeHnst oTBera ¢ popmarom, onpemeneaaom B CTH 34.101.26. /g namenenns
OTBETOB, KOTOPOE BBLITIOJIHACTCS B HEKOTOPBIX 0a30BBIX TECTAX, MOI'YT UCIOJIb30BATHCA ITPOIPAM-
Mbl, OlHcaHHble B npuiozkenun [[.2]

JI1g TeCTOB M3BECTHOT'O OTBETA B KAYECTBE BXOJHBIX JIAHHBIX UCIOJIbL3YIOTCS OTBETHI, OlIpe-
nenennbie B npunoxkennt [/1| (3akoguposanabie ACH.1-dailabl ¢ TaHHBIME OTBETAMH SIBJISTIOTCSI
HEOTHhEMJIEMON TaCThI0 HACTOMAIIENR MGTO,ZLI/IKI/I).

BazoBrle TecThl. B X0/ TecTupoBanusg nporeaypbl pazdopa OTBeTa BBITOJIHIIOTCH Clie-
JIyione 0a30BbIe TECTHI.

Tect ValidRespTest

1 3agaTh KOPPEKTHBIH OTBET CO CTATYCOM CepTH]QHUKATA.

2 CpeacTBaMu UCIBITHIBAEMOR TPOTPAMMBbI BBIIIOJIHUTEL Pa3bop OTBETA.

3 Ilosroputh maru 1 — 2 He MeHee 9 pa3, 33/1aBad Pa3JuIHBIE KOPPEKTHBIE OTBETHI CO
CTATyCOM CepTHphUKATA.

4 Bosppaturs YCIEX, ec/ix Ha mare 2 0TBET yCHeIIHO 06paboTaH U TpU3HAH KOPPEKTHBIM.
5 Bossparuth OULIUBKA.

IIpumevanne — 3agaBaembie B Tecte ValidRespTest orBers! 1012KHBI MOKPBIBATE HaubOIEE MTOJ-
HbII (DYHKIIMOHAJ, TIPEJIOCTABISEMBIN HCIIBITHIBAEMON TPOrpamMMoii 1o pa3bopy OTBETOB CO CTATY-
COM CepTH(UKATA.

Tect InvalidRespTest

1 M3MeHHTH OTBET CO CTATYCOM CcepTudUKaTa TaKUM 00pa3oM, 94T00bI OTBET CTaJ HEKOP-
PEKTHBIM.

2 CpeacrBaMu UCHBITHIBAEMOI TPOTPAMMBI BHITIOJIHATH Pa300p M3MEHEHHOTO OTBETA.

3 Tlosropurs maru 1 — 2 me menee 9 paz, 3ajaBas pa3/jndHbie U3MEHEHHBIE OTBETHI CO
CTATYyCOM CEPTH(PUKATA.

4 Bossparurs YCIEX, ecsim Ha 1m1are 2 oTBeT OTKJIOHEH W BO3BpAIlEHa ONUOKA, COOTBET-
CTBYIOIIAs BHECEHHBIM U3MEHEHUSIM.
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5 Bossparutn OLIUBKA.

IIpumeaanne 1 — M3Mmenenne oTBeTa MOYXKET COCTOATDL, HAIPUMeD, B U3MeHEeHNN 3HAYEHNI KOMIIO-

HeHTa signature.

IIpumeganne 2 — 3amaBaembie B Tecte InvalidRespTest oTBeThl HOIKHBI TIOKPHIBATH HanboJIEE

OOJTHBIN (DYHKIIMOHAJ, TPEAOCTABIAEMbIH UCIBITHIBAEMON MPOTpaMMOil 1m0 pa3bopy OTBETOB CO

craTrycoMm cepTuduKaTa.

TecThl M3BECTHOTO OTBEeTa. B X0/e TecTupoBaHus MPOIEAyPhl pa3dopa OTBETa BHITOJI-
HAIOTCA CJICIYIONNE TECTHI U3BECTHOTO OTBETA.

Tect VRespTestl

1 3amath B KagecTBe oTBeTa o crarycom ceprudukara daitr « VRespTestl.ders.

2 CpejacTBaMu HCHBITHIBAEMOI TPOTPAMMBI BBITIOJIHUTE TPOTEYPY pa3dopa oTBeTa.
3 Bosepatruts YCIEX, ecjin OTBET ycIenuo oopadoTaH.

4 BosepatuTrh OWABKA.

TIpnmeuanne — Ileanr Tecta VRespTestl — mposepka crnocobmocTrn peanmsainn obpadaThiBaTh

KOPPEKTHBIC 3HAYCHUA KOMIIOHCHT B OTBETE.

Tect VRespTest2

1 3amarth B KagecTBe oTBeTa o crarycom ceprudukara daitn « VRespTest2.ders.

2 CpeacTBaMu HCHBITHIBAEMOI TPOTPAMMBI BBITIOJIHATE TIPOTEYPY pa3dopa oTBeTa.
3 Bosepatuts YCIEX, ecjin OTBET yCIeNHO 0OpadoTaH.

4 Bosepatuth OWABKA.

TIpnmeuanne — Ileanr Tecta VRespTest2 — mposepka crnocobmocTrn peanmsainnn obpadaThiBaTh
KOPPEKTHBIE 3HAYEHWsT KOMIIOHEHT B OTBETE, COJAEp KAIeM WHMOPMAINIO O CTaTyCe JBYX CEPTH-
buKaTOB.

Tect VRespTest3

1 3amarh B KagecTBe oTBeTa o crarycom ceprudukara daitn « VRespTest3.ders.

2 CpeacTBaMu HCHBITHIBAEMOI TPOTPAMMBI BBITIOJIHUTE TPOIEYPY pa3dopa oTBeTa.
3 Boseparurs YCIEX, ecjin OTBET ycIenno oopadoTaH.

4 Bosepatuth OWABKA.

TIpnmeuanne — Ilean Tecta VRespTest3 — mposepka crnocobmocTrn peanmsainn oOpadaThIBaTh
KOPPEKTHBIE 3HAYEHWST KOMITOHEHT B OTBeTe, cojepKaineM nHOpMaInio 00 0TO3BAHHOM CEPTH-
dukare.

Tect IStatusRespTest4

1 3amarb B KagecTBe oTBeTa O crarycom ceprudpukara daita «IStatusRespTest4d.ders.
2 CpeacTBaMu HCHBITHIBAEMOI TPOTPAMMBI BBITIOJIHUTE TPOTE Y Py pa3dopa oTBeTa.

3 Bossparuts YCIEX, eciim OTBET OTKJIOHEH.

4 BosepatuTrh OWABKA.
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IIpumeuanne — Ilens recra IStatusRespTestd — nposepka cuocobnocru peasinsaumu 0dpadbarbl-
BaThb HEKOPPEKTHBbIC 3HAYCHUS KOMIIOHEHTa responseStatus Co craTycoM OTBeTa.

Tect ISignRespTest5

1 3amath B KagecTBe oTBeTa co crarycom ceprudpukara daitn «ISignRespTestd.ders.
2 CpejacTBaMu HCHBITHIBAEMOI TPOTPAMMBI BBITIOJIHUTE TPOIEYPY pa3dopa oTBeTa.
3 Bossparuts YCIEX, eciin oTBET OTKJIOHEH.

4 Bosepaturh OWABKA.

ITpumeganne — OTBeT comep:KuUT HeKOppekTHoe 3uadenne nmoanucy. Lens Tecra [SignRespTesth —
MTPOBEPKa, CTTOCOOHOCTH PEATNZAINY BHISBIATH HEKOPPEKTHBIE TTOANMUCH B OTBETAX.

Tect ITypeRespTest6

1 3amats B kagecTBe orBeTa co crarycom ceprudpukara daitn «ITypeRespTest6.ders.
2 CpeacTBaMu HCHBITHIBAEMOI TPOTPAMMBI BBITIOJIHUTE TIPOTEYPY pa3bopa oTBeTa.
3 Bossparuts YCIEX, eciin OTBET OTKJIOHEH.

4 Bosepatuth OWABKA.

ITpumeaanne — Henn Tecra ITypeRespTest6 — mposepka criocobHOCTH peasm3arnu 06padbaThiBATH
HEKOPPEKTHBIC 3HAYCHUA KOMIIOHEHTA responseType.

Tect ISignAlgIDRespTest7

1 Bagatpb B KadecTBe 3ampoca Ha IPOBEPKY cTaryca ceptudukara  daiia
«ISignAlgIDRespTest7.der».

2 CpeacTBaMu HCIBITHIBAEMO TPOTPAMMBbI BBIIIOJTHUTE HIPOIEAYPY pa3dbopa 3ampoca.

3 Bosspatnth YCIEX, ecan 3ampoc OTKJIOHEH.

4 Bossparuth OlIMBKA.

IIpumeganne — 3ampoc cOAEPKUT HEKOPPEKTHOE 3HAUEHIE UICHTU(DUKATOPA AJITOPUTMA, [TOTTUCH.
ens Tecta [Sign AlglDRespTest7 — mpoBepka ciocOGHOCTH peaTn3ariiy BhISBIATh HEKOPPEKTHEIE
BHAYEHUS WICHTUMUKATOPA aJTOPUTMA TO/IINCH.

6.3 AHajau3 UCXOOHBIX TEKCTOB

6.3.1 KoppeKTHOCTh HCHOJIb30BAHUSA KPHUITOrpaduIecCKnuX ajJropuTMoB

B nponenypax, peanusyembix OCSP-kimumenTom u OCSP-cepBepoM, UCHOIB3YIOTCA aJIo-
PUTMBI X3MHUPOBAHUSA U AJTOPUTMBI JIEKTPOHHON UG POBOI MOJIIIUCH.

Vcnonb3oBanue pyHKIHN, peaJu3yomuX KpUnTorpadudecKuil aJJfOpuTM, J0JI2KHO BBIIIOJI-
HaTbcsa B coorBercrBun ¢ CTB 34.101.26, THIIA ma xpunrorpadudeckuit aaropurM # J10-
KyMEeHTaIliell Ha UCHBITBIBAEMYIO Nporpammy. g Kazkioro BbI30Ba B Iporpamme (OyHKIHIM,
peau3yIoNX KpUITOrpadudecKnii aaropuT™, SKCIEPT BHIIOJIHAET CJIeLYIONUe ITPOBEPKU:

1 Tunsl u 3HavYeHus MapamMeTpoB, (PAKTHIECKH IEpPeJaHHbIX B (DYHKIIHIO, COOTBETCTBY-
10T TUIAM U JIOIYCTUMbIM 3HAYEHUSIM HapaMeTpoB (DYHKIHH (C yIeTOM CTAHJAAPTHBIX MPABUI
peoOpPa30BaHUsI TUIIOB A3BIKA MPOrPAMMUPOBAHUS ).

2 Ecnu ¢yuknus Bo3BpariaeT 3Ha4eHHe, TO IPOBOIUTCI aHAJIN3 KOPPEKTHOCTH HCIIOJIB30-
BaHUs BO3BPAIAEMOr0o 3HAYEHUs, HAIIPUMED, KOPPEKTHOCTh HCIIOJIB30BaHUSA B Oll€paToOpe IIPH-
CBaUBAaHUA, JOINYCTUMOCTh HTHOPUPOBAHUA BO3BPANIAEMOT0O 3HAYCHU U T.II.
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3 Eciun BbI30B QYHKIIMU MOXKET IIPUBECTH K BOZHUKHOBEHHIO MCKJIIOYUTEIbHOW CUTYAIUN
WK OMMUOKH, ITPOBEPSIETCS HAJMUINE U KOPPEKTHOCTH 00pabOTKU MCKJIIOYUTEJIbHONW CUTYyaIMH.

4 FEcan 510 u nocjie Bbi3oBa QYHKIMHU JIOJIXKHBI BBIIOJHATHCS OIIPe/Ie/IeHHbIe AeHCTBHST, TO
HPOBEPSIETCsl HAJINYHME ¥ KOPPEKTHOCTH BBHINOJIHEHUsT TPeOyeMbiX JIefICTBUIA.

5 Ecaun dyakinus uctosib3yer riodajabHble IepeMeHHbIe, TO HPOBEPSAeTCs HAJMINe HUIA-
JU32LUU JAHHBbIX IIePEMEHHbIX.

IIpumeuanue — Iox dyaKIMEdl NOHMMAETCH YACTh TPOTPAMMbBI, KOTOPAs BBIIOIHIET CIeruduie-

CKYe JIefICTBUS U OIUCHIBAETCS TUIIOM BO3BPAIIAEMOI'0 3HAYEHU, UMEHEM (DYHKIHK, (POPMAJIbHBI-

MU mapameTrpaMu. BoimonHenre (GYHKIUE OCYTIECTBASIETCS MOCPEICTBOM BBI30BA U3 MPOTPAMMBI

win apyro#t dpyeknuu. JaHHOMY TEPMUHY B st3bIKaX MPOTPAMMUPOBAHUS COOTBETCTBYIOT TaKUe

DOHATHUS KaK «PYHKIMIY, IPOIEeaypar, «MeTOI» U T.II.

6.3.2 KoppeKTHOCTh ynpaBJIEeHIUd CEKPETHBIMU JTAHHBIMUI

CexperHble JaHHBIE — 3TO KJIOYH, MapaMeTPhl W JAPyTrHe JaHHbIE KPUITOrPahUIecKuX
AJITOPUTMOB, 3HAYEHHSI KOTOPHIX B COOTBETCTBUN CO CTAHIAPTOM min nokyMenTanueit Ha CK3U
JOJIZKHDBI 6bITb 3alllUIIEeHbl OT PACKPBITUA, T.€. JOJIZKHbBI XPaHUTLCA B CEKpeTe.

B nporneaype dopmupoBanus 3anpoca/orBera st HOANNCH JAHHBIX HCIOIB3YIOTCS CJIeTy-
IoIue CeKpeTHbIe JaHHbIC:

— JIMYHBIA KJIIOY ITOJITICH,

— OJHOPAa30BBIA KJIIOY ITOJNINCH.

DKCIePT MPOBEPSIET, YTO CEKPETHBIE IAHHBIE HCIOJIb3YIOTCSA B CTPOIOM COOTBETCTBHH €
KpunTorpadudecKkuM ajJropurmom. /Ipyrue onepamun ¢ CeKPeTHBIME JIAHHBIME HE JIOIYyCKAIOT-
c4.

SKCHepT IIpoBepdeT, YTO BCE€ KOIINNU CEKPETHLIX JaHHBIX B OTKPBITOM BUAE YHHUYITOXKAIOTCA
HpU 3aBepIieHnn paboThl ¢ HUMU, MPU ITOM:

— 3HaYeHHe CeKPEeTHBIX JIaHHBIX, pas3MelleHHOe B 00/1aCTH NMaMsTH TJIOOAJHHON MepeMeH-
HOH, YHUYTOZXKaeTCd IIepes KazKAbIM BbIXOJIOM U3 IPOrPaMMOBL;

— 3Ha4YeHHe CEKPETHBIX JaHHbIX, pa3MEIleHHOE B O6JIaCTI/I naMsaTH JOKAJbHO HepeMeHHOﬁ
GYHKINN, YHUYTOXKAETCH Tepe]] KazK/IbIM BBIXOI0OM M3 JaHHON (DyHKIIHN;

— 3Ha4YeHHe CEKPETHBIX JaHHBIX, pasMEIICHHOE B ,ZLI/IH&MI/I‘IGCKOﬁ nmaMATH, YHUYITOXKAETCA
nepeJ KayKIbIM OCBOOOYKIEHUEM JIMHAMUYECKONW MaMsITH.

HpI/IMeLIaHI/Ie - HO,ZL YHUYTOXKEHUEM TTOHNMACTCA TaKO€ M3MEHECHUE JAHHBIX, XPAHAIINXCA B JIEK-

TPOHHBIX yCTpOﬁCTBaX (OHepaTI/IBHaH IaMATh, IIaMATH Ha MAalrHUTHBIX HOCUTEJ/IAX 1 ,ZLp), KOTOpOEe

OpegoTBpalllaeT UX IMOCJaeayoniee BOCCTAHOBICHUE. I‘IaHpI/IMep7 YHUYTOXKECHUE MOXKET COCTOATH B

zamucy B 00JIACTH TAMITH, 3aHUMAEMO 3HAYEHUAMN CEKPETHBIX TAHHBIX, (DUKCHPOBAHHBIX WJIH

CIyYIANHO BBIOPAHHDBIX 3HAYEHUI.

6.3.3 KoppekTHOCTb npoiieaypbl (POpMUPOBAHUS 3aIPOCA

[Ipu ana/m3e KOPPEKTHOCTH PeAJTU3AIMHE MPONEIypPhl (hOPMHUPOBAHHS 3AIIPOCA HCXOHDbIE
TEKCTBI IPOI'PAMMBI OIEHUBAIOTCS YaCTUYHO, 110 BEIOOPY IKcIepTa. KoppeKTHOCTD peatu3ainuu
HpOIEyphl O3HA4YaeT, 9TO peaju3anud pynknuonaabuo coorserctpyer CTH 34.101.26 u 4dTo
peau3alns He COJAEPKUT OMIUOOK U YA3BUMOCTEI.

DKCIIEePT JIOJIZKEH IIPOBEPUTH 10 KpaliHell Mepe CJIeIYIONIHe aceKThl peau3aluu Ipore-
JIypbl (POPMHUPOBAHUS 3aIPOCA;

1 Jlna dpopmupoBanus 3HadeHus KommnonenTa certlD 1o/KeH MCIoIb30BaThCA aJrOPUTM
X3IMUPOBaHUs, KOTOPHI onpenenen B peicrBytomem THIIA, uckmrouas CTB 1176.1.

2 Ecam 3ampoc moamuceBaeTcd, TO:
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—  peaJju3als JIOJKHA UCIOJIb30BATh Jjist nojamucu Juauabiii kiaoa OCSP-k/inenra,
3alpalinBaonero HHPOPMAIUIO O CTaTyce cepTuduKaTa;

—  peajm3als J0JKHA BKJIYATh B 3alPOC UIACHTH(MHKATOP KPUITOrPapUIECKOrO
AJITOPUTMA, KOTOPBIA MCIOJIB3YeTCS [JIs MOMIMCH 3alpPOCa,;

—  peajm3als J0JKHA BKJIIOYATH B 3aIIPOC HHMOPMAIUIO, KOTOPas OLPEIeadeT H0JI-
T'OBpEMEHHbIC LIapaMe€TPbl aJITOPUTMOB, UCIIOJIb3YEMbIX [IJId ITOJAIIKUCH 3allpocCa.

6.3.4 KoppekTHOCTb mporieaypbl (pOpMUPOBAHUS 3aIPOCa

[Ipu aHau3e KOPPEKTHOCTH PEAJH3AIUN IIPOLEAYPhl pa3dopa 3alpoca UCXOIHBIE TEKCThI
HPOTIPAMMBbI OIEHUBAIOTCS TAaCTHIHO, IO BBIOOPY IKcIepTa. KOPPEKTHOCTD peau3allui Ipole-
JIypBI O3HAYAET, 4TO peaau3anus dpyHKInoHaIbHo cooTBeTcTByeT C'Th 34.101.26 1 uTO peasiu-
3alds He COMEPXKHUT OMUOOK U ySI3BUMOCTEIH.

DKCIEePT JOJIZKEH ITPOBEPUTH 10 KpaliHeil Mepe CJIeAYIONIHe acIeKThl peaTnu3aluu IIpole-
Jypbl pazbopa 3ampoca:

1 Jlna dopmupoBanus 3nadeHuss KoMoHeHTa certlD mcmomb3oBaIbesa aJropuTM X3MHUpPO-
BaHUsI, KOTOpHI onpenenen B peicreytomeM THITA, uckmouas CTB 1176.1;

2 Ecam 3ampoc moamuceBaeTcd, TO:

—  peaju3alus J0JKHA MpoBepsTh, uro DI 3ampoca meiicTBuTebHA;
—  peanu3salus J0zKHA TpoBepsaTh I 3ampoca agaropuTMoM ¢ HIeHTUDHKATOPOM,

BKJIIOYEHHBIM B 3aIpOC;

—  peanu3zanus JoKHA TpoBepaTh DI 3ampoca aaropuTMom ¢ 10JrOBpeMeHHBIMA
napamMeTpaMu, HHPOPMAIIIS 0 KOTOPBIX BKJIIOYEHA B 3aIpoC.

6.3.5 KoppekTHOCTb mporieaypbl (pOpMUPOBAHUS 3aIPOCa

[Ipu anajim3e KOPPEKTHOCTH PEAJH3ANUH HPOHEIypbl (DOPMUPOBAHUS OTBETA HCXOHDLIE
TEKCTBI IPOI'PAMMBI OIEHUBAIOTCS YACTUYHO, 110 BRIOOPY 9KcIepTa. KOppeKTHOCTh peatu3aiuu
HpOIEeIyphl OTBEYAET, 4TO peasm3anud pyHknuonaabuo coorsercrsyer CTH 34.101.26 u uro
peau3alns He COACPKUT OIMUOOK U YSI3BHMOCTEIX.

DKCIEePT JIOJIZKEH ITPOBEPUTH 10 KpaliHell Mepe CJIeAYIONIHe acIeKThl peaTu3alidd IIpole-
Jypbl (pOpMUPOBAHUS OTBETA:

1 Peammzamuma moiKHa MOANWCHIBATHL OTBET Ha JHUYHOM KJIOYe CTOPOHBI, KOTOpas s
sroro ynomaomodena (cm. 1. 5.3 CTB 34.101.26).

2 Peaynuszanus J0J2KHa BKJIIOYATh B 3alpOC UAECHTH(MUKATOP KPUITOrPpapHIECKOr0 aaro-
PUTMa, KOTOPBIH HCIOIB3YeTCs IS TOIIMUCH 3aIlpoca.

3 Peaymzanus J0JKHA BKJIIOYATH B 3aIpoc HHMOPMAIUIO, KOTOpas OIIPeIesseT J0JIr0-
BpeMeHHBbIe TTapaMeTPhl aJITOPUTMOB, HCIIOJIb3yeMble JIJIST TIOJIMICH 3aITpoca.

6.3.6 KoppekTHOCTh TIpOIeayphbl (DOPMUPOBAHNS 3aMTPOCA

[Ipu anaju3e KOPPEKTHOCTU peaJU3allMH IIPOIEJAypbl pa3dopa OTBETa HCXOJHBIE TEKCThI
HPOI'PAMMBbI OIEHUBAIOTCS IaCTHYHO, 110 BBIOOPY 3KcIepTa. KOPPEeKTHOCTD peaiu3allii Ipore-
JIypbl O3HAYaeT, 4TO peajusanusd GpyHKImonaabHo coorercrsyer C'Th 34.101.26 u yTo peasiu-
3alds He COJIEPZXKHUT OMUOOK U yA3BUMOCTEH.

DKCIEePT JIOJZKEH IPOBEPUTH 10 KpaiiHell Mepe CJIeIYIONHe acIeKThl peau3aluu IIpole-
JIypbl pa3bopa oTBeTa:

1 Peanuzamusa qomkua mpoeparh DI orBeTa Ha OTKPBHITOM KJII0Y€e CTOPOHBI, MO/IITUCAB-
1Iei OTBeT.
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2 Peasmsanus joszkaa npopeparb I1IT orBera aaropurmom ¢ uaeHTHMHKATOPOM, BKIIO-
YEHHbIM B OTBET.

3 Peanuzanus goszxua mposepsth I orBera ajiropurMom ¢ J10TrOBpEMEHHBIME TTAPa-
MeTpaMu, nH(pOpMalusd 0 KOTOPbIX BKJIIOYEHA B OTBET.

6.3.7 KoppeKTHOCTh 0OPabOTKM HMCKJIIOYUTEIbHBIX CATYyaInii

[lon nckI04NTEIBHON CHTYyalell HOHUMAeTCsl OIHNO0YHAs CUTYAIUs, BO3HUKAIOMIAs [IPH
BBIIIOJIHEHUH [IPOIPAMMBI U Tpebyiolasl cleliaJbHol 00paboTKu. JJaHHOMY TePMUHY B S3bIKAX
IIPOrpaMMHUPOBAHUS COOTBETCTBYET TaKUe MOHATHS KaK <OMIMOKa», «<UCK/IIOYEHHe» U T.II.

DKCIepT IpoBepsdeT KOPPEKTHOCTh 0OPAOOTKH UCKIIOYHTENBHBIX CHTYAINH IPH BBIIOJIHE-
HHHJ [IPOBEPOK, MPOBOJAUMBIX B 1. [6.3.1] - [6.3.6]

J1s aHaIM3a KOPPEKTHOCTH OOPAabOTKU MCK/IIOYHTENIBHBIX CHTYAIUH 9KCIEPT IPOBEPSIET,
470!

1 Ilocre KaxKa0ro BbI30Ba (bYHKINH, BLINOTHEHHE KOTOPOil MOXKET IPUBOAUTH K BO3HUK-
HOBEHUIO HCKJIIOYUTEIbHOM CHTYAIUH, HMEIOTCs [IPOBEPKA Ha CIydail BOSHUKHOBEHHS MCKJIIO-
YUTESbHON CUTYAIUN U COOTBETCTBYIOMIAs 06pab0TKa UCKIIOYUTEIbHON CUTYAIIUH.

2 Ilpu mposepke u 06pabOTKe UCKIIOYUTESBHON CHTYAIMH YYTEHBI BCE BO3MOMKHBIE BHIbI
HCKJIIOYUTE/IbHBIX CHTYAINH, BOSHIKHOBEHHE KOTOPBIX BO3MOYKHO COIVIACHO JOKYMEHTAIMN HA
BBI3bIBaEMYI0 (DYHKIHIO.

3 UckmodnTenbHble CATYAInE 00pabaThIBAIOTCS aIeKBATHO (BO3BPAIIAIOTCS BEPHBIE KOIbI
omuboK u coo0IIeHust 06 OmubKax u T.II.).

6.3.8 OrtcyTcTBue HEAOKYMEHTUPOBAHHBIX BO3MOXKHOCTEM

SKCHGPT olnpegesideT OTCYTCTBUE HEJOKYMEHTHPOBAHHBIX BO3MOZKHOCTEN 10 pe3yJjbTaTaM

IIPOBEPOK, BBHINIOJHEHHBIX B 1. [6.3.1] - [6.3.7]
Ob6HapyzkKeHHBIEe HeJOKYMEHTHPOBAHHBIC BOZMOXKHOCTH OTPazKaloTCs B IPOTOKOJIE aHAIN3A

HCXOAHBIX TE€KCTOB MJIM B IIPDUJI02KEHHUHU K HEMY.
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IIpunoxxenne A
dopmMa IIPOTOKOJIA aHAJJIN3a JOKYMEHTAITNN

k3. {Ilone 1}

ITporokoa Ne {Ilone 2} or {Ilose 3}
Pe3yabpTATOB aHAAN3a AOKYMEHTANUN
nporpammbl {ITose 4}, peanusyonieil OHIAKHOBBINH TPOTOKOJ TIPOBEPKH CTATYCA
ceprucurara corytacaio CTH 34.101.26-2012

1. JlokymeHTbI:

’ Ne | HasBanue jgoKyMeHTa ‘ Homep
1 | {TTose 5} {TTose 6}
2 | {Tloaue 7} {ITose 8}
3 | {Ilose 9} {Ilone 10}
4 | {TTose 11} {ITosne 12}

2. Ilpu anajuze jJJOKyMeHTaluK ObLJIM BBIIIOJHEHbI CJIe/IyIONne TPOBEPKHU:

’ Ne | HazBanme mpoBepK# ‘ OtrmeTKa O BBIIOJTHEHUH
1 | TIposepka mokymenrta «Cnemuduranms» {TTose 13}
2 | IIposepka mokymenTa «TekcT mporpaMmbi» {TTose 13}
3 | I[Iposepka mokymenTa «Ommcanue IporpaMMbl» {ITose 13}
4 | TIposepka mokymenta «Pykosogcrso mporpammn- | {ITore 13}
cTa»

3. 3akJTiovueHne Mo pe3yIbTaTaM aHaan3a JoKymentanuu: gokymentanus {Ilome 6}, {Ilo-
ae 8}, {Ilose 10}, {[Tose 12} coorsercrByer (He cooTBercTBYET) HPOrpaMme 00bEKTA
MCUBITAHUA B 4aCTH Peajin3allid OHJIAHHOBOIO LIPOTOKOJIA IPOBEPKH craryca ceprudu-
kara coriacio CTB 34.101.26-2012.

DKCIepT, {Ilone 15} {Ilome 16}
{IToste 14}

B mosie 1 ykaspiBaeTcs HOMeD 9K3eMILTAPA MPOTOKOJIA.

B moste 2 ykaswsiBaeTcss HOMep, OJHO3HAYHO HIEHTHUMUIIUPYIONTII TPOTOKO.

B nosne 3 yka3blBaeTcs JaTa COCTaBJIEHUS IIPOTOKOJIA.

B mone 4 yka3piBaeTcd Ha3BaHWe OObeKTa UCHBITAHWNA B COOTBETCTBUU C MpEJICTABIEHHON
K WCIBITAHUAM JTOKYyMEHTAIIeN.

B monsax 5 n 6 yka3bpBalOTCA COOTBETCTBEHHO MOJTHOE Ha3BaHUe JTOKyMeHTa «(Cnermumdunka-
IHsI> U €ro WIeHTUDUKATMOHHBIN / TeUMaTbHbIH HOMED.

B nmonax 7 u 8 yka3pIBalOTCd COOTBETCTBEHHO IIOJIHOE Ha3BaHHUe JIOKyMeHTa <« lekcT mpo-
IPAMMBI» M €ro WIeHTU)UKAIMOHHbI / IeMUMAaTbHBI HOMED.
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B nossix 9 u 10 yka3siBaloTCsi COOTBETCTBEHHO TI0/IHOE Ha3BaHue jokymenta «Onucanue
IPOIPAMMBI» U €10 UJACHTH(MUKAIMOHHBI / IeIIMMAJIbHBI HOMED.

B nosisix 11 u 12 yka3zbiBaroTcsi COOTBETCTBEHHO HOJIHOE Ha3BaHue JOKYyMeHTa « PykKoBoicTBO
IPOIPAMMHECTAY W €r0 UACHTU(DHKAIMOHHDI / TeIUMAILHBIT HOMED.

B nouie 13 yka3zbiBaeTcs pe3yJibTaT BbIIIOJHEHUS TPOBEPKU: «IOJIOKUTEJIbHOY — PE3YJIbTAT
HPOBEPKH TOJIOKUTEJIbHbIN, «OTPUIATEIHHO> — Pe3y/bTraT IIPOBEpPKU oTpuiiare/ibubiii. 1locie
3aBEPIICHUS AHAJIN3A JJOKYMEHTAIUM U 3AII0JIHeHUs TabJIMIbl JIeJIaeTCs BBIBOJ O COOTBETCTBUH
(He COOTBETCTBHN) JIOKYMEHTAINE HPOIPaMMe 06beKTa UCIIBITAHUI B 9aCTH PeaH3aluu OHIali-
HOBOT'O IIPOTOKOJIa TPOBepKu craryca ceprudukara corsacao CTH 34.101.26. Berso o cooTBet-
CTBUU JI€JIAETC TOJILKO TOIVIA, KOIJIA PEe3YJIbTAThl BCEX IPOBEPOK ABJLIOTCSH IOJOKUTE/IbHBIMU.

B nmonsix 14 u 16 yka3zsiBatorcst coorBeTcTBeHHO j1okHOoCcTh 1 P. M. O. skcnepra.

B nosie 15 craButcd cobCTBEHHOpPYUYHAs MOJAIUCH IKCIEPTA.

Nudopmarusg 06 obHapyKeHHBIX HECOOTBETCTBUAX HPUBOJAUTCH B IIPOTOKOJE WU MPHJIO-
JKEHUU K HPOTOKOJIY B HPOU3BOJIBHON (dopMme.
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IIpunoxxenne b
®opma MpPOTOKOJIa TECTUPOBAHULA

k3. {Ilone 1}

ITporokoa Ne {Ilone 2} or {Ilose 3}
Pe3yJIbTATOB TECTUPOBAHNS

nporpammbl {ITose 4}, peanusyonieil OHIAKHOBBINH TPOTOKOJ TIPOBEPKH CTATYCA
ceprucurara corytacaio CTH 34.101.26-2012

1. @aiiibl MCXOJHBIX TEKCTOB HPOI'PAMM:

’ Ne ‘ Umsa daitia ‘ X3II-3HavUeHHe
1 | {ITose 5} {TTose 6}
2 | {lToxe 5} {ITose 6}

Xsmr-3navenns st Gaiiios Beraucaens cornacuo {Iloae 7}.

2. B xojie TectupoBanusi 00beKTa UCIIBITAHUN ObLJIM BBIIIOJHEHbBI CJIE/YIONINE TeCThI:

’ Ne ‘ Haszpanue Tecta ‘ OTMeTKa O BBIOJHEHUH
1 | CreateReqTest {TTose 8}
ValidReqTest {TIone 8}
3 | InvalidReqTest {Ilone 8}

3. Bakiiouenne Mo pesyJabraTaM TecTupoBanus: mporpamma {Ilose 4} coorBercTByeT (HE
cooTBeTcTBYeT) TpeGoBanusaM, ycranoaeHubiM B CTB 34.101.26-2012.

Dkcmepr, {ITone 10} {TToze 11}
{TToste 9}

B nosie 1 yka3zbiBaercss HOMEpP 3K3eMILIsipa POTOKOJIA.
B noJie 2 ykaspiBaercsi HoMep, OJHO3HAYHO UACHTUMUIUPYIONIUNA TPOTOKOJI.
B noJsie 3 yka3zbiBaercs Jara COCTaBJIEHUs IIPOTOKOJIA.

B nouse 4 YKa3blBaeTCd Ha3BaHUEC 00'beKTa MCIBLITAHUN B COOTBETCTBUH C Hpe,ZLCTaBJIGHHOI'?I

K UCUBITAHUAM JIOKYMEHTAIUE.

B noJjie 5 yka3blBaloTCd MMEHA UCXO/IHBIX (hallJIOB IPOrpaMM O0'beKTa UCIbITAHUN.
B noJsie 6 ykasbiBaercsd 3nadenune (DyHKIUKU XIMUPOBAHU JIJIsl TECTUPYEMbIX (DailjioB, Bbl-

YUCJEHHOE B COOTBETCTBHH CO CTAaHIAPTOM, YKa3aHHBIM B moJje 7. Paspemraercs ucnonb308aTh
dyukun x3muposanus, oupegenaennabie B CTH 34.101.31 wan CTH 34.101.77.

B nosie 8 yka3biBaeTcs pe3yJibTaT BbIIOJHEHUS TECTA: «IIOJIOKUTE/JIbHO» — TECT 3aBepIIeH

YCIIEIIHO, «OTPUIATEbHO» — TECT 3aBepIleH ¢ OIMUOKO; «He IIPOBOJAMJICH» — TECT He IIPOBO-

ANJICHA, TaK KaK IIPOrpaMMa HE IIOJJACP2KUBACT aJIFOPUTM HJIM PDE2KHUM, OHpe,ZLe.HeHHbHU/I B TeCTe.
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[locute 3aBepiieHns TECTUPOBAHUS U 3aII0JIHEHNS TAOIUIBI JI€J1A€TCS BBIBOJ, O COOTBETCTBUN
(He coorBercTBUE) MpoOrpaMMHOil peasm3anuu oobekta ucnbtanniit CTH 34.101.26. Beisog o
COOTBETCTBHHU JIEJIAETCS TOJIBKO TOIJIA, KOIJIa BCE IPOBOJIMMbBIE TECTHI BBIIIOJIHEHBI YCIENTHO.

B nonsix 9, 11 ykaseiBaiorcst cOOTBeTCTBeHHO H0/KHOCTE U P. V. O. 3xcuepra.

B nosie 10 craBuTcd cobCTBEeHHOPYUYHAs MOJAIUCH IKCIEPTA.
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IIpunoxxenne B
®opma MPOTOKOJIa aHAJJAN3a MCXOAHBIX TEKCTOB

k3. {Ilone 1}

ITporokoa Ne {Ilone 2} or {Ilose 3}
PE3yAbTATOB AHAJIN3A NCXOJHBIX TEKCTOB
nporpammbl {ITose 4}, peanusyonieil OHIAKHOBBINH TPOTOKOJ TIPOBEPKH CTATYCA
ceprucurara corytacaio CTH 34.101.26-2012

1. @aiiibl MCXOJHBIX TEKCTOB HPOI'PAMM:

’ Ne | Mms daitna ‘ X>3II-3HavueHHe
1 | {TTose 5} {TTose 6}
2 | {Tloaue 5} {ITosie 6}

Xsmr-3navenns st Gaiiios Beraucaens cornacuo {Iloae 7}.

2. B xo/1e aHa/IM3a UCXO/IHBIX TEKCTOB HPOI'PAMM ObL/IN BbIIIOJHEHbI CJIE/LYIOIIIE IPOBEPKU:

Ne | HasBanue mpoBepku Pesynprar
IPOBEPKHI
1 | KoppekTHOocTb HCnosib3oBanust Kpunrorpaduaeckux aaropurmon | {ITose 8}
2 | KOppeKTHOCTD UCIOIB30BAHUS CEKPETHBIX IApaMEeTPOB {TTose 8}
3 | KoppeKTHOCTh YHHUTOXKEHUsT 3HAUeHu T ceKpeTHbIX mapamerpos | {Ilose 8}
4 | KoppexTHOoCTh nmponemaypsl (pOpMUPOBAHUSA 3AIIPOCA {TToste 8}
5 | KoppekTHOoCTh Tponeaypsl pa3bopa 3ampoca, {TTose 8}
6 | KoppekTHOCTB mporneaypbl (pOpMUPOBAHUSA OTBETA {ITose 8}
7 | KoppekTHocTh mponeaypsl pa3bopa oTeera {TToste 8}
8 | KoppeKTHOCTH 06paboTKI UCKIIOUATENLHBIX CATYAIMR {TTose 8}
9 | OrcyTcrBHe HEJIOKYMEHTUPOBAHHBIX BO3MOXKHOCTEM {ITose 8}

3. BakJ/II0ueHne [0 pe3y/IbTaTaM aHATN3a UCXOTHBIX TeKCTOB mporpamm: nporpamma {I1o-
ne 4} coorBercTByer TpeboBanusmM, yeranosrenubiM B CTH 34.101.26-2012.

DKCIIepT, {ITone 10} {Tlome 11}
{Ilone 9}

B mosie 1 ykaspiBaercst HOMep 3K3eMILISAPa MPOTOKOJIA.

B nosie 2 ykaspiBaercst HoMep, OJHO3HAYHO UAEHTUMUIAPYIONIN TPOTOKOJI.

B mosie 3 ykaspiBaercst jara cOCTaBIeHUSA ITPOTOKOJIA.

B mnosie 4 ykaswiBaeTcs HaszBaHue 00'beKTa MUCIBITAHUN B COOTBETCTBHUU C IPEJICTABIEHHOMN
K UCTBITAHUAM JOKYMeHTaIrelt.

B mosie 5 yka3bIBaloTCAd MMEHA UCXOJIHBIX (hailJIOB IPOrpaMM O0bEKTa UCITBITAHUIA.
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B nosie 6 ykasbiBaercs 3uadeHue (QYHKIMM XIMIMPOBAHUS JJId UCXOJHBIX (ailjioB 1po-
I'PAMM, BbIYUC/JIEHHOE B COOTBETCTBUU CO CTAH/IAPTOM, YKa3aHHbIM B 1ojie 7. Paspeiaerca uc-
10J1b30BaTh (GyHKIKUKH X31mupoBanus, onpeaeaenasie B CTH 34.101.31 num CTH 34.101.77.

B nosie 8 ykasbiBaercs pe3y/bTaT BbBIIIOJHEHUS [POBEPKH: <IOJOKUTEJIbHOY» — Pe3yJib-
TaT IPOBEPKU MOJIOKHUTE/IbHBIN, «OTPUIATEIbHO» — Pe3yJIbTaT IPOBEPKU OTPULIATE/IbHbIN, «HE
HPOBO/IUJIACHY — IPOBEPKA HE TPeOyeTcs 110 IPUYUHE CleludUKU pean3aluu nporpaMm 00b-
eKTa MCIbITaHuil (HanpuMep, B IpOrpaMme He HCIOJIb3YIOTCs robaibibie nepemennbie). [ocie
3aBEPIICHUS aHAJIN3A UCXOJAHBIX TEKCTOB IIPOrPAMM U 3aII0JIHEHU TAOJIUIIbL JIE/1aeTCs BbIBOJL, O
coorsercTBuu (He coorBercrBun) obbekTa ucnbirannit CTBH 34.101.26. Boisog o coorBercrsuu
JIEJIAETCH TOJIBKO TOIJIA, KOIJIA Pe3yJIbTAaThl BCEX ITPOBOJMMBIX IPOBEPOK SBJSIOTCH OJOKU-
TEeJbHBIMU.

B mossix 9, 11 ykazeiBatorces coorBercTBeHHO noskHOCTH 1 . V. O. skcnepra.

B nosie 10 craBuTcd cobcTBeHHOpPYYHAs MOJAIUCH IKCIEPTA.

Nudopmarus 06 obnapyKeHHbIX OMMOKAX U HEJOKYMEHTHPOBAHHBIX BO3MOZKHOCTAX HPU-
BOJUTCS B IPOTOKO/I€ MJIM HPUJIOKEHUHT K IIPOTOKOJIY B IIPOU3BOJILHOM (hopMe U JI0JIKHA BKJIIO-
4aTh:

1) onmcanue OmuOKN WM HEJTOKYMEHTHPOBAHHON BO3MOXKHOCTH;

2) ums daiiaa 1 HOMepa CTPOK HPOIPAMMBI, COAEPKAIINX OITHOKY.
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ITpunoxxenue I'
TecToBoe mporpaMmHoOe obecredeHne

I''1 IIporpammsbl npeobpa3oBanuss ACH.1-¢aiisioB B TEKCTOBOE IIPEACTABIECHIE

[IporpaMmpl, onucaHHble B HACTOAIIEM TOApPA3e/ie, siBJIsSeTCA CBOOOIHO PACIpPOCTpaHsie-
MBIMHI TPOTPAMMAaMH, KOTOPBIE MPEIHA3HATEHBI /TSI AHAIIN3a, COAEPKUMOT0 JBONIHBIX (DaiiIOB,
cofepzKammux 3akonupoBanubie 3uadennst Tunos ACH.1. Ouu mo3BosisiioT mpeodpa3oBBIBATE 3a-
KOJMPOBaHHbBIE OMHAPHBIE (DAMJIBI B X TEKCTOBOE MPEJICTABJIEHHE.

I''1.1 IIporpamma dumpasnl.exe

[Iporpamma dumpasnl.exe sIBJIsIeTCS KOHCOJBHBIM HMPUIOKeHHEM. TeKCTBI MpOTpaMMbI
pacrosiaratores 1o ajpecy: https://www.cs.auckland.ac.nz/ pgut001/dumpasnl.c.

g nmpeobpasoBanus daitia 3amnpoca Ha HoJaydeHue ceprudukara B dailyl ¢ TEKCTOBBIM
IpeCTaBJIeHIeM MOZKET HCIO0Jb30BaThCsl, HAIPUMEp, CJIeAYIONas KOMaHIa;

dumpasnl.exe -t -a -z src.bin > dst.txt

B komane mapamMeTpsl UMeIOT ¢JieyIoNe 3HaUeHnd: STC.bin — 3aKOIMPOBAHHBIN MCXOTHBIN
dait1; dst.txt — TEKCTOBOe HpeJCTaBJIeHHe HCXOMTHOTO draiiia; t — oTrodOparkeHue 3HAUYEHUN
KOMIIOHEHT B TEKCTOBOM BHJE; @ — OTODpaKeHue IEeJUKOM OJIOKOB JAHHBIX, JITMHA KOTOPBIX
bosibie 128 6aiiToB; Z — JOIYINEHHE MOJeH HYJIeBOU JIJTMHBI.

Pacrnpocrpanenubie uIeHTU(MUKATOPB 00BEKTOB MOT'YT IIepeIaBaThbCs B IIPOrpaMMy depes
KoHburypanuonusiit ¢dair dumpasnl.cfg. CranmapTHbI KOHMUTYPAITHOHHBIH hall nepuoin-
YecKW OOHOBJISETCS W pa3MelnaeTcd Mo ajpecy https://www.cs.auckland.ac.nz/ “pgut001/
dumpasnl.cfg. /lig pacno3HaBaHUS TOMOJHUTEJbHBIX HIeHTHMOUKATOPOB, ONpPeIeTeHHBIX B
OTEYECTBEHHBIX KPUITOIpAMPUIECKUX CTAHIAPTAX, MOXKET UCIOJIb30BATHCS paclIdpeHne KoHgu-
IYpanuoHHOro daiina, pasMelneHHoe mo ajpecy https://github.com/agievich/bee2/blob/
master/doc/dumpasnliby.cfg.

I''1.2 TIIporpamma ASN.1 Editor

[Iporpamma ASN.1 Editor saBiseTcs mpuao:KeHHeM omepanuoHHOi cucTteMbl Windows c
rpadpuIecKuM TOJIH30BaTEILCKUM HHTepdeiicoMm. Vcmomusgemprit dpaita mporpaMMbl pacroJiara-
eTcd 1o agpecy: http://www.codeproject.com/Articles/4910/ASN-Editor.

g upeobpasoBanust aitjia 3anpoca Ha loJjydeHue ceprudukara B TEKCTOBOE IIPe/l-
CTaB/IeHUe HEOOXOJUMMO OTKPbITh (pailyl ¢ HOMOIILIO IIYHKTA OCHOBHOI'O MEHIO IIPOIDAMMbL:
File — Open.

I.2 IIporpamMmbl aBTOMATHUYECKOII TeHEpAINN TECTOBBIX HADOPOB
I''2.1 Texuosorusa Fuzzing

Jl1s aBTOMATU3AIMU TECTUPOBAHUA IIPOrpaMM, 00padATBIBAIONINX CJAOXKHBIE (hOPMATHI
JIAHHBIX, 9aCcTO IpuMeHsercs Texnosorusd Fuzzing. Cuernuanbnasg nporpamma fuzzer odbpabda-
THIBaeT HCHBITHIBAEMYIO IPOTPAMMY Prg, KOTOpas B CBOIO 0depeb oOpabareiBaeT aitn file.
IIporpamma fuzzer BBIIOJIHSAET MHOTOYHUCIeHHBIe MoauduKanuu file, mogaeT 3T MOTUPHUKA-
IUY Ha BXOJ prg u olieHuBaeT peaknuio. Murepec g fuzzer npeJcTaB/sgioT BCeBO3MOZXKHbBIE
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HCKJIIoUnTe/IbHble cuTyaruu: 3apucanust (hungs), yreuku namsru (leaks), napyienue yrsep-
JKJCHUA BpEMEHN KOMIIUJIAIUU (asserts) n T. 1. JI1oboe u3 HalAEHHBIX HCKIIOUEHHUH IJISI UCIIHI-
TyeMOi Kpunrorpadguieckoil HporpaMMbl HEJIOIYCTUMO.

[Iporpamma fuzzer sbinosnser moguduxaruun file pazubiMu criocobamu. B Oosibiun-
cTBe ciydaeB mojudukaiyuu HGOpMUPYIOTCH CAy4allHO, MU TOIJIA TECTHUPOBAHUE ITPOXOJUT IO
HPUHIUIY «4Y€PHbINA sdimuKy. Hamuoro 6osbiie omuboK MOKHO BbISIBUTH TOIJA, Korja fuzzer
YUUTHIBaeT (YaCTHIHO WM TOJHOCTHIO) dopmar file, T.e. HONIEPKUBACT NPHHIAIL «CEPbIil
SANUKY WK JlazKe «OeJIblil a1k ».

2.2 IIporpamma AFL

[Tporpamma AFL (American Fuzzy Lop) — 310 ¢BOGOmHO pacupocrpansiemsiii fuzzer, c
MOMOIIIHIO KOTOPOTO HalIEHO DOJILINIOE YUCI0 YA3BUMOCTEH B KPUTITOTPAPUICCKUX MPOIYKTAX.
Best neobxomnmas nngopmarus o6 AFL, B TOM YHC/Ie JOKYMEHTAIMA U UCXOAHbIe (Dailibl, pa3-
Merena 1o ajpecy http://lcamtuf . coredump.cx/afl

UcnbiTyemass mporpamMMa prg JOIKHA KOMIHINPOBaThCs cpeicTtBamu AFL, B cBoO ode-
pean ocuoBanubix Ha nHCTpyMeHTax GCC man CLANG. Tlpumepnsbrit make-daiin gis coopkn
UCHBITYEMON TTPOTPaAMMOBI:

CC = path_to_afl/afl-gcc
CXX = path_to_afl/afl-g++
LDFLAGS =

CFLAGS =

PROGS = prg

all: $(PROGS)

prg: prg.c
$(CC) $(CFLAGS) $@.c -o $@ $(LDFLAGS)
clean:

rm -f $(PROGS) *.o

UcnbiTyemasi mporpaMMa JoJIzKHA TpuHuMaTh Ha BxoJ (aitn file. Tecrosbiii daiin, B
OKPECTHOCTU KOTOPOTo OyIeT OPraHn30BaHO TECTUPOBAHUE, TTOMEIAeTCH B CHeIUAJIbHbINA KaTa-
Jior tests. B aTo KaTajor MoryT ObITH JIobaB/IeHb! JTI00bIE Jipyrue TecToBbie daitibl. Mogndu-
Kannd file, KOTOpBIE IPUBEIN K UCKAIOYCHAAM B Prg, NOMEINaTed B KaTaaor findings.

TecTnpopaHne 3amycKaeTcs MO KOMaH e

path_to_afl/afl-fuzz -i tests -o findings path_to_prg/prg 0Q

Nudopmanuio 1mo JONOJHUTETBLHBIM OIIUAM KOMAHbI, & TAKyKe JOMOJHUTEIbHBIM BO3-
MOKHOCTAM AFL MOXKHO HaWTH HA YHOMSAHYTOM CcaiTe.

[Tepen coopkoit AFL B BupTyasbHO# cpejie Ha miatdopme Windows ciejyer BKJIIOYATD JIH-
pexktuBy SIMPLE_FILES B 3arosioBouHoM aitne config.h n B Gynkmun trim_case () moaynsa
afl_fuzz.c cTpoKy

fd = open(g->fname, O_WRONLY | O_CREAT | O_EXCL, 0600);
U3MEHHUTH Ha,

fd = open(q->fname, O_WRONLY | O_CREAT, 0600);
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ITpunoxxkenune /I
OnucaHme TeCTOBBIX JIAHHBIX

B JaHHOM IPUJIOXKEHHUN IPUBOJUTCA OIIMCaHHE 3allpOCOB U OTBETOB OHJIAUHOBOTO IpoTOo-

KoJia mpoBepku craryca ceprudukara (OCSP), UCHONIb3yeMbIX B TeCTaX H3BECTHOIO OTBETA.
Kazkpiit 3ampoc/0TBeT B TecTax OCHOBAH Ha 6a30BOM 3a1poce /oTBere. DToT 6a30BbIi 3a1poc/0-

TBeT codepzKaT THIIMYIHBIC JJId BCeX SaHpOCOB/OTBeTOB 3Ha4YCHHUA OCHOBHBLIX KOMIIOHCHTOB. HpI/I

OIIUCaHUN TECTOBLIX SaHpOCOB/OTBeTOB NpUuBOALATCA JHUIIL 3Ha4YeHHd KOMIIOHEHTOB, KOTOPbIE

OTJINYaloTCAd OT YKa3aHHBIX B 0a30BbIX 3anpocax/0TBeTax.

J1.1 3anpocsl Ha IpoBepKYy cTaryca ceptudmnkara
J1.1.1 3ampoc VReqTestl

fBiisiercss 6a30BbIM KPUNITOTPAPHIECKIM COOOIIIEHUEM.

Nwmeer cieyronue 3HaM€HUSI OCHOBHBIX KOMIIOHEHT:

‘ Kommnonent coobmenns nian tun ASN. 1 ‘ 3HaueHne KOMIIOHEHTA,

[losicnenust

0CSPRequest 3amnpoc Ha MPOBEPKyY cTaTyca ceprudukara
tbsRequest UNudopmarmontas 9acTh 3a1mpoca
requestList
Request
reqCert Nudopmarus o mpoBepsieMoM cepTuhUKATE
hashAlgorithm
algorithm 1.2.112.0.2.0.34.101.31.81 CootBercTByeT aaroputmy belt-hash
parameters NULL [TapameTpsr He 3a7a10TCS
issuerNameHash {Omnpenenennoe 3navenue} | Xsm-3HadeHne, BHIYUCIEHHOE AJITOPHTMOM belt-hash
issuerKeyHash {Omnpenenennoe 3navenne} | Xsm-3HadeHne, BHIYACIEHHOE AJITOPHTMOM belt-hash
serialNumber 3 Cepuiiublii HoMep cepTuduKaTta, CTaTyc KOTOPOTO Tpe-
OyeTcsl IPOBEPHUTH
requestExtensions
extnID 1.3.6.1.5.5.7.48.1.2 Unenrudukarop pacmupenns ocspNonce (cm. m. 6.3
CTB 34.101.26)
extnValue {Onpenenennoe 3nauenne} | Snauenne n3 16 oxreron

1.1.2 Kpunrorpadpundeckoe coobinernune VReqTest2

OcnoBano na 6a30BOM 3arpoce.

Cozepkut KOMIIOHEHT optionalSignature, cojeprkamuii MOANUCHL OT WHMOPMAIMOHHOM

YaCTH 3alpoca, 1 KOMIOHEHT requesterName, copepKaImit UMs CTOPOHBI, KOTOPas 3allpalin-

BaeT MHMOPMAIINIO O CTaTyCe.

/1.1.3 Kpunrorpadpudeckoe coobinernne VReqTest3

OcHoBano Ha 6a30BOM 3aImpoce.

KowmrmionenTa requestList co/lepKUT JIOMOJTHUTEIBHO ellle O/IHO 3Ha4YeHue Tuiia Request.

J1.1.4 Kpunrorpacduueckoe coobienue ISignReqTest4

Ocnosano na 3amnpoce VReqTest2.

CojlepzkuT U3MeHeHHOe 3HaYeHre KOMIIOHeHTa optionalSignature.signature.

1.1.5 Kpunrorpadpundeckoe coobinernune I'VerReqTestb

OcuoBano Ha 6a30BOM COOOIICHUMN.

3HaYeHWe KOMIIOHEHTa, version: 9.

31



MWM.10126.10.01

J.1.6 Kpunrorpaduueckoe coobmienmue IDigAlgIDReqTest6

OcHoBaHO Ha Ga30BOM COOOIIEHHUHU.
SHadeHMe KOMIIOHeHTa tbsRequest.requestList.reqCert.hashAlgorithm.algorithm:

1.2.112.0.2.0.34.101.31.51.

J.1.7 Kpunrorpacdgudeckoe coobuieane INameHashReqTest7

OcuHoBano Ha 6a30BOM COOOILICHUMU.

Suadenne kommnoneHta tbsRequest.requestlist.reqCert.issuerNameHash umeer jiu-

Hy, KOTOpad He COOTBETCTBYET AJIMHE XIII-3HadeHud ajaropurMma belt-hash.

1.1.8 Kpunrorpadudeckoe coobuieane IKeyHashReqTest8

OcuHoBano Ha 0a30BOM COOOIICHUMN.

Snauenune koMmnonenTa tbsRequest.requestlist.reqCert.issuerKeyHash nmeer gy,

KOTOpad He COOTBETCTBYeT JJIMHE X3NI-3HauYeHusd ajaropurMa belt-hash.

J1.2 OTBeTnl cO craTycoM cepTudukarTa
J.2.1 OtBer VRespTestl

SIBagercsa 6a30BBIM OTBETOM.

Nnmeer cjaeayromue sHa4YeHud OCHOBHBIX KOMIIOHCHT:

‘ KommonenT COO6II[61H/I$[ HJIN TUIL :\SNI 3HayeHne KOMIIOHEHTA,

Ilosicuenust

0CSPResponse
responseStatus
responseBytes
responseType
response
tbsResponseData
responderID
producedAt
responses
certID
hashAlgorithm
algorithm
parameters
issuerNameHash
issuerKeyHash
serialNumber

certStatus
thisUpdate

responseExtensions
extnID

extnValue
signatureAlgorithm
algorithm
parameters
signature

certs

1.3.6.1.5.5.7.48.1.1

{OHPC;ICIIOIIHOC BIIa‘ICIIHC}
{OHPC;ICIIOIIHOC BIIa‘ICIH/IC}

1.2.112.0.2.0.34.101.31.81
NULL

{Onpenenennoe 3navenue}
{Onpenenennoe 3nauenue}

3

NULL
{Onpenenennoe 3nauenne}

1.3.6.1.5.5.7.48.1.2
{Onpenenennoe 3navenne}

1.2.112.0.2.0.34.101.45.12
NULL

{Onpenenennoe 3nauenne }
{Onpeznenennoe 3natenne}

OtBer co crarycoMm cepruduKaTa
CootrsercrByer 3uadenuio «OTBeT jeiicTBUTEICH>

CooTrBeTcTBYeT OTBETY THIIA OCSpBasic

3Hauenne Tuna Name
COJ’L(‘,D}KI/IT BpeMd CO3JaHUA OTBETa

CooTBeTcTByeT aaroputMmy belt-hash

[TapamMeTpsl He 3a/1a10TCT

Xamr-3Havenne, BRIYUCTEHHOE aaropuTMoM belt-hash
X3u-3Ha4eHue, BblYUCJAeHHOe ajaropurmMoM belt-hash
Cepuiinptit nHomep ceprudukara, craryc KOToporo rpe-
Oyercsi IPOBEPUTH

CoorsercrByer JeiicTByoniemMy cepruduxary
CojiepkuT BpeMsi CO3J[aHUsT OTBETA

Nnenrndukarop pacmupennst ocspNonce (cm. m. 6.3
CTB 34.101.26)
Snavenne u3 16 okreTon

CoorsercrByer anropurmy bign-with-hbelt

CosepsKuT 3HAYEHNE MOATNUCH
Conepxkur 3uavenne ceprudpukara OCSP-cepsepa

J1.2.2 Kpunrorpadpudeckoe coobimernne VRespTest2

OcHoBaHo Ha 6a30BOM COOOIIEHHUH.
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CojiepKUT JIONOJIHUTEbHBIA 3/IEMEHT B KOMIIOHEHTe responses /sl JIeHCTBYIONIEro cep-
Tudukara.

1.2.3 Kpunrorpadpudeckoe coobimenne VRespTest3

OcuHoBano Ha 0a30BOM COOOIICHUMN.
CoslepKUT 3JIeMEHT B KOMIIOHEHTE YeSponses Jijisi OTO3BAHHOIO cepTu(uKaTa.

J1.2.4 Kpunrorpadpudeckoe coobinernune IStatusRespTest4

OcHoBaHO Ha 6a30BOM COOOIIEHHUH.
3HadeHNe KOMIOHEHTa responseStatus: 9.

J1.2.5 Kpunrorpacduueckoe coobmenue [SignRespTestH

OcHoBaHo Ha 0A30BOM COOOILICHUMU.
SHavyeHne KOMIIOHEHTa Signature M3MeHeHO.

1.2.6 Kpunrorpadpudeckoe coobuiernue ITypeRespTest6

OcuHoBano Ha 0a30BOM COOOIICHUMN.
Snauenune komnonenTta responseType: 1.2.840.113549.1.7.1.

1.2.7 Kpunrorpadudeckoe coobmierme ISignAlgIDRespTest7?

OcHoBaHO Ha Ga30BOM COOOIIEHHUH.
Snadenne KOMIOHeHTa signatureAlgorithm.algorithm: 1.2.112.0.2.0.34.101.45.22.
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