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1 HopmaTuBHBIE CCHLIIKU

B nacTosineM H0KyMeHTe HCIOJIB30BAHBI CCHIIKHA Ha CJIEIYIONIHE CTaHIAPTHI:

['OCT 19.202-78 «Eannast cucreMa nporpamMMuoil gjokyMmentanuu. Crenndukamus. Tpe-
OOBaHUS K COIEPKAHUIO U O(DOPMICHUIO».

['OCT 19.401-2000 «Eaunas cucrema mporpaMMHON JOKyMeHTanuu. TeKCT IporpaMMmbl.
TpeboBanusg K coepKaHUIO, OOPMICHUIO U KOHTPOJIIO Ka4eCTBay.

['OCT 19.402-2000 «Exunas cucrema nporpaMMHOil JoKyMeHTaIuu. OMUCaHIe TPOrpaM-
MBI. TpeboBanusg K cojepKanuio, oOPMIECHUIO U KOHTPOJIIO KadecTBay.

['OCT 19.504-79 «Eaunas cucreMa nporpaMMHOl JOKyMeHTaluH. PYKOBOJICTBO IIporpam-
MucTa. TpedboBaHus K comepKaHuio U 0(DOPMIEHUIO ».

I'OCT 34.973-91 (MCO 8824-87) «udopmMalmontas TeXHOJIOTHs. B3auMOCBSI3b OTKPBI-
ThiX cucteM. Crenudukanus abcTpakTHO-CHHTAKCHYecKoil HoTanuu Bepcun 1 (ACH.1)».

CTBb 34.101.17-2012 «NudopMmaimoHHbie TEXHOJIOTTH U 06€300aCHOCTH. CHHTAKCHC 3aIIpoca,
HA MOJy4YeHne cepTUuUKATA.

CTB 34.101.19-2012 «Mudopmanmonnble TEXHOJIOTHH U 0e30IMacHOCTh. PopMaThl cepTu-
GHUKATOB U CIUCKOB OTO3BAHHBIX CePTH(MUKATOB HHAPACTPYKTYPHI OTKPHITHIX KIIOUEii».

CTBb 34.101.23-2012 «Mudopmarmonnbie TeXHOIOTUE U Oe30macHoCcTh. CHHTAKCHC KPHUII-
TorpapuIecKux COOOIIEHUA.

CTBb 34.101.27-2022 «ndopmannonnble TeXHOJIOTUE U HGe30macHOCTh. CpencTBa KPUITO-
rpaduveckoii 3amuTel nHdopManuu. TpeboBanus 6€30TACHOCTH .

CTB 34.101.31-2020 «udopManuonuble TEXHOIOTHH U 0E30MaCHOCTL. AJITOPUTMBI TIHh-
POBaHUS ¥ KOHTPOJIS TETOCTHOCTH .

CTB 34.101.45-2013 «Mudopmalinonubie TEXHOJOTUN U 0E30MACHOCTh. AJTTOPUTMBI 3JT€K-
TPOHHOI 1A POBOI MOAMUCH U TPAHCIOPTA KJII0UA HA OCHOBE JJIHITUIECKHX KPHUBBIX».

CTBb 34.101.77-2020 «Mudopmannonnbie TexHOJMOrun U Oe3omacHocTb. Kpunrorpadude-
CKHE aJITOPUTMbI HA OCHOBE Sponge-pyHKIn».

2 Tepmunbl, 0003HAYEHNS U COKPAITEHUS

B nacrogiem jlokyMenTe npuMeHgiorcs repmunbl u obosnadenusd CTH 34.101.17, a Takxke
CJIEJTYIOIIUE COKPAICHUS:

ACH.1 abcTpakTHO-CHHTAKCHYIECKasT HOTAIlUs BEPCUH 1;

ECIIJI emwnHasi cucremMa MpPOrpaMMHON JOKYMEHTAIHIH;

CK3U cpencTBo Kpunrorpadpudyeckoil 3amuTsl nHhopMaIum;

THITA rexuuveckuit HOpMATUBHBIN TTPABOBOI aKT;

OUII »snexkTponHas muppoBas MOIINCH.

3 OO0bekT u 1eJib UCIIbITAHUIA

Ha wcnbrranms npeactaBisercs CPejacTBO KPUITOrpadudeckoil 3amuTbl wHMOPMAIUN
(CK3W), peanusyioliee yupaBieHHe 3alpOCAMH Ha MOJIyYeHHEe cepTHQUKATA COTIACHO
CTb 34.101.17, u noxymenrtamusa na CK3U.
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[HeJibIo ucHbITAHU ABJIIETCH ITPOBEPKA COOTBETCTBUS 1IPOLe/Lyp (hopMupoBaHus u pazdopa

3alpOCOB Ha MOJiydeHue ceprudukara, peaju30BaHHbIX B 00'bEKTe UCIILITAHUN, TPeOOBAHUIM
CTb 34.101.17.

4 TpeboBaHus K 0O0ObEKTY HMCHBITAHUIA

[Iporpamma o6beKTa UCIBITAHUE MOXKET peau30BbIBATE CJIEIYIONIIe POy Phl, Olpe/ie-
sennsle B CTb 34.101.17:

— dopmupoBaHue 3a1poca Ha MoJydeHne cepTuduKara;

— pasbop (06paboTKa) 3ampoca Ha MoJIydeHue cepTuduKaTa.

[Ipu sToM mporpaMma oObeKTa MCIIBITAHHI JIOJKHA PeaJU30BBIBATH, I10 KpaiiHeir Mepe, OJHy
U3 YKa3aHHBIX IPOIEIY].

K nporpamme o0beKTa HCIIBITAHUH ITPEbABIAIOTCS CJIIYIONIIe TPeOOBAHU, O/ IeKAIINe
IPOBEPKE BO BpeMd MPOBEICHUS UCIIBITAHUIA:

— B IIporpamme JOJ2KHbI OBITH TOYHO U IOJTHO pean3oBbiBanbl mpoteaypsbl CTh 34.101.17,
HOJIJIepzKIBaeMble 00 beKTOM HCIIbITAHHIA;

— nporpamma, peanusyiomas npoieaypsl CTH 34.101.17, He poszKHa cojlepzKaTh HEJIOKY-
MEHTHUPOBAHHBIE BO3MOYKHOCTH.

JokymenTalys Ha 00bEKT UCHBITAHUN JIOZKHA BKJIIOYATH JOKYMeHTHI «Crernudukanuss,
«TekcT mporpaMMbl» U MOXKET BKJIIOYATh JOKYMEHTHI «OIucanue nporpamMmMmbl», « PyKoBojcTBo
HpOIrpaMMHUCTa» M JIpyrue JOKYMeHTHI. JlokyMeHnTalus MoxKeT OBITH pa3paboTaHa B COOTBET-
CTBUH ¢ TPeBOBAHUAME €MHOI cucTeMbl mporpamMMHuoil jokymentaruu (ECII).

5 CpeacTBa U MOPAI0K NUCIBITAHUINI
5.1 OO0imue cBeaeHusT

VcnplTaHUS TPOIPAMMBI COCTOST U3 TPEX ITAIOB:

1 AHajIm3 TOKyMeHTAaInH.

2 TecTupoBanue TPOrPAMMBI.

3 AHaau3 MCXOMHBIX TEKCTOB IIPOIPAMMEBIL.

Brimosinenue stama 1 oCyHmIeCTBIIETCS KCIEPTAMU 10 aHAJIH3Y JOKYMEHTAIMH, BBIIIOJI-
HEHHe dTama 2 — JKCIepTaMH 0 TeCTHPOBAHMIO, & BBINMOJHEHHE dTalla 3 — 3KCIepPTaMHU II0
aHAJN3Y MCXOIHBIX TEKCTOB. K MpoBeIeHNI0 UCHBITAHKN JTO:KHO OBITH MPHUBICYECHO HE MeHee
JIBYX 9KCIIEPTOB MO aHAJIU3Y UCXOAHBIX TEKCTOB M OJUH WK O0JIee IKCIepT Mo TecTupoBanuio. K
aHAJN3Y JOKYMEHTAIUU TOJKEH OBITH IIPUBJIeUeH, 0 KpaiiHel Mepe, OJIMH IKCIIEePT M0 aHATU3Y
HUCXOJHBIX TEKCTOB IIPOTPAMM.

[To pe3yabTaTaMm BHITIOJTHEHUS TAIa UCIBITAHUNA SKCIEPT 0POPMISeT IPOTOKOI Pe3y IbTa-
TOB IPOBEPOK: MPOTOKOJI aHAIN3a JOKYMEHTAIMH, TPOTOKOI TECTUPOBAHN, ITPOTOKO aHATIA3A
HCXOJHBIX TEKCTOB. B MPOTOKOJIE IKCIEPT JeIaeT BBIBOJ, O COOTBETCTBUH (HE COOTBETCTBUH)
nporpaMmmbl TpeboBarusm CTH 34.101.17. Ecau nporpamMmMa He TOIIep:KUBA€T HEKOTOPHIE MPO-
neaypol, onpenenenasie B CTH 34.101.17, To B IpoTOKOJIE eJIaeTCsi COOTBETCTBYIONIEE MpIMe-
uanue. [Tpumepbr opopmiienust 1poToko/10B upusoagarcs B upuiozkenusx [Al [B] Bl Homnyckaerca
oopMJIeHU ITPOTOKOJIOB B MHOM (popMe, HO ¢ 00s3aTe/IbHBIM YKA3aHUEM PE3Y/IbTaTOB 110 KarK-
JI0fT IPOBOJMMOIT IPOBEPKE M BBIBOJAA O COOTBETCTBHU (HE COOTBETCTBHHU).

Eciun B mcubiTyemoit nporpamme uctojib3yiorcs peasmsaruu npouegayp CTH 34.101.17,
KOTOpbIE€ B COCTaBe JIPYIUX LIPOIPAMM UMEIOT JeHCTBYIONUe cepTUudUKAThl COOTBETCTBUS TPe-
oosanmsim CTB 34.101.17, 10 npoBepKHU 1O TECTUPOBAHUIO M AHAJIM3Y HUCXO/HBIX TEKCTOB JIJIsi
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JIAHHBIX Peain3alinii MOI'yT He IIPOBOUTHC. [Ipu 9roM Jijis noATBepK IeHIs COOTBETCTBUS 00b-
exta ucrnbiranuil Tpedopanusim CTH 34.101.17 sxcueprom oopmIsieTCsi MPOTOKOJI MPOBEPKHU
COBIIAJICHHST KOHTPOJIbHBIX XapaKTePUCTHK (X3li-3Hadennuii) ¢ailsioB peaausanuu uCnbTyemMoii
HPOI'PAMMbl ¢ KOHTPOJIbHBIMU XapPaKTEPUCTUKAMU COOTBETCTBYIONMMX (hailjioB, yKa3aHHBIMU B
ceprudukaTax CoOTBETCTBUSI.

Ha ocHoBanuu 1npoTOKOJIOB PE3y/IbTaTOB HPOBEPOK O(POPMIISETCS ITPOTOKOJ UCHBITAHUIA,
0000l Pe3y/IbTaThl UCIHBITAHUNE IPOrPpaMMbl. B 1IPOTOKOJIE UCHBITAHUN BBIBOJ O COOT-
BercrBun nporpammvbl TpeboBanusim CTH 34.101.17 aenaercss Torga u TOJMBKO TOI/A, KOUJA
BBIBOJI, O COOTBETCTBHUU COJEPZKUTCS BO BCEX MPOTOKOJAX PE3YAbTATOB poBepoK. Odopmirenue
HPOTOKOJIA UCHBITAHUN HPOBOJMTCH B COOTBETCTBUM C TPEOOBAHUSAMM TEXHUYECKUX HOPMATUB-
ubix npasosbix akToB (THITA) B obiactu ceprudukanmu npogayKIuu, a TaKzKe JTOKYMEHTAINH,
HpUMEHSeMO# B UCIBITATEIbHON J1abopaTopuu.

Peasmmzanust B nmporpaMMe KakJ0ro KpUITOrpadpuIecKOro ajaropurMa, UCIOJIb3yeMOoro B
nporeaypax CTHB 34.101.17, npeaBapuTesbHO [OIKHA ITPOWTH YCIENIHbIE HCIBITAHUS [0 CO-
rytacoBanuoit ¢ Opranom mo cepruddUKauu METOINKE UCIBITAHMIA.

UcnbiThiBaeMas nporpaMma MOYKET He IOJJEPKUBATHL Heoba3aTeIbHbI (PYHKIIMOHAI,
oupenenennbiit B CTH 34.101.17 (nanpumep, dopmuposanne arpubyros 3amnpoca). [Tpu srom
CyzKeHHe IporpaMMoil obs3aressbHoro GpyHKInonaa, onpeaeaennoro 8 CTH 34.101.17, ne mno-
yCKaeTCs.

5.2 AHamu3 JOKyMeHTaIuu

DKcHepT IPOBOJUT aHAIN3 JOKYMEHTAIMH IIyTeM IPOBEPKH COOTBETCTBHA JIOKYMCHTAIINH
nporpamme 00beKTa UenbplTanuii. Takoil aHaIM3 COCTOMT B IIOJYYCHHUH SKCIEPTHLIX 3aKJII0Ye-
HUi, KACAIONMIMXCS IIPOBEPKH CJICAYIOMAX JOKYMEHTOB:

— cnenuduxanus (em. m. [6.1.1));

— TekcT mporpammsl (em. 1. [6.1.2));

— onucanue nporpammsl (em. 1. [6.1.3);

— PYKOBOJCTBO mporpammucta (eM. . [6.1.4).

Anamms nokymenTos «Onucanue IporpaMMbl» U «PyKOBOJICTBO IIPOrpaMMHUCTa» MPOU3BO-
JIATCSA B CIydae UX HAJIAIHL.

5.3 TectupoBanue

DKCIepT MPOBOJKUT TECTHPOBAHME IIPOIEIYD, PEAJTH30BAHHBIX B IMPOrpaMMe H OIIpeje/IeH-
upix B C'TB 34.101.17, BKIIIOYasd:

— dopmuposanue 3anpoca na nosydenue ceprudukara (e 1. [6.2.1);

— pasbop 3ampoca Ha nouydenne ceprudurara (cm. 1. [6.2.2)).

TectupoBanue mporeaypbl (POPMUPOBAHKSA 3aIIPOCA BBIIOJHIAETCS IMIyTeM (hOPMUPOBAHUA
HIPOrPaMMOii 3aIIPOCOB € IOCIEAYIONMMM BA3YaJbHBIM CpaBHEHHEM TEKCTOBOTO IIPeICTaBJICHMUSs
dopmarToB chopMUPOBAHHBIX 3alpocoB ¢ gpopMmaTamu, onpegesenabivu B CTH 34.101.17.

TecTupoBaHme mporeayphl pa3dopa 3ampoca MPOBOANUTCS IIyTEM BBIIIOJTHEHHS ITPOrPAMMOI
pa3bopa 3ampocoB € MOCTEAYIONIIM CpaBHEHHEM IIOJIYIeHHBIX Pe3yJIbTaTOB C OXKHIaeMbIMH.

B Tecrax ncmosib3yrTCs 3alIpOChl Ha MOy IeHne cepTugHUKaTa, IpeIcTaBJIeHHbIe B BU e OU-
HAPHBIX (PARIOB, COMEPKAIIMX 3aKOMPOBAHHbIE 3HAYEHHS TUIIOB aO0CTPaKTHO-CHHTAKCHIeCKOi
noranuu Bepcuu 1 (ACH.1), cenudukanus koropoit npusogutcst 8 'OCT 34.973. s upeo6-
pa3oBaHug OMHAPHBIX (hailI0B 3aIIPOCOB B HX TEKCTOBOE IIPEACTABIEHIE MOI'YT HCIIOJIb30BATHCS
IIPOrPaMMBI, OLHCAHHbIE B Tpuriozkernn [[. 1]
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[Ipu ycuemHom BblojiHeHUK TeCT Bo3paiaer npusnak YCIEX, nunadye — OUUBKA. Ecisiu npu
TECTUPOBAHUK ITPOI'PAMMBI JIJIsi HEKOTOPBHIX BXOJHBIX 3HAYEHUH MOJIYYEHbI PEe3yJIbTaThl OT/IHY-
HbIE OT OXKHUJIAEMbIX, TO IKCIEPT 110 TECTUPOBAHUIO JOJKEH yKa3aTbhb ITU BXO/HbIE 3HAYECHUS
HporpaMMbl U pe3yJjibrar ee paborhl, a TakzKe, 110 TPeOOBAHUIO, PE3yJ/IbTAThl HPOMEXKYTOYHbIX
BBIYMCJIEHUI SKCIEPTaM 110 aHAJIU3Y UCXOHBIX TEKCTOB.

Jliist opraHu3aiuy TeCTUPOBAHUA B MCXO/HbIE TEKCThI IIPOTIPAMMbl JIOIYCKAETCsI BHOCHTH
U3MEHEHUS U JIONOJIHEHUsI, KACAIOIINECs:

— cnocoba YTeHns: BXOJAHbBIX JaHHbBIX;

— c1ocoba 3aIUCh BbIXOAHbBIX JIAHHBIX.

[Tpu BHEceHun mMou@UKAIMA B UCXOAHbIE TEKCTHI JIOJI2KEH ObITh IIPOBEJIEH aHAJM3 KOP-
PEKTHOCTH BHECEHHBIX M3MEHEHUIA.

5.4 AHaJIN3 MCXOAHBIX TEKCTOB

DKCIEePT TPOBOJIUT AHAJH3 HCXOTHBIX TEKCTOB IyTEeM IIPOBEPKH KOPPEKTHOCTH peaIn3a-
uu B ucnbeiTyeMoit nporpamme nponeayp CTB 34.101.17. Takoit anajan3 COCTOUT B IOJIYYCHHH
9KCIIEPTHBIX 3aKJII0YEHUN, Kacaloluxcs:

— KOPPEKTHOCTH WCIOJb30BaHUsI KPUNTOrpabuIecKUX aJIrOpUTMOB (CM. II. ;

— KOPPEKTHOCTH YIPABJIEHUsS] CEKPETHBIME JAHHBIMEH (CM. II. ;

— KOPPEKTHOCTH MPOIELYPhl (DOPMUPOBAHKS 3alpoca HA MMOJydYeHus: ceprudurara (CM.
. 6.3.3));

— KOPPEKTHOCTH TPOIEAYPhl pazbopa 3ampoca Ha MoJyderust ceprudukara (cM. 1. ;

— KOPPEKTHOCTH O6PABOTKH UCKITIOYUTETBHBIX CUTYAITHH (CM. TI. ;

— OTCYTCTBHUsI HEJOKYMEHTHPOBAHHBIX BO3MOMKHOCTEH (CM. II. .

[Ipu ana/M3e NCXOTHBIX TEKCTOB PeATU3AIUHI ITPOIIELY Pbl (POPMUPOBAHKS 3aIIPOCaA HA TOJIY-

JeHue cepTudUKATa BBIIOJTHSIIOTCS MTPOBePKY u3 1I. [0.3. 1| — [6.3.3] [6.3.5] |6.3.6] a ansa peamwsanun

npoIeayphl pazdopa 3ampoca Ha MoJaydenne cepTudukaTa — npoBepku u3 1. [6.3.1}6.3.4|—6.3.6|

[Ipu BBIIOJIHEHNH TAHHBIX IIPOBEPOK CJIEIYET VUUTHIBATH PEKOMEH AN 110 aHAINU3Y HCXOTHBIX
TEKCTOB IIporpamMM, onpeaenennsie B npuioxkenun B CTH 34.101.27.

6 MeToabl UCIIBITAHUI
6.1 Amnamu3 JOKyMeHTaIuu

6.1.1 Jdokyment «Cnemudukamms»

[Ipu anamu3e nqokymenta «Crenudukamsy IKCIEPT MPOBEPSIET, 9TO B HEM YKA3aHBI KOM-
HOHEHTHI U JOKYMEHTAIUS, IIPEJCTAB/IsAeMble HA UCIIbITAHUSI.

Ecan nokyment «Crnenudukanusi» pazpadoran B coorserctsuu ¢ Tpedbosanusyvu ECIT/I, To
9KCIIEPT HMPOBEPSIET, 9TO comep:kanue u opopmienue pokymenta coorpercrsyer 'OCT 19.202.

6.1.2 Jdokyment «TekcT mporpamMMbI»

[Ipu ananmuze mokyMeHnTa «TekcT mporpaMMbI» KCIEPT ITPOBEPSET, YTO UCXOTHBIE TEKCTHI
nporpaMmbl, peanusyioniue onpeaenennbie B CTH 34.101.17 nponeayphl, npeacTaBaeHbl MOJI-
HOCTDBIO M B BHJI€, KOTOPBIH UCIOJIb30BAJICS IPU cOOPKE MPOrPAMMEI.

Ecim pokyment «Tekcr mnporpamMMbl» pas3padboTaH B COOTBETCTBHH € TPeOOBAHHSIMHU
ECII/, To sKkcuepT mnpoBepgeT, 4TO coiepzkKaHue U opOopMIeHHE TOKYMEHTa COOTBETCTBYET

rocCT 19.401.
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6.1.3 Jokyment «Omnucanue mmporpaMmbI»

[lpu anasmse mokymenta «Ounucanue nNpoOrpaMMbly IKCIEPT MPOBEPSIET BBINOJHEHHUE CJIie-
JIYIONUX TpedoBaHuil:

— B JIOKyYMEHTE JI0JIZKHa OblTh yKaszaHa uH(OpMaIusd, OJIHO3HAYHO WJIEHTU(MUIMPYIONas
BBI3BIBAEMbIE CTAHAAPTHBIE QYHKIUK (BePCHsT KOMIUJISTOPA, UCIOIb3yeMble CTaHapTHbie 6ub-
JMOTEKH W T.IL.);

— JIOKYMEHT JIOJIZKEH OLPEJIE/ISITh HPOIPAMMHbBIE MOJLYJIM, peaau3yloliue olpeejeHHble B
CTb 34.101.17 upouemypsbi;

— OIHMCaHHe IPOrpaMMbl B TePMUHAX IPOIPAMMHBIX MOJLyJeil JOJIZKHO COOTBETCTBOBATD
UCXO/IHBIM TE€KCTAM IIPOTPAMMOBI.

Ecan poxyment «Omnucanme nporpaMMbly pa3paboOTaH B COOTBETCTBUU C TPeOOBAHUSIMU
ECII/I, To skcuepr mnposepsier, 9TO coiepxkaHue u opOpMICHHE JOKYMEHTAa COOTBETCTBYET

rocCT 19.402.

6.1.4 Jdokyment «PyKoBO/CTBO mporpamMmMmucTas

[Ipu anam3e mokyMeHTa «PyKOBOICTBO MPOTpaMMUCTay SKCIEPT MPOBePseT BLIOJTHEHUE
CJAEIYIONIUX TPeOOBAHMIA:

— JIOKYMEHT JOJI2KeH COJEPKAThH OIMUCAHIE BCEX JOCTYIHBIX /I BbI30BA (DYHKIIHI, peasu-
sytomux onpenaenenasie B CTB 34.101.17 mpoueaypsl;

— omnucanue PYHKIMM, peaausyionux onpeaenenasie B CTH 34.101.17 nponeaypsl, u ycio-
BHSI UX UCHOJIb30BAHUS TOJXKHBI COOTBETCTBOBATH MCXOMHBIM TEKCTAM HPOTPAMMEBI.

[Ipu onucanuu B JOKYMEHTAIIUU (DYHKIM JTOMKHBI BBIIOJHATHCS CJASIYIONIHE YCIOBUI:

— KaxKJad PYHKIMUS TOJKHA UMETh OIUCAHWe Ha3HAYCHHST;

— KaxKJIbIil mapaMerp (pYHKIHHU JOJIKEH UMeTh ONUCAHHEe HAa3HAUYEHUs, TUIA U, TP HEOO-
XOJIUMOCTH, JTHAIa30Ha JOMYCTUMBIX 3HAUYCHUIA;

— KaxKJad (PYHKIHUS JOJKHA UMETh ONHCAHUIE BO3BPAIAEMOr0 pe3yJbTaTa ¢ yKa3aHueM
THUIIA;

— KaxKaadg HYHKIHA TOJIXKHA UMETh OMUCAHNE YCIOBUM, IPU BBIIIOJTHEHUN KOTOPBHIX B XOJIE
paboThl (PYHKIIMH MOTYT BO3HUKATH ONIMOOYHBIE CHTYAIMH, TPEOYIOIue ClennaabHoi 00padboT-
KH;

— Bcaydae ecan npu peanusanuu onpenenenaoi B CTh 34.101.17 nponeaypbl HCIOIB3yeT-
cs 6oJ1ee OTHON JOCTYIHOM I/ BHI30BA (DYHKITUH, JTOIKHBI OBITH YKa3aHBI TOPAIOK W YCJIOBHS
BBI30Ba JAHHBIX (DYHKITHIA.

Ecim mokyment «PyKoBoaCTBO IporpaMMUCTay pa3padOTaH B COOTBETCTBUU ¢ TpeOOBAHU-
avu ECIT/I, To sxkcnepT nmpoBepseT, 4To cojepKanue n opopMIeHrne TOKYMEHTa COOTBETCTBYET
roCT 19.504.

6.2 TectupoBanue

6.2.1 IIpoueaypa popmupoBaHus 3ampoca

BxomabiMu JIaHHBIME, 33IaBac¢MbIMK ITPH TECTUPOBAHUHU POy Pbl (POPMUPOBAHUS 3a-
poca Ha MOJIYUYeHHEe cepTUPUKaATA, ABIAIOTCS JOIMYCTUMbIE 3HAYCHHUS JIJIsI TapaMeTPOB BbI30BA
HMPOTPAMMBI, ONPEJIETISIONIUX COCTAB U COJIEPKUMOe KOMIIOHEHT 3allpoca.

B Tecrax g XpaHmeHnusd 3allpocoB Ha MOJydeHHe cepTudHUKaTa UCHOIb3YIOTCA OUHapHDbIE
daitael, comepKalie 3aK0INpOBaHHBIX 3HadYeHnit TunoB ACH.1, cocTaBasionux 3ampoc.

[Ipu TecTupoBaHHM TPOIEAYPHI (DOPMUPOBAHUS 3AIIPOCA BBIIOJIHSIOTCA CJIEIYIONINAE TECTHI.
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Tect IssueReqTest

1 3amaTp mapaMerpsl BBI30BA HCIBITHIBAEMON MPOrPAMMbI, KOTOPbie B COOTBETCTBUH C
JIOKyMeHTalueil HeobXoauMbl 11 (hDOPMUPOBAHUS 3aIPOCa Ha MOJydeHue cepTudukara.
2 CpejacrBaMu UCHBITBIBAEMON TTPOTPAMMBI C(POPMUPOBATEH 3aMPOC HA MOJIYUEHUE Cep-
TU(UKATA U IKCIOPTUPOBATH €0 Ha YKECTKH JIUCK MePCOHATBLHOIO KOMIBIOTEDA B BUJIE
daitta, comepzkariero 3akoanposanubie 3uadenus Tunos ACH.1, cocraBagmommx 3ampoc.
3 TlpeobpaszoBars baitn, mosydeHHbIN Ha 1are 2, B TEKCTOBOE MPeJICTaBJICHUE 3aIPOCa.
4 TlpoeecTn BU3yaJ bHbBII aHAJIH3 TEKCTOBOTO MPEJCTAB/IeHUA C(HOPMUPOBAHHOTO 3aIIPOCA
Ha coorBercrBue 1. H CTH 34.101.17.

5 Ilosroputrh maru 1 — 4 we menee 9 pa3z, 3ajaBasi pa3/ndHble TTapaMeTPbl BbI30Ba UC-
IBITHIBAEMON TPOTPAMMBbI (€CJIM UMeeTCsT TaKas BO3MOXKHOCTb).

6 Bossparurs YCIEX, ecsm Ha mare 4 mpum BH3yaJbHOM aHaJIM3e 3allpPOCa Ha I0JIyde-
Hue ceprudukara He BbigBiaeHo HecoorBercTBuii CTHB 34.101.17 (r.e. 3ampoc sBasieTcs
snavenneM Tuna CertificationRequest, m. 5.2 CTB 34.101.17), npu srom:

1) dopmar u comep:kanne 3HadeHns KomrnoHeHTa certificationRequestInfo coorser-
creyer tuny CertificationRequestInfo (n. 5.1 CTH 34.101.17):

— KOMIIOHEHT version cofepxkuT 3Hadenune O Tuna INTEGER;

— KOMIIOHEHT subject cogepxur 3uadenne tuna Name (m. 6.1.2.4 CTB 34.101.19) u
OIIpEJe/IsieT UMsI CTOPOHBI, KOTOPAasi 3allPAIIBAeT CepTU(hUKAT;

— KoMnoHeHT subjectPKInfo cogepxur 3nadenue tuna SEQUENCE, Brirouaromee asa
KOMIIOHEHTa, KOTOPBIE OLPEeIEIII0T OTKPBITHIH K04 (B BUje 3HadeHus Tuna BIT
STRING) u ajropuT™m, ¢ KOTOPBIM JaHHBIH KJIIOY HCIOJb3yeTcs (B BUJE 3HAUCHUS
tuna AlgorithmIdentifier);

— koMmmoneHT attributes (m. 5.1 CTB 34.101.17) comepxur 3madenue tuna SET OF
Attribute, KOTOpOe MOKET BKJIIOYATH aTpubyTh 3a1poca (Ipu HATHIUHE ATPUOYTOB
IIPOBEPKA COOTBETCTBUsSA (POPMATOB U COJEPKAHUS 3HAYEHHIT ATPUOYTOB BHIMOIHIET-
cst B Tecre AttCertReqTest);

2) dopmar u cojepKaHue 3HAUYCHHsI KOMIIOHeHTa signatureAlgorithm cooTBercTByeT
tuny AlgorithmIdentifier (m. 6.1.1.2 CTB 34.101.19) u ounpeznensier maenTuduKaTOp
agropurMa DI (Bkaowas ero mapamerpbi, Mpu HEOOXOAMMOCTH), B COOTBETCTBHU C
KOTOPBIM TOJITICHIBAIACH HH(MOPMAIMOHHAS YaCTh 3aIIpOCa Ha TOJIYYeHre cepTUPUKATA;
3) dopmar u comeprkaHne 3HaAYEHHWS KOMIIOHEHTa signature cooTBeTcTByeT Tumy BIT
STRING u comepzkut 3uadenue DI nadopmannonnoil yacTu 3anpoca (3aKOANPOBAHHOTO
3HaYeHHsI KOMIOHeHTa certificationRequestInfo), BrIpaboTaHHON HA JMIHOM KJIHOUE
CTOPOHBI, 3anpamuBalonieii ceprudukar.

7 Bossparurh OLIUBKA.

ITpumeganne — Bagasaembie B Tecte IssueReqTest mapaverpbl BEIZ0BA HCIBITHIBAEMOI TTPOTPAM-
MBI B COBOKYITHOCTH JIOJI?KHBI TIOKPBIBATHL HAnOO,/1€€ TOMHBIN (DYyHKIIMOHA, TPEI0CTABASIEMbIN UC-
OBITBIBAEMOH MPOrPamMMOil Mo (GOPMUPOBAHUIO 3AMPOCA HA BBITYCK CepTuuKaTa B 9acTh (POPMU-

POBaHAd OCHOBHBIX KOMIIOHEHT 3aIlpoca.
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Tect AttReqTest

1 3amaTp mapaMerpsl BBI30BA HCIBITHIBAEMON MPOrPAMMbI, KOTOPbie B COOTBETCTBUH C
JIOKyMeHTalueil HeobXoauMbl 11 (hDOPMUPOBAHUS 3aIPOCa Ha MOJydeHue cepTudukara.
2 CpejacrBaMu UCHBITBIBAEMON TTPOTPAMMBI C(POPMUPOBATEH 3aMPOC HA MOJIYUEHUE Cep-
TU(UKATA U IKCIOPTUPOBATH €0 Ha YKECTKH JIUCK MePCOHATBLHOIO KOMIBIOTEDA B BUJIE
daitta, cogepxkarero 3akonupoanubie 3nadenns TunoB ACH.1, cocrapagromux COK.
3 TlpeobpaszoBars baitn, mosydeHHbIN Ha 1are 2, B TEKCTOBOE MPeJICTaBJICHUE 3aIPOCa.
4 TlpoeecTn BU3yaJ bHbBII aHAJIH3 TEKCTOBOTO MPEJCTAB/IeHUA C(HOPMUPOBAHHOTO 3aIIPOCA
Ha coorBercrBue 1. 5.1 CTH 34.101.17.

5 Ilosropurh maru 1 — 4 we menee 9 pa3s, 3ajaBasd pa3/IMYHbLIC TAPAMETPHl BBI30BA
HCIBITBIBAEMOI MPOTPAMMBI (€CJIH HUMeeTCsT TaKas BO3SMOXKHOCTB ).

6 Bossparurs YCIEX, ecsm Ha mare 4 mpum BH3yaJbHOM aHaJIM3e 3allpPOCa Ha I0JIyde-
Hue ceprudukara He BbigBiaeHo HecoorBercTBuii CTHB 34.101.17 (r.e. 3ampoc sBasieTcs
sHavenneM Tuna CertificationRequest, cm. m. 5.2 CTB 34.101.17), npu sTom:

1) xommomnent attributes (cm. m. 5.1 CTB 34.101.17) comepzut 3uadenne tuna SET OF
Attribute, KOTOpOE MOXKET BKJIIOYATH aTPUOYTHI 3aMpPOCa, KazKIAblil U3 KOTOPBHIX COJEp-
JKNT KOMIIOHEHT type, nMetoruit Tur 0BJECT IDENTIFIER u onpenessttonuit nieHTHdON-
KaTop aTpubyTa, 1 KOMIOHEHT values, cojepzKaliuii 3HaueHne arpuoyra;

2) JUTS KaXKJI0TO aTpudyTa, COJEpKAIlerocs B KOMIIOHEHTe attributes, ero 3madenue
COOTBETCTBYET 3HAYCHUIO, ONPEJICJICHHOMY B JIOKYMEHTE Ha aTpUOyT € 3a/JaHHbIM 3HaYe-
HUEM UJIeHTU(DUKATOPA.

7 Bossparurh OLIUBKA.

ITpumeganne 1 —3amasaembie B TecTe AttReqTest mapamMeTpbl BBI30Ba HCTIBITHIBAEMO TPOTPAMMBI
B COBOKYITHOCTH JIOJI2KHBI TIOKPBIBATH Haubosiee moJiHbIi PyHKIMOHAJ, TPE/IOCTABIAEMbIH UCITHIThI-
BaEMOii IPOrPAMMOI 110 BBIITYCKY 3aIIPOCOB HA MOJyYeHne cepTudukaros B yacTu GOPMUPOBAHUS
aTpubyToB.

ITpumeganne 2 —KoppexkTHOCTE (hopMUPOBaHUs aTpudYTOB M0KHa MpoBepaThest mo THITA wm
JIDYTUM JIOKYMEHTaM, OIpejessionumM janapie arpubyrsl. Hanpumep, arpubyr «Bpems HoOAiIca-
unsgy ompegenserca B m. 15.4 CTB 34.101.23. B gokymeHnTanuu Ha MCITBITHIBAEMYIO TTPOTPAMMY
JI0JI7KeH ObITH OlIpe/iesieH lepeyeHb aTpubyToB, HO/IEPKUBAEMbBIX IPOIPAMMOI, 1 J0JIZKHbBI ObIThH
YKa3aHbl CCbIJIKMA HA JIOKYMEHTBI, B KOTOPBIX OIIPEJEIAIOTCS 110/[/IEPKIUBAEMble aTPUOYTHI.

6.2.2 IIpomneaypa pasbopa 3ampoca

BXoIHBIME JTaHHBIMH, 33JaBaeMBIMHU IIPH TECTHPOBAHUU IIPOIEIYPHI pa3dopa 3ampoca Ha
HoJIyueHne CepTU(UKATA, SBISIOTCSI 3aIlPOChl Ha MOJIyYeHHe cepTudUKaTa B BHIE OHHAPHBIX
daitioB, comepxKaimx 3aKoaupoBannbe 3Hadenns TunoB ACH.1, cocTaBasgionux 3ampoc.

[Ipr TecTHpoBaHME Hpoleayphl pa3bopa 3ampoca Ha HOJydeHHe cepTUUKATA BHIIOIHSI-
10TCsI 6a30BbIe TECTHI M TECThI M3BECTHOIO OTBeTa. Ba30BBIe TECTHI SIBISIOTCI 00s3aTeTbHBIMA.
TecTbl M3BECTHOTO OTBETA SIBJISIOTCS JTOMOIHATEIbHBIMEA U IPeTHASHAYEHBI 119 pa3bopa 3ampo-
COB Ha MOJyYeHre cepTU(MUKATA OTKPHITOrO KI0Ua aJIrOPATMOB IIOANNCH U TPAHCIOPTA KJII0Ya,
ompeneneHubix B CTH 34.101.45.

J1151 6a30BBIX TECTOB 3aIIPOCHl Ha IOy YeHHe cepTHdhUKaTa IpeI0CTABIIIOTCS COBMECTHO C
HCIBITBIBAEMON TPOrpaMMoil wiau hbOpMUPYIOTCS SKCIEPTOM (IPU HAJIXYUN HEOOXOIUMOTO TIPO-
rpaMMHOTO obecrieuennst). [lepes TecTUPOBAHUEM TIPOIEAYPHI pa3topa 3ampoca Ha MOoJIyueHne
cepTudUKATa IKCIEPT TPOBOIUT BU3YAIHLHOE CPABHEHHE TEKCTOBOIO IpeACTABIEHNS 3alIpoca ¢

10
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dopmarom, onpegenennom B CTH 34.101.17. st udMeHeHust 3a1pocoOB, KOTOPOE BBIIOJIHIETCS
B HEKOTOPbHIX 0a30BbIX TECTax, MOI'YT HMCIOJb30BATHCS ILPOIPAMMBI, OIKUCAHHBIE B IIPUJIOXKE-
HUK

JLyist TeCTOB U3BECTHOI'O OTBETA B KAYECTBE BXOAHbBIX JAHHbBIX UCIIOJIB3YIOTCS 3alPOCHI, OlIpe-
JIeJIeHHbIE B IIPUJIOZKEHUH @ (3axopuposannbie ACH.1-(daiiiibl ¢ JaHHBIMI 3AIPOCAMH SIBJISIOTCS
HEOTHEMJIEMOI YaCThIO HACTOAIIEH MGTO,ZLI/IKI/I).

Bazosbie Tecthl. [Ipu TecrupoBanuu mpoieypbl pa3dopa 3aipoca Ha HOJIyYeHHe CepTh-
duKaTa BBIIOJHAIOTCS CJieiyomue 6a30Bble TECThI.

Tect ValidReqTest

1 3ajaThb KOPPEKTHBIH 3aIIpoc Ha MOJy4YeHne cepTuuKaTa.

2 CpeacTBaMu HCIBITHIBAEMOR ITPOrPAMMbBI BBIIIOJTHUTH Pa300p 3allpoca Ha IMOJIydeHue
ceprudukara.

3 Ilosroputh marm 1 — 2 He MeHee 9 pa3, 3a/1aBad pa3InIHbIE KOPPEKTHBIE 3aIIPOCHI Ha
noJydenue ceprudpukara.

4 Bosspatutph YCIEX, eciu Ha mare 2 3ampoc YCIENTHO IMPOBEPEH W MPU3HAH KOPPEeKT-
HBIM.

5 Bossparutn OLIUBKA.

IIpumeganue — 3anaBaembie B Tecre ValidReqTest 3ampockr moskHBI TOKpPBIBATH Haubosee moJ-
HBbIIl (PYHKIIMOHAJI, [IPEIOCTABJIAEMbIN UCIBITHIBAEMON MIPOIPaMMOil 1o pa3bopy 3ampocoB Ha I10-
Jydenue cepTudguKaTa.

Tect InvalidReqTest

1 V3MeHuTb 3ampoc Ha HoJIydeHHe cepTUdHUKATa TAKUM 00pa30M, ITOOBI 3aIPOC CTAJ
HEKOPPEKTHBIM.

2 CpeacTBaMu HCIBITHIBAEMON TTPOTPAMMBI BBHIIIOJIHUTE Pa300p M3MEHEHHOTO 3ampoca.
3 IlosToputs maru 1 — 2 "He MeHee 9 pa3, 3a7aBas pa3IUIHble T3MEHEHHBIE 3aITPOCHI.
4 Bosspatuts YCIEX, ecim Ha Imare 2 3ampoc OTKJIOHEH W BO3BpAaIlleHa OIMHOKa, COOT-
BETCTBYIOMIAsT BHECEHHBIM M3MEHEHHSIM.

5 Bossparutn OLIUBKA.

IIpumeuanne 1 — 3MeHenne 3ampoca MOXKET COCTOATH, HATTPUMED, B M3MEHEHUN 3HATEHUST KOM-

IIOHCHTa Signature.

IIpumeganne 2 — 3amapaembie B Tecte InvalidReqTest 3ampockr mo/KHBI TOKpBIBATH Hanbosee

OJTHBIN (DYHKITHOHAT, MPEIOCTABISIEMbIN UCIBITHIBAEMOI TTPOTPaMMOl 10 pa3bopy 3alpocoB Ha

nojiydenue cepruduxara.

Tectbl n3BecTHOTO OTBETA. lIpH TecTupoBanum mMporeayphl pazdbopa 3ampoca Ha IOJIY-
YeHue cepTUMUKATA BBIIOJHAIOTCS CJIEAYIONIE TEeCThl H3BECTHOINO OTBETA.

Tect VReqTestl

1 3azaTtb B KadecTBe 3ampoca Ha BbIyck ceptudukarta daitn « VReqTest1.req».

2 CpeacTBaMu HCIBITHIBAEMON TPOTPAMMBI BBIIIOJIHUTE HIPOIEAYPY pa3dbopa 3ampoca.
3 Bosspatuth YCIEX, ecam 3arpoc YCIENTHO MPOBEpPeH W MPU3HAH KOPPEKTHBIM.

4 Bosspatuth OlIMBKA.

11
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IIpumeuanne 1 — IHens Tecta VReqTestl — mposepka cmocobHOoCTH peanm3anuu 00pabdbarhi-
BaThb KOPPEKTHbLIEC [NOANMCUA W JIPpyr'ue 3Ha4YCHUs KOMIIOHEHT B 3allpoCe, BKJIIOYad anl/I6yT
extensionRequest (cm. RFC 2985) ¢ pacimmpennem keyUsage (cm. CTB 34.101.19).
IIpumeuanne 2 — WcnpiTyeMas mporpaMMa MOXKeT He paclo3HaBarh aTpubyTol. Ilpm sTom oma
MOXKET BBIJATH COODIIEHNE 0 HEBO3MOXKHOCTH 00paboOTKH aTpubyTOB.

Tect ISignTest2

1 3amarTh B KagecTBe 3ampoca Ha BhITyck ceprudurara daiir «ISignTest2.req».

2 CpejacTBaMu HCHBITHIBAEMOI TPOTPAMMBI BBITIOJIHETE TPOIEYPY pa3dbopa 3ampoca.
3 Bossparuts YCIEX, ecan 3anpoc OTKJIOHEH.

4 Bosepaturh OWABKA.

ITpumeganne — 3ampoc cofep:KuT HEKOppekTHOe 3Hadenue nojmucu. [leas Tecra [SignTest2 —
IPOBEPKa CIIOCOOHOCTH PEATU3AINN BBIAB/IATHL HEKOPPEKTHBIE TTOAMUCH B 3aMPOCAX.

TecT I'VerTest3

1 3agarp B KadecTBe 3ampoca Ha BbIyck ceprudukara daitn «IVerTest3.req».

2 CpeacTBaMyu UCIBITHIBAEMON POrPaAMMBbI BBIIIOJIHUTE HPOIEAYPY pa3bopa 3ampoca.
3 Bosspatuth YCIEX, ecau 3anpoc OTKJOHEH.

4 Bosspatuth OIIMBKA.

IIpumeganue — 3anpoc cojepKuT HEKOppeKkTHOe 3HaueHue Bepeun. lles Tecra [VerTest3 — mpo-
BepKa CIoCOOHOCTHU peajin3alluil BhISBJISTh HEKOPPEKTHBIN HOMED BEPCUU B 3aIPOCAX.

Tect IPubKeyldTest4

1 3amarp B KauecTBe 3anpoca Ha Bbiyck ceprudurara daiir «[PubKeyldTest4.req».
2 CpejcrBaMu UCHOBITHIBAEMOI TPOTPAMMBI BBITIOJIHUTE TPOIELYyPY pa3dopa 3ampoca.
3 Bossparuts YCIEX, ecin 3a1poC OTKJIOHEH.

4 Bossparurn OWABKA.

ITpumeganne — 3anpoc COMEPNKUT HEKOPPEKTHOE 3HAUEHWE WACHTU(PUKATOPA OTKPBITOTO KJTHO-
qa. [Tens Tecra [PubKeyldTest4 — npoBepka criocobmHOCTH peain3aiuy BhIIBIITH HEKOPPEKTHBIHT
nieHTHUKATOP OTKPHITOTO KJII0YA.

Tect TPubKeyPrmTest5

1 3agarp B KadecTBe 3ampoca Ha Bbiyck ceprudukara paitn «[PubKeyPrmTest5.req».
2 CpeacTBaMu HCIBITHIBAEMOI IIPOTPAMMBbI BBIIIOJIHUTD HPOIEAYPY pa3bopa 3ampoca.

3 Bosspatutp YCIEX, ecau 3apoc OTKJIOHEH.

4 Bossparuth OIIMBKA.

IIpumeganue — 3ampoc COJEPKUT HEKOPPEKTHOE 3HAYEHUE UJIEHTU(DUKATODA [IJIsi TAPAMETPOB, C
KOTOPBIMU HCITOJIb3yeTcsi OTKpbIThIN Kiatou. leas Tecta IPubKeyPrmTest5 — mposepka ciioco6-
HOCTU PeaJIN3allUN BHIABJIATHE HEKOPPEKTHOEC 3HAYEHUE TTapaMeTPOB OTKPHITOTO KJIIOYa.

12
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Tect IPubKeyLenTest6

1 3azarh B KadecTBe 3ampoca Ha Bbilyck ceprudukara daitn «[PubKeyLenTest6.req».
2 CpeacTBaMu UCIBITHIBAEMOI IPOrPAMMBbI BBIIIOJIHUTD HPOIELYPY pa3bopa 3ampoca.
3 Bosspatuth YCIEX, ecau 3anpoc OTKJIOHEH.

4 Bosspatuth OIIMBKA.

IIpumeganne — 3ampoc CONEPXKUT OTKPBITHIH KJIHOY HEKOppeKTHO# mnnbl. llesbs Tecta
IPubKeyLenTest6 — mnpoBepka crocoOHOCTH peajiu3aliiil BBISIBJASTbD HECOOTBETCTBUE JIJIMHBI OT-
KPBITOTO KJII0YUa W YPOBHS CTOMKOCTH, KOTOPBIH ONpeesseTcs mapaMeTpaMy OTKPBITOTO KJIIOUA.

Tect ISignAlgldTest7

1 3amarp B KauecTBe 3ampoca Ha Bbinyck ceprudurara daitn «ISignAlgldTest7.req».
2 CpejicTBaMu UCHBITHIBAEMOI TPOrPAMMBI BBIIIOJIHUTD ITPOIELYyPY pa3dopa 3ampoca.
3 Bossparuth YCIEX, ecjin 3a1poC OTKJIOHEH.

4 Bossparurn OWABKA.

IIpumeganne — 3ampoc COAEPKUT HEKOPPEKTHOE 3HAUCHUE MICHTU(MPUKATOPA AJITOPUTMA TTO/IIH-
cu. Henb recta [SignAlgld Test? — nposepka CIIOCOOHOCTH PEAIM3AIMEU BbISIBJISITH HEKOPPEKTHOE
3HAUEHNE WICHTU(MUKATOPA KPUIITOIPADUIECKOTO AJrOPUTMA, UCHOJIB3YEMOro JIJIsl HOJIIUCH 3a-
mpoca.

Tect ISignAlgPrmTest8

1 3amaTh B KagecTBe 3ampoca Ha BeIyck ceprudmurara daiir «ISignAlgPrmTest8.req».
2 CpejacrBaMu UCHBITHIBAEMOI TPOTPAMMBI BBITIOJIHATE TPOIEYPY pas3dopa 3ampoca.

3 Bossparuts YCIEX, ecan 3ampoc OTKJIOHEH.

4 Bosepatuth OWABKA.

ITpumeganne — 3ampoc COgep>KUT 3HAUEHNE UICHTHMUKATOPA /T TTAPAMETPOB aJTOPUTMa TOJ-
nucu (cormacuo m. JI.2 CTB 34.101.45 KOMIOHEHT, ONPee/ oMUl TapaMeTpsl aarOPUTMa, IO
nwcu 3anpoca, gonxken npuanmarh 3aadenne NULL). ITeas Tecra ISignAlgPrmTest8 — mposepka
CIIOCOOHOCTH PEATU3AINHN BhIAB/IATH HECOOTBETCTBIE 3HAUCHNU MTapaMeTpa CTAHIAPTY HA KPUITO-
rpaduIecKuit aIrOPUTM.

Tectr VExtReqAttrTest9

1 3amarh B KavecTBe 3ampoca Ha Boiyck ceprudukara daiin « VExtReqAttrTest9.req».
2 CpejacTBaMu UCHOBITHIBAEMOI TPOTPAMMBI BBITIOJIHETE TPOIEIYPY pas3bopa 3ampoca.

3 Boseparurn YCIEX, ecyin 3anpoc yCIENTHO TPOBEPEH U TTPU3HAH KOPPEKTHBIM.

4 Bosepaturh OWABKA.

IMpumeaanue 1 — Banpoc comepxkut arpubyr extensionRequest (cm. RFC 2985) ¢ pacmmpenu-
samu keyUsage u extKeyUsage (cm. CTB 34.101.19). Ienw Tecra VExtReqAttrTest9 — nposepka
criocobHOCTH peasnmzarnuu 0bpabarbiBaTh aTpubyT extensionRequest, comep:Karmuii HECKOIBKO
pPACITPEHNi, KOTOPHIE TTPeIHASHATEHRI /15T BKAIOUEHWS B cepTudnuKaT.

ITpumeuanne 2 — NcnbiTyemasa mporpamMma MOXKET HE Pacmo3HaBarh arpudyTol. Ilpm sToMm oma
MOXKET BBIIATh COODIEeHrEe 0 HEBO3MOXKHOCTH 00paboTku aTpubyToB.
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Tect VUnknowAttrTest10

1 3amzaTnb B KadecTBe 3ampoca Ha BBITTYCK cepruduKaTa daiin
«VUnknowAttrTest10.req».

2 CpeacTBaMu HCIBITHIBAEMO TPOTPAMMBI BBIITOJTHUTE TPOIEAYPY pa3dbopa 3ampoca.

3 Bosspatuth YCIEX, ecam 3ampoc YCIENTHO MPOBEPeH W MPU3HAH KOPPEKTHBIM.

4 Bosspatuts OUIABKA.

IIpumeganue 1 — 3ampoc JONOTHUTETBHO COAEPKUT Heu3BecTHbIH arpudyr. Ileab mecra
VUnknowAttrTest10 — mpoBepka CIOCOOHOCTH peajn3anuu 06pabaThIBATL HEM3BECTHBIE ATPH-
Oy THI.

ITpumeuanne 2 — Tak Kak WCOBITYyeMasT TPOTPAMMa HE MOXKET PACIO3HATH ATPUOYT OHa MOMKET
BBIIATDL COODIIEHHE O HEBO3MOXKHOCTH 0OpabOTKI aTpuOyTOB.

6.3 AHajau3 UCXOOHBIX TEKCTOB

6.3.1 KoppeKTHOCTh HCHOJIb30BAHUS KPHUIITOrpaduIecCKnuX ajJropuTMoB

B nporpaMmme jjig JoKa3aTe/bCTBa BJIAJACHUS JUYHBIM KJIIOYOM U HPOBEPKH IIOJJIMHHO-
CTH 3aIIPOCa UCIOJB3YIOTCH aJrOPUTMbI XIIIUPOBAHUA U AJTOPUTMBI JIEKTPOHHOH 1TupPoBOii
HO/IITHCH.

Vcnonb3oBanue pyHKIHN, peaJu3yonuX KpUnTorpadudecKuil aJJfOpuTM, J0JI2KHO BBIIIOJI-
HaTbcsa B coorBercrBun ¢ CTB 34.101.17, THIIA ma xpunrorpadudeckuit aaropurM # J10-
KyMEeHTaIliell Ha UCHBITBIBAEMYIO IporpamMmy. g Kazkoro BbI30Ba B Iporpamme (OyHKIUIM,
peau3yIoNMX KpUITOrpadudecKuii aaropuT™, SKCIEPT BHIIOJIHIET CJIeLYIONUe ITPOBEPKU:

1 Tunsl u 3HavYeHns MapamMeTpoB, (PaKTHUYECKH IEpPeJaHHbIX B (DYHKIIHUIO, COOTBETCTBY-
10T TUIAM U JIOIYCTUMbIM 3HAYEHUsIM [MapaMeTpoB (DYHKIUH (C yIeTOM CTAHJAPTHBIX MPABUI
peoOpPa30BaHUsl TUIIOB A3BIKA MPOrPAMMUPOBAHUS ).

2 Ecnu ¢yuknus Bo3BpaliaeT 3Ha4eHHe, TO IPOBOIUTCI aHAJIN3 KOPPEKTHOCTU HCIIOJIB30-
BaHUs BO3BPAIAEMOro 3HAYEHUs, HAIIPUMED, KOPPEKTHOCTh HCIIOJIB30BaHHUS B OllepaToOpe IIPH-
CBaUBAaHUA, JOINYCTUMOCTh HTHOPUPOBAHUA BO3BPANIAEMOT0O 3HAYCHU U T.II.

3 Eciu BbI30B (DYHKIIMH MOYKET MPUBECTH K BOSHUKHOBEHUIO MCK/IIOUUTEILHON CUTYAIUN
WK OIMHOKHU, IIPOBEpeTCsd HAJMYINE ¥ KOPPEKTHOCTH 0OPAOOTKH UCKJIIOUUTE/IHLHON CUTYaIlUuH.

4 Ecyu 10 1 nocie BbI30Ba (DYHKIUK JTOJKHDBI BBIIOJTHATHCS OIpeeaeHHbIe JIefiCTBHIS, TO
HpOBEpseTCs HAJIHYNE U KOPPEKTHOCTH BBINOJHEHUS TpeOyeMbIX JIeHCTBHIA.

5 Ecau GyHKIMS HCIONB3YeT IJ100aJbHbIe IIepeMeHHbIe, TO POBepsIeTcs HAJIUINe HUIHA-
JIM3AIUN JAHHBIX ITepeMEeHHbIX.

IIpumeganue — Iloj dbyHKIMER TOHUMAETCS 9aCThb TPOIPAMMbI, KOTOpasd BBINOJIHsET crierndude-

CKHe JTefiCTBHUSI U OIHUCHIBAETCS TUIIOM BO3BPAIIAEMOI0 3HAYCHNUsI, UMEHEM (DYHKIIHH, (POPMAaIbHbI-

Mu mapaMerpamu. BoimosHenne GYyHKIIUE OCYTIECTBISETCH OCPEJICTBOM BBI30BA U3 MIPOIPAMMBI

wim apyroit pyuknuu. JlaHHOMY TepMHUHY B A3BIKaX MPOrPAMMUPOBAHHUA COOTBETCTBYIOT TAKHE

TOHSTHA KaK «PYHKIHT, «ITPOTEAyPay, «METOL» W T.II.

6.3.2 KoppeKTHOCTh ynpaBJIEeHIUd CEKPETHBIMUI JTAHHBIMUI

CexperHble JaHHBIE — 3TO KJIOYH, MapaMeTPhl W JAPyTHe JaHHbIE KPUITOrPaUIecKuX
AJITOPUTMOB, 3HAUEHIS KOTOPHIX B COOTBETCTBUHU CO CTAHIAPTOM min goKymMmenTanueit wa CK3U
JIOJIZKHBI OBITH 3aIUIIEHbl OT PACKPBITHS, T.€. JOJZKHbI XPAHUTHCI B CEKpeTe.

B mponenype dpopMupoBanug 3anpoca Ha BBIIIYCK cepTU(UKATA UCTOJIB3YIOTCS CAe/ Y IONNe
CeKpeTHble TaHHbIE:
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— JIMYHBbIA KJIIOY IIOJIIWCH;

— OJHOPAa30BbIA KJIIOY IIO/INCH.

DKCIEePT IMPOBEPSIET, YTO CEKPETHBbIE JAHHBIE HCIOJIb3YIOTCS B CTPOIOM COOTBETCTBHH €
KpHuITOrpaduIecKuM ajropuTMom. Ipyrue onepanun ¢ CEKPETHBIMU JaHHBIMHU HE JIONYCKAIOT-
Csl.

DKCIEPT HPOBEPSIET, YTO BCE KOIUU CEKPETHBIX JAHHBIX B OTKPBITOM BHE YHHYTOXKAIOTCS
HpH 3aBepIIeHur PabOThl ¢ HUMHU, HIPH ITOM:

— 3HAYEHHE CeKPETHBIX JIaHHBIX, pa3MelleHHOe B 00/1aCTH HaMsTH TJI00AJbHON HepeMeH-
HOM, YHUYTOXKAECTCH NePe] KazKIbIM BbIXOA0M U3 IIPOTIPAMMDBI;

— 3HaA4YEHHE CeKPETHBIX JAHHbIX, Pa3MeIeHHOe B 00JIaCTH MaMsITH JIOKAJIbHON IepeMeHHO
GYHKIHMT, YHHUYTOXKAETCH Mepe/] KazxK/AbIM BbIXOJ0M U3 JIaHHONW (DYHKIIUH;

— 3HaYeHue CeKPETHBbIX NAaHHbIX, PA3MEIICHHOE B JUHAMUYECKON HNaMATH, YHHUYTOXKACTCA
nepeJ KazK/ibIM OCBOOOKIEHUEM JIMHAMUYECKONW MTaMsSITH.

HpI/IMe‘{aHI/Ie - HO,ZL YHUYITOXKECHUEM ITOHUMACTCA TaKO€ M3MEHCHUEC JAHHBIX, XPAHANINXCA B IJICK-

TPOHHBIX yCTpOI'?'ICTBaX (OHepaTI/IBHaH NaMATh, IIaMATH Ha MAarrHUTHBIX HOCUTEC/IAX 1 ILp.)7 KOTOpOE

OPEJOTBPAIIAET UX IOCJIEHLYIONee BOCCTaHOBIeHre. Hanprumep, yHUYUTOXKEHNE MOXKET COCTOATH B

3anucyu B ODJIACTH TIAMATH, 3AHUMAEMON 3HAUEHUSIMU CEKPETHBIX JAHHBIX, (DUKCUPOBAHHBIX WJIN

CIYIalHO BRIODAHHBIX 3HAUYECHUIA.

6.3.3 KoppekTHOCTb nporieaypbl (pOpMUPOBAHUS 3aIPOCA

[lpr aHaM3e KOPPEKTHOCTH peau3alud MponeIypbl (GOPMUPOBAHUS 3aMpOca HA BBIYCK
cepTudUKaTa HCXOTHBIE TEKCTHI MPOTPAMMBI OIEHWBAIOTCA YACTHIHO, MO BBIOOPY IKCIEpPTa.
KoppekTHOCTH peaim3anuu mporeaypbl O3HAYAeT, YTO peajn3anus (PYHKIIMOHATIBHO COOTBET-
cteyerT CTB 34.101.17 w 9TO peanmu3amnus He COAEPXKHUT OMMUOOK U ySA3BUMOCTeEH.

DKCIepT JOJKeH MPOBEPUTh MO KpalfHell Mepe cleyIoline acleKThl PeaJu3aly Mporie-
Jypbl (DOPMUPOBAHUS 3aITPOca Ha MOJIyUeHne cepTudukara;

1 Peanmszanus JoKHA MOAMUCHIBATH 3aIIPOC HA JIUTHOM KJIFOUe CTOPOHBI, 3aIPAITUBAIO-
meit ceprudukar.

2 Peanmsamnusa A0JKHA BKJIIOYATh B 3aPOC WIEHTUMUKATOP KPUTTOIPADUIECKOTO ATIT0-
pUTMa, UCIOTB3YEeMOro s MOJAMUCH 3aIIpoca.

3 Peanmsamnusa moKHA BKJIIOYATh B 3aMpoc WHAMOPMAIUIO, KOTOpas OmpeesseT JT0JTro-
BpeMeHHbIe TTapaMeTPhl aJTOPUTMOB, UCIOJIb3YeMble JJI MOANUCH 3aIPOCa.

6.3.4 KoppekTHOCTH mpoleaypbl pa3bopa 3ampoca

[Ipu anaJ/in3e KOppEKTHOCTU PeaM3aIluy IpoIeayphl pa3bopa 3alpoca Ha MOJIydYeHHe cep-
TU(HUKATA UCXOJHBIE TEKCThI IPOIPAMMBbI OIIEHUBAIOTCA YaCTUIHO, 10 BBIOOPY 3Kciepra. Kop-
PEKTHOCTD pean3alluu MPOoIe/Iyphl 03HAYAET, YTO peaau3anusd (pyHKIHOHAILHO COOTBETCTBYET
CTb 34.101.17 u 9To peanu3alius He COJEPXKHUT OMUOOK U yA3BUMOCTEI.

DKCIEePT JIOJIZKEH IIPOBEPUTH 10 KpaliHell Mepe CJIeIYIONIHe acleKThl peanu3aluu Ipore-
JIypbl pazbopa 3ammpoca Ha HOJIyUYeHHe cepTuduKara:

1 Peanuzamus joskuaa nposepaTh DI 3ampoca Ha oTKpHITOM KJII04e, cOjepzKalieMcsd B
3aImpoce.

2 Peanuzanus jposzkHa 1npoBepaTh LI 3ampoca agropurmMomM ¢ HICHTH(MHKATOPOM,
BKJIIOYEHHBIM B 3aIPOC.

3 Peanuszanus joszkaa npoepath D11 3anpoca aaropurMom ¢ J10AroBpeMeHHBIME Tapa-
MeTpaMu, HHPOpMAIUgd 0 KOTOPBIX BKJIIOYEHA B 3aIPOC.
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6.3.5 KoppekTHOCTh 00pabOTKM MCKJIIOYUTEIbHBIX CUTYAITIil

[Tox uckJroYnTe/IbHOM cuTyanueil noHuMaeTcs omuboYHast CUTyallus, BO3HUKAIONIAN 1IPU
BBIIIOJIHEHUH 1IPOTPAMMbI U TPeOyIoias cleluaibuoit o00paborku. J[aHHOMY TepMUHY B S3bIKaX
HPOI'PAMMUPOBAHUS COOTBETCTBYET TAKHe IMOHATHS KaK «OIIUOKAY, «UCKJIIOYEHUE» U T.II.

DKCIEPT MPOBEPSET KOPPEKTHOCTH 0OPAOOTKY MCKJIIOUUTETbHBIX CATYAIMI PU BHIIOJIHE-
HUU IPOBEPOK, IPOBOAUMBIX B 11. [6.3.1] — [6.3.4]

g anajin3a KOPPEeKTHOCTH 00pabOTKM UCKJIIOYUTE/IbHBIX CUTYAIUH IKCIEPT IPOBEPIET,
4YTO:

1 Tlocjsie KaxkJ010 BBI30Ba (DYHKIUHU, BBIIOJHEHHE KOTOPOH MOXKET IPUBOJIUTH K BO3HUK-
HOBEHUIO UCKJIIOYUTE/ILHON CUTYAIMU, UMEIOTC IPOBEPKa Ha CJy4dall BOSHUKHOBEHUS MCKJIIO-
YUTEJbHON CUTYAIlMu U COOTBETCTBYIONIAs 00pabOTKa UCKJIIOYUTE/ILHON CUTYAIIUH.

2 llpu nposepke u 06pabOTKe UCKJIIOYUTE/IHHON CUTYAlUd YUTEHbI BCE BO3MOZKHbBIE BU/IbI
UCK/IIOUUTE/IbHBIX CUTYaluil, BOBHUKHOBEHHE KOTOPbIX BO3MOZKHO COIJVIACHO JOKYMEHTAIMN Ha
BBI3BIBAEMYIO (DYHKIIHIO.

3 HckmoanTenbabie cuTyarun 00pabaThBAIOTCS aIeKBATHO (BO3BPAIIAIOTCS BEPHbBIE KOJIbI
omuboK 1 coobiiennst 06 omubKax u T.II.).

6.3.6 OrTcyTcTBuEe HEAOKYMEHTUPOBAHHBIX BO3MOXKHOCTEM

SKCHepT onnpenesideT OTCYTCTBHE HEJOKYMEHTHPOBAHHBIX BO3MOKHOCTEN 110 pe3yjabTaTaM

IIPOBEPOK, BBHIMOJHEHHBIX B 1. [6.3.1] — [6.3.5]
Ob6Hapy KeHHBIEe HeJOKYMEHTHPOBAHHBIE BOZMOXKHOCTH OTPAazKaloTCs B IPOTOKOTIE aHAIN3A

HNCXOAHBIX TE€KCTOB MJIM B IIPUJI02KEHUH K HEMY.
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IIpunoxxenne A
dopmMa IIPOTOKOJIA aHAJJIN3a JOKYMEHTAITNN

k3. {Ilone 1}

ITporokoa Ne {Ilone 2} or {Ilose 3}
pPe3y/JbTATOB aHAJN3A JOKYMEHTAINN

nporpammbl {Ilose 4}, peanusyroineil ypasieHue 3apocaMi Ha MOy YeHHe
ceprucurara corstacao CTH 34.101.17-2012

1. JlokymeHTbI:

’ Ne | HasBanue jgoKyMeHTa ‘ Homep
1 | {TTose 5} {TTose 6}
2 | {Tloaue 7} {ITose 8}
3 | {Ilose 9} {Ilone 10}
4 | {TTose 11} {ITosne 12}

2. Ilpu anajuze jJJOKyMeHTaluK ObLJIM BBIIIOJHEHbI CJIe/IyIONne TPOBEPKHU:

’ Ne | HazBanme mpoBepK# ‘ OtrmeTKa O BBIIOJTHEHUH
1 | TIposepka mokymenrta «Cnemuduranms» {TTose 13}
2 | IIposepka mokymenTa «TekcT mporpaMmbi» {TTose 13}
3 | I[Iposepka mokymenTa «Ommcanue IporpaMMbl» {ITose 13}
4 | TIposepka mokymenta «Pykosogcrso mporpammn- | {ITore 13}
cTa»

3. 3akJTiovueHne Mo pe3yIbTaTaM aHaan3a JoKymentanuu: gokymentanus {Ilome 6}, {Ilo-
ae 8}, {I[lose 10}, {Ilose 12} coorBercrByer (He coOTBETCTBYET) LPOrpamMMe OObLEK-
T MCUBITAHUA B YaCTH ylUPaBJIEHHs 3allPOCAMM Ha LOJy4deHue ceprudukara COrIacHo
CTB 34.101.17-2012.

DKCIepT, {Ilone 15} {Ilome 16}
{IToste 14}

B mosie 1 ykaspiBaeTcs HOMeD 9K3eMILTAPA MPOTOKOJIA.

B moste 2 ykaswsiBaeTcss HOMep, OJHO3HAYHO HIEHTHUMUIIUPYIONTII TPOTOKO.

B nosne 3 yka3blBaeTcs JaTa COCTaBJIEHUS IIPOTOKOJIA.

B mone 4 yka3piBaeTcd Ha3BaHWe OObeKTa UCHBITAHWNA B COOTBETCTBUU C MpEJICTABIEHHON
K WCIBITAHUAM JTOKYyMEHTAIIeN.

B monsax 5 n 6 yka3bpBalOTCA COOTBETCTBEHHO MOJTHOE Ha3BaHUe JTOKyMeHTa «(Cnermumdunka-
IHsI> U €ro WIeHTUDUKATMOHHBIN / TeUMaTbHbIH HOMED.

B nmonax 7 u 8 yka3pIBalOTCd COOTBETCTBEHHO IIOJIHOE Ha3BaHHUe JIOKyMeHTa <« lekcT mpo-
IPAMMBI» M €ro WIeHTU)UKAIMOHHbI / IeMUMAaTbHBI HOMED.
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B nossix 9 u 10 yka3siBaloTCsi COOTBETCTBEHHO TI0/IHOE Ha3BaHue jokymenta «Onucanue
IPOIPAMMBI» U €10 UJACHTH(MUKAIMOHHBI / IeIIMMAJIbHBI HOMED.

B nosisix 11 u 12 yka3zbiBaroTcsi COOTBETCTBEHHO HOJIHOE Ha3BaHue JOKYyMeHTa « PykKoBoicTBO
IPOIPAMMHECTAY W €r0 UACHTU(DHKAIMOHHDI / TeIUMAILHBIT HOMED.

B nouie 13 yka3zbiBaeTcs pe3yJibTaT BbIIIOJHEHUS TPOBEPKU: «IOJIOKUTEJIbHOY — PE3YJIbTAT
HPOBEPKH TOJIOKUTEJIbHbIN, «OTPUIATEIHHO> — Pe3y/bTraT IIPOBEpPKU oTpuiiare/ibubiii. 1locie
3aBEPIICHUS AHAJIN3A JJOKYMEHTAIUM U 3AII0JIHeHUs TabJIMIbl JIeJIaeTCs BBIBOJ O COOTBETCTBUH
(He cOOTBETCTBHN) JOKYMEHTAIIMH IPOrpaMMe 00'beKTa UCIBITAHUIT B YACTH yIIPABICHHS 3AIPO-
camu Ha nojydenune ceprucdukara cortacao CTB 34.101.17. BeiBox 0 cooTBercTBUU [1€718€TCST
TOJIBKO TOIJIa, KOTJIA PE3YJIbTAThl BCEX ITPOBEPOK SABJLIOTCS MOJOKUTETbHBIMU.

B nmonsix 14 u 16 yka3zsiBatorcst coorBeTcTBeHHO j1okHOoCcTh 1 P. M. O. skcnepra.

B nosie 15 craButcd cobCTBEHHOpPYUYHAs MOJAIUCH IKCIEPTA.

Nudopmarusg 06 obHapyKeHHBIX HECOOTBETCTBUAX HPUBOJAUTCH B IIPOTOKOJE WU MPHJIO-
JKEHUU K HPOTOKOJIY B HPOU3BOJIBHON (dopMme.
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IIpunoxxenne b
®opma MpPOTOKOJIa TECTUPOBAHULA

k3. {Ilone 1}

ITporokoa Ne {Ilone 2} or {Ilose 3}
pPEe3yJIbTATOB TECTUPOBAHUS
nporpammbl {Ilose 4}, peanusyroieil ypasieHue 3apocaMi Ha MOy YeHHe
ceprucurara corstacaio CTH 34.101.17-2012

1. @aiiibl MCXOJHBIX TEKCTOB HPOI'PAMM:

’ Ne ‘ Umsa daitia ‘ X3II-3HavUeHHe
1 | {ITose 5} {TTose 6}
2 | {lToxe 5} {ITose 6}

Xsmr-3navenns 1ist Gaiiios Beraucaens cornacuo {Iloae 7}.

2. B xojie TectupoBanusi 00beKTa UCIIBITAHUN ObLJIM BBIIIOJHEHbBI CJIE/YIONINE TeCThI:

’ Ne ‘ Haszpanue Tecta ‘ OTMeTKa O BBIOJTHEHUH
1 | IssueReqTest {TTose 8}
2 | AttReqTest {TIone 8}
3 | ValidReqTest {Ilone 8}
4 | InvalidReqTest {TTose 8}

3. BakJoueHne 1o pe3yJibraTtaM TecTupoBanusi: mporpamma {Ilose 4} coorBercrayer (He
coorBercTByeT) TpeGoBanusiM, ycranosaenabiM B CTB 34.101.17-2012.

DKCIIepT, {Ilone 10} {Ilome 11}
{Ilone 9}

B moste 1 yKasbsIBaeTcss HOMEpP 9K3eMILIAPa IPOTOKOIA.

B moste 2 ykaspeIBaeTcss HOMep, OJHO3HAYHO MICHTHMUIIUPYIONUH IPOTOKOI.

B mosie 3 yka3zbiBaeTcs JAaTa COCTaBJIEHHS IIPOTOKOJIA.

B mose 4 yka3piBaeTcsa HasBaHMe OObEKTa HCHBITAHUNA B COOTBETCTBHU C HpPEICTaBIEHHON
K MCIBITAHUSIM JTOKYMEHTAIMEH.

B mosie 5 yka3piBaloTCad HMeHA UCXOIHBIX (hailJIOB IPOrpaMM OObEKTa UCIIBITAHUN.

B nosie 6 ykaspiBaeTcd 3nadenue (pyHKIUH XIMUPOBAHUS JJIsi TECTUPYEMBIX (pailjioB, BbI-
YUCJIEHHOE B COOTBETCTBHM CO CTAaHJIAPTOM, YKa3aHHBIM B 1moJje 7. Paspelraercs ucnonb30BaTh
dyukiuu x3muposanud, onpeaenennsie B CTH 34.101.31 uwnu CTH 34.101.77.
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B noJsie 8 yka3biBaeTcs pe3yJibTaT BbIIOJHEHUS TECTA: «II0JIOKUTEJIbHO» — TECT 3aBepIIeH
YCIIEITHO, «OTPUIATEIbHO» — TeCT 3aBepIeH ¢ OMMOKON; «He IMPOBOJAUIICH» — TECT He IIPOBO-
JIMJICS, TAK KaK NPOorpaMMa He HOJJIEPKUBAET aJlOPUTM HMJIM PEKUM, OLIPEeJIeJICHHBI B TecTe.

[locste 3aBeprieHns TECTUPOBAHMS U 3AII0JIHEHNS TAOIUIBI J1€J1A€TCS BBIBOJ, O COOTBETCTBUN
(He coorBercTBUE) MpOrpaMMHOil peasm3anuu oobekta ucnbtanniit CTH 34.101.17. BeiBog o
COOTBETCTBHHU JIEJIAETCS TOJIBKO TOIJA, KOI/Ia BCE IPOBOJIMMbBIE TECTHI BHIIIOJIHEHBI YCIIEITHO.

B nonsx 9, 11 ykaseiBaioTcst cooTBeTCTBeHHO mo/KHOCTE U P. V. O. 3xcuepra.

B nosie 10 craButcd cobCTBEeHHOPYUYHAs MOJAIUCH IKCIEPTA.
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IIpunoxxenne B
®opma MPOTOKOJIa aHAJJAN3a MCXOAHBIX TEKCTOB

k3. {Ilone 1}

ITporokoa Ne {Ilone 2} or {Ilose 3}
pe3yJbTaTOB aHAIN33a UCXOAHBIX TEKCTOB
nporpammbl {Ilose 4}, peanusyroineil ypasieHue 3apocaMi Ha MOy YeHHe
ceprucurara corsacao CTh 34.101.17-2012

1. @aiiibl MCXOJHBIX TEKCTOB HPOI'PAMM:

’ Ne | Mms daitna ‘ X>3II-3HavueHHe
1 | {TTose 5} {TTose 6}
2 | {Tloaue 5} {ITosie 6}

Xsmr-3navenns st Gaiiios Beraucaens cornacuo {Iloae 7}.

2. B xo/1e aHa/IM3a UCXO/IHBIX TEKCTOB HPOI'PAMM ObL/IN BbIIIOJHEHbI CJIE/LYIOIIIE IPOBEPKU:

Ne | Hazpanume mpoBepku Pesynprar
HPOBEPKH

1 | KoppekTHocTn ucnoab3oanus Kpunrorpadbndeckux aaropurmon | {ITose 8}

2 | KoppekTHOCTH yIpaB/JIeHns] CeKPETHBIMU JaHHBIMI {TTose 8}

3 | Koppekrroctu mporeaypsbl dopMupoBanus 3ampoca Ha nosyde- | {Ilose 8}
Hud cepTudHKaTa,

4 | KoppekrrocTu nmporenypbl pazbopa 3ampoca wa nosydenust cep- | {ITose 8}

Tupukara
5 | KoppekTHocT 00pabOTKYM HCKIIOUATETHHBIX CATYAIN {TTose 8}
6 | OrcyTcTBUS HETOKYMEHTHDOBAHHBIX BO3MOZKHOCTEM {ITose 8}

3. BakJ/II0ueHne [0 Pe3y/IbTaTaM aHATN3a UCXOAHBIX TeKCTOB mporpaMm: nporpamma {I1o-
ne 4} coorBercTByer TpeboBanusmM, yeranoprenabiM B CTH 34.101.17-2012.

DKCIepT, {Ilone 10} {Ilome 11}
{Ilone 9}

B mose 1 yka3wsiBaeTcs HOMED 3K3eMILTSIPA MPOTOKOJIA.

B nosie 2 yka3zbiBaeTcs HOMED, OJHO3HAYHO UICHTUMDUIUPYIONIHI TPOTOKOII.

B mose 3 yka3wiBaeTcd maTa cOCTaBIEHUS MTPOTOKOA.

B nosie 4 yka3biBaercs HazBaHue 00beKTa UCHBITAHUN B COOTBETCTBUU C ITPEACTABICHHON
K UCHBITAHUAM JOKYMEHTAIHE.

B mosie 5 yka3bIBaloTCAd MMEHA UCXOJIHBIX (hailJIOB IPOrpaMM O0bEKTa UCITBITAHUN.
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B nosie 6 ykasbiBaercs 3uadeHue (QYHKIMM XIMIMPOBAHUS JJId UCXOJHBIX (ailjioB 1po-
I'PAMM, BbIYUC/JIEHHOE B COOTBETCTBUU CO CTAH/IAPTOM, YKa3aHHbIM B 1ojie 7. Paspeiaerca uc-
10J1b30BaTh (GyHKIKUKH X31mupoBanus, onpeaeaenasie B CTH 34.101.31 num CTH 34.101.77.

B nosie 8 ykasbiBaercs pe3y/bTaT BbBIIIOJHEHUS [POBEPKH: <IOJOKUTEJIbHOY» — Pe3yJib-
TaT IPOBEPKU MOJIOKHUTE/IbHBIN, «OTPUIATEIbHO» — Pe3yJIbTaT IPOBEPKU OTPULIATE/IbHbIN, «HE
HPOBO/IUJIACHY — IPOBEPKA HE TPeOyeTcs 110 IPUYUHE CleludUKU pean3aluu nporpaMm 00b-
eKTa MCIbITaHuil (HanpuMep, B IpOrpaMme He HCIOJIb3YIOTCs robaibibie nepemennbie). [ocie
3aBEPIICHUS aHAJIN3A UCXOJAHBIX TEKCTOB IIPOrPAMM U 3aII0JIHEHU TAOJIUIIbL JIE/1aeTCs BbIBOJL, O
coorBercTBHu (He coorBercrBun) obbekTa ucnbirannit CTH 34.101.17. Buisog o coorBercrsuu
JIEJIAETCH TOJIBKO TOIJIA, KOIJIA Pe3yJIbTAaThl BCEX ITPOBOJMMBIX IPOBEPOK SBJSIOTCH OJOKU-
TEeJbHBIMU.

B mossix 9, 11 ykazeiBatorces coorBercTBeHHO noskHOCTH 1 . V. O. skcnepra.

B nosie 10 craBuTcd cobcTBeHHOpPYYHAs MOJAIUCH IKCIEPTA.

Nudopmarus 06 obnapyKeHHbIX OMMOKAX U HEJOKYMEHTHPOBAHHBIX BO3MOZKHOCTAX HPU-
BOJUTCS B IPOTOKO/I€ MJIM HPUJIOKEHUHT K IIPOTOKOJIY B IIPOU3BOJILHOM (hopMe U JI0JIKHA BKJIIO-
4aTh:

1) onmcanue OmuOKN WM HEJTOKYMEHTHPOBAHHON BO3MOXKHOCTH;

2) ums daiiaa 1 HOMepa CTPOK HPOIPAMMBI, COAEPKAIINX OITHOKY.
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ITpunoxxenue I'
TecToBoe mporpaMmHoOe obecredeHne

I''1 IIporpammsbl npeobpa3oBanuss ACH.1-¢aiisioB B TEKCTOBOE IIPEACTABIECHIE

[IporpaMmpl, onucaHHble B HACTOAIIEM TOApPA3e/ie, siBJIsSeTCA CBOOOIHO PACIpPOCTpaHsie-
MBIMHI TPOTPAMMAaMH, KOTOPBIE MPEIHA3HATEHBI /TSI AHAIIN3a, COAEPKUMOT0 JBONIHBIX (DaiiIOB,
cofepzKammux 3akonupoBanubie 3uadennst Tunos ACH.1. Ouu mo3BosisiioT mpeodpa3oBBIBATE 3a-
KOJMPOBaHHbBIE OMHAPHBIE (DAMJIBI B X TEKCTOBOE MPEJICTABJIEHHE.

I''1.1 IIporpamma dumpasnl.exe

[Iporpamma dumpasnl.exe sIBJIsIeTCS KOHCOJBHBIM HMPUIOKeHHEM. TeKCTBI MpOTpaMMbI
pacrosiaratores 1o ajpecy: https://www.cs.auckland.ac.nz/ pgut001/dumpasnl.c.

g nmpeobpasoBanus daitia 3amnpoca Ha HoJaydeHue ceprudukara B dailyl ¢ TEKCTOBBIM
IpeCTaBJIeHIeM MOZKET HCIO0Jb30BaThCsl, HAIPUMEp, CJIeAYIONas KOMaHIa;

dumpasnl.exe -t -a -z src.bin > dst.txt

B komane mapamMeTpsl UMeIOT ¢JieyIoNe 3HaUeHnd: STC.bin — 3aKOIMPOBAHHBIN MCXOTHBIN
dait1; dst.txt — TEKCTOBOe HpeJCTaBJIeHHe HCXOMTHOTO draiiia; t — oTrodOparkeHue 3HAUYEHUN
KOMIIOHEHT B TEKCTOBOM BHJE; @ — OTODpaKeHue IEeJUKOM OJIOKOB JAHHBIX, JITMHA KOTOPBIX
bosibie 128 6aiiToB; Z — JOIYINEHHE MOJeH HYJIeBOU JIJTMHBI.

Pacrnpocrpanenubie uIeHTU(MUKATOPB 00BEKTOB MOT'YT IIepeIaBaThbCs B IIPOrpaMMy depes
KoHburypanuonusiit ¢dair dumpasnl.cfg. CranmapTHbI KOHMUTYPAITHOHHBIH hall nepuoin-
YecKW OOHOBJISETCS W pa3MelnaeTcd Mo ajpecy https://www.cs.auckland.ac.nz/ “pgut001/
dumpasnl.cfg. /lig pacno3HaBaHUS TOMOJHUTEJbHBIX HIeHTHMOUKATOPOB, ONpPeIeTeHHBIX B
OTEYECTBEHHBIX KPUITOIpAMPUIECKUX CTAHIAPTAX, MOXKET UCIOJIb30BATHCS paclIdpeHne KoHgu-
IYpanuoHHOro daiina, pasMelneHHoe mo ajpecy https://github.com/agievich/bee2/blob/
master/doc/dumpasnliby.cfg.

I''1.2 TIIporpamma ASN.1 Editor

[Iporpamma ASN.1 Editor saBiseTcs mpuao:KeHHeM omepanuoHHOi cucTteMbl Windows c
rpadpuIecKuM TOJIH30BaTEILCKUM HHTepdeiicoMm. Vcmomusgemprit dpaita mporpaMMbl pacroJiara-
eTcd 1o agpecy: http://www.codeproject.com/Articles/4910/ASN-Editor.

g upeobpasoBanust aitjia 3anpoca Ha loJjydeHue ceprudukara B TEKCTOBOE IIPe/l-
CTaB/IeHUe HEOOXOJUMMO OTKPbITh (pailyl ¢ HOMOIILIO IIYHKTA OCHOBHOI'O MEHIO IIPOIDAMMbL:
File — Open.

I.2 IIporpamMmbl aBTOMATHUYECKOII TeHEpAINN TECTOBBIX HADOPOB
I''2.1 Texuosorusa Fuzzing

Jl1s aBTOMATU3AIMU TECTUPOBAHUA IIPOrpaMM, 00padATBIBAIONINX CJAOXKHBIE (hOPMATHI
JIAHHBIX, 9aCcTO IpuMeHsercs Texnosorusd Fuzzing. Cuernuanbnasg nporpamma fuzzer odbpabda-
THIBaeT HCHBITHIBAEMYIO IPOTPAMMY Prg, KOTOpas B CBOIO 0depeb oOpabareiBaeT aitn file.
IIporpamma fuzzer BBIIOJIHSAET MHOTOYHUCIeHHBIe MoauduKanuu file, mogaeT 3T MOTUPHUKA-
IUY Ha BXOJ prg u olieHuBaeT peaknuio. Murepec g fuzzer npeJcTaB/sgioT BCeBO3MOZXKHbBIE
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HCKJIIoUnTe/IbHble cuTyaruu: 3apucanust (hungs), yreuku namsru (leaks), napyienue yrsep-
JKJCHUA BpEMEHN KOMIIUJIAIUU (asserts) n T. 1. JI1oboe u3 HalAEHHBIX HCKIIOUEHHUH IJISI UCIIHI-
TyeMOi Kpunrorpadguieckoil HporpaMMbl HEJIOIYCTUMO.

[Iporpamma fuzzer sbinosnser moguduxaruun file pazubiMu criocobamu. B Oosibiun-
cTBe ciydaeB mojudukaiyuu HGOpMUPYIOTCH CAy4allHO, MU TOIJIA TECTHUPOBAHUE ITPOXOJUT IO
HPUHIUIY «4Y€PHbINA sdimuKy. Hamuoro 6osbiie omuboK MOKHO BbISIBUTH TOIJA, Korja fuzzer
YUUTHIBaeT (YaCTHIHO WM TOJHOCTHIO) dopmar file, T.e. HONIEPKUBACT NPHHIAIL «CEPbIil
SANUKY WK JlazKe «OeJIblil a1k ».

2.2 IIporpamma AFL

[Tporpamma AFL (American Fuzzy Lop) — 310 ¢BOGOmHO pacupocrpansiemsiii fuzzer, c
MOMOIIIHIO KOTOPOTO HalIEHO DOJILINIOE YUCI0 YA3BUMOCTEH B KPUTITOTPAPUICCKUX MPOIYKTAX.
Best neobxomnmas nngopmarus o6 AFL, B TOM YHC/Ie JOKYMEHTAIMA U UCXOAHbIe (Dailibl, pa3-
Merena 1o ajpecy http://lcamtuf . coredump.cx/afl

UcnbiTyemass mporpamMMa prg JOIKHA KOMIHINPOBaThCs cpeicTtBamu AFL, B cBoO ode-
pean ocuoBanubix Ha nHCTpyMeHTax GCC man CLANG. Tlpumepnsbrit make-daiin gis coopkn
UCHBITYEMON TTPOTPaAMMOBI:

CC = path_to_afl/afl-gcc
CXX = path_to_afl/afl-g++
LDFLAGS =

CFLAGS =

PROGS = prg

all: $(PROGS)

prg: prg.c
$(CC) $(CFLAGS) $@.c -o $@ $(LDFLAGS)
clean:

rm -f $(PROGS) *.o

UcnbiTyemasi mporpaMMa JoJIzKHA TpuHuMaTh Ha BxoJ (aitn file. Tecrosbiii daiin, B
OKPECTHOCTU KOTOPOTo OyIeT OPraHn30BaHO TECTUPOBAHUE, TTOMEIAeTCH B CHeIUAJIbHbINA KaTa-
Jior tests. B aTo KaTajor MoryT ObITH JIobaB/IeHb! JTI00bIE Jipyrue TecToBbie daitibl. Mogndu-
Kannd file, KOTOpBIE IPUBEIN K UCKAIOYCHAAM B Prg, NOMEINaTed B KaTaaor findings.

TecTnpopaHne 3amycKaeTcs MO KOMaH e

path_to_afl/afl-fuzz -i tests -o findings path_to_prg/prg 0Q

Nudopmanuio 1mo JONOJHUTETBLHBIM OIIUAM KOMAHbI, & TAKyKe JOMOJHUTEIbHBIM BO3-
MOKHOCTAM AFL MOXKHO HaWTH HA YHOMSAHYTOM CcaiTe.

[Tepen coopkoit AFL B BupTyasbHO# cpejie Ha miatdopme Windows ciejyer BKJIIOYATD JIH-
pexktuBy SIMPLE_FILES B 3arosioBouHoM aitne config.h n B Gynkmun trim_case () moaynsa
afl_fuzz.c cTpoKy

fd = open(g->fname, O_WRONLY | O_CREAT | O_EXCL, 0600);
U3MEHHUTH Ha,

fd = open(q->fname, O_WRONLY | O_CREAT, 0600);
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B 1annoM npuJIOKeHUH ITPUBOIUTCA OIMCAHKE 3AIIPOCOB HA IOJy4YeHUue cepTHdUKaTa, uc-

II0JIb3YEMBIX B Te€CTaX M3BECTHOI'O OTBETA. Ka)K,ZLbHL/'I 3alIpoC B TeCTaX OCHOBaH Ha 0a30BOM 3a-

npoce. DTOT 0A30BBIH 3alPOC COACPKUT THIUYHBIE VIS BCEX 3alIPOCOB 3HAYEHHS OCHOBHBIX

KOMIIOHCHTOB. HpI/I OIIMCaHMU TECTOBBLIX 3allpOCOB IIPUBOIATCA JUIIL 3Ha4YeHUA KOMIIOHECHTOB,

KOTOpbI€ OTJINYal0TCda OT 0a30BBIX.

.1 Ba3zossrit 3anpoc

‘ Komnonenr 3anpoca nian tuir ASN.1

‘ 3HavueHne KOMIIOHEHTA,

Tlosicnenust

CertificationRequest
certificationRequestInfo
version
subject
Name
c
0
cn

subjectPKInfo
algorithm
AlgorithmIdentifier
algorithm
parameters
subjectPublicKey
BIT STRING
attributes
extensionRequest

keyUsage

signatureAlgorithm
AlgorithmIdentifier
algorithm

parameters

signature

BY

Test Requests 2016
{3unauenne, coorsercrByomee
HA3BAHUIO TECTa}

bign-pubkey
bign-curve256vl

3HaueHHe OTKPBITOT'O KJIIOYa

ATpubyT ¢ miaeHTHGUKATOPOM
1.2.840.113549.1.9.14
Pacmupenne ¢ uaentnduka-
TOopoM  2.5.29.15, omnpenens-
ollee  UCTOTH30BaAHME KJI0Ua
JUTIS BHIPAOOTKH ¥ IMPOBEPKH
MOJMUCH, a TaKyKe Jis -
pOBaHus KITI0Ya

bign-with-hbelt
NULL

BIT STRING

3HavyeHue JJAHHOIO KOMIOHeHTa nojnucsiBaercs DIITT
Bepcus 0 3anpoca

Ucnoawssyercs run CTH 34.101.19

Tloste ¢ npenTudukaropom countryName
Tose ¢ npenTndguxaropom organizationName
TTose ¢ npentudnkaropom commonName

Orkpeiteiii kiatod CTH 34.101.45
CranapTHbIe apaMeTphbl JIJIs YPOBHs cToiikocTr [ = 128

Jlmuna 512 6ur

Coiep?KUT B 3aKOTUPOBAHHOM BHJE PACIIHPEHUS JJISI BKJIIO-
qenng B ceprudukar. Onpenensgerca 8 RFC 2985.
Pacmnpenne KeyUsage cortacao CTB 34.101.19

Auropurmbt noguucu CTB 34.101.45 ¢ dbyukuueit xanmposa-
nus CTH 34.101.31

OyHKIWA — XIMUPOBAHUS — ONPEIENSAeTCS  KOMIOHEHTOM
AlgorithmIdentifier.algorithm

IToanucs or kommnonenra certificationRequestInfo

1.2 TecToBbIe 3aTTPOCHI
1.2.1 3ampoc VReqTestl

Ocrosan Ha: 6a30BbIi 3aPOC.
Obwee uma (subject.cn): Valid Request Testl.

J.2.2 3ampoc ISignTest2

Ocnosan 1a: Ga30BBII 3aIpoc.

Obwee uma (subject.cn): Invalid Signature Test2.

Ilodnuce (signature): HEKOpPEKTHAS.
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J.2.3 3anpoc IVerTest3

Ocnosan 1a: DGa30BBII 3aIpoc.

Bepcus (version): 1.

O6wee uma (subject.cn): Invalid Version Test3.

.2.4 3ampoc IPubKeyldTest4
Ocrosan na: 6a30BBIR 3a1POC.

Obwee umsa (subject.cn): Invalid Public Key Identifier Test4.
Hoenmuguramop  omrpwmozo  KA04G

(subjectPKInfo.algorithm.algorithm):
1.2.112.0.2.0.34.101.45.3.1.

1.2.5 3ampoc IPubKeyPrmTest5
Ocnosan Ha: 6a30BBII 3aMpoC.

Obuwee umsa (subject.cn): Invalid Public Key Parameters Test5.
Iapamempo OMKPHIMO20 KA104G

(subjectPKInfo.algorithm.parameters):
1.2.112.0.2.0.34.101.45.2.1.

J1.2.6 3amnpoc IPubKeyLenTest6

Ocnosar 1a: Ga30BBII 3aIpoc.

Obwee ums (subject.cn): Invalid Public Key Length Test6.

Omxpwmuit karow (subjectPKInfo.subjectPublicKey): kiatou aiunbl 768 GUTOB.

J.2.7 3ampoc ISignAlgldTest7
Ochosan na: 6a30BbIH 3aPOC.

Obwee umsa (subject.cn): Invalid Signature Algorithm Identifier Test?7.
Hoenmugpuramop aAN20PUMMG noonucy

(signatureAlgorithm.algorithm):
1.2.112.0.2.0.34.101.31.81.

1.2.8 3ampoc ISignAlgPrmTest8
Ocnosan 1a: 6a30BBIN 3a1TPOC.

Obwee umsa (subject.cn): Invalid Signature Algorithm Parameters Test8.
Hapamempo an20PUMMa nodnucu,

(signatureAlgorithm.parameters):
1.2.112.0.2.0.34.101.45.3.1.

J1.2.9 3ampoc VExtReqAttrTest9

Ocnosan 1a: Ga30BBII 3aIpoc.

O6wee uma (subject.cn): Valid Extension Request Attribute Test9.

Ampubymuo, (attributes): arpubyr extensionRequest (cm. RFC 2985) comepxur 1o-

NOJIHUTEIbHO paciupenue ceprudukara extKeyUsage (cm. CTB 34.101.19), onpenesnsitoriee
ucnoab3oBanue Kiaoda i TLS-ayrenTndukanmn mHTepHET-KJIAEHTA.

.2.10 3ampoc VUnknowAttrTest10
Ocrosan na: 6a30BBIR 3a1POC.

Obuwee umsa (subject.cn): Valid Unknow Attribute Test10.

Ampubymv,  (attributes):  momoJHWTeABHBIE  arpubyT ¢ WAeHTHOUKATOPOM
2.16.840.1.101.2.1.12.2, comepxkamuit 3navenne () Tuma INTEGER.
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