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1 HopmaTuBHBIE CCHLIIKU

B nacTosineM H0KyMeHTe HCIOJIB30BAHBI CCHIIKHA Ha CJIEIYIONIHE CTaHIAPTHI:

['OCT 19.202-78 «Eannast cucreMa nporpamMMuoil gjokyMmentanuu. Crenndukamus. Tpe-
OOBaHUS K COIEPKAHUIO U O(DOPMICHUIO».

['OCT 19.401-2000 «Eaunas cucrema mporpaMMHON JOKyMeHTanuu. TeKCT IporpaMMmbl.
TpeboBanusg K coepKaHUIO, OOPMICHUIO U KOHTPOJIIO Ka4eCTBay.

['OCT 19.402-2000 «Exunas cucrema nporpaMMHOil JoKyMeHTaIuu. OMUCaHIe TPOrpaM-
MBI. TpeboBanusg K cojepKanuio, oOPMIECHUIO U KOHTPOJIIO KadecTBay.

['OCT 19.504-79 «Eaunas cucreMa nporpaMMHOl JOKyMeHTaluH. PYKOBOJICTBO IIporpam-
MucTa. TpedboBaHus K comepKaHuio U 0(DOPMIEHUIO ».

I'OCT 34.973-91 (MCO 8824-87) «udopmMalmontas TeXHOJIOTHs. B3auMOCBSI3b OTKPBI-
ThiX cucteM. Crenudukanus abcTpakTHO-CHHTAKCHYecKoil HoTanuu Bepcun 1 (ACH.1)».

CTBb 34.101.19-2012 «Mudopmanmonnble TEXHOJIOTHH U 0e30MacHOCTh. PopMaThl cepTu-
GHUKATOB U CIHUCKOB OTO3BAHHBIX CePTH(MUKATOB HHAPACTPYKTYPHI OTKPBITHIX KIIOUEii».

CTBb 34.101.23-2012 «Wudopmarmonnbie TeXHOIOTUE U Oe30macHoCcTh. CHHTAKCHC KPHUII-
TorpapuIecKux COOOIIEHUA>.

CTBb 34.101.27-2022 «ndopmannonuble TeXHOJIOTUR U HGe30macHOCTh. CpencTBa KPUITO-
rpaduueckoii 3amuTsl nHdopManuu. TpeboBanust 6€30TACHOCTH .

CTB 34.101.31-2020 «udopManuonuble TEXHOIOTHH U 0E30MaCHOCTL. AJITOPUTMBI IIH(h-
POBAHUS ¥ KOHTPOJISI TETOCTHOCTH .

CTb 34.101.45-2013 «MudopMannoHable TEXHOJOTHE U 0€30IMaCHOCTh. AJTTOPUTMBL 31K~
TPOHHOI MU POBOI MOAMUCH U TPAHCIOPTA KJII0UA HA OCHOBE JLTHITUIECKHX KPHUBBIX».

CTBb 34.101.77-2020 «MudopmannoHuble TeXHOJOTUN U Oe3omacHoCcTh. Kpunrorpadude-
CKHe aJITOPUTMBI HA OCHOBE Sponge-pyHKITUT ».

2 Tepmunbl, 0003HAYEHNS U COKPAIEHUS

B nacrogiem jlokyMenTe npuMensgiorcs repmunbl u obosnadenusd CTH 34.101.26, a Takxke
CJIEJTYIOIIUEe COKPAICHUS:

ACH.1 abcTpakTHO-CHHTAKCHYECKast HOTAIlUs BEPCUH 1;

ECIIJI emwnasi cucrema mPOrpaMMHON JOKYMEHTAIIH;

CK3U cpencTBo Kpunrorpadpuyeckoil 3amuTsl nHhopMaIum;

THITA rexuuveckuit HOpMATUBHBIN TTPABOBOI aKT;

OUII »snexkTponHas nmudpoBas MOIINCH.

3 O0beKT u 1eJIb UCIIbITAHUIA

Ha wucubirtanust 1pejcrapisiercss CpejacTBO Kpunrorpaduyeckoit 3amurbl  nHPOpPMa-
mun  (CKBU), peanmsyiomee ynpapieHne KpunTorpadudecKuMu COOOIEHHSIME  COPJIACHO
CTb 34.101.23, u noxymenrtamus na CK3U.
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Hesiblo uCHbITAHUI SBJISETCS LIPOBEPKA COOTBETCTBUS IHPOLEAYD (DOPMUpPOBaHUS U Pas-

bopa kpunrorpaduieckux COoOIeHn, peaju30BaHHbIX B 00'beKTe UCIbITaHUil, TpeOOBaHUSIM
CTb 34.101.23.

4 TpeboBaHus K 0O0ObEKTY HMCHBITAHUIA

[Iporpamma o6beKTa UCIBITAHUE MOXKET peau30BbIBATE CJIEIYIONIIe POy Phl, Olpe/ie-
sennsle B CTH 34.101.23:

— dopmupoBaHre KpUITOrpahudecKuX cOOOIMEHNH ¢ HeCTPYKTYPUPOBAHHBIMHU JTAHHBIMHT;

— pas3bop kpunrorpadpuiecKkux cooOINeHUl ¢ HeCTPYKTYPUPOBAHHBIMY JIAHHBIMHY;

— dopmupoBanne KpunTorpapuiecKux cooOIIEHUH ¢ MOAIMUCAHHBIMA JTAHHBIMU;

— pa3bop Kpunrorpahpudeckux coobIeHNH ¢ MOIINCAHHBIMH JTaHHBIMHT;

— dopmupoBanre KpUITOrpadhudecKuX coOOIMEHni ¢ KOHBEPTOBAHHBIMY JIAHHBIMHY;

— pa36op Kpunrorpadpuyeckux cooOIeHnii ¢ KOHBePTOBAHHBIMU JAHHBIMU;

— dopmupoBaHre KpUITOrpahudecKuX COODIEHNH ¢ XIMUPOBAHHBIMU JAHHBIMU;

— pa36op Kpunrorpadpudeckux coobIeHN ¢ XIMUPOBAHHBIMHI JAHHBIMU;

— dopMmupoBanre KpunrTorpadudecKux coobineHnii ¢ mudpoBaHHBIMEA JTaHHBIMH;

— pa36op Kpunrorpadudeckux coodbiienuii ¢ mudpoBaHHBIMA JAHHBIX;

— dopmupoBanue Kpunrorpapuieckux coodIIeHu#l ¢ ayTeHTuOUIUPYEMBIME JTAHHBIMY;

— pas3bop kpunrorpapuiecKkux coodIneHut ¢ ayTeHTUOUIUPYEMBIME JTAHHBIMHY;

— dopmupoBanue KpHITOIPapUIECCKUX COOOIIEHUN ¢ ayTeHTUDHUIUPYEMbBIMEA KOHBEPTO-
BAHHBIMH JIAHHBIMHY;

— pas3bop kpunrorpaduIecKux COOOIIEHHH ¢ ayTeHTUMUIUPYEMbBIMA KOHBEPTOBAHHBIMHU
JIAHHBIMH.

K nporpamme o0beKTa HCIIBITAHUH ITPEAbIBAAIOTCS CJIEIYIONIIe TPeOOBAHU, O/ IeKAIINe
HPOBEPKE BO BpeMs MPOBEICHHUS UCIIBITAHMIA:

— B IIporpamme JOJ2KHbI OBITH TOYHO U MOJTHO peaan3oBbiBanbl mpoteaypbl CTh 34.101.23,
HOJIJIep2KIBaeMble 00 bEKTOM HCIIbITAHHIA;

— nporpamma, peaausyiomas npoineaypsl CTH 34.101.23, e poszkHa cojepzKaTh HEJIOKY-
MEHTUPOBAHHBIE BO3MOYKHOCTH.

JokymenTalus Ha 00bEKT UCHBITAHUN JIOXKHA BKJIIOYATH JOKYMeHTHI «ClreruduKanuss,
«TekcT mporpaMMbl» U MOXKET BKJIIOYATh JOKYMEHTHI «OIucanue nporpamMmMmbl», « PyKoBoacTBo
HpOrpaMMHUCTa» M JIpyrue JOKYMeHTHI. JlokyMeHnTanus MoxKkeT OBITH pa3paboTaHa B COOTBET-
CTBUH ¢ TPeBOBAHUAME €MHOI cucTeMbl mporpamMHuoil jokymentarun (ECII).

5 CpeacTBa U MOPSAI0K NUCIBITAHUIN
5.1 OO0mmue cBeaeHus

VlenbITanusg TporpaMMbl COCTOAT U3 TPEX STAIOB:

1 Amnanmms TOKyMeHTaIuu.

2 TectupoBanue IPOrPAMMEL.

3 AHaJin3 MCXOJAHBIX TEKCTOB IPOIPAMMBI.

BbIHOﬂHeHI/Ie dTalld 1 OCyHIeCTBJIACTCA IKCUEpTaMU 110 aHaJIU3y AOKYMEHTaluWu, BbILIOJI-
HCHUE IdTalla 2 — JKClIepTaMu 110 TeCTUPOBaAHUIO, & BbIIIOJIHCHHUE 3ITalla 3 — JKCIlIepTaMu 110
AHaJIN3y HMCXOJHBIX TEKCTOB. K 1IPOBEACHUIO UCIIbITaHUNI JOJIZKHO 6bITb IIpUBJICYECHO HE MeEHEe
ABYX 9KCIIEPTOB 110 aHaJIU3y UCXOAHbIX TEKCTOB U OAUH WUJIA 60ﬂee IKCIIEPT 110 TeCTUPOBAHHIO. K
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aHAJIU3Y JIOKYMEHTAIUU JIOJIZKEH ObITh IIPUBJICYEH, 110 KpaliHell Mepe, OJIMH IKCIEPT 1O aHAJIU3Y
UCXOJ/IHBIX TEKCTOB IIPOIPAMM.

[To pesysbratam BbIIIOJIHEHUS ITAlla UCIBITAHUNE IKCHEPT 0POPMIILeT IPOTOKOJI PE3yJIbTa-
TOB POBEPOK: IIPOTOKOJI AHAJIN3A JIOKYMEHTAIMK, IPOTOKO/I TECTUPOBAHUS, ITPOTOKOJI aHAJIN3A
HCXOJHBIX TEKCTOB. B IPOTOKO/IE 9KCIepT Jeaer BBIBOJ O COOTBETCTBUH (HE COOTBETCTBUH)
nporpammbl TpedboBanusym CTH 34.101.23. Eciin nporpamma He 1o/ pKUBaeT HEKOTOPHIE MPO-
ey pbl, onpegenenabie B CTH 34.101.23, T0 B mpoTOKOJIE [1€JIa€TCsI COOTBETCTBYIOIIEE IPUMe-
uanue. [Tpumepbr opopmiienus 1poToko10B npusoagarcs B upuiozkenusx [Al [B] Bl Tonyckaerca
oopMmIIeHUS TTPOTOKOJIOB B MHOM (pbopMe, HO ¢ 00s13aTe/IbHBIM YKa3aHUEM PEe3Y/IbTaTOB 110 KaxK-
JI0fT IPOBOJMMOIT IPOBEPKE W BBIBOJAA O COOTBETCTBHU (HE COOTBETCTBHH).

Eciun B mcubiTyemoit nmporpamve ucnosib3yorcs peasmsaruu nporneayp CTH 34.101.23,
KOTOpbIE€ B COCTaBe JIPYIUX IPOTIPAMM UMEIOT JeHCTBYIONNE CepTUMUKATH COOTBETCTBUS TPe-
oosarmsim CTB 34.101.23, 10 npoBepKHU MO TECTUPOBAHUIO M AHAJIM3Y HCXOIHBIX TEKCTOB JIJIsi
JIAHHBIX Peain3alinii MOT'yT He ITPOBOUTHC. [Ipu 9roM Jij1s HOATBEPZK IeHI S COOTBETCTBUS 00b-
exkta ucnbiTanuii Tpedopanusim CTH 34.101.23 skcneprom oopMIIsSIeTCsT MPOTOKOJI MPOBEPKU
COBIIAJIEHHsT KOHTPOJIbHBIX XapaKTePUCTHK (X3I-3Hauennuii) ¢aiisoB peaausanun uCnbTyeMoii
HPOIPaMMbl ¢ KOHTPOJIbHBIMH XapaKTEPUCTUKAMK COOTBETCTBYIOMMX (hailjioB, yKa3aHHBIMU B
cepruduKaTax CoOTBETCTBUSI.

Ha ocHoBanuu 1npoToKOJIOB PE3y/bTaToOB MPOBEPOK OPOPMIISETCS ITPOTOKOJ UCHBITAHUIA,
0000MAoNIHMil Pe3yAbTaThl UCHBITAHUNI IPOrPpaMMbl. B IIPOTOKOJI€ MCHBITAHUN BBIBOJ O COOT-
BercrBun nporpammvbl TpeboBanusim CTH 34.101.23 aenaercss Torma m TOMBKO TOI/A, KOTIA
BBIBOJI, O COOTBETCTBUU COJEPZKUTCS BO BCEX MPOTOKOJIAX PE3YAbTATOB poBepok. Odopmrenne
HPOTOKOJIA UCHBITAHUN TPOBOJMTCH B COOTBETCTBUH C TPEOOBAHUSAMY TEXHUYECKUX HOPMATUB-
ubix npasoBbix akToB (THITA) B obnactu ceprudukanuu npogayKIuu, a TaKzKe JTOKYMEHTAINH,
HpUMEHSeMO# B UCHBITATEIbHOIN J1abopaTopuu.

Peaymmzanus B mporpaMMe KaKJ0ro KpUITOrpadpUIecKOro ajaropurMa, UCIOJIb3yeMOro B
nporeaypax CTH 34.101.23, npeaBapuTe bHO MOMKHA ITPOWTH YCIENTHbIE HCIBITAHUS M0 CO-
rytacoBauHoit ¢ Opranom mo cepTudUKAIUN METOINKE UCIBITAHMIA.

HcnbiThiBaeMasg mnporpaMMa MOYKET He IOJJEPKUBATHL Heoba3aTeIbHbI (PYHKIIMOHA,
oupenenennbiii B CTH 34.101.23 (manpumep, popmuposanue Heoba3aTeabubix arpubyTos). [Ipu
9TOM Cy’KeHWe TPOorpaMmoii obsizarenbaoro dynkmuonasta, ompegenennoro B CTH 34.101.23,
HE JIOIyCKAeTCs.

5.2 AmHamu3 JOKyMeHTaIuu

DKcHepT TPOBOJUT aHAIN3 JOKYMEHTAIMH IIyTeM IPOBEPKH COOTBETCTBHA JIOKYMEHTAIINH
nporpamme 00beKTa ucnblTanuii. Takoil aHaIM3 COCTOMT B IIOJYYEHHUH SKCIEPTHLIX 3aKJI0Ye-
HUi, KACAIONIUXCS IIPOBEPKHU CJICAYIOMNX JOKYMEHTOB:

— cnenuduxanus (em. m. [6.1.1));

— TekcT mporpammsl (em. 1. [6.1.2));

— omucanme MporpaMmbl (cM. 1. [6.1.3);

— PYKOBOICTBO mporpammucta (M. . [6.1.4)).

Anamms nokymenTos «Onucanue IporpaMMbl» U «PyKOBOJCTBO IIPOrpaMMHUCTa» MPOU3BO-
JIATCA B CIydae UX HAJIAIHL.
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5.3 TectupoBaHue

DKCIepT IIPOBOJIUT TeCTUPOBaHUE Npoleayp (popMupoBanus u paszbdopa Kpunrorpadude-
CKHUX COOOIIEHUH, peaJu30BaHHBIX B IporpamMe u onpejaeneanasix B CTHB 34.101.23.

Tectuposanue mponenyp dopmupoBanus kpunrorpadudeckux coobmennii (cm. . [6.2. 1)
BBITIOJTHAETCA IyTeM (pOPMUPOBAHHAS TPOrPAMMOi COOTBETCTBYIOIINX COOOIIEHHH € TOCIeLYI0-
UM BU3YaJIbHBIM CpaBHEHHEM TEKCTOBOI'O IpeacTaBIeHus popMaToB ¢chOPMUPOBAHHBIX COO0-
menuii ¢ popmaramu, onpeaenenasivu B CTH 34.101.23.

TectupoBanue mporeypsl pazbopa kpunrorpaduaeckux coobmenuii (cm. 1. [6.2.2) mpoBo-
JIUTCS IYyTeM BBIIOJHEHHsI IIPOrpaMMOil pa3dopa COOTBETCTBYIONIUX COOOIIEHUI C MOC/IeIyIO-
IIIIM CPABHEHMEM MOJIYIEeHHBIX PE3YIbTATOB C OKUIAEMBIMH.

B Tectax MCIOIB3YIOTCA KpUOTOrpadudecKue COOOIIEHUsI, MpeIcTaBIeHHble B BHUIe OU-
HAPHBIX (PARIOB, COMEPKAIIMX 3aKOIMPOBAHHBIE 3HAYEHHS THIIOB aO0CTPaKTHO-CHHTAKCHIECKOR
noranuu Bepcun 1 (ACH.1), cienndukanus koropoit npusogutcst 8 'OCT 34.973. [Tns upeo6-
pas3oBaHus OMHAPHBIX (pailloB KpUITOrpadUIeCKHX COODIIEHNNA B UX TEKCTOBOE IIPeIcTaBIeHne
MOTYT HCIOJIB30BAThCS IIPOrPAMMBI, OIUCAHHBIE B MIPHUJIOZKEHUN

[Ipm ycenmmHOM BBINTOJHEHUN TecT Bo3BpamaeT npusHak YCIEX, nnade — OWUBKA. Ecom mpu
TECTHPOBAHUU IPOrPAMMBI I HEKOTOPBIX BXOTHBIX 3HAYEHUH MOJIYUIEHBI Pe3yJIbTAThl OTJIHI-
HbIE OT OXKUJAEMBIX, TO SKCIEPT IO TECTUPOBAHUIO TOJIZKEH YKA3aTh 9TH BXOIHBIE 3HATCHHUS
OpPOrPpaMMBbI U PE3YJIbTAT €€ PabOTHI, a TaKyKe, 10 TPeOOBAHUIO, PE3YJIHTATHI MPOMEKYTOTHBIX
BBIUHCICHUI IKCIEPTaM [0 aHAIN3Y MCXOIHBIX TEKCTOB.

g opraHm3anuu TECTHPOBAHHS B HUCXOIHBIE TEKCTHI MPOTPAMMBI JIOMYCKAETCSI BHOCHTD
U3MEeHEeHHs U JIOIMOJTHEHHS, KACAIOIINeCs:

— cnocoba ITeHus] BXOTHBIX JAHHBIX;

— crmocoba 3aIuch BBIXOIHBIX JTAHHBIX.

[Ipr BHeceHun MoaMdUKAIKA B MCXOTHBIE TEKCTHI I0JXKEH OBITh IIPOBEIEH AHAIN3 KOp-
PEKTHOCTU BHECEHHBIX M3MEHEHHH.

5.4 AHajau3 UCXOOHBIX TEKCTOB

DKCIepT IPOBOAUT aHAJIN3 HCXOIHBIX TEKCTOB IIyTEM IIPOBEPKH KOPPEKTHOCTH pPeasn3a-
Uy B ucnbeiTyeMoii nporpamme mnponeayp CTB 34.101.26. Takoit anaan3 cOCTOUT B IOJIYYCHUH
9KCIIEPTHBIX 3aKII0UCHNN, KaCAIOMIXCS:

— KOPPEKTHOCTH UCIONb30BAHUA KPUNTOrpaduiecKux aaropurmos (eu. 1. [6.3.1);

— KOPPEKTHOCTH yIpaB/eHus CeKpeTHbIME JanupivMu (eM. 1. [6.3.2));

— KOPPEKTHOCTH Hporeaypbl  GOpMHPOBaHUs KPUOTOrpadUIecKuX CoobIeHnii  (cM.
1. 6.3.3));

— KOPPEKTHOCTH TIPOIEYPhl pa3dopa KpUITorpadudeckux coooIeHuii (¢M. 1. ;

— KOPPEKTHOCTH 00pabOTKHA HCK/IIOUMHTEbHbIX curyanuit (e 1. [6.3.5));

— OTCYTCTBHS HeJOKYMEHTUPOBAHHBIX Bo3MozkHocTeil (M. 1. [6.3.6)).

[Ipn amaam3e HCXOAHBIX TEKCTOB MPOBepKHU u3 1. [6.3.5] BBIIIOJIHAIOTCA 15 BCEX pea-
JIN30BaHHBIX Iponeyp popMUpOBaHUs U pa3dbopa Kpulrorpadpudeckux coodimenuii. Jlomosmnu-
TeJIbHO, IPOBEPKH U3 II. BBITIOJIHAIOTCS JIJIA TIPOIEIyp pOpMHUPOBaHUS U pa3bopa Kpuil-
TorpaduIecKuX COOOIIEHNH, B KOTOPBIX HCIOIB3YIOTCA KPUITOrpabIIecKne aarOpUTMBbL, IPO-
BEPKH W3 II. BBITIOJTHATOTCS JJI BCEX HPOIenyp (hOpMHPOBAHUS KPUITOrpapHIECKHX
coOOITeHni, TPOBEPKHU U3 II. BBIITOJTHSIOTCS JJIsl BCeX IPOIEayp pa3dopa Kpuurorpadu-
YeCKHX COOOIIEHHi, a IPOBEPKH M3 II. BBIIIOJTHAIOTCS TOJIBKO JIJIS TeX HMpOIeayp, B KOTO-
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PBIX HCIIOJIB3YIOTCS CEKPETHBIE HapaMeTphbl (CeKPeTHbIe KJIIOYH, JIMIHBIE KIIOYH, O[HOPA30BbIE
KJioun). [Ipy BHIIOIHEHUH JAHHBIX IIPOBEPOK CJICLYET YUYUTBIBATH PEKOMEH/IAIMN 110 AHAJTU3Y
HCXOJHBIX TEKCTOB Iporpamm, onpejiesenabie B npuaoxkennn B CTH 34.101.27.

6 MeToabl NCIIbITAHUI
6.1 AmnHajnu3 DOKyMeHTaIuu

6.1.1 JJdoxyment «Cnemudukanms»

[Ipu anamm3e qokymenTta «CrenuduKamnusy SKCIEPT MPOBEPSET, 9TO B HEM YKA3aHBI KOM-
MOHEHTHI U JOKYMEHTAITUS, TPEJACTABIseMble Ha HCIITbITAHUA.

Ecau nokyment «Crnenudukarnusi» pazpadoran B coorsercTsun ¢ Tpedboanusymu ECII/T, To
9KCIIEPT MPOBEPSIET, 9TO comep:kanue u opopmiaenne nokymenta coorsercrsyer 'OCT 19.202.

6.1.2 JlokymeHT «TeKCT mporpaMmsI»

[Ipu anaiu3ze jokyMenTa «TekcT nHporpaMMbly IKCIEPT IPOBEPLET, YTO UCXO/HBIE TEKCThI
nporpammbl, peasm3yiomue onpejeneraabie B CTH 34.101.23 mporneaypsi, mpeacTaBIeHbl M0
HOCTBIO M B BU/I€, KOTOPbIH UCIOJIb30BaJICH IPU COOPKE IPOrPpaMMbI.

Ecan noxyment «Tekct mporpammbry pazpaboran B coorBercTBuu ¢ TpeboBanusivu ECIL,
TO 3KCHEPT JOJKeH HPOBepseT, YTO CojeprKaHue n oopMiIeHne JOKYMEHTa COOTBETCTBYET

rocCT 19.401.

6.1.3 JHdoxkyment «Omnucanme mmporpaMmbi»

[Ipu ananuse mokymenta «Omnucanue IPorpaMMbly SKCIEPT ITPOBEPsieT BBIOJTHEHUE CJie-
JAYIOIMKUX TpeboBaHMiL:

— B JIOKYMEHTe JOJI2KHa OBITh YKaszaHa wHMOpMaIus, OJHO3HAYHO UIACHTH(MUITTPYIONAs
BBI3BIBAEMbIE CTAHAAPTHBIE (DYHKINY (BEePCHsT KOMIUISATOPA, UCIOIb3yeMble CTaHIapTHbIe OUb-
JTMOTEKH U T.II.);

— JIOKYMEHT JOJIZKEH OIpPeJeIsiTh IPOrpaMMHbBIE MOIY/IN, peaau3yIoliue olrpeaeaeHHbe B
CTb 34.101.23 npoueaypsl;

— OIHCAHHe MPOrPpaMMbl B TepPMUHAX MPOTPAMMHBIX MOIYJeil TOJKHO COOTBETCTBOBATH
HUCXOJTHBIM TEKCTAM IPOTPAMMEBI.

Ecim moxyment «Omuuncanue mporpaMMbly pa3paboTaH B COOTBETCTBUH C TPeOOBAHHSIMHU
ECII/I, To sKkcuepT mpoBepgeT, 4TO coiepzKaHue U opopMIeHHe TOKYMEHTa COOTBETCTBYET

rocCT 19.402.

6.1.4 J[dokyment «PyKoBO/CTBO mporpamMmMmucTas

[Ipu anaiuze jgokyMeHTa «PyKOBOICTBO MPOrpaMMUCTay SKCIEPT MPOBePsAeT BLIOJTHEHUE
CJEIYIONIUX TPeOOBAHHMIA:

— JIOKYMEHT JIOJI2KeH COJEeP2KATh OIUCAHUE BCEX JOCTYIHBIX I BbI30Ba (DYHKIIH, peasu-
sytomux onpegaesnenasie B CTB 34.101.23 mpoueaypsl;

— omnucanue PYHKIUM, peaausyionux onpeaerenasie B CTH 34.101.23 npoueaypsl, u ycJio-
BHSI UX UCHOJIb30BAHUS JOJIZKHBI COOTBETCTBOBATH MCXOJIHBIM TEKCTAM IPOTPAMMEBI.

[Ipu onucanuu B JOKYMEHTAIIUU (DYHKIME JTOJKHBI BBIIOJHATHCA CJACIYIONIUAE YCIOBUI:

— KaxKJad PYHKIMUS JOJIKHA UMETh OITUCAHWe Ha3HAYCHH;

— KaxKJbIil mapaMerp (pYHKIMH JOJKEH UMeTh OIUCAHUEe HAa3HAYCHHsS, TUIA U, TP HEOO-
XOJIUMOCTH, JTHAIIa30Ha JOMYCTUMBIX 3HAYCHUI;
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— KaxJasd PYHKIM JIOJIZKHA UMETh OIKMCAHUE BO3BPAIIAEMOIO pe3yJibTara ¢ yKazaHueM
TUIIA;

— KaxJasd QYyHKIU JOJIZKHA UMETh OIIUCAHNE YCJIOBUM, IPU BBIIIOJHEHUN KOTOPBIX B X0OJ1€
paboTbl (PYyHKIUKU MOT'YT BOBHUKATH OHIMOOUHbBIE CUTYallUK, TPeOyIolue clenuaibHoi oopadoT-
KU;

— B cay4ae ecau npu peasmsanuu onpeeseraoit 8 CTH 34.101.23 npouexypsl ucosb3yer-
cst 6oJ1ee OJIHON JIOCTYITHOM JIj1sl BBI30BA (PYHKITUH, JIOJZKHBI ObITH YKAa3aHbl HOPJ/IOK U yCJIOBUS
BBI30BA JAHHBIX (DYHKITHII.

Eciin nokyment «PykoBojcTBO iporpaMmucTtay paspadoTal B COOTBETCTBUU ¢ TpeDOBaHU-

svu ECTT/I, To sxkcuepT nposepsier, 9To cojepkanue n 0(popMIeHne JTOKYMEHTa COOTBETCTBYET

rocCT 19.504.

6.2 TectupoBanue

6.2.1 IIpouneaypsi popmupoBannsg KpuUnrorpadpuiaecknx coobIIeHTT
6.2.1.1 OO6mue cBegeHnsa

BxoaupiMu maHHBIME, 3aaBaeMbIMU TP TECTUPOBAHUY MPOIEyP DOPMHUPOBAHUST KPUTI-
TorpaudeckKux COODIIEHU, SIBJISIIOTCS JONMYCTHMbIe 3HAYEHUs /I apaMeTpoB BBI30Ba MPO-
IPaMMBbI, OTTPEIEJIAIONINX COCTAB U COIEPYKUMOE KOMIIOHEHT KPUTIITOrpadUIecKuX COODIIEeHMIl.

B Tecrax gas xpanenust KpuntorpadudecKuxX COOOIIEHNH UCIOIb3YIOTCA OMHApHBIE daii-
JIBI, comepyKalne 3aKoaupopanabie 3Hadernst TunoB ACH.1, cocraBasmommx coodImeHmne.

6.2.1.2 HecTpyKTypupOBaHHbIE JAHHBIE

[Ipy TecTupoBaHUU mpoleAYPbl (HOPMUPOBAHUS KPHITOIPAPUICCKUX COOOIICHUH ¢
HECTPYKTYPHUPOBAHHBIMU JITAHHBIMHU BBITIOJTHAETCS CJIeTYIONUN TecT.

Tect CreateUDTest

1 3amarp mapamMeTpbl BbI30Ba HCIBITBIBAEMON TPOrPAMMbBI, KOTOPBIE B COOTBETCTBHH
¢ JIOKyMeHTaluei HeoOXoauMbl jijid (hopMupoBaHus Kpunrorpapudeckux coobiienuii ¢
HECTPYKTYPHPOBAHHBIMA JTAHHBIMH.

2 CpejacrBaMu HCIBITBIBAEMON TporpamMmbl ¢hopMupoBaTh Kpunrorpadhuaeckoe cood-
IEHNEe ¢ HeCTPYKTYPHUPOBAHHBIMU JIAHHBIME U SKCIOPTUPOBATH €r0 Ha KECTKUH JIMCK
NEePCOHAJIHLHOTO KOMIIbIOTEPAa B BUJEe hailyia, COMEPZKAIIEro 3aKOAUPOBAHHbIE 3HAYCHUS
tuno ACH.1, cocraBasomux coodienue.

3 TlpeobpazoBarhb daiiyi, moaydeHHbIN Ha IMare 2, B TEKCTOBOE MPeICTABJIeHUE KPHUIITO-
rpaguIecKkoro coodIeHnsd.

4 TlpoecTn BU3yaJbHBII aHaIN3 TEKCTOBOI'O TIPEJCTaB/IeHUSA C(POPMUPOBAHHOTO COOD-
menund Ha coorsercrbue . 6 mn. 7 CTh 34.101.23.

5 Ilosropurh maru 1 — 4 we Menee 4 pa3s, 3ajaBasd pa3/IMYHbIC TaPAMETPbl BBI30BA
HCIBITBIBAEMON MPOTPAMMBbI (€CJIH HUMEeTCsT TaKask BO3SMOXKHOCTD ).

6 Bossparurs YCIEX, ecsiu Ha 1miare 4 npu BU3yaJbHOM aHa/n3e c(pOPMUPOBAHHOTO CO-
obmienns He BoisiBiieno HecoorBercTBuit CTH 34.101.23, pu 3TOM COODIEHNE ABISIETCH
snadenuem tuma ContentInfo (cm. m. 6 CTB 34.101.23), nas koroporo:

— koMmmonenT contentType comepxxur 3nadenne id-data (cm. m. 7 CTB 34.101.23) Tu-
na ContentType, coorBercrryiomiero tuy OBJECT IDENTIFIER (cm. npuioxkenue A.l
CTB 34.101.23);
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— KOMIIOHEHTe content COJEPXKUT JAHHBIE, KOTOPbIe MOI'YT OBITh MHTEPHPETHPOBAHI
COIVIACHO JOKYMEHTAIMU Ha HUCIBITBIBAEMYIO IIPOTIPAMMY.
7 Bossparutrh OLIUBKA.

6.2.1.3 Iloanucanubie JaHHBIEC

[Ipu TecTupoBanuu npore/ypbl (OPMUPOBaHUS KPULITOrpadpuIecKux coobIeHunii ¢ Mo/ -
CbIBAEMbIMHU JIAHHBIMY BBIIOJTHAETCS CJIEIYIONINI TeCT.

Tect CreateSDTest

1 3amaTh mapamMeTphl BHI30Ba HCIBITHIBAEMON TPOrPAMMBI, KOTOPHIE B COOTBETCTBHUH
¢ JIOKyMEHTaIuer HeoOXOo UMbl i1 (pOpMUPOBaHUs KpUNTorpadpudeckux coodIienuii ¢
MOANMMCAHHBIMEI JTAHHBIMU.

2 CpeacTBaMu HCIBITBIBAEMON TTPOrpamMMbl ¢(hOpMUPOBATH KPUIITOrpaUIecKoe c000-
IeHHe C TTOITNCAHHBIMU JTAHHBIMU U 9KCIIOPTUPOBATH €r0 Ha KECTKUH JNCK TTePCOHATBHO-
ro KoMmmboTepa B Buje daiiia, coaeprKaiero 3akoaupopanabie 3unadennst Tumos ACH.1,
COCTaBJILAIONNX COODIIEHNE.

3 IlpeobpaszoBaTrh daiis, HOJYIEHHBI HA IIare 2, B TEKCTOBOE Ipe/ICTaBICHIE KPUIITO-
rpaguIecKoro coodIeHns.

4 [lpoBecTn BU3yaJbHBII aHAIU3 TEKCTOBOI'O IIPEJCTaB/JeHUA C(HOPMUPOBAHHOIO COOD-
menust Ha coorercTBue 1. 6 u 1. 8 CTb 34.101.23.

5 llosroputs maru 1 — 4 He MeHee 4 pa3, 3ajaBasg pa3JIMIHble TapaMeTPhl BbI30Ba HC-
IBITBIBAEMOM MTPOTPaMMBbI (€CJIH UMeeTCs TaKas BO3SMOXKHOCTD).

6 Bosspaturn YCIEX, eciiu Ha 1mare 4 mpu BH3yaJIbHOM aHaJm3e c(hOPMUPOBAHHOTO CO-
obmienus He BoisgBiaeno HecoorpercTBuit CTH 34.101.23, npu sToMm:

1) coobmenue sBiserca 3navenueM Tuia ContentInfo (em. m. 6 CTh 34.101.23), aua
KOTOPOTO:

— KoMmmoneHT contentType cojepkuT 3Hadenue id-signedData (em. . 8.1
CTB 34.101.23) Tuna ContentType (cm. mpuioxkenne A.1 CTB 34.101.23);

— KOMIIOHEHT content comepKHUT 3Hadenume tuma SignedData (cm. m. 8.2
CTB 34.101.23) u onpeessier TOIUCAHHBIE JAHHBIE;

2) dopmar u cojepzxkanne KOMIOHEHTa content coorBeTcTByIOT THiy SignedData (cM.
n. 8.2 CTH 34.101.23):

— KOMIIOHEHT Version CoJep:KuT 3Hadenne tTuna CMSVersion, COOTBETCTBYIONETO THILY
INTEGER (cm. n. 14.6 CTB 34.101.23), u onpenessier HOMep BEPCHH TPUMEHSEMOTO
THATIa CHHTAKCHCA;

— KOMIIOHEHT digestAlgorithms COJICPZKUT 3HaYeHue THUIIA
DigestAlgorithmIdentifiers (cm. m. 8.2 m m. 14.1 CTB 34.101.23) u ompe-
JIeJIdeT CIUCOK MCIIOJIb30BAHHBIX aJTOPUTMOB X3IMINPOBAHNL;

— KOMIIOHEHT encapContentInfo COJICP2KUT 3HaYeHue THLA
EncapsulatedContentInfo (cm. m. 8.3 CTB 34.101.23) u omnpemenaser moanu-
chIBaeMble JIAHHbIe, Ipe/ICTaBICHHbIe HICHTH(MUKATOPOM THIIA JAHHBIX U COOCTBEHHO
COJEePZKHAMBIM;

— HeoOst3aTe/IbHBIN KOMIOHEHT certificates (mpu ero HAJMYUK) COMEPIKUT 3HAUECHHUE
tuna CertificateSet (em. m. 14.3 u 14.4 CTB 34.101.23) u onpenensier CIucoK
cepTudUKaTOB;

10
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HeoOA3aTebHBIl KOMIOHEHT crls (IpuU ero HaJUYuh) COJAEPXKUT 3HAUEHHE THUIA
RevocationInfoChoices (cm. m. 14.2 CTB 34.101.23) u onpenessier HaboOp JTAHHBIX
0 cTaTyce OT3bIBa CepTH(MUKATOB, cojiepzKalluXcs B KoMIoHeHTe certificates;
KoMIoHeHT signerInfos cojepkut 3Havenue Tuna SignerInfos (cm. m. 8.2 m m. 8.4
CTB 34.101.23) u onpeiessier CIUCOK JAHHBIX, CBSI3AHHBIX ¢ TOIMHUCHIBAIOIIUMHA CTO-
poHaMU;

3) dopmar u cogeprkame 3HaYCHNs KOMIOHEeHTa encapContentInfo cOOTBETCTBYIOT TH-
my EncapsulatedContentInfo (cm. m. 8.3 CTB 34.101.23):

KoMroHeHT eContentType cosepKuT 3Hauenne tuna ContentType (cM. mpuiIoxKe-
e A.1 CTB 34.101.23) u onpezesisier THI TAHHBIX;

Heobs3aTebHbIT KoMIIOHeHT eContent (IIpH €ro HAJINYHHN) COMEPKUT 3HAUYCHHE TUIIA
OCTET STRING u ompejiejigeT COOCTBEHHO JaHHbIE, 3aKOANPOBAHHbBIE CTPOKON OKTETOB
(mcrosrb30BaHMe TPH KOJANPOBAHUY OTJIHIUTEIbHBIX IPABUI HE SIBJIAETCS 00sI3aTeb-
HbBIM);

4) dopMar u cojiepKaHne 3HAYCHHsT KaXKI0T0 dJ1eMeHTa KoMIoHeHTa signerInfos coor-
BercTBYIOT Ty SignerInfo (cm. m. 8.4 CTB 34.101.23):

KOMIOHEHT version coaepzKuT 3uadenne tuna CMSVersion, COOTBETCTBYIOIIETO THITY
INTEGER (cm. m. 14.6 CTB 34.101.23), u onpejessieT HOMEp BEPCHH TPUMEHSIEMOTO
CUHTAKCHUCA B 3aBUCUMOCTHU OT 3HAUEHUs KOMIIOHEHTa Sid;

KOMIOHEHT 81d comepzkuT 3Hadenue tana SignerIdentifier m onpenensder CCBLIKY
Ha cepTHdUKAT MOAIMACHIBAOIIEIl CTOPOHBI, B TOM YHCJE CChIIKY Ha OTKPBITHIH K04
CTOPOHBI; TIPU ITOM, ecjii B sid BeIOpan KomroneHnT Tuna IssuerAndSerialNumber
(em. m. 14.5 CTB 34.101.23), 10 3Ha4YeHEe version JOZKHO HPUHAMATL 3HATCHHE
1, a ecqim BHIOpaH KommoHeHT Tuna SubjectKeyIdentifier (cm. mommyHkT 6.2.1.2
CTB 34.101.19), To — 3nauenue 3;

KOMIIOHEHT digestAlgorithm CONEPZKUT 3HA4YCHUE THUIIa
DigestAlgorithmIdentifier (cm. m. 14.1 CTB 34.101.23) u ompenesnser WIeHTH-
duKaTOp M MapamMeTphl AJTOPUTMA XIMHUPOBAHUS, HCIOTB3YEMOTO TPHU BBIPAOOTKE
u mpoBepke IIIII;

Heobs3aTebHBI KOMIIOHEHT SignedAttrs (Opu ero HAJIMYUH) CONEPKHUT 3HAYCHUE
Ttuna SignedAttributes u onpejenseT noanuchBaeMble aTpubyTH THHA Attribute
(em. m. 15.1 CTB 34.101.23); npu ucroipb30BaHun KOMIOHEHTa signedAttrs oH J0JI-
JKeH cofiepKaTh arpubyrhl «tun cogepxumoroy (em. 15.2 CTB 34.101.23) u «xa1m-
snadenne» (cm. m. 15.3 CTH 34.101.23);

KOMIIOHEHT signatureAlgorithm COIEPZKUT 3HaYCHUE THUIIA
SignatureAlgorithmIdentifier (cm. m. 14.1 CTB 34.101.23) u ompexnesnser
AJTOPUTM, UCIIOIb3yeMblil /71 BeipaboTku DI, n mapaMerpsl agropurMma;
KOMIOHEHT signature comepkut 3Hadenne tuna OCTET STRING u onpenenser D111
X3II-3HAYEHNUs, BEIPAGOTAHHYIO HA JIMUHOM KJIIOUE MOJNUCHIBAMOIIEH CTOPOHBI (3HA-
YeHue KOMIIOHEHTA OIPeJIeJsieTCs ¢ MOMOIBI0 BBIOPAHHOTO aJrOPUTMA BBIPAOOTKHU
OLII);

HeobsA3aTeHbIT KOMIOHeHT unsignedAttrs (mpw ero HaJIWYWH) COAEP:KHUT 3HAYe-
Hre Tuna UnsignedAttributes u onpe/esisieT HEMOAUChIBaeMble (He yIuThIBaeMbIe
npu Beipaborke DIIIT) arpubyrs Tnma Attribute (cm. m. 15.1 CTB 34.101.23); nupn

11
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HCIIOJIb30BAHUI KOMIIOHEHTa unsignedAttrs OH MOXKeT cOjlep:KaTh aTpUOyT «KOHTD-
noanuce» (cm. m. 15.5 CTB 34.101.23).

7 BossparuTrh OLIUBKA.

6.2.1.4 KoHBepTOBaHHBbIE JaHHbIE

[Ipu TecTupoBaHMM IPOLEAYPH (POPMUPOBAHUS KPUINTOrpadHIECKUX COOOIIEHUN ¢ KOH-
BEPTOBAHHBIMU JIAHHBIMHU BBITTOJHSETCS CJIEIYIOMUN TeCT.

Tect CreateEnvDTest

1 3amarp mapaMeTpbl BbI30Ba HCIBITBIBAEMON ITPOrPAMMbBI, KOTOPHIE B COOTBETCTBHH
¢ JIOKyMeHTalueil HeoOXoauMbl jijid hopMupoBanus Kpunrorpadpuieckux coodiienuii ¢
KOHBEPTOBAHHBIMU JTAHHBIMU.

2 CpejcrBaMu HCIBITBIBAEMON TporpamMmbl ¢hopMupoBaTh Kpunrorpadhuaeckoe coood-
IEHNEe ¢ KOHBEPTOBAHHBIMU JIAHHBIMU U JKCIOPTUPOBATH €r0 HA YKECTKHIl JINCK MepPCOo-
HAJIbHOT'O KOMIIbIOTEPa B BUJe (pailia, COAEPKAIIEI0 3aKOAUPOBAHHbIE 3HAYCHUS TUIIOB
ACH.1, cocraBisrommx coodIIeHne.

3 TlpeobpazoBarhb daiij, moaydeHHbI Ha 11are 2, B TEKCTOBOE MPEJICTABJIeHUE KPHUIITO-
rpaguIecKoro coodIeHns.

4 TlpoBecTn BU3yaJbHBII aHaIN3 TEKCTOBOI'O IPEJCTaB/eHUsT C(HOPMUPOBAHHOTO COOD-
menud Ha coorsercrbue . 6 u . 9 CTh 34.101.23.

5 Ilosropurh maru 1 — 4 He Mmenee 4 pa3, 3ajaBasi pa3/UydHble TapaMeTPbl BbI30Ba UC-
IBITBIBAEMOI TPOTPAMMBbI (€CJIM HUMeeTCsT TaKas BO3MOXKHOCTb).

6 Bossparurs YCIEX, ecsiu Ha 1miare 4 npu BH3yaJbHOM aHa/n3e c(POPMUPOBAHHOTO CO-
obmienns He BhrapaeHo HecoorsercTBuil CTH 34.101.23, npu sToMm:

1) coobmenue sBistercs 3uadenneM tuia ContentInfo (cm. m. 6 CTB 34.101.23), aua
KOTOPOT'0O:

— KOMIOHeHT contentType cojep:kur 3HadeHue id-envelopedData (cm. m. 9.1
CTB 34.101.23) Tuna ContentType (cm. mpuioxkenne A.1 CTh 34.101.23);

— KOMIIOHEHT content comepKuT 3HaueHnme Ttuna EnvelopedData (cm. m. 9.2
CTB 34.101.23) u ompeiesisieT KOHBEPTOBAHHBIE TAHHBIE;

2) dopmar u cojepKaHne KOMIOHeHTa content coorseTcTByOT THITy EnvelopedData (cM.
n. 9.2 CTH 34.101.23):

— KOMIIOHEHT Version colepKuT 3nadenue tuia CMSVersion, COOTBETCTBYIONICTO THILY
INTEGER (cum. m. 14.6 CTB 34.101.23), u onpejessier HOMEp BEPCHE TPUMEHSEMOTO
THUIIa CHHTAKCHUCA;

— HeoDsI3aTeIbHBI KOMIOHEHT originatorInfo (mpw ero HATMYNM) COAEPKHUT 3HAYE-
are tuna OriginatorInfo (cm. m. 9.2 CTB 34.101.23) u onpeenser nabopMaImo
00 oTnpaBuTese; KOMIOHEHT IIPUCYTCTBYET, TOJBKO €CJU ero Tpedyercs MCIOJIb30-
BaTh B aJTOPUTME YIPABJICHUS KJIIOYAMHU; KOMIOHEHT MOXKET COJEPXKaTh cepTudu-
KaThl, [peJCTaBIeHHble B KoMIoHeHTe Turna CertificateSet (cm. m. 14.3 u 14.4
CTB 34.101.23), u cnucku OTO3BAHHBIX CePTHGMUKATOB, MPEJACTABICHHBIE B KOMIIO-
nenre tuna RevocationInfoChoices (cm. m. 14.2 CTB 34.101.23);

— KOMIOHeHT recipientInfos cofepzxkut 3HadeHue Tuna RecipientInfos (cm. m. 9.2
u . 9.3 CTB 34.101.23) u onpeensier naGOPMAITIO, CBA3AHHYIO ¢ HOJIYYATeSIMUA U

12
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[IpeJICTaBIeHHy 0 3HaYeHuaMu Tuna RecipientInfo; B JaHHOM KOMIIOHEHTE JOJIZKHA
OBITH IpejicTaBaeHa HHMOPMAIKS 110 KpaiiHeit Mepe JIijisd OJHOTO IIOJIyYaTeIs;

KOMIIOHEHT encryptedContentInfo COAEPZKUT 3HAYCHUE THUIIA
EncryptedContentInfo (cm. m. 9.2 CTB 34.101.23) u oupexessier 3amudpo-
BaHHbIE JAHHDIE;

HeoOA3aTeIbHBI KOMIIOHEHT unprotectedAttrs (HpH ero HaﬂI/I‘{I/II/I) COAEP2KUT 3Ha-
genne Tuna UnprotectedAttributes (cm. m. 9.2 CTB 34.101.23) u ompeses-

erT JIONMOJTHUTENbHbIe HesammdpoBanHbie aTpubyThl Thma Attribute (cm. m. 15.1
CTB 34.101.23);

3) dopMmar u cojep:kaHue 3HAUEHUsT KOMIIOHeHTa encryptedContentInfo cooTBeTcTBY-
for Tuny EncryptedContentInfo (cm. m. 9.2 CTB 34.101.23):

KoMIoHeHT contentType comep:KuT 3HadeHne Tuna ContentType (cM. mpuJoKe-
e A.1 CTB 34.101.23) u onpezessier uaeHTudUKATOD THIIA JAHHBIX;

KOMIIOHEHT contentEncryptionAlgorithm COJIEPZKUT 3HaYeHue THTIA
ContentEncryptionAlgorithmIdentifier (cm. m. 14.1 CTB 34.101.23) u ompese-
JdeT HIeHTA(MUKATOP U HapaMeTPhl HCIOJIb3YeMOTO alrOpUTMa MH(MPOBAHNI;

HeoDs13aTeIbHbII KOMIIOHEeHT encryptedContent (HpH ero HaﬂHqI/H/I) COAEP2KUT 3Ha-
gyenue Tuna EncryptedContent (cm. n. 9.2 CTB 34.101.23) u oupenesnsier 3amud-
POBaHHBIE JIAHHbBIE (DU OTCYTCTBHM KOMIIOHEHTA 3aM(DPOBAHHbBIE JIAHHDBIE JOJIZKHbI
OBITH IIOJIyYEeHBl U3 BHEIIHEIO HCTOYHHKA);

4) dopmar u comeprKaHue 3HAYEHWs KayKIOTO 3JIeMeHTa KOMIOHeHTa recipientInfos

coorBercTBytoT Tuny RecipientInfo (cm. m. 9.3 CTB 34.101.23), korophiii siBISI€TCSA

BHIOOPOM OJTHOTO U3 CJAEAYIONIUX KOMIIOHEHTOB:

KOMIOHEHT ktri comep:kur 3Hauenue tuna KeyTransRecipientInfo (cm. m. 9.4
CTB 34.101.23) u onpeessier HHGOPMAINIO, KACAIOILYIOCS MOTyYaTeleil B cydae,
KOTJIa M1 YIIPaBIeHUs KJII0YaMu IMU(MPOBAHUS JAHHBIX HCIIOIb3YeTCs TPAHCIOPT
KJII0Ya;

KOMIOHEHT kari comep:kur 3Hauenne tuna KeyAgreeRecipientInfo (cm. m. 9.4.1
CTB 34.101.23) u onpenensier nHGOPMAIIIO, KACAOILYIOCs MOAyYaTe el B ciydae,
KOLJIa JIJIe YIIPABIeHUS KAYaMi M) POBAHIS JAHHBIX HCIOJIb3YeTCs COIJIACOBAHUE
KJII04a;

KoMmmoneHT kekri comepkur 3madenme tuna KEKRecipientInfo (cm. m. 9.4.2
CTB 34.101.23) u onpemessier WHGOPMAINIO, KACAIOILYIOCS MOJIyYaTe el mpu uc-
OJIb30BAHUU 3apaHee paclpe/leJIeHHbIX KJodeil mudpoBanus JTaHHBIX;

KOMIIOHEHT PWri cojep:kur 3Hadenue Tuna PasswordRecipientinfo (cm. m. 9.4.3
CTB 34.101.23) u onpenensier uaGOpPMAIIIO, KACAIOILYIOCs Oy YaTe el B ciydae,
KorJia Jyist (POPMUPOBAHUS KJIIOUYel mMudpPoBaHus JIAHHBIX UCHOJIb3YIOTCH HAPOJIN;

KOMIIOHEHT Ori cojep:kuT 3uHadenne tuma OtherRecipientInfo (cm. m. 9.4.4
CTB 34.101.23) u onpenensier wHMGOPMAIIIO, KACAIOILYIOCS MOTyYaTe el B ciydae,
KOTJ[a TPUMEHAIOTCS JIOTOJHATEIbHBIE METOAB! YIPaBIeHNd KII09aMn IMHdpoBanns
JAHHBIX;

5) dopMmar u cofiepKaHue 3HAYEHUsT KOMIIOHeHTa ktri (Ipu ero HAJIMYIUU) COOTBETCTBY-
for Tuny KeyTransRecipientInfo (cm. m. 9.4 CTB 34.101.23):

01
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KOMIIOHEHT version coaepzKuT 3navyenue tuna CMSVersion, COOTBETCTBYIOIIETO THITY
INTEGER (cwm. m. 14.6 CTB 34.101.23), u onpejessier HOMep BepPCHEH TPUMEHSEMOTO
CUHTAKCUCA B 3aBUCHMOCTHU OT 3HAUYE€HUs KOMIOHEHTa rid;

KOMMOHeHT rid cojepXKuT 3Hauenne tuna RecipientIdentifier (cm. m. 9.4
CTB 34.101.23) u onpejiesier CCbUIKY Ha CePTHQMUKAT HOJIydaress, B TOM YHC-
JIe CCBLIKY Ha OTKPBITHIHl KJIIOY LOJIydaTesis; P 3TOM, ecjiu B rid BbIOpaH KOM-
nonent Tuna IssuerAndSerialNumber (cm. n. 14.5 CTB 34.101.23), To 3Have-
Hue version Jo/KHO npuHuMarh 3Hadenue 0, a ecu BbIODAH KOMIIOHEHT THIIA
SubjectKeyIdentifier (cm. moamynkr 6.2.1.2 CTB 34.101.19), To — 3na4enue 2;
KOMIIOHEHT keyEncryptionAlgorithm COHEPAKUT 3HaUYCHUE THUTIA
KeyEncryptionAlgorithmIdentifier (cm. m. 14.1 CTB 34.101.23) u ompese-
JIeT IS ToJydaress UACHTH(UKATOP U IMapaMeTphl ajropUuTMa, HCIOJIb3yeMble
Jts mubpoBaHus Kao4da mMudpoBaHus JaHHBIX;

KOMIOHeHT encryptedKey cojmepKuT 3HadeHue Tuna EncryptedKey (cm. m. 9.3
CTB 34.101.23) u onpejesier sl TOJIydaTes st 3amudpoBanHbIil K004 mrudpoBa-
HUS JTAHHBIX;

6) dopmar u cojgepKaHre 3HAYCHUST KOMIIOHeHTa kari (Ipu ero HaJIu9un) COOTBETCTBY-

10T

tuny KeyAgreeRecipientInfo (cm. m. 9.4.1 CTB 34.101.23):

KOMTIOHEHT version cojiepKuUT 3Hadenne 3 tuna CMSVersion, cOOTBeTCTBYIONIETO
tury INTEGER (cm. m. 14.6 CTB 34.101.23);

KOMIIOHEHT originator comepxur 3Hadyenwe Tuna OriginatorIdentifierOrKey
(em. m. 9.4.1 CTB 34.101.23) u ompefensieT OTKPBITBIH KJOY OTIPABATENS OJI-
HIM K3 TPeX CIOCO0O0B: ¢ UCIIOJIL30BaHHeM 3HavueHus THia IssuerAndSerialNumber,
¢ UCIOJIB30BaHWeM 3HadeHus: THia SubjectKeyIdentifier (cm. mommyHkT 6.2.1.2
CTB 34.101.19), ¢ wucmonb3oBanuneM 3uadenus Tumna OriginatorPublicKey (c.
m. 9.4.1 CTB 34.101.23);

Heobs3aTe/bHBIT KOMIIOHEHT ukm (IpH ero HaJWYHu) COAEP:KHUT 3HAYEHHE THUIA
UserKeyingMaterial (cm. n. 14.7 CTB 34.101.23) u onpenensier JOMOJHATEIbHBIE
JIAHHBIE AJITOPUTMa COTVIACOBAHHS OOIIEro KJII0Ya;

KOMTIOHEHT keyEncryptionAlgorithm COHEPAKUT 3HaQUCHUE TUTIA
KeyEncryptionAlgorithmIdentifier (cm. m. 14.1 CTB 34.101.23) u ompese-
adeT uIeHTH(UKATOp W HapaMeTPhl aJIrOPUTMa, KOTOPBIH HCIONIB3YyeTcd JJIsd
mudpoBaHus Ka04a MudpoBaHus JaHHBIX;

KOMIIOHEHT recipientEncryptedKeys COJIePKUT 3HaYeHue THTA
RecipientEncryptedKeys (cm. m. 9.4.1 CTB 34.101.23) u omnpemessier CHHCOK
UIeHTUMDUKATOPOB MOIydaTe el 1 npelHa3HaYeHHBIX UM 3aInPOBAHHBIX KJIOYeil
mPOBaHUA JaHHBIX;

7) dopmar u cofeprKaHue 3HAUCHNST KOMIOHeHTa kekri (P ero HaJuanm) COOTBETCTBY-

0T

tuny KEKRecipientInfo (cm. m. 9.4.2 CTB 34.101.23):

KOMIIOHEHT version comepkuT 3HadeHme 4 tuma CMSVersion, cOOTBETCTBYIOIIETO
tuny INTEGER (cum. m. 14.6 CTb 34.101.23);

komroneHT kekid comepxkur 3uadenwe tuna KEKIdentifier (em. m. 9.4.2
CTB 34.101.23) u yka3blBaeT Ha CEKPETHBIH KI0Y MUMDPOBAHUS KIHOUeH, KOTOPbIii
OBLTT NPeIBAPUTETHLHO PACIPEIe/IeH OTIIPABUTENIO U OJHOMY WX HECKOJIBKHUM ITOJTY-
JaTeIsIM;

14
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KOMIIOHEHT keyEncryptionAlgorithm COJIePKUT 3Ha4YeHue THTIA
KeyEncryptionAlgorithmIdentifier (cm. m. 14.1 CTB 34.101.23) u ompene-
JdeT WIeHTHMUKATOP U HapaMeTPhl aJropuT™a MudpoBaHnsd KI09a MHAGPOBAHA
JaHHDBIX;

KOMIOHEHT encryptedKey comepxkutr 3nadenue tuna EncryptedKey (cm. m. 9.3
CTB 34.101.23) u onpejesser K049 mudpoBaHUs JAHHBIX, 3aliGPOBAHHBIA Ha
KJII04e M POBAHTS KIIOYei;

8) dopmar n coaepKaHre 3HAYCHNST KOMITOHEHTa pWri (PU ero HAJWYIUN) COOTBETCTRY-

0T

tuny PasswordRecipientinfo (cm. m. 9.4.3 CTB 34.101.23):

KOMIIOHEHT version cojiepkuT 3HadeHne ( Ttuna CMSVersion, cOOTBETCTBYIONIETO
tuny INTEGER (cwm. m. 14.6 CTB 34.101.23);

KoMIoHeHT kekid comepkutT 3Havenwe Tuna KEKIdentifier (cm. m. 9.4.2
CTB 34.101.23) u yka3blBaeT Ha CeKpeTHBIl K09 MHdPOBAHUS KIIOUYeH, KOTOPbIii
OBLJI IPeIBAPUTEHLHO PACIPEIEICH OTIIPABUTEIIO U OJHOMY WU HECKOJHKUM ITOJTY-
qaTe/saM;

Heobs3aTebHbIl  KoMIOHeHT keyDerivationAlgorithm (mpu ero Haju4um) co-
JepKuT 3Hadenwe tuna KeyDerivationAlgorithm Identifier (em. m. 14.1
CTB 34.101.23) u onpesesisieT uIeHTUMOUKATODP U HApAMeTPhl AJTOPATMA BHIPAGOTKH
K/TI049a MudpoBaHusd KJI04el 0 MapoJIio WX JIPYroMy OOIIeMY CeKpery;

KOMIIOHEHT keyEncryptionAlgorithm COHEPIKUT 3HAYCHUE THUIIA
KeyEncryptionAlgorithmIdentifier (cm. um. 14.1 CTB 34.101.23) u oupese-
Jider MJIeHTU(PUKATOP U napaMeTpbl ajJropurMma mudpoBaHusd K/o4da mudpoBaHus
JQHHBIX;

KOMIOHeHT encryptedKey comepKuT 3HadeHue tuna EncryptedKey (cm. m. 9.3
CTB 34.101.23) u onpejenser K04 mudpPOBAHUS JaHHBIX, 3anudpPOBAHHBIH Ha
KJII09e M POBAHNS KITIOUei;

9) dopmar u cofepKane 3HAYCHUS KOMIIOHEHTA 0ri (IPH ero HATHYIHN) COOTBETCTBYIOT
tuny OtherRecipientInfo (cm. m. 9.4.4 CTB 34.101.23):

komnoneHT oriType coaepxkur 3navyenne tuna O0BJECT IDENTIFIER u onpejesser
METOJ, yITPaBJIeHNs KJIIOYaMu;
KOMITOHEHT oriValue Ccomep:KUT 3HAYECHHUE, TUI KOTOPOTO ONpEeAeadeTCd 3HAYCHUEM

komnonenTa oriType, u omnpejensger JaHHbie, HeOOXOAUMBIE I NPUMEHEHUsS BbI-
OpaHHOI'O METOJIAa VIIPABJICHHS.

7 Bossparurn OLUBKA.

6.2.1.5 X»smupoBaHHbIE NAaHHBIE

[Ipu TecTupoBanum nponeaypbl (popMUpPOBaHUA KPUNTOTPAMUICCKUX COOOIIEHUN ¢ XIMIU-

POBaHHBIMH JaHHBIMH BBINIOJIHACTCA CJIe,ILyIOHLI/IIL/'I TeCT.

Tect CreateDDTest

1 3amaTp mapaMerpsl BBI30BA HCIBITHIBAEMON MPOrPAMMbI, KOTOPbIEe B COOTBETCTBUH C

JIOKyMEeHTalueil HeoOX0 UMb J1j1si (POPMUPOBAHU KPUNTOTPAUIECKUX COOOIIEHU ¢ X3-

HIMPpOBaHHBIMUA JaHHBIMM.
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2 CpeacTBaMu UCHBITBIBAEMO# IporpaMMmbl ¢hOpMHUPOBATHL KpHUlTorpaduieckoe coobd-
IMEHue C X3MIUPOBAHHBIMH JAHHBIMUA M SKCIOPTUPOBATH €ro Ha KECTKHUl JIMCK MepPCo-
HAJIbHOT'O KOMIIbIOTEpa B BuJe haiiia, cojepzKallero 3aKoupoBaHHble 3HAYCHUs THUIIOB
ACH.1, cocTaBagmomnux coodIIeHne.

3 IlpeobpaszoBaTh daiis, HOJYIEHHBII HA IIare 2, B TEKCTOBOE IpeJICTaBICHUE KPUIITO-
rpaguIecKoro coodIeHns.

4 IlpoBecTn BU3YyaJbHBIH aHAIN3 TEKCTOBOI'O IIPEJCTaBJeHUA C(HOPMUPOBAHHOTO COOD-
menus Ha coorBercTBue 1. 6 u . 10 CTh 34.101.23.

5 lloBroputs maru 1 — 4 He MeHee 4 pa3, 3ajaBasg pa3JIMIHbIe TapaMeTPhl BbI30Ba HC-
IBITBIBAEMOM TPOTPAMMBbI (€CJIH UMeeTCsT TaKas BO3SMOXKHOCTD).

6 Bossparurs YCIEX, eciu Ha 1mare 4 mpu BH3YaJIbHOM aHaJm3e c(hOPMUPOBAHHOTO CO-
obmienus He BuisgBiaeHo HecoorpercTBuit CTH 34.101.23, npu sToM:

1) coobmenue siBistercs 3navenneM Tuia ContentInfo (em. m. 6 CTh 34.101.23), aua
KOTOPOT'O:

— KoMmmoHeHT contentType comepxkur 3Havenme id-digestedData (cm. m. 10.1
CTB 34.101.23) tuna ContentType (cm. mpumioxkenne A.1 CTB 34.101.23);

— KOMIIOHEHT content comepKuT 3Hadenne Tuima DigestedData (cm. m. 10.2
CTB 34.101.23) u onpezessier X3MMPOBAHHbIE JTAHHBIE;

2) dopmar u comepzKaHue KOMIOHEHTa content cooTBercTBYIOT TUIy DigestedData (c.
m. 10.2 CTB 34.101.23):

— KOMIIOHEHT Version CoJep:KuT 3Hadenne tTuna CMSVersion, COOTBETCTBYIONETO THILY
INTEGER (cm. n. 14.6 CTB 34.101.23), u onpenessier HOMEp BEPCHH IPUMEHSEMOTO
THIIa CUHTAKCUCA, €CJIM BJIOXKEHHbBIE JIAHHDLIE SBISIOTCH HECTPYKTYPUPOBAHHLIMH H
nmeror tun id-data, 1o nomep Bepcun JIOJIZKEH 6bith pasen 0, B ocTaJbHBIX CIIy-
4asgxX HOMEp BEPCHH JIOJIZKEH ObITh paBeH 2;

— KOMIIOHEHT digestAlgorithms COHEPZKUT 3HaYCHUE THUIIA
DigestAlgorithmIdentifiers (cm. mw. 8.2 m m. 14.1 CTB 34.101.23) u ompe-
JlengeT UAeHTUMUKATOP U HapaMeTPhl aarOpUTMa XIMTUPOBAHNL;

— KOMIIOHEHT encapContentInfo COJIePKUT 3HaYeHUe THAIA
EncapsulatedContentInfo (cm. m. 8.3 CTB 34.101.23) u onpejessier JaHHbIe, st
KOTOPBIX BBIYHCISIETCS XIMI-3HAUCHUE;

— koMmmonentT digest cogepxxur 3uadenne Tuna Digest (em. m. 10.2 CTB 34.101.23) u
olpe/ieJigeT X3II-3Ha4YeHne JaHHbIX;
3) dopMmar u coepKaHue 3HAYEHNsT KOMIIOHeHTa encapContentInfo cOOTBETCTBYIOT TH-
my EncapsulatedContentInfo (cum. m. 8.3 CTB 34.101.23):

— kommnoHeHT eContentType cojepKuT 3Hadenne Tuna ContentType (cM. mpHIIOKeHHEe
A.1 CTB 34.101.23) u onpenessier THIT JAHHBIX;

— HeoDsI3aTesIbHBIN KOMIOHEHT eContent (IpU €ro HAJTMYHH) COAEPKUT 3HAUCHHE THIIA
OCTET STRING u ompejiesisier COOCTBEHHO JaHHbIE, 3aKOAUPOBAHHbBIE CTPOKOIl OKTETOB
(rcmosib30BaHMe MPH KOJAUPOBAHUY OTJIHIUTETbHBIX IPABUI HE SBJIAETCS 00sI3aTe b
HBIM ).

7 BosspatuTrh OLIUBKA.
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6.2.1.6 IlIudpoBanHbIE NaHHBIE

[Ipu TecTupoBaHMH TPOIEAYPHI (POPMUPOBAHUA KPHITOI'PAMDUICCKUX COODIIEeHMH ¢ 1Iud-
POBAHHBIMH JAHHBIMH BBIIIOTHSIETCS CJIEIYVIOINNA TECT.

Tect CreateEncrDTest

1 3amaTp mapamMeTpbl BbI30Ba HCIBITHIBAEMON TPOrPAMMbBI, KOTOPbIE B COOTBETCTBHH
¢ JIOKyMeHTalueil HeoOXoauMbl ijid hopMupoBanus Kpunrorpadpudeckux coobiienuii ¢
MUuQPOBAHHBIME JTAHHBIMH.

2 CpejcrBaMu HCIBITBIBAEMON TTporpamMmbl ¢hopMuUpoBaTh Kpunrtorpadhuaeckoe cood-
meHue ¢ Mu@POBAHHBIMU JIAHHBIMU M IKCIOPTUPOBATH €r'0 HA YKECTKHIl JIMCK MepPCo-
HAJIbHOT'O KOMIIbIOTEPa B BUJe (pailia, COAEPKAIIEI0 3aKOAUPOBAHHbIE 3HAYCHUS TUIIOB
ACH.1, cocraBismommx coodIIeHne.

3 TlpeobpazoBarb daiiji, moaydeHHbI Ha 11are 2, B TEKCTOBOE MPeJICTABJIeHUE KPHUIITO-
rpaduIecKkoro coodIeHnsI.

4 TlpoBecTn BU3yaJbHbBII aHaIN3 TEKCTOBOI'O IPeJCTaBjeHusd C(HOPMUPOBAHHOIO COOD-
menud Ha coorsercrsue . 6 u n. 11 CTH 34.101.23.

5 Ilosropurh maru 1 — 4 ne Mmenee 4 pa3s, 3ajaBasi pa3/nydHble TapaMeTPbl BbI30Ba UC-
IBITHIBAEMON TPOTPAMMBbI (€CJIM HUMeeTCsT TaKas BO3MOXKHOCTb).

6 Bossparuts YCIEX, ecsiu Ha 1miare 4 npu BH3yaJbHOM aHan3e c(pOPMUPOBAHHOTO CO-
obmenns He BhrgnaeHo HecoorsercTBuit CTH 34.101.23, npu sToMm:

1) coobmenue sBistercs 3uadenneM tuia ContentInfo (cm. m. 6 CTB 34.101.23), aia
KOTOPOT'0O:

— koMmmoHeHT contentType comepKuT 3HaveHuwe id-encryptedData (cm. mw. 11.1
CTB 34.101.23) Tuna ContentType (cm. mpuioxkenne A.1 CTh 34.101.23);

— KOMIIOHEHT content comepKuT 3HaveHuwe tuna EncryptedData (cm. m. 11.2
CTB 34.101.23) u onpenensier nrucpoBAHHBIE JTAHHBIE;

2) dopmar u cojep;kaHHe KOMIIOHEHTa content coorBercTByIOT THiy EncryptedData
(em. m. 11.2 CTB 34.101.23):

— KOMIIOHEHT version colepKuT 3nadenue tuma CMSVersion, COOTBETCTBYIONICTO THILY
INTEGER (cm. 1. 14.6 CTB 34.101.23), u onpeieisieT HOMep BEPCHU IIPUMEHSIEMOTO TH-
[1a CUHTAKCHUCa; ecJd B content BKJ/IOYEeH KOMIOHeHT unprotectedAttrs, To HOMep
BEepPCUU JIOJIZKEeH OBITH paBeH 2, a ecii KOMIOHeHT unprotectedAttrs oTCyTCTBYeT,
TO HOMEP BEPCUHU J0JI2KeH ObITh papeH 0;

— KOMIIOHEHT encryptedContentInfo COOEPZKUT 3HAYCHUE THUTIA
EncryptedContentInfo (cm. m. 9.2 CTB 34.101.23) u omnpegensier sammdpo-
BaHHLIE JAHHbIE;

— HeoDsI3aTeNIbHBIN KOMIIOHEeHT unprotectedAttrs (Ipu ero HAJTUYUH) COMEPKUT 3HA-
denne Tuna UnprotectedAttributes (cm. m. 9.2 CTB 34.101.23) u ompenens-
er JIONOJTHUTEbHbIe HesammudpoBanubie aTpubyrsl Tuma Attribute (cm. m. 15.1
CTBb 34.101.23);

3) dopMmar u cofep:kaHue 3HAUCHUsT KOMIIOHeHTa encryptedContentInfo cooTBeTCTBY-
ot Tuny EncryptedContentInfo (cm. m. 9.2 CTB 34.101.23):

— KommoHeHT contentType cofepxur 3HaveHue thmna ContentType (cM. TpuHiIOKe-
e A.1 CTB 34.101.23) u onpezessier uaeHTHdUKATOD THIIA JTAHHBIX;
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— KOMIIOHEHT contentEncryptionAlgorithm COJIEPZKUT 3HaYeHue THTIA
ContentEncryptionAlgorithmIdentifier (cm. m. 14.1 CTB 34.101.23) u ompese-
JdeT HIeHTA(MUKATOP U HapaMeTPhl HCIOJIb3YeMOT'O alrOpUTMa MM POBAHN;

— HeoDs3aTeIbHBIN KOMIIOHEHT encryptedContent (HpH ero HaﬂHqI/H/I) COAEP2KUT 3Ha-
genue Tuna EncryptedContent (cm. m. 9.2 CTB 34.101.23) u ounpenensier 3amnmud-
POBaHHBIE JIAHHBIE (DU OTCYTCTBHH KOMIIOHEHTA 3aN(DPOBAHHbBIE IAHHDBIE JOJIZKHbI
OBITH IIOJIyYEHBl M3 BHENIHErO0 HCTOYHUKA).

7 Bossparurh OLIUBKA.

6.2.1.7 AyrenTudunupyemMble JaHHbIE

[Ipu recrupoBanuu 1poiie/iypbl GOPMUPOBaHUS KPUIITOIPADUIECKUX COODIIeHT ¢ ayTeH-

TI/ICbI/HH/IpyeMbIMI/I JaHHbIMHW BbIIIOJIHACTCA CJIGILyIOH.[Hﬁ TeCT.

Tect CreateADTest

1 3amaTbh mapamMeTphl BHI30Ba HCIBITHIBAEMON TPOrPAMMBI, KOTOPHIE B COOTBETCTBHH
¢ JIOKyMEeHTaIueilr HeoOXoauMbl i1 (hopMuUpOBaHUs Kpunrorpadpudeckux coodiienuii ¢
Ay TeHTUOUITUPYEMBIMHA JTAHHBIM.

2 CpejacTBaMu HCIBITBIBAEMON TTporpamMmbl ¢hopMUpPOBaTh KpunrTorpaduaeckoe cood-
MEHNE C ayTeHTUMUIUPYEMbIMU JAHHBIMU ¥ SKCIIOPTUPOBATH €r0 HA YKECTKUH JUCK Tep-
COHAJILHOTO KOMIThIOTEpa B BHjIE (baila, comeprKaiero 3aK0[MpoBaHHbIC 3HAYEHUS TUIIOB
ACH.1, cocraBasmommx coodIIeHne.

3 IlpeobpaszoBarh daiii, MoaydeHHbIN Ha TMare 2, B TEKCTOBOE MPeICTABJIeHNE KPHUIITO-
rpaguIecKoro coodIeHns.

4 TlpoeecTn BU3yaJbHBII aHaIN3 TEKCTOBOI'O TPEJCTaB/IeHUST C(HOPMUPOBAHHOTO COOD-
mennd Ha coorsercrsue m. 6 u . 12 CTH 34.101.23.

5 Iosropurh maru 1 — 4 He Menee 4 pa3, 3ajaBasi pa3/UdHbIe TTaApAMETPhI BHI30Ba, UC-
IBITHIBAEMON TPOTPAMMBbI (€CJIM NMeeTCsT TaKask BOZMOYKHOCTB).

6 Bossparuts YCIEX, ecsiu Ha miare 4 npu BU3yaJbHOM aHan3e c(pOPMUPOBAHHOTO CO-
obmenus He BhisgiBaeHo HecoorBercTBUil CTH 34.101.23, npu aToM:

1) coobmenne siBistercst 3uavennem tuia ContentInfo (em. m. 6 CTB 34.101.23), s
KOTOPOTO:

— koMmmoneHT contentType coaepxkuT 3Havenne id-ct-authData (cm. m. 12.1
CTB 34.101.23) tuna ContentType (cm. mpunoxkenne A.1 CTB 34.101.23);

— KOMIIOHEHT content coiep:kKuT 3Hadenume Tuia AuthenticatedData (cm. m. 12.2
CTB 34.101.23) u onpenessier ayTeHTH(hDHITUPYEMbIE TAHHBIE;

2) dopmar u colepzKaHue KOMIIOHEHTA content COOTBETCTBYIOT THUILY
AuthenticatedData (cm. m. 12.2 CTB 34.101.23):

— KOMIIOHEHT Version Co/ep:KuT 3Hadenne tTuna CMSVersion, COOTBETCTBYIONIETO THILY
INTEGER (cm. n. 14.6 CTB 34.101.23), u onpenessier HOMEp BEPCHH IPUMEHSEMOTO
TUTI& CHHTAKCHUCA;

— HeoDsi3aTesIbHBI KOMIIOHEHT originatorInfo (mpw ero HATMYNM) COAEPKHUT 3HAYE-
ure tuna OriginatorInfo (cm. m. 9.2 CTB 34.101.23) u onpeensier nabopMaImo
00 oTnpaBuTese; KOMIOHEHT IIPUCYTCTBYET, TOJBKO €CJU ero Tpedyercs HCIOJIb30-
BaTh B aJIOPUTME YIIPABJIEHUS KJIIOYAMU; KOMIOHEHT MOXKET COJEPXKaTh cepTudu-
KaThl, IPeJICTaB/IeHHble B KoMinoHeHTe Tuia CertificateSet (cm. m. 14.3 u 14.4
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CTB 34.101.23), u cnucku OTO3BAHHBIX CepTH(MUKATOB, MPEJICTABICHHBIE B KOMIIO-
nenre Tuna RevocationInfoChoices (em. m. 14.2 CTB 34.101.23);

— KOMIOHeHT recipientInfos cofep:xkut 3Hadenue tuna RecipientInfos (cm. m. 9.2
u . 9.3 CTB 34.101.23) u onpeaensier nHGOPMAITIO, CBA3AHHYIO ¢ TOJIYYATETISIMU U
IpeJICTaBIeHEY IO 3HaYeHuaAMu Thia RecipientInfo; B JaHHOM KOMIIOHEHTE JOJIZKHA
OBITH IpecTaBaeHa HHMOPMAIHS M0 KpaiiHeit Mepe 11 OJHOTO IOy YaTe s,

— KOMIIOHEHT macAlgorithm COHEPAKUT 3HAUCHUE THUTIA
MessageAuthenticationCodeAlgorithm (cm. m. 14.1 CTB 34.101.23) u ompe-
JensgeT WAeHTH(UKATOP M IapaMeTpPhl HCHOIb3YeMOTO aJTOPUTMa BBIPAOOTKHN
UMHTOBCTABKH;

— HeoDOst3aTesIbHBIH KoMIOHeHT digestAlgorith (pu ero HAJTWYNM) CONEPIKUT 3HAYE-
nue Tuna DigestAlgorithmIdentifier (em. m. 14.1 CTB 34.101.23) u ompenesser
NIeHTHPUKATOD U NapaMeTphl aJrOPUTMa X3MIHPOBAHUS, HCHOIb3YeMOro 71 obpa-
OOTKM BJIOZKEHHBIX JAHHBIX IPH HAJINYUH ayTeHTHMOHUIUPYEMBIX aTpUOYTOB; €CIH B
content BK/IIOYeH KOMIOHeHT digestAlgorithm, To B content Tak:Ke JTOTKeH ObIThH
BKJIIOYEH W KOMIOHEHT authAttrs;

— KOMIIOHEHT encapContentInfo COJIEPZKUT 3HAYCHUE TUIIA
EncapsulatedContentInfo (cm. m. 8.3 CTBH 34.101.23) u onpemessier BIOKEHHBIE
JaHHbIE, IEJIOCTHOCTL U ITOJAJIMHHOCTL KOTOPBIX KOHTPOJIUPYETC L]

— HeoDsI3aTeIbHBIN KOMIOHeHT authAttrs (Ipu ero HAJMYUN) COAEPIKUT 3HAYCHHE TH-
ma AuthAttributes (cm. m. 12.2 CTB 34.101.23) u onpenensier Habop ayTeHTUDU-
nupyeMbix arpubyro Tuna Attribute (em. m. 15.1 CTB 34.101.23); KoMIoHeHT
JIOJIZKeH IIPUCYTCTBOBAThH, eciu 3HavyeHue tuna EncapsulatedContentInfo couep-
JKUT JTAHHBIE, TUII KOTOPBIX OTARYaeTcd OT id-data; ecanm NpucyTCTBYeT KOMIOHEHT
authAttrs, To TakxKe NOJIKeH IPUCYTCTBOBATL KOMIOHEHT digestAlgorithm; 3mHa-
veHne tuna AuthAttributes H0/:KHO OBITH 3aKOAMPOBAHO € IOMOIILIO OTJIHIUTEIb-
HBIX IPABUJI, JIayKe €CJIH BCe OCTAJIbHBbIE 3HAYCHHS 3aKOJIUPOBAHBI C IIOMOIILIO 6a30-
BBIX IIPABWJI; €CJANA MPUCYTCTBYET KOMIIOHEHT authAttrs, TO OH JIOMXKEH CONEPrKATh
1o Kpaiineii Mepe aTpubyThl «Tul cogep:kuMoroy (em. 15.2 CTB 34.101.23) u «x31m-
snadenne» (cm. 15.3 CTB 34.101.23);

— KOMIIOHEHT MacC COAEPrKUT 3Hadenue Tuia MessageAuthenticationCode (cm. 1. 12.2
CTB 34.101.23) u oupezessier IMATOBCTABKY.

— Heobs3aTe/IbHBIN KOMIIOHEHT unauthAttrs (HpI/I ero HaJII/I‘{I/II/I) COAEP2KUT 3HAYECHUEC
tuna UnauthAttributes (cm. m. 12.2 CTB 34.101.23) u onpenensier HeayTeHTHd)N-
nupyembie arpuOyThl Tuna Attribute (em. m. 15.1 CTB 34.101.23);

3) dopMmar u colepKaHue 3HAYEHNsT KOMIIOHeHTa encapContentInfo cOOTBETCTBYIOT TH-
ny EncapsulatedContentInfo (cum. m. 8.3 CTB 34.101.23):

— kommnoHeHT eContentType cojep:kur 3HadeHue Tuna ContentType (CM. IpHIIOKe-
are A.1 CTB 34.101.23) u onpezessier THI JaHHBIX;

— HeoDsI3aTesIbHBIN KOMIOHEHT eContent (IpU €ro HAJTMYKMH) COJAEPKUT 3HAYCHHE THIIA
OCTET STRING u ompejessier COOCTBEHHO JaHHbIE, 3aKOAUPOBAHHbBIE CTPOKOIl OKTETOB
(ucnosib30BaHMe MPH KOJAUPOBAHUY OTJIHIUTEIbHBIX IPABUI HE SBJIAETCS 00I3aTe b
HBIM);
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4) dopMar u comepKaHue 3HAYCHHs KayKIOrO 3JIeMeHTa KOMIIOHeHTa recipientInfos

coorBercTByIOT Tulty RecipientInfo(cm. m. 9.3 CTH 34.101.23), koTopblit sBIsIETCS BbI-

OOPOM OJIHOTO U3 CJIEJIYIONIMX KOMIIOHEHTOB:

KOMIOHEHT ktri comep:kur 3Hauenume tuna KeyTransRecipientInfo (cm. m. 9.4
CTB 34.101.23) u onpemensier HHGOPMAINIO, KACAIOILYIOCS MOTyYaTeleil B cayJae,
KOTJIa JIJIsT VIIpaBJIeHHUs KJI0UaMU BBIPAOOTKH UMUTOBCTABKU HCIOJIb3YETCS TPAHC-
MOPT KJII0YA;

KOMIOHEHT kari comep:kur 3Hauenne Tuna KeyAgreeRecipientInfo (cm. m. 9.4.1
CTB 34.101.23) u onpenensier nHGOPMAIIIO, KACAIOILYIOCS MOTyYaTe el B ciydae,
KOIJIa JJ7IsI YIIPABJIeHUs KJII0YaMH BEIPAOOTKN HMHATOBCTABKH UCIIOIB3YETCS COTTIACO-
BaHMe KJII0Ya;

KoMIoHeHT kekri comepxkur 3madenwe tuna KEKRecipientInfo (cm. m. 9.4.2
CTB 34.101.23) u onpenessier WHGOPMAINIO, KACAIOILYIOCS MOJIyYaTe el mpu uc-
OJIb30BAHUU 3apaHee Paclpe/IeJeHHBIX KJodeil BhpaOOTKH UMHTOBCTABKHY;

KOMIIOHEHT PWIi COjlep:KUT 3HadeHue Tuna PasswordRecipientinfo (cm. m. 9.4.3
CTB 34.101.23) u onpenensier uHGOPMAIIIO, KACAIONLYIOCS OIyYaTe el B ciydae,
KorJia Jijisg (POpMUPOBAHUS KJIIO4YeH BRIPAODOTKUH MMHTOBCTABKH HCIOJIB3YIOTCH Mapo-
JIN;

KOMIIOHEHT Ori cojep:kuT 3Havenne tuma OtherRecipientInfo (em. m. 9.4.4
CTB 34.101.23) u onpenessier HHGOPMAIIIO, KACAIOILYIOCS OTyYaTeleil B ciydae,
KOIJIa MPUMEHAI0TCH JTOTOJHATETbHbIE METOIBl YIPaBIeHUsS KJIIOYaMU BBIpAOOTKHU
UMHUTOBCTABKH;

5) dopMmar u cofieprKaHue 3HAYEHUST KOMIOHeHTa ktri (Ipu ero HAJIMYMU) COOTBETCTBY-
ot Tuny KeyTransRecipientInfo (cm. m. 9.4 CTB 34.101.23):

KOMIIOHEHT Version CoAepKUT 3HadeHne Tuna CMSVersion, COOTBETCTBYOIIETO THITY
INTEGER (cm. n. 14.6 CTB 34.101.23), u onpenessier HOMEp BEPCHH TPUMEHSEMOTO
CUHTAKCHUCA B 3aBACUMOCTHU OT 3HAUYEHUs KOMIIOHEHTa rid;

KOMIOHeHT rid cojepKuT 3Havenne tuna RecipientIdentifier (em. m. 9.4
CTB 34.101.23) u ompefessieT CCBUIKY Ha CepTHQUKAT HOJIyYaTess, B TOM YHC-
Jie CCBUIKY Ha OTKDBITBHIM KJII0Y HOJIydaTesid; IPH 9TOM, ecad B rid BHIOpaH KOM-
nonenT THna IssuerAndSerialNumber (cm. m. 14.5 CTB 34.101.23), To 3Have-
HUe version JO2KHO NpUHUMATh 3Hadenue 0, a ecad BbIOpaH KOMIOHEHT THIIA
SubjectKeyIdentifier (cm. nommynkr 6.2.1.2 CTB 34.101.19), To — 3nadenue 2;

KOMIIOHEHT keyEncryptionAlgorithm COHEPIKUT 3HAYCHUE THUIIA
KeyEncryptionAlgorithmIdentifier (cm. m. 14.1 CTB 34.101.23) u ompese-
JdeT JId TMOoJaydaTesls UASHTH(MHKATOP U IIapaMeTphl aJITOPHTMA, HCIOJIb3yeMble
JUIS U@ POBAHUS K098 BEIPAOOTKI HMHTOBCTABKH;

KOMIOHEHT encryptedKey comepKuT 3HadeHue tuna EncryptedKey (cm. m. 9.3

CTB 34.101.23), u onpeesisier Jjisi TOJTydaTesist 3amudpoBaHHbIi KJII0Y BEIpAOOTKH
HMHUTOBCTABKH;

6) dopMmar u coepKaHue 3HAUCHUS KOMIIOHeHTa kari (Ipu ero HAJUYIUU) COOTBETCTBY-
ot Tuny KeyAgreeRecipientInfo (cm. m. 9.4.1 CTB 34.101.23):

KOMTIOHEHT Version coJiepKUT 3Hadenne 3 Tuna CMSVersion, coOTBeTCTBYIONIETO
tury INTEGER (cm. m. 14.6 CTB 34.101.23);
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KOMIIOHeHT originator comepxkur 3Hadyenuwe Tuna OriginatorIdentifierOrKey
(em. m. 9.4.1 CTB 34.101.23) u ompefensieT OTKPBITHIH KJOY OTIPABATENS OJI-
HIM K3 TPeX CIOCO0O0B: ¢ UCIIOJIL30BaHHeM 3HavueHus Tuia IssuerAndSerialNumber,
¢ UCIOJIB30BaHWeM 3HadeHusi THia SubjectKeyIdentifier (cm. mommyHkT 6.2.1.2
CTB 34.101.19), ¢ wucmonb3oBanueM 3nadenus Ttumna OriginatorPublicKey (cw.
. 9.4.1 CTB 34.101.23);

Heobs3aTe/bHBIT KOMIIOHEHT ukm (IpU ero HaJWYHMu) COJACPKHUT 3HAYCHHE THIA
UserKeyingMaterial (cm. n. 14.7 CTB 34.101.23) u oupenessier JOMOJHATEIbHBIE
JIAHHBIE AJTOPUTMA COIVIACOBAHUSI ODINEro KJI04a,;

KOMTIOHEHT keyEncryptionAlgorithm COHEPAKUT 3HaQUCHUE TUTIA
KeyEncryptionAlgorithmIdentifier (cm. m. 14.1 CTB 34.101.23) u ompese-
JadeT UIeHTHGUKATOP W HapaMeTpPsl aJIrOPUTMA, KOTOPBIH WCHOIB3YyeTcsa It
Mu@POBaAHUS KJIIOYa BHIPAOOTKN UMUTOBCTABKH;

KOMIIOHEHT recipientEncryptedKeys COJIePKUT 3HaYeHue THANA
RecipientEncryptedKeys (cm. m. 9.4.1 CTB 34.101.23) u omnpemessier CHHCOK
NIeHTIMDUKATOPOB MOaydaTe el 1 HpeTHa3HAYeHHBIX UM 3aInPOBAHHBIX KJIIOYeil
BBIPAOOTKN MMHUTOBCTABKH;

7) dopmar u comeprKanue 3HAYCHES KOMIOHEHTA kekri (Ipu ero HAJTHIHN) COOTBETCTBY-
ior tuy KEKRecipientInfo (cm. m. 9.4.2 CTB 34.101.23):

KOMIIOHEHT version comepknuT 3HadeHWe 4 Tuna CMSVersion, cOOTBETCTBYIOIIETO
tuny INTEGER (cwm. m. 14.6 CTB 34.101.23);

koMionent kekid cogepxkutr 3Hadenme Tuna KEKIdentifier (cm. m. 9.4.2
CTB 34.101.23) u yka3blBaeT Ha CeKPETHBI K104 MudPOBAHUs KJIIOUYed, KOTOPbIii
ObLJI 1IPeBAPUTEILHO PACIPE/IeJIEH OTIIPABUTEIO U OJHOMY M/ HECKOJIbKUM I1OJIy-
qaTe/isM;

KOMTIOHEHT keyEncryptionAlgorithm COHEPAKUT 3HaUCHUE TUTIA
KeyEncryptionAlgorithmIdentifier (cm. m. 14.1 CTB 34.101.23) u ompese-
JIgeT WICHTU(UKATOP U TapaMeTphl aJropuT™Ma TMIU@POBAHUSA K/I0Ya BHIPAOOTKH
NMHUTOBCTABKH;

KOMIOHEHT encryptedKey cosmepKuT 3HaveHue tuna EncryptedKey (cm. m. 9.3

CTB 34.101.23) u ompejesieT K049 BHIPAGOTKE MMUTOBCTABKY, 3aIlnMDpPOBAHHbII
Ha KJI04Ye MHGPOBaHA KII0Yei;

8) dopmar u comeprkamme 3HAYCHES KOMIOHEHTa pwri (IIPH €ro HaJn4nu) COOTBETCTBY-
ior Tuny PasswordRecipientinfo (cm. m. 9.4.3 CTB 34.101.23):

KOMIIOHEHT version cojiepkuT 3HadeHue (0 Ttuna CMSVersion, cOOTBETCTBYIOINIETO
turny INTEGER (cwm. m. 14.6 CTB 34.101.23);

koMuonenT kekid cogepxkutr 3Hadenme Tuna KEKIdentifier (em. m. 9.4.2
CTB 34.101.23) u yka3biBaer HA CEKPETHBIH KJIIOY BHIPAOOTKM MMUTOBCTABKH, KO-
TOPBII ObLJI IIPEJBAPUTEBHO PACHPE/IE/IEH OTIIPABUTEIO U OJJHOMY WJIM HECKOJIbKUM
HOJLY YaTeJISIM;

Heobs3aTe bHbIT  KOMITOHeHT keyDerivationAlgorithm (mpw ero Hajm4um) co-
JepKuT 3Hauennme tuna KeyDerivationAlgorithmIdentifier (em. m. 14.1
CTB 34.101.23) u onpesesisier uaeHTHMOUKATOD U TApaMeTPhl AJTOPUTMA BHIPAGOTKH
KJII09a Mu@POoBaHUs KJI0Ueil M0 TapoJIio UM JIPYTOMY OOIIEMY CEKPeTy;
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— KOMIIOHEHT keyEncryptionAlgorithm COJIePKUT 3Ha4YeHue THTIA
KeyEncryptionAlgorithmIdentifier (cm. m. 14.1 CTB 34.101.23) u ompene-
JdeT WIeHTUUKATOP U MapaMeTphl aJropuTMa MIMMPOBaHUA KII0Ya BBIPAOOTKHU
UMUTOBCTaBKU;

— kommnoHeHT encryptedKey cogep:kur 3Hadenue tuna EncryptedKey (cm. m. 9.3
CTB 34.101.23) u onpejesnsier K049 BHIPaGOTKH MMUTOBCTABKH, 3aIludpPOBAHHbII
Ha KJo4e mudpoBaHns KIrodei;

9) dopmar u cofeprkanue 3HATCHNS KOMIIOHEHTA 0ri (P €ro HAJUYIHN) COOTBETCTBYIOT
tuny OtherRecipientInfo (cm. m. 9.4.4 CTB 34.101.23):

— KomImoHeHT oriType conepxxkur 3Hadenune tuna OBJECT IDENTIFIER u omnpepessier
MeTOJI, YIIPaBJICHU KII0YaMU;

— KOMTOHEHT oriValue COJEPXKWUT 3HAYEHHE, TUI KOTOPOTO ONPEIEISIeTCa 3HATeHNEeM
KOMIOHeHTa oriType, W ompesesseT JaHHbE, HEOOXOAMMBIE JJIS MPUMEHEHHs BbI-
OpaHHOTO METO/IA YIPaBJ/JICHUS.

7 Bosspaturh OULIUBKA.

6.2.1.8 AyreuruduiupyeMmbie KOHBEPTOBAHHBbIE JaHHBIE

[Ipu TecTupoBanum PoOIEAYPhl (POPMUPOBAHNSA KPUTITOTPAPUIECCKUX COOOIIEHU ¢ ayTeH-
TUPHUITUPYEMBIMU KOHBEPTOBAHHBIMY JTAHHBIME BBITIOJTHSETCS CJIEJIYIOIIUIT TeCT.

Tect CreateAEDTest

1 3agaTph mapamMerpbl BBI30BAa HCIBITHIBAEMON IPOIPaMMBbI, KOTOPBIE B COOTBETCTBHH
¢ JIOKYMeHTaluel HeoOXOMuMbI 1710 (DOPMUPOBAHUS KPUNTOrpapUIecKHX COOOIIEHHH ¢
ayTeHTUPUIUPYEMBIMH KOHBEPTOBAHHBIMHU JTAHHBIMH.

2 CpeacTBaMu UCHOBITBIBAEMO# TporpaMMbl chOPMHPOBATHL KpUITOrpaduiIeckoe coobd-
IeHue ¢ ayTeHTUMHUIUPYEMBIMUA KOHBEPTOBAHHBIMHU JAHHBIMU U SKCIIOPTHPOBATH €T0 HAa
JKECTKHil JUCK HePCOHAIBHOIO KOMIIBIOTEpa B BUJE (railia, comepzKaIiero 3aK0IupoBaH-
uele 3Havenns Tunos ACH.1, coctapasgiomux coobieHue.

3 IlpeobpazoBaTh aiis, MOJYIEHHBIH HA IIare 2, B TEKCTOBOE IMpeICTaBICHUEe KPUIITO-
rpaduIecKoro cooOIeHns.

4 IIpoBecTn BU3yaJbHBIH aHAIN3 TEKCTOBOI'O IPEJACTaBICHHA CHOPMHUPOBAHHOTO COOD-
menns Ha cooTBercTBHe 1. 6 1 1. 13 CTh 34.101.23.

5 IloBroputh marm 1 — 4 "He MeHee 4 pa3, 3a7aBas pa3JUIHbIe TapaMeTPhl BHI30Ba HC-
IBITBIBAEMOM TPOTPAMMBI (€CJIM UMEeTCsT TaKash BOSMOYKHOCTD).

6 Bosppaturs VYCIEX, ecau Ha 1mare 4 mpu BH3YAJIbHOM aHaJu3e c(OOPMUPOBAHHOTO CO-
obrmienus He BuisgBaeHo HecooTBercTBUit CTH 34.101.23, npu sTOM:

1) coobmienne siBisiercs 3navenneM Tuia ContentInfo (em. m. 6 CTH 34.101.23), ara
KOTOPOTO:

— KOMIOHeHT contentType comep:kur 3HadeHwe id-ct-authEnvelopedData (cw.
. 13.1 CTB 34.101.23) runa ContentType (cum. npunoxkenune A.1 CTB 34.101.23);

— KOMIIOHEHT content cofep:KuT 3Hadenue Tuina AuthEnvelopedData (cm. m. 13.2
CTB 34.101.23) u onpenessier ayreHTHhDUIUPYEMble KOHBEPTOBAHHBIE JTAHHBIE;

2) dopmar n coZiepKanme KOMIIOHEHTa content COOTBETCTBYIOT TUILY
AuthEnvelopedData (cm. 1. 13.2 CTB 34.101.23):
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— KOMTOHEHT version cojiepkuT 3Hadenne 0 Ttuna CMSVersion, cOOTBETCTBYIONIETO
tuny INTEGER (cm. m. 14.6 CTB 34.101.23);

— HeoDOsI3aTeNIbHBIN KOMIOHeHT originatorInfo (mpu ero HATWYNM) CONEPIKUT 3HAYE-
nue Tuna OriginatorInfo (cm. m. 9.2 CTB 34.101.23) u oupenenser undopManmio
00 oTmpaBuTese; KOMIIOHEHT IPUCYTCTBYET, TOJIBKO eCId ero TpedyeTcs HCIOJIb30-
BaTh B aJIOPUTMe YIpaBJeHNsd KII0YaMP; KOMIOHEHT MOXKeT coflepKaTh cepTHdH-
KaThl, IpeJICTaBIeHHble B KoMIoOHeHTe Tuna CertificateSet (cm. m. 14.3 u 14.4
CTB 34.101.23), u cnucKH OTO3BAHHBIX CePTH(MUKATOB, MPEJICTABICHHBIE B KOMIIO-
nenre tuna RevocationInfoChoices (em. m. 14.2 CTB 34.101.23);

— KOMIOHeHT recipientInfos cojep:xut 3nadenue tuna RecipientInfos (cm. m. 9.2
u 1. 9.3 CTBH 34.101.23) u onpejensier nadOpMaNUio, CBI3aHHYIO ¢ HOIyYaTesIMA 1
IPEICTABJICHEYIO 3HaYeHnAMH THIA RecipientInfo; B JAaHHOM KOMIIOHEHTE JTOJIZKHA
OBITH NpejicTaBaeHa nHMOPMAIKS 110 KpaifHeil Mepe Jijisg OJHOTO 1101y YaTeIs;

— KOMIIOHEHT authEncryptedContentInfo COJEPKUT 3HaYeHue THIIA
EncryptedContentInfo (cm. m. 9.2 CTB 34.101.23) u onpezessier 3armudpo-
BaHHLIE JAHHDIE;

— HeoOsI3aTe/IbHBIH KOMIIOHEHT authAttrs (Ipu ero HAJUYUN) COAEPIKUT 3HAYEHHE TH-
ma AuthAttributes (cm. m. 12.2 CTB 34.101.23) u onpenensier Habop ayTeHTUd)U-
nupyeMbeix arpubyroB Tuna Attribute (em. m. 15.1 CTB 34.101.23); KoMIOHEHT
JIOJIZKeH TIPUCYTCTBOBATDL, eC/u 3HadeHne Tuna EncryptedContentInfo couepzkut
JaHHBIE, TUI KOTOPBIX OoTAH4YaeTcd OT id-data; 3madennme tuna AuthAttributes
JIOJIZKHO OBITH 3aKOJMPOBAHO C MOMOIIBIO OTIUUATEIBHBIX MPABHII, JAXKe €CJIH BCe
ocTasbuble 3HaYeHus Tuna AuthEnvelopedData 3aKOIUPOBAHBI C TIOMOIIBHIO DA30BBIX
MPABIJT; JAHHBIH KOMIIOHEHT He JOJIZKEH COJEPKATH ATPUOYT «X3II-3HAYCHHE> (CM.
15.3 CTB 34.101.23);

— KOMIIOHEHT Mac COJEPKUT 3Hadenue Tuna MessageAuthenticationCode (cm. m. 12.2
CTB 34.101.23) u onpe/iesisieT NMATOBCTABKY, BHIYUCAEHHYIO C TIOMOIIBIO BRIGPAHHO-
ro aJrOPUTMa OJTHOBPEMEHHOTO Mn(POBAHNS W UMHATO3AITUTHI;

— HeoOsI3aTeJIbHBIH KOMIIOHEHT unauthAttrs (mpu ero HAJHYHMHU) COJAEPIKUT 3HAYEHHE
tuna UnauthAttributes (cm. m. 12.2 CTB 34.101.23) u ompegensier neayrenTudu-
nupyeMble arpuOyTH Tuna Attribute (cm. m. 15.1 CTB 34.101.23);

3) dopmar u comeprKaHue 3HaYEeHHsI KOMIOHeHTa authEncryptedContentInfo coorBer-
crytor Tuny EncryptedContentInfo (cm. m. 9.2 CTB 34.101.23):

— koMmmoHeHT contentType cofep:xuT 3HaveHuwe tuma ContentType (cM. TpUIIOKe-
e A.1 CTB 34.101.23) u onpezessier uaeHTUOUKATOD THUIIA JTAHHbIX;

— KOMIIOHEHT contentEncryptionAlgorithm COJZICPZKUT 3HaYeHUE THAIA
ContentEncryptionAlgorithmIdentifier (cm. m. 14.1 CTB 34.101.23) u ompesme-
JgeT MAeHTHHUKATOP W TapaMeTPhl UCIOIb3YEeMOT0 AaJTOPUTMa OJHOBPEMEHHOTO
muPOBAHUA T UMATO3AINATH JAHHBIX;

— HeoOsA3aTeNbHBINT KOMIIOHEHT encryptedContent (HpH ero HaﬂI/IqI/H/I) COAEP2KUT 3HA-
vyenne Tuna EncryptedContent (cm. m. 9.2 CTB 34.101.23) u onpenensier 3amnmud-
pOBaHHBIE JaHHBIE (IPH OTCYTCTBHU KOMIIOHEHTA 3andpPOBAHHbIE TAHHbBIE TOJKHBI
OBITH TOJYYeHBl W3 BHEITHEr0 HCTOYHWKA);
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4) dopMar u comepKaHue 3HAYCHHs KayKIOrO 3JIeMeHTa KOMIIOHeHTa recipientInfos

coorBercTByIOT THIMy RecipientInfo (cm. m. 9.3 CTB 34.101.23), xoTopbiii sBisercs

BBIOOPOM OJIHOT'O U3 CJIEYIONIUX KOMIIOHEHTOB:

KOMIOHEHT ktri comep:kur 3Hauenume tuna KeyTransRecipientInfo (cm. m. 9.4
CTB 34.101.23) u onpemensier HHGOPMAINIO, KACAIOILYIOCS MOTyYaTeleil B cayJae,
KOTJIa JI7IsI YIIPaBJIeHUsl KII0YaAMH OJHOBPEMEHHOIO IMHMPOBAHUSI U UMHTO3ANTUATHI
JAHHBIX UCIOIB3YeTCS TPAHCIOPT KII0UA;

KOMIOHEHT kari comep:kur 3Hauenne Tuna KeyAgreeRecipientInfo (cm. m. 9.4.1
CTB 34.101.23) u onpenensier nHGOPMAIIIO, KACAIOILYIOCS MOTyYaTe el B ciydae,
KOIJIa /IS YIPaBJIeHNs KJII0OYaMH OJHOBPEMEHHOTO MIM(DPOBAHUS U MMHTO3AITUTEL
JAHHBIX UCIIOTIb3YeTCS COIVIACOBAHUE KJIIOUA;

KoMIoHeHT kekri comepxkur 3madenwe tuna KEKRecipientInfo (cm. m. 9.4.2
CTB 34.101.23) u onpenessier WHGOPMAINIO, KACAIOILYIOCS MOJIyYaTe el mpu uc-
OJIb30BAHUU 3apaHee paclpeleJeHHbIX KIoUeil OJHOBPEMEHHOTo IHMPOBAHUS H
AMUTO3ANUTH JTaHHBIX;

KOMIIOHEHT PWri COjlep:KUT 3Hadenue Tuna PasswordRecipientinfo (cm. m. 9.4.3
CTB 34.101.23) u onpenensier nHMGOPMAIIIO, KACAOINLYIOCS OTyYaTe el B ciydae,
KorJia st (hOpMUPOBAHUS KJIOUEH OJIHOBPEMEHHOTO MU(MPOBAHUA U UMHTO3AIUTHI
JIAHHBIX HCIOJIL3YIOTCH TAPOJIN;

KOMIIOHEHT Ori cojep:kuT 3Havenne tuma OtherRecipientInfo (em. m. 9.4.4
CTB 34.101.23) u onpenessier HHGOPMAIIIO, KACAIOILYIOCs [OTyYaTeleil B ciydae,
KOTJIa ITPUMEHAIOTCS JOIMOJTHUTEIbHbIE METOIbI YIIPABICHUS KJIIOYaMHU OJIHOBPEMEH-
HOTO II(PPOBAHUA U UMATO3AIIUTHI JAHHBIX;

5) dopMmar u cofieprKaHue 3HAYEHUST KOMIOHeHTa ktri (Ipu ero HAJIMYIUU) COOTBETCTBY-
tor Tuny KeyTransRecipientInfo (cm. m. 9.4 CTB 34.101.23):

KOMIIOHEHT Version CoAepKUT 3HaveHne Tuna CMSVersion, COOTBETCTBYOIIETO THITY
INTEGER (cm. n. 14.6 CTB 34.101.23), u onpenessier HOMEp BEPCHH TPUMEHSEMOTO
CUHTAKCHCA B 3aBACUMOCTHU OT 3HAUEHUs KOMIIOHEHTa rid;

KOMIOHEeHT rid cojepKuT 3Havenne tuna RecipientIdentifier (em. m. 9.4
CTB 34.101.23) u ompefesieT CCHUIKY Ha cepTH(UKAT HOJIyYaress, B TOM YHC-
Jie CCBUIKY Ha OTKPBITBHIM KJII0Y HOJIydaTesid; IPH 9TOM, ecad B rid BBHIOpaH KOM-
nmonenT THna IssuerAndSerialNumber (cm. m. 14.5 CTB 34.101.23), 1o 3Have-
HUe version JOKHO HPUHMMATHL 3Hadenue (, a ecad BHIOpaH KOMIIOHEHT THIIA
SubjectKeyIdentifier (cm. nommynkr 6.2.1.2 CTB 34.101.19), To — 3uatvenue 2;

KOMIIOHEHT keyEncryptionAlgorithm COHEPIKUT 3HAYCHUE THUIIA
KeyEncryptionAlgorithmIdentifier (cm. m. 14.1 CTB 34.101.23) u ompese-
JgeT JIs IOoJaydaTesls UASHTH(MHUKATOP U IIapaMeTphl aJITOPHTMA, HCIOJIb3yeMble
JUI @ POBAHUS K/I0Ya OJHOBPEMEHHOI'O MN(POBAHUS U UMHTO3ANIUTHL 1AHHBIX;
KOMIOHEHT encryptedKey comepKuT 3HadeHue Tuna EncryptedKey (cm. m. 9.3

CTB 34.101.23), u ompefenser Jjisi moJydaTess 3anudpOBAHHBINA KJIIOY OJHOBpe-
MEHHOI0 Mu(pPOBAHUS U UMUTO3AINUTHI JTAHHBIX;

6) dopMar u coepKaHue 3HAUCHUS KOMIIOHeHTa kari (Ipu ero HAJIUYIUU) COOTBETCTBY-
tor Tuny KeyAgreeRecipientInfo (cm. m. 9.4.1 CTB 34.101.23):

01
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KOMTIOHEHT Version coJiepKuUT 3Hadenne 3 Tuna CMSVersion, cOOTBeTCTBYIONIETO
tuny INTEGER (cm. m. 14.6 CTB 34.101.23);

KOMIIOHEHT originator comepxur 3Hadyenuwe Tuna OriginatorIdentifierOrKey
(em. m. 9.4.1 CTB 34.101.23) u onpeesisier OTKPBITHI KJIIOY OTIPABATEIIST OTHUM U3
Tpex CI0COOOB: C MCIOJIb30BaHHEM 3HadeHus Tuia IssuerAndSerialNumber, ¢ wuc-
noJib30BaHWEeM 3HaveHus Tuna SubjectKeyIdentifier (cm. mogmynkT 6.2.1.2 CTH
34.101.19), ¢ ucnosnp3oBanueM 3uadenus tuna OriginatorPublicKey (cm. m. 9.4.1
CTBb 34.101.23);

Heobs3aTebHBIT KOMIIOHEHT ukm (OpH ero HAJWYHHU) COAEP:KHUT 3HAYEHHE THUIA
UserKeyingMaterial (cm. m. 14.7 CTB 34.101.23) u oupezensier JOHOJTHUTEIHHbIE
JIAHHBIE AJITOPUTMA COLTIACOBaHMsI OOINEro KJr04a,;

KOMIIOHEHT keyEncryptionAlgorithm COJLePXKUT 3HaYeHue THIIA
KeyEncryptionAlgorithmIdentifier (cm. m. 14.1 CTB 34.101.23) u ompese-
adeT UIeHTUUKATOp M HapaMeTpPbl aJIrOPUTMa, KOTOPBIM HCIONIB3YyeTcd JJIsd
mudPOBAHUS KJII0Ya OTHOBPEMEeHHOT0 MH(MPOBAHNAS 1 UMUATO3AIIATH JAHHBIX;

KOMITOHEHT recipientEncryptedKeys COJIePKUT 3HaUYeHue THATIA
RecipientEncryptedKeys (cm. m. 9.4.1 CTB 34.101.23) u ompemessier CHOUCOK
NIeHTIMDUKATOPOB MOTydaTe el 1 NpeHa3HAYeHHBIX UM 3aInPOBAHHBIX KJIIOYeil
OJTHOBPEMEHHOTO TMN(MPOBAHUS W MMUTO3ANTUTHI TaHHBIX;

7) dopmar u comeprkanne 3HAUCHES KOMIOHEHTA kekri (Ipu ero HAJTHIHN) COOTBETCTBY-
ior Tuy KEKRecipientInfo (cm. m. 9.4.2 CTB 34.101.23):

KOMIIOHEHT version comepkuT 3HadeHwe 4 Tuna CMSVersion, cOOTBETCTBYIOIIETO
tuny INTEGER (cum. m. 14.6 CTB 34.101.23);

KoMoHeHT kekid comepxkutT 3Havenwe Tuina KEKIdentifier (cm. m. 9.4.2
CTB 34.101.23) u yka3blBaeT Ha CeKPeTHBI K09 MudPOBAHUS KJIIOUYeH, KOTOPbIii
OBLJI IpeBAPUTEIBHO PACHpeeseH OTHPABUTENI0 U OJHOMY WJIN HECKOJIbKHM IOJIY-
JaTessM;

KOMIIOHEHT keyEncryptionAlgorithm COJePXKUT 3HaYeHue THIIA
KeyEncryptionAlgorithmIdentifier (cm. m. 14.1 CTB 34.101.23) u ompenesnser
uIeHTHDUKATOP U MapaMeTphl aJropuT™Ma MMPOBAHUA KJOUYa OJTHOBPEMEHHOTO
mudpPOBaHUT U UMUTO3AITATH JAHHBIX;

KOMIOHeHT encryptedKey comepKuT 3HadeHue tuna EncryptedKey (cm. m. 9.3
CTB 34.101.23) u onpeeseT K04 OJHOBPEMEHHOTO MUMPOBAHUS U UMATO3AIIUTEL
JIAHHBIX, 3auGPOBAHHBIN HA KJIoUe TMH(POBAHUS KIIOYeil;

8) dopmar u cogeprkamme 3HAYCHES KOMIOHEHTa pwri (IIPH €ro HaJn4nu) COOTBETCTBY-
for Tuny PasswordRecipientinfo (cm. m. 9.4.3 CTB 34.101.23):

KOMIIOHEHT version cojiepkuT 3HadeHune (0 Ttuna CMSVersion, cOOTBeTCTBYIONIETO
tuny INTEGER (cum. m. 14.6 CTB 34.101.23);

KoMronenT kekid cogepxkutT 3Havenme Turna KEKIdentifier (cm. m. 9.4.2
CTB 34.101.23) u ykasbiBaeT Ha CEKPETHBIH K09 OJHOBPEMEHHOrO MindpoBaHUS
U UMUTO3AIIUATHI JAHHBIX, KOTOPbIH ObLI IPeaBapuTe/IbHO PACIpeieeH OTIpaBUTe-
JIIO U OJTHOMY WJIM HECKOJIbKUM I1OJIyYaTe/15M;

Heobg3aTe bHbIl KOoMIOHeHT keyDerivationAlgorithm (mpu ero Hajudum) co-
JepKuT 3Hadenuwe tuna KeyDerivationAlgorithm Identifier (em. m. 14.1
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CTB 34.101.23) u onpesesisieT uIeHTUMOUKATODP U HapaMeTPhl AJTOPATMA BEIPAGOTKH
KJI04a MuGPOBaHUSA KJIOYel 0 TapOJI0 WK JAPYTOMY OOIIEMY CEKpPeTy;

— KOMIIOHEHT keyEncryptionAlgorithm COJIePKUT 3HaYeHue THATIA
KeyEncryptionAlgorithmIdentifier (cm. m. 14.1 CTB 34.101.23) u ompesmenser
UJIEHTUMDUKATOP U TapaMeTphl aJIropuTMa THMPOBAHUSA KII0Ya OJHOBPEMEHHOTO
muPOBAHUA T UMATO3AIINATH JAHHBIX;

— kommoHeHT encryptedKey cozep:kur 3Hadenme tuna EncryptedKey (cm. m. 9.3
CTB 34.101.23) u onpeeisieT KIH0Y OJHOBPEMEHHOTO MHMPOBAHKSA W MMUATOZAIHATH!
JTAHHBIX, 3aMMU(pPOBAHHBIN HA KJI0Ue MHUMPOBaHN KII0Uell;

9) dopmar u cofepkane 3HATCHUS KOMIIOHEHTa 0ri (IPH ero HATHYIHN) COOTBETCTBYIOT
tuny OtherRecipientInfo (cm. m. 9.4.4 CTB 34.101.23):

— KomnoHeHT oriType coxepzkur 3nadenue tuna OBJECT IDENTIFIER u onpesnesnder
MEeTOJI, YIIPaBJICHU KJII0YaMU;

— KoMmmoHeHT oriValue coOJepKUT 3HAYEHHE, TUI KOTOPOI'O ONpEAeadeTCda 3HAYCHUEM
KOMIOHeHTa oriType, W ompefessdeT JaHHbE, HEOOXOAMMBIE JIJIs MPUMEHEHNs BbI-
OpaHHOI'O0 METOJIa YIIpaBJICHHS.

7 BossparuTrh OLIUBKA.

6.2.2 IIponeaypsi pazbopa Kpunrorpadudeckux coobIenmii
6.2.2.1 OO6mue ceegeHnsa

BxoaHbIMI TaHHBIMH, 33/1aBa€MBIMEI B IIPOIECCEe TECTUPOBAHUS MPOIEAyp pa3bopa KpHIl-
TorpadudecKux COOOIIeHHH, ABIAI0TCI KpulnTorpadudeckne coodIneHus, IpeJICTaBIeHHbIE B
Bule OMHAPHBIX (ailIoB, coaepKaImX 3aKoaupoBanuble 3Hadenns TumoB ACH. 1.

[Ipu TecTupoBaHUE HPOIEAYP Pazdopa KpUITOrpaduIecKUX COOOIEHNNH BBHIIOJTHIIOTCA Oa-
30BBI€ TECTHI U TE€CTHI U3BECTHOTO OTBeTa. Ba30Bble TECTHI SIBJIMIOTCI 00SI3aTeTbHBIMUA I BBI-
HOJTHEeHNsI. TecThl U3BECTHOIO OTBETA ABJSIOTCS AOMOJTHATEIbHBIME H IIPETHA3HAYEHBI JIJId Pa3-
6opa KpuOTorpaduiecKux COOOIEHN ¢ HeCTPYKTYPUPOBAHHBIMU JAHHBIMH, & TaKKe KPHUIITO-
rpadudeckux coodIennii, chopMIpPOBAHHBIX C UCIIOIb30BAHUEM KPUITOIPADUIECKUAX AJITOPHUT-
MoB, onpeaeneHubix B CTH 34.101.31 u CTb 34.101.45.

s 6a30BBIX TecToB (bailabl ¢ KpUNTOrpadHIeCKUMUA COOOIMEHUIMHI IPeI0CTABISIIOTCS
COBMECTHO ¢ HCIBITHIBAEMOI TporpaMMoil uin hbOpMEPYIOTCs SKCIEPTOM ([P HATHYAH HEOO-
XOJIMMOTO ITPOrPAMMHOTO obectiedenust ). [lepes TectupoBanueM mporeayp pazbopa KPUITOrpa-
dudecknx cooOIMeHnH HKCIePT MPOBOAUT BU3YAJIbHOE CpPaBHEHHE TEKCTOBOTO IIPeICTaBJICHUS
coobienuii ¢ popmaramu, onpejenennsivu B CTB 34.101.23. [11g u3menenus Kpunrorpadude-
CKHUX COOOINEeHNI, KOTOPOe BBIIIOIHIETCS B HEKOTOPBIX 0A30BBIX TECTAX, MOI'YT HCIOJb30BATHCS
HPOI'PAMMbI, OIUCAHHBIC B IPUIOKEHUH BajaBaembie B 6a30BBIX TeCTaX KpHUIITOTIpadu-
JecKme COOOIIeHHs JOJXKHBI IMOKPHIBATH HAmOOJIee IOIHBIA (DYHKIHOHA, MPea0CTaBIsIeMbIil
UCIBITBIBAEMOM IIPOrpaMMoil 1o pazbopy cooOIIeHMil.

J171s1 TeCTOB M3BECTHOI'O OTBETA, B KAUECTBE BXOIHBIX JTAHHBIX HCIIOIb3YIOTCSA KPUIITOrpadu-
JecKue COOOIIeHHs, Opee/IeHHbIE B TPUIOKEHIH @ (sakonuposannsie ACH.1-daitnbr ¢ Kpum-
TorpaduIeCKIMU COOBIEHUAME SBJISIOTCST HEOTHEMJIEMOH YaCThI0 HACTOSAIIEH METOIUKH).

6.2.2.2 HecTpykTypupOBaHHbIE JAHHbBIE

BazoBsie Tectbl. [Ipu TecTupoBanuu nporeaypbl pazdopa KpunrorpadpudecKkux coodime-
HUI ¢ HECTPYKTYPUPOBAHHLIMU JAHHBIMU BBIIIOJTHAIOTCS CJIELYIONIHEe OAa30BbI€ TECTHI.
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Tect VProcUDTest

1 3agarpb KoppekTHoe Kpunrorpaduieckoe cooOIIeHre ¢ HeCTPYKTYPUPOBAHHBIMU JIaH-
HBIMH.

2 CpeacTBaMu HCIBITHIBAEMOI ITPOrPaAMMbI BBIIIOJHATH pa300p KPUITOrpapuIecKoro co-
obIIeHns.

3 Iloropurs maru 1 — 2 #He MeHee 4 pa3, 3ajlaBas Pa3/JMIHbIe KOPPEKTHBIE KPUITOIPA-
duveckue coobIIeHsI.

4 Bosppaturp YCIEX, eciun Ha mare 2 Kpunrorpadudeckue coOOIEeHns YCIenHo obpa-
OOTaHbI ¥ MPU3HAHBI KOPPEKTHBIMHU.

5 Bossparuth OLIUBKA.

Tect IProcUDTest

1 Usmenuth Kpunrorpaduydeckoe cOOOIEHHE ¢ HECTPYKTYPUPOBAHHBIMU JIAHHBIMU Ta-
KuM obpazom, aTobbl B coorBercTBHr ¢o0 CTH 34.101.23 coobimenne cTaao HEKOPPEKT-
HBIM.

2 CpeacTBaMu HCOBITHIBAEMOI TPOTPAMMBI BHITIOTHUATE Pa300p N3MEHEHHOTO KPUTITOTPa-
duueckoro coodIeHns.

3 Ilosroputs maru 1 — 2 He MeHee 4 pa3, 3a/1aBasd pa3/JMIHble N3MEHEHHbIE KPUIITOTPA-
duyeckue coodIIeHsI.

4 Bossparuts YCIEX, eciu Ha 1m1are 2 Kpunrorpadudeckrne cooOIeHus IPpU3HAHBI HEKOD-
PEKTHBIMU.

5 Bossparutn OLIUBKA.

IIpumeqanne — lM3menenne KpunTorpadUIecKoro COOOIIEHH ¢ HECTPYKTYPHUPOBAHHBIMU JTaH-

HBIMH MOXKET COCTOSITh, HANPUMED, B W3MEHEHWN 3HAaYeHUsI KOMIOHeHTa contentType (cu. m. 6

CTB 34.101.23).

TecTbl M3BecTHOTO OTBeTa. [Ipn TecTupoBanum npouegypsl pasdopa Kpunrorpadudge-
CKHAX COODIIEeHUil ¢ HECTPYKTYPUPOBAHHBIMIA JAHHBIMU BBHITIOJIHSAIOTCS CJIEAYIONIHNEe TEeCThl W3-
BECTHOT'O OTBeTa.

Tect VUDTest

1 3azarp B KadecTBe Kpunrorpadudeckoro coodurerus daita «VUDTest.ders.

2 CpeacTBaMu UCIIBITHIBAEMOIl TPOrpaMMBbl BBLIIIOJIHUTD IIPOIEAYPY Pa3dopa KPpHITOIPa-
duueckoro coodIeHNS.

3 Bosppaturs YCIEX, ecain kpunrorpadpudeckoe coobIIeHne yeienrHo oopadoTano u npu-
3HAHO KOPPEKTHBIM.

4 Bosspatuth OIIMBKA.

IIpumeganune 1 — Ilenp Tecta VUDTest — mpoeepka crnocobrocTn peanuzanuu 06pabaThiBaTh
KOPPEKTHBIE KPUNITOTPAPUIECKHAE COOBITIEHNS ¢ HECTPYKTYPUPOBAHHBIMA JAHHBIMHY.
IIpumeuanne 2 — UcnbiTyemast TporpaMMa MOYKET He Paclo3HaABATH JaHHbIe KOHTeHepa, TaK Kak
X CTPYKTYpPa MOXKET He TOIEPKUBATHCS UCITBHITHIBAEMOM TPOrpaMMoi.
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Tect IContentTypeTest

1 3amars B kavecTBe Kpunrorpaduaeckoro coobmenus daiin «[ContentTypeTest.ders.
2 CpejacrBaMu UCIBITHIBAEMOI MTPOTPAMMBI BHITIOJHATE MPOIEAYPY pa3bopa KPpUnTorpa-
dpuuecKoro coodIeHns.

3 Bossparurs YCIEX, ecsin Kpunrorpadudeckoe cooOIeHne NpU3HAHO HEKOPPEKTHBIM.

4 Bossparurn OWABKA.

ITpumeuanne — Kpunrorpaduaeckoe coobienne COIEPRKUT HEKOPPEKTHOE 3HAUCHNE KOMITOHEHTA,
contentType (cm. m. 6 CTB 34.101.23). Ilens Tecta IContentTypeTest — npoBepka CoCOOHOCTH

peasn3alin BHIABISITH HEKOPPEKTHBIE NASHTH(MUKATOPHI, OIIPEIETATOITNE THIT JAHHBIX KOHTeHHe-

pa.

6.2.2.3 IlomnumcamHble JaHHBbIE

BazoBbie Tecthl. [Ipu TecTupoBanuu nporeaypbl pazdopa KpunrorpadpuiecKkux coodime-
HUI ¢ TOMIMUCAHHBIME JIAHHBIME BBIIIOJTHAIOTCA cJejyionue 6a30Bble TECTHI.

Tect VProcSDTest

1 3agaTh KOppeKTHOe KPUITOrpadpuIecKoe cOOOIeHNe ¢ MOIITUCAHHBIMA JTAHHBIMU.

2 CpeacTBaMu HCIIBITHIBAEMOI ITPOrPAMMBI BBITIOJTHATH pa300p KPUITOrpahuIecKoro co-
o01IeHn.

3 IloBropurs maru 1 — 2 #He MeHee 4 pa3, 3ajaBasi Pa3/JIHIHbIe KOPPEKTHBIE KPUITOIPa-
duveckue coobIIEHUSI.

4 Tect BBIIOJIHEH YCHEIIHO, €CJIM Ha Imare 2 KpunrorpadpudeckKue COOOIIeHUs YCIIEITHO
00paboTaHbl M MPU3HAHBI KOPPEKTHBIMU.

5 Bossparuth OULIUBKA.

Tect IProcSDTest

1 Hsmenuth Kpunrorpadpudeckoe cooblieHrne ¢ MOAIMHUCAHHBIMA JAHHBIMA TaKUM 0Opa-
30M, 4T00OBI B coorBeTcTBHE cOo CTH 34.101.23 coobiieHue cTao HEKOPPEKTHBIM.

2 CpeacTBaMu HCIBITHIBAEMO ITPOTPAMMBI BEIIOJTHATE Pa300p U3MEHEHHOI'0 KPHIITOTPa-
duyeckoro coodIeHns.

3 IlosToputh marm 1 — 2 He MeHee 4 pa3, 3a/1aBasd pa3/JHIHbIE W3MeHEHHbIE KPUTITOTPa-
duveckue coobIIeHUs.

4 TecT BBINOJHEH YCIENIHO, €CJIN Ha IIare 2 Kpunrorpaduieckue coodIIEeHUsT TPU3HAHBI
HEKOPPEKTHBIMH.

5 BossparuTrh OULIUBKA.

IIpumevanne — M3mMeHenne Kpunrorpahpuieckoro coobINEeHNs ¢ TOAMNCAHHBIMY JTAHHBIMY MOXKET

COCTOSITh, HATIPUMED, B H3MEHEHUN 3HAUCHUsT KOMIIOHeHTa signature (cm. m. 8.4 CTB 34.101.23).

Tectbt m3BecTHOro otTBeTa. l[Ipum TecTupoBaHUU HpOIEAYPH paszbopa KpPHUIITOIPa-
dudeckux coobIeHnii ¢ MOJNUCAHHBIMUA JIAHHBIMH BBIIOJHAETCA TECT H3BECTHOT'O OTBETA
IContentTypeTest (cM. 1. [6.2.2.2), a TaxsKe cieiyolue TeCTbl H3BECTHOTO OTBETA.
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Tect VSDTest

1 3agarp B KadecTBe Kpunrorpadudeckoro cooduienus daitn «VSDTest.der».

2 CpeacTBaMu UCIBITBIBAEMOIl IPOrpaMMBbl BLIIIOJIHUTD IIPOIEAYPY pPa3dopa KpHITOI'Pa-
dugeckoro coodIeHnS.

3 Bosspaturs YCIEX, ecoin Kpunrorpadudeckoe coodIeHrne yeuenrno oopadoTatno u npu-
3HAHO KOPPEKTHBIM.

4 Bosspatuth OIIMBKA.

IIpumeganue — Ilens Tecta VSDTest — nposepka criocobrocTr peasm3aiiuu odpabarbiBaTh KO-
PEKTHBIE KPUNTOTPAGUICCKIE COOBITIEHNS C MOMUCHIBAEMBIMY JAHHBIMHE.

Tect ISignatureSDTest

1 3Bamzars B KadecTse kpunrorpadudeckoro coodmenus daiii «ISignatureSDTest.der».
2 CpeacTBaMu HCIBITBIBAEMOI IPOrPAMMBbI BBIIIOJIHUTH IIPOLEAYPY Pa3dopa KPUIITOIPa-
du1aecKoro coodIeHus.

3 Bossparuts YCIEX, eciin kpunrorpadpuydeckoe coodiieHne NIpu3HaHO HEKOPPEKTHBIM.
4 Bossparurs OWIABKA.

IIpumeuanve — Kpunrorpadudeckoe coobiiieHne COAepKUT HEKOPPEKTHOE 3HAYECHNE KOMITOHEHT],
signature (cm. m. 8.4 CTB 34.101.23). Lleas Tecta ISignatureSDTest — mposepka crocobHOCTH
peain3aruu BeIIBAATL HeKoppekTHbie DI,

Tect I'VersionSDTest

1 3agarp B KadecTBe Kpunrorpadudeckoro coodmienus aitn «IVersionSDTest.der».

2 CpeacTBaMu HCIIBITBIBAEMOIl IPOrpaMMBbl BLIIIOJIHUTD IIPOIEAYPY Pa3dopa KpHITOIPa-
duvueckoro coodIeHns.

3 Bosppaturs YCIEX, ecyin Kpunrorpapudeckoe cooOIIeHre NPU3HAHO HEKOPPEKTHBIM.
4 Bosspatuth OIIMBKA.

IIpumeuanne — Kpunrorpadudaeckoe coobIenne coIep:KUT HEKOPPEKTHOE 3HAYEHHE KOMIIOHEHTA
SignedData.version (cum. . 8.2 CTB 34.101.23). Lless Tecta [VersionSDTest — mposepka crrocob-
HOCTH PeAJTH3alNi BBISIBISITh HEKOPPEKTHBIE 3HAYEHNS /sl BEPCHU IPUMEHAEMOr0 CHHTAKCUCA.

Tect IDigAlgldSDTest

1 3amarp B kavecTBe kpunrorpadpuaeckoro coodmenus daiin «IDigAlgldSDTest.der».
2 CpeacTBaMu HCIBITHIBAEMON IPOrPpAMMBbI BBIIIOJHUTE IIPOIEAYDPY Pa3dopa KPUITOIPa-
duaecKoro coodIeHns.

3 Bossparuts YCIEX, eciin kpunrorpadpudeckoe coodieHne Npu3HaHO HEKOPPEKTHBIM.
4 Bossparurn OWABKA.

ITpumeuanne — Kpunrorpaduaeckoe coobiienre COAEPXKUT HEKOPPEKTHOE 3HAYEHWE KOMITO-
Henra SignedData.digestAlgorithms.algorithm (cm. m. 82 CTB 34.101.23). Ileas tecra
IDigAlgldSDTest — mpoBepka criocoOOHOCTH PeaU3ATIUI BhISB/ISTH HEKOPPEKTHBIE 3HAYEHUS UEH-

TudUKATOPA AJTOPUTMA XITTUPOBAHUSI.
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Tect IContentSDTest

1 3agarp B KadgecTBe Kpunrorpadudeckoro coodmienus daitn «IContentSDTest.der».

2 CpeacTBaMu UCIBITBIBAEMOIl IPOrpaMMBbl BLIIIOJIHUTD IIPOIEAYPY pPa3dopa KpHITOI'Pa-
dugeckoro coodIeHnS.

3 Bosspaturs YCIEX, ecyin Kpunrorpapuieckoe cooOIeHre NPU3HAHO HEKOPPEKTHBIM.
4 Bosspatuth OIIMBKA.

IIpumeganune — Kpunrorpadudeckoe coobIIEHNE CONEPKUT U3MEHEHHOE 3HAYUEHUE IOJIUCHIBAE-
Mmbix ganubix. Lenas tecra [ContentSDTest — npoBepka criocobHOCTH peasiu3aliuu BhISBJIATE MO-
JuUKAIUIO TO/IINCHIBAEMbBIX JAHHbIX.

Tect VSidSDTest

1 3amath B KagecTBe kpunrorpadpuaeckoro coodmenus daiin «VSidSDTest.ders.

2 CpeacTBaMu UCIBITHIBAEMON IPOrPpaMMBbI BBIITOJIHUATE IIPOLEAYPY pPa3dopa KPUITOIPa-
dpuuecKoro coodIeHns.

3 Bossparuts YCIEX, ecin Kpurnrorpadudaeckoe coobIieHe yernenrHo oopaboTano u mpu-
3HAHO KOPPEKTHBIM.

4 Bosepaturn OWABKA.

ITpumeuanuve — Iens Tecra VSidSDTest — mposepka crocobrnoctu peausaiuu ob6padarbIBaTh
KOPPEKTHRIE KPUTITOTPaAPUIECKIe COODIIEHNS C TTOAMNCHIBAEMBIMI JAHHBIMH, I KOTOPOTO B KOM-
noHeHTe 8id cchlTKa Ha cepTudUKAT MOATHUCHIBAIOIIEH CTOPOHBI TIPEACTABIEHA, 3SHAUEHIEM THTIA
SubjectKeyIdentifier (cm. m. 6.2.1.2 CTBH 34.101.19).

Tect ISignAttrSDTest

1 3amarh B KauecTBe Kpunrorpadudeckoro coodmenus daiin «ISignAttrSDTest.ders.

2 CpeacTBaMu UCIIBITBIBAEMOIl IPOrpaMMBbl BLIIIOJIHUTD IIPOIEAYPY Pa3dopa KpHITOIPa-
duyueckoro coodIeHns.

3 Bosppaturs YCIEX, ecyiu Kpunrorpapuieckoe cooOIIeHre MPU3HAHO HEKOPPEKTHBIM.
4 Bosspatuth OIIMBKA.

[Tpumeuanne — Kpunrorpadudeckoe cOODIIEHNE COMEPKUT N3MEHEHHOE 3HAYEHUE TTOIMTUCHIBAE-
MbIx atpubyTos. Lems Tecra [SignAttrSDTest — mpoBepka ¢mocOOHOCTH PEATH3ANNUN BLISIBIISITD
MOINQPHUKAIHNIO IIOIINACHIBAEMBIX aTPUOYTOB.

Tect IDigAlgldSISDTest

1 3amars B KauecTse Kpunrorpaduaeckoro coodmienus ¢aita «IDigAlgldSISDTest.ders.
2 CpeacTBaMu HCIBITHIBAEMOI IPOrPAMMBbI BBIIIOJHUTE IIPOLEAYPY Pa3dopa KPUITOIPa-
duaecKoro coodIeHns.

3 Bossparuts YCIEX, eciiu kpunrorpadpudeckoe coodineHne Npu3HaHO HEKOPPEKTHBIM.
4 Bossparurn OWABKA.

ITpumeuanne — Kpunrorpaduaeckoe coodienHne CoaepKuT HEKOPPEKTHOE 3HAYCHUE KOMITOHECH-
ra SignedData.signerInfos.digestAlgorithms.algorithm (cm. u. 8.4 CTB 34.101.23). Iesns
recra IDigAlgldSISD Test — mpoBepka cocobHOCTH peau3aluu BhISB/ISTh HEKOPPEKTHBIE 3HAUYE-
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HUAA JJid WACHTHOUKATOPA AJITOPUTMA XIMIUPOBAHKS, UCIIOJIB3YEMOTO ITPU BHIPAOOTKE U IIPOBEPKE

SIIII.
Tect ISignAlgIdSISDTest

1 3agarts B kagecTBe Kpunrorpaduaeckoro coodmmenns daitn «ISignAlgldSISDTest.ders.
2 CpejacTBaMu UCIBITHIBAEMOI TTPOTPAMMBI BHITIOJTHUTD MIPOTIELYPY pa3dopa Kpunrorpa-
duaeckoro coodIeHns.

3 Boseparurs YCIEX, ecsin Kpunrorpadudeckoe cooOIEeHNe MPU3HAHO HEKOPPEKTHBIM.
4 Bosepaturh OWABKA.

ITpumeuanne — Kpunrorpaduaeckoe coobIenne ComepKUT HEKOPPEKTHOE 3HAUCHNE KOMITOHEHTA,
SignedData.signerInfos.signatureAlgorithms.algorithm (cm. n. 8.4 CTB 34.101.23). Ilean
recra [SignAlgldSISDTest — mpoeepka CoOCOOHOCTH peau3allii BhISIBIATH HEKOPPEKTHBIE 3Ha-
geHus uaeHTuduKaTopa aaropurmos J1IIL.

Tect ISignAlgPrmSISDTest

1 3amarn B KadecTBe KpHITOIpadUuIeCKOro COODIEHUST daitn
«ISignAlgPrmSISDTest.der».

2 CpeacTBaMu HCIIBITBIBAEMOIl TPOrpaMMBbl BBIIIOJIHUTD IIPOIEAYPY Pa3dopa KPpHITOIPa-
duvueckoro coodIeHns.

3 Bosppaturs YCIEX, ecsin Kpunrorpapuieckoe cooOIIeHre NPU3HAHO HEKOPPEKTHBIM.
4 Bosspatuth OIIMBKA.

IIpumeuanne — Kpunrorpadudeckoe coobmieHne CONEP:KUT HEKOPPEKTHOE 3HAYeHHe KOM-
norenTa SignedData.signerInfos.signatureAlgorithms.parameters (cm. npuioxenue [1.2
CTB 34.101.45). Leanb recra 1SignAlgPrmSISDTest — npoBepka CrocoOOGHOCTH peain3aliui Bbl-
SIBJIATH HEKOPPEKTHbIC 3HaU9eHN IapaMeTpos ajaroputmos DLIIL

6.2.2.4 KoHBepTOBaHHBIE JaHHBIE

Bazossle Tecthl. [Ipu TecTupoBanuu nporeypbl pazdopa Kpunrorpadpudeckux coobdiie-
HUit C KOHBEPTOBAHHBIMU JaHHBIMHA BBIIIOJIHAIOTCHA CJIeAYIOoIIue 6&30BBI€ TECTHI.

Tect VProcEDTest

1 3agaTh KOppeKTHOE KpUNTOrpadpuaeckoe coodIIeHNe ¢ KOHBEPTOBAHHBIMU JTAHHBIMHU.
2 CpeacTBaMu HCOBITHIBAEMON TTPOTPAMMBI BBITIOJTHUTE Pa300p KpunrTorpahuaeckoro co-
OOIIICHN .

3 Tlosropurs maru 1 — 2 He Menee 4 pa3, 3a/laBasi pa3JIndHble KOPPEKTHBIE KPUTITOT'PaA-
duvueckme coobIIeHs.

4 Bosspatuth YCIEX, ecan Ha mrare 2 kpuntorpacgudeckne coobIIeHUs YCIENTHO 00pa-
OOTaHBl W MPU3HAHBI KOPPEKTHHIMHU.

5 Bozsparurh OWNBKA.

Tect IProcEDTest

1 N3menuth Kpunrorpaduieckoe coodIneHne ¢ KOHBePTOBAHHBIME JAHHBIMU TaKUM 00-
pazom, atober B cooreercTBuu ¢o CTH 34.101.23 coobienne cTai0 HEKOPPEKTHBIM.
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2 CpeacTBaMu UCIBITHIBAEMOI ITPOTPAMMBI BBIIOJTHUTH Pa300p U3MEHEHHOI'O KPUIITOIPa-
duyeckoro coodIeHns.

3 Ilosroputs maru 1 — 2 He MeHee 4 pa3, 3a/1aBasd pa3/JHIHble N3MeHEHHbIE KPUIITOTPA-
duyeckue coobIIeHHsI.

4 Bossparuts YCIEX, eciu Ha 11are 2 Kpunrorpadudeckne cooOIeHns IPpU3HAHBI HEKOD-
PEKTHBIMU.

5 Bossparutn OLIUBKA.

IIpumedanne — l3Menenme KpumrTorpaduIecKoro COOOIIeHUS C KOHBEPTOBAHHBIMI JAHHBI-

MH MOKET COCTOATH, HANPUMED, B M3MEHEHWN 3HAJYeHWs KOMIIOHEHTa signature (cm. m. 8.4

CTb 34.101.23).

Tectbt m3BecTHOro orBera. IIpu TecTupoBanuu mporneaypbl paszbopa Kpunrorpadu-
YeCKHX COOOIEHNi ¢ KOHBEPTOBAHHBIMU JTAHHBIMEU BBIIOJHIETCS TECT H3BECTHOTO OTBETa
IContentTypeTest (cu. 1. [6.2.2.2), a TaxzKe ciieiyiomue TeCTbl H3BECTHOIO OTBETA.

Tect VEDTest

1 3azatp B KauecTBe Kpunrorpadudeckoro coodmrerus daitn « VED Test.ders.

2 CpeacTBaMu UCIBITBIBAEMOIl TPOrpaMMBbl BBIIIOJIHUTD IIPOIEAYPY Pa3dopa KpHITOIPa-
duueckoro coodIeHns.

3 Bosppaturs YCIEX, eciun kpunrorpadudeckoe coobIIeHne yeienrHo oopadboTano u npu-
3HAHO KOPPEKTHBIM.

4 Bossparuth OIIMBKA.

IIpumeganune — Lesb Tecta VEDTest — mpoBepka crocobHOCTH peasu3aliuu 00pabaTbiBaTh KOP-
PEKTHBIE KPUMITOTPAPHUIECKIE COODITEHNST ¢ BIOKEHHBIMI JTAHHBIMI.

Tect IEncrKeyEDTest

1 3azaTtp B KadecTBe Kpunrorpadudeckoro coodienus aitn «I[EncrKeyEDTest.der».
2 CpeacTBaMu UCIBITHIBAEMOl TPOrpaMMBbl BBLIIIOJIHUTD IIPOIEAYPY Pa3dopa KPpUITOIPa-
duueckoro coodIEeHnS.

3 Bosppaturs YCIEX, ecin Kpunrorpapuieckoe cooOIIeHre NPU3HAHO HEKOPPEKTHBIM.
4 Bosspatuth OlIMBKA.

IIpumeuanne — Kpunrorpadutieckoe cooOIIeHNe CONEPKUT HEKOPPEKTHOE 3HAUEHNE 3AIUIIIEHHO-
ro KJIF09a, TPeJICTaBIeHHOe B KoMIoHeHTe encryptedKey (cm. m. 9.4 CTB 34.101.23), BiosKeHHOM
B KOMIoHeHTy recipientInfos (cm. m. 9.2 CTB 34.101.23). Leas recra IEncrKeyEDTest — mpo-
BepKa CITOCOOHOCTH PeaJM3alNN BHISBIATH HEKOPPEKTHYIO HMUTO3AIIUTY KJIFOUA.

Tect I'VersionEDTest

1 3agarp B KadecTBe Kpunrorpadudeckoro coodmienus daitn «IVersionEDTest.ders.

2 CpeacTBaMu UCIBITBIBAEMOIl IPOrpaMMBbl BLIIIOJIHUTD IIPOIEAYPY Pa3dopa KpHITOIPa-
duueckoro coodIeHns.

3 Bosppaturs YCIEX, ecyin Kpunrorpapuieckoe cooOIIeHre NPU3HAHO HEKOPPEKTHBIM.
4 BosspatuTh OIIMBKA.

[Ipumeaanne — Kpunrorpaduiueckoe coobnienne COmEpKUT HEKOPPEKTHOE 3HATYECHNE KOMIIOHEH-
ta EnvelopedData.version (cm. m. 9.2 CTB 34.101.23). Lens Tecta [VersionEDTest — mpoBepka
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CHOCOOHOCTH Peasin3an BbIABJIATHD HCKOPPEKTHBIC SHAQYEeHU A [AJid BEPCUU IIPUMEHACMOTO CUHTAK-

cuca.

Tect IKEAIgIdEDTest

1 3amats B kagecTBe kpunrorpadudaeckoro coodmienust daiin «IKEAlgldEDTest.der».
2 CpeacTBaMu UCTBITHIBAEMOI TPOTPAMMBI BHITIOJHATE MPOIEAYPY pa3bopa KPUnTorpa-
duaeckoro coodIeHns.

3 Boseparurs YCIEX, ecsin Kpunrorpadudeckoe cooOIEeHNe MPU3HAHO HEKOPPEKTHBIM.
4 Bosepaturh OWABKA.

ITpumeuanne — Kpunrorpaduaeckoe coobiienre COAEPKHUT HEKOPPEKTHOE 3HATYEHWE KOMITO-
nenrta EnvelopedData.recipientInfos.ktri.keyEncryptionAlgorithm.algorithm (cm. 1. 9.4
CTB 34.101.23). ITean recra IKEAlIgIdEDTest — nmposepka CrocOOHOCTH peann3annuu BBIABIATE
HEKODPEKTHBIE 3HAYEHUS /I8 UAeHTHMUKATOPA aAropuT™Ma MudpoBaHus KJioda MudpoBaHus

JaHHBIX.

Tect ICEAlIgIdEDTest

1 3amars B KauecTBe Kpunrorpadudeckoro coodmenus daiin «ICEAlgldEDTest.ders.
2 CpeacTBaMu UCIIBITBIBAEMOIl TPOrpaMMBbl BBIIIOJIHUTD IIPOIEAYPY Pa3dopa KPpHITOIPa-
duveckoro coodIeHNs.

3 Bosppaturs YCIEX, ecyin Kpunrorpapuieckoe cooOIIeHre NPU3HAHO HEKOPPEKTHBIM.
4 BosspatuTh OIIMBKA.

IIpumeganne — Kpunrorpadudeckoe coobineHne ColepKuT HEKOPPEKTHOE 3HAUEHIE KOMITOHEHTA
EnvelopedData. encryptedContentInfo.contentEncryptionAlgorithm.algorithm (cm. m. 9.2
CTB 34.101.23). Leas Tecta ICEAlgIdEDTest — mpoBepka cOCOGHOCTH peaN3allii BBISABIISTE
HEKODPEKTHBIE 3HAYEHUS [IJIsi MACHTUMUKATOPA aaropuTMa mmdpoBanus JTaHHBIX.

6.2.2.5 X»smupoBaHHbIE NAaHHBIE

Bazossle TectThl. [Ipu TecTupoBanuu nporeypbl pazdopa Kpunrorpadudeckux coobiie-
HUit C X9IIUPOBAHHBIMU JaHHBIMHU BBIITOJIHAIOTCA CJIEAYIOIUEe 6&30BBI€ TECTHI.

Tect VProcDDTest

1 3agaTh KOPPEKTHOE KPUITOrpadpuIecKoe COODINEHNE ¢ XIMMUPOBAHHBIMI JaHHBIMHA.

2 CpeacTBaMu HCOBITHIBAEMON TTPOTPAMMBI BBITIOJTHUTE Pa300p KpunTorpahuaeckoro co-
OOIIICHI .

3 Tlosropurs marun 1 — 2 #e menee 4 pa3, 3ajiaBasi pa3jMIHble KOPPEKTHBIE KPUTITOTPA-
dpuvueckme coobIIeHus.

4 Bosspatuth YCIEX, ecan Ha mrare 2 kpuntorpagudeckmne coobIeHUs YCIENTHO 00pa-
OOTaHBl W MPU3HAHBI KOPPEKTHHIMHU.

5 Bossparurh OLUBKA.

Tect IProcDDTest

1 Mzmenuthb kpuntorpaduiyeckoe cOoOIIEHNE ¢ XIMUPOBAHHBIMI JAHHLIMU TaKUM 0Opa-
3oMm, aTo0bl B coorBercTBum co CTB 34.101.23 cooburenne cTajgo HEKOPPEKTHBIM.
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2 CpeacTBaMu UCIBITHIBAEMOI ITPOTPAMMBI BBIIOJTHUTH Pa300p U3MEHEHHOI'O KPUIITOIPa-
duyeckoro coodIeHns.

3 Ilosroputs maru 1 — 2 He MeHee 4 pa3, 3a/1aBasd pa3/JHIHble N3MeHEHHbIE KPUIITOTPA-
duyeckue coobIIeHHsI.

4 Bossparuts YCIEX, eciu Ha 11are 2 Kpunrorpadudeckne cooOIeHns IPpU3HAHBI HEKOD-
PEKTHBIMU.

5 Bossparutn OLIUBKA.

IIpumeganue — M3menenue KpunrorpaduyeckKoro COOOIEHNs C XIMUPOBAHHBIMY JTAHHBIMU MOZKET

COCTOSATH, HAIPUMED, B M3MEHEHUN 3HaUeHns KoMmoHeHTa digest (cm. m. 10.2 CTB 34.101.23).

Tectpt m3BecTHOro orBera. llpu TecTupoBanuu mporneaypbl pazbopa Kpunrorpadpu-
YeCKUX COOOIIEHUH € XSIIMPOBAHHBIMU JIAHHBIMH BBIIOJTHSETCS TECT HM3BECTHOIO OTBETA
IContentTypeTest (cM. 1. [6.2.2.2), a TaxzKe cieiyiomue TeCTbl H3BECTHOIO OTBETA.

Tect VDDTest

1 3azath B KauecTBe Kpunrorpadudeckoro coodmrenus aitn « VDD Test.biny.

2 CpeacTBaMu UCIBITBIBAEMOl TPOrpaMMBbl BBIIIOJIHUTD IIPOIEAYPY Pa3dopa KPpUITOIPa-
duueckoro coodIEeHNS.

3 Bosppaturs YCIEX, ecaiu kpunrorpadpudeckoe coobIIeHne yeuenrHo oopadboTano u npu-
3HAHO KOPPEKTHBIM.

4 Bosspatuth OlIMBKA.

IIpumeganune — Heas Tecra VDD Test — mposepka criocobrocTH peanu3anuy o6pabaTbiBaTh KOP-
PEKTHBIE KPUTITOTPAPHUIECKIE COODIEHNS ¢ XINTNPOBAHHBIMIA JTAHHBIMHY.

Tect IDigestDDTest

1 3amars B kKagecTBe kKpunrorpaduaeckoro coobdmenus daiin «IDigestDDTest.bins.

2 CpeacTBaMu UCIBITHIBAEMOM TPOrPpaMMBbI BBIITOJHUATE IIPOIEAYPY Pa3dopa KPUITOrPa-
duaecKoro coodITeHns.

3 Bossparuts YCIEX, eciin kpunrorpadudeckoe coodineHne Npu3HaHO HEKOPPEKTHBIM.
4 Bosepaturn OWABKA.

TTpumeuanne — Kpunrorpadndeckoe coobIneHne COAEPKUT HEKOPPEKTHOE XIIM-3HAYEHNE, TTPe]-
crasienHoe B Komronenre digest (cm. m. 10.2 CTB 34.101.23). Ilean recra IDigestDDTest —

IIPOBEPKa CIIOCOOHOCTH pean3annul BbIABJIATHL HEKOPPEKTHBIC XIIMT-3HAYCHUA JaHHDBIX.

Tect I'VersionDDTest

1 3agarb B KauecTBe Kpunrorpaduydeckoro coodinenus daitn «IVersionDDTest.ders.

2 CpeacTBaMu HCIBITHIBAEMOI IPOrPAMMBbI BBIIIOJIHUTE IIPOLEAYPY Pa3dopa KPUITOIPa-
du1aecKoro coodIeHns.

3 Bossparuts YCIEX, eciin kpunrorpadudeckoe coodieHne NIpu3HaHO HEKOPPEKTHBIM.
4 Bossparurn OWABKA.

IIpumeuanne — Kpunrorpaduaeckoe coobIeHe COAEPKUT HEKOPPEKTHOE 3HATEHNE KOMITOHEHTA,
DigestedData.version (cm. . 10.2 CTB 34.101.23). Iens recra [VersionDDTest — nposepka
CIIOCOOHOCTH PEAIN3ANNHI BbIAB/ISTH HEKOPPEKTHBIE 3HAUEHUS JIjIsi BEPCUU TPUMEHAEMOr0 CUHTAK-

cuca.
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Tect IDigAlgldDDTest

1 3amarp B KauecTBe Kpunrorpadudeckoro coodmenus daiin «IDigAlgldDDTest.der».
2 CpeacTBaMu HCIIBITBIBAEMOIl IPOrpaMMBbl BBIIIOJIHUTD IIPOIEAYPY Pa3dopa KpHITOIPa-
dugeckoro coodIeHns.

3 Bosppaturs YCIEX, ecyin Kpunrorpapudeckoe cooOIIeHre NPU3HAHO HEKOPPEKTHBIM.
4 Bosspatuth OIIMBKA.

IIpumevanne — Kpunrorpaduieckoe cooOIlleHUe COAEPKUT HEKOPPEKTHOE 3HAYEHUE KOMIIO-
HeHTa DigestedData.digestAlgorithm.algorithm (cm. m. 10.2 CTB 34.101.23). Llens Tecra
IDigAlgldDDTest — mpoBepka ¢cmOCOOHOCTH peaJU3aIINN BBISIBJISITL HEKOPPEKTHBIE 3HATCHUS JITIsT
uIeHT(UKATOPA AJITOPUTMa, XIITUPOBAHUS.

6.2.2.6 IlIudpoBanHBIE NaHHBIE

Bazosbie Tectsl. [Ipu TecTupoBanum npomeaypbl pazdopa KpunTorpapuieckux coodie-
HU ¢ MH(POBAHHBIME JTAHHBIME BBITIOJTHSIOTCS CAeayIonne 6a30Bble TECTHI.

Tect VProcEncrDTest

1 3azaTh KOppeKTHOE Kpunrorpaduaeckoe coodInerne ¢ mudPOBAHHBIMI JAHHBIMI.

2 CpeacTBaMu HCOBITHIBAEMON TTPOTPAMMBI BBITIOJTHUTE pa3b0p Kpunrorpadhuaeckoro co-
O0OITICHIS.

3 Tlosropurs marun 1 — 2 #e menee 4 pa3, 3a/aBas pas3/jMIHbe KOPPEKTHLIE KPUITOT DA~
dpuyueckme coobIeHus.

4 Bossparuts YCIEX, ecan Ha mare 2 kpuntorpagudeckne coobIeHus yCIenHo odpa-
OOTaHbl U MPU3HAHBI KOPPEKTHBIMHU.

5 Bossparurh OLUBKA.

Tect IProcEncrDTest

1 Msmenuth Kpunrorpaduydeckoe coodiienne ¢ mudpoBaHHbBIME JIAHHBIME TaKuM 0Opa-
3oMm, aro0bl B coorBercTBun co CTB 34.101.23 cooburenne crao HEKOPPEKTHBIM.

2 CpejacrBaMu HCOBITHIBAEMO TPOTPAMMBI BBITIOTHATE Pa360p N3MEHEHHOTO KPUIITOTPa-
dpuuecKoro coodIeHns.

3 Tlosropurs marun 1 — 2 He Menee 4 pa3, 3a/aBas pa3jndHble U3MEHEHHbIC KPHUIITOI'Da-
dpuueckue coobIeHus.

4 Bosspaturs YCIEX, ecyint Ha 11are 2 kpunrorpaduyeckune cCoobIeHns MPU3HAHBI HEKOP-
PEKTHBIMU.

5 Bossparurh OLUBKA.

TTpumeuanne — Mzmenenne kpunrorpaduaeckoro coobiernst ¢ mudPOBAHHBIMA JAHHBIMA MOYKET
COCTOSITh, HANPUMED, B M3MEHEHWU 3HaYeHus KoMroHeHTa version (cm. m. 11.2 CTB 34.101.23).

TecTbl m3BecTHOro oTBeTa. [Ipu TecTupoBaHWHU MpOIEAYPhl pa3dbopa KPUITOTPa-
dpuveckux coobirenuit ¢ MuPOBAHHLIMU JTAHHBIMU BBITOJIHAETCA TECT WU3BECTHOTO OTBETA
IContentTypeTest (cm. m. [6.2.2.2)), a TakKe CeAyONHEe TECTHl U3BECTHOTO OTBETA.
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Tect VEncrDTest

1 3anarp B KadecTBe Kpunrorpadudeckoro coodmenus daita «VEncrDTest.bins.

2 CpeacTBaMu UCIBITBIBAEMOIl IPOrpaMMBbl BLIIIOJIHUTD IIPOIEAYPY pPa3dopa KpHITOI'Pa-
dugeckoro coodIeHnS.

3 Bosspaturs YCIEX, ecoin Kpunrorpadudeckoe coodIeHrne yeuenrno oopadoTatno u npu-
3HAHO KOPPEKTHBIM.

4 Bosspatuth OIIMBKA.

IIpumeganue — esnp Tecta VEncrDTest — mposepka criocobrocTH peasuzanuu ob6pabaTbiBaTh
KOPPEKTHBIE KPUTTTOTpaduIecKre COOBITEeHnsT ¢ MU(POBAHHBIMHA TaHHBIMH.

Tect I'VerEncrDTest

1 3azath B KauecTBe Kpunrorpadudeckoro coodirenus daitn «IVerEncrDTest.bis».

2 CpeacTBaMu UCIBITHIBAEMOl TPOrpaMMBbl BBLIIIOJIHUTD IIPOIEAYPY Pa3dopa KPpUITOIPa-
duueckoro coodIeHNS.

3 Bosppaturs YCIEX, ecqin Kpunrorpaduieckoe cooOIIeHre NPU3HAHO HEKOPPEKTHBIM.
4 Bosspatuth OIIMBKA.

ITpumeuanne — Kpunrorpadmaeckoe coobImenne comepKUT HEKOPPEKTHOE 3HAUYCHNE KOMIOHEH-
ta version (cm. m. 11.2 CTB 34.101.23). Henb Tecta IVerEncrDTest — mposepka criocobHOCTH
pean3alliy BLISBIATL HEKOPPEKTHBIE 3HAYEHNs] BEPCUU, IPUMEHSIEMOTO CHHTAKCHCA.

Tect IEAlgIdEncrDTest

1 3amars B kagecTBe kKpunrorpaduaeckoro coobmenus daitn «I[EAlgldEncrDTest.ders.
2 CpejacTBaMu UCIBITHIBAEMOI MTPOTPAMMBI BHITIOJHATE MPOIEAYPY pa3bopa KPpUnrTorpa-
dpu1uecKoro coodIeHns.

3 Boseparurn YCIEX, ecsin Kpunrorpadudeckoe cooOIeHNe MPU3HAHO HEKOPPEKTHBIM.
4 Bosepaturn OWABKA.

ITpumeuanne — Kpunrorpadudeckoe coobIeHne  COAEPKUT HEKOPPEKTHOE  3HAUCHUE
EncryptedData.encryptedContentInfo.contentEncryptionAlgorithm.algorithm (cm. m. 11.2
CTB 34.101.23). ITenn recra IEAlgldEncrDTest — mposepka cmoco6HOCTH peayn3ainy BBIABIATE
HEKOPPEKTHBIE 3HAYEHUS 18 UACHTH(MHUKATOPA AATOPUTMA MU POBAHUA TaAHHBIX.

6.2.2.7 AyreurudunupyemMbie JaHHBbIE

BazoBsie Tectbl. [Ipu TecTupoBanuu nporeaypbl pasdopa KpunrorpadpuiecKkux coodime-
HUI ¢ ayTeHTUMUITUPYEMBIMI JAHHBIMU BBIIIOJIHAIOTCS CJIELYIONHEe OA30BbIE€ TECTHI.

Tect VProcADTest

1 3azaTtb KOppekTHOe KpunTorpaduieckoe COOOIIEHHE ¢ ay TeHTH(MUIINPYEMBIMU JTaHHbI-
M.
2 CpeacTBaMu HCIIBITHIBAEMOIT ITPOTPAMMBI BBITIOTHHTH pa300p KPUITOrpadhuIecKoro co-

o0LIeHn.
3 IloBropurs maru 1 — 2 He MeHee 4 pa3, 3aJaBast PA3JIHIHbIE KOPPEKTHBIE KPUITOIPA-
duueckme coobIIEHUSI.
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4 Bosppaturb YCIEX, eciu Ha mrare 2 Kpunrorpadudeckue coOOIEeHns YCIenHo obpa-
OO0TaHbl M MPU3HAHBI KOPPEKTHBIMHU.
5 Bossparutn OLIUBKA.

Tect IProcADTest

1 Usmenuth kpunrorpadudeckoe cOOOIIEHNE ¢ ay TeHTU(MUITUPYEMbIMU JTAHHBIMU TAKAM
obpazom, arobsr B coorBercTBun co CTH 34.101.23 coobmienne ¢Tajgo HEKOPPEKTHBIM.

2 CpejcTBaMu HCOBITHIBAEMOI TPOTPAMMBI BHITIOTHATE Pa300p N3MEHEHHOTO KPUTITOTPa-
dpuaeckoro coodIeHns.

3 Tlosropurs mmarun 1 — 2 He Menee 4 pa3, 3a/aBast pa3/jndHble N3MEHEHHBIE KPHUIITOTPa-
dpuvueckme coobIIeHus.

4 Bosepaturs YCIEX, ecytit Ha 11are 2 kpunrorpadudeckne coOOOIEeHns MPU3HAHBI HEKOP-
PEKTHBIMU.

5 Bossparurh OLIUBKA.

ITpumeuanne — Vzvenernne KpunTorpaduaeckoro COOOIMIEHN ¢ Ay TEHTUUIIUPYEMBIMU TaHHBIMET
MOKET COCTOAITh, HAPUMED, B M3MEHEHNY 3Hauenns KomrnonenTa mac (cm. . 12.2 CTB 34.101.23).

TecThl n3BecTHOTO OTBeTa. [Ipu TecTupoBanuu npoueaypsl pazdopa Kpunrorpaduye-
CKUX COOOIIEHUi ¢ ayTeHTUOUIUPYEMBIMU JIAHHBIME BBITIOJTHAETCS TECT U3BECTHOIO OTBETA
IContentTypeTest (cM. 1. [6.2.2.2)), a Tak:Ke CJIeAyIONIAE TECTHl U3BECTHOTO OTBETA.

Tect VADTest

1 3amarh B KagecTBe Kpunrorpadudeckoro coodbmenns aiin « VADTest.bin».

2 CpeacTBaMu HCIIBITBIBAEMOIl IPOrpaMMBbl BLIIIOJIHUTD IIPOIEAYPY Pa3dopa KPpHITOIPa-
duvgeckoro coodIeHns.

3 Bosppaturs YCIEX, ecin Kpunrorpadpudeckoe coobIIeHne yeenrHo oopadoTano u npu-
3HAHO KOPPEKTHBIM.

4 Bosspatuth OIIMBKA.

ITpumeuanne — llens Tecra VADTest — nmposepka cmmocoOHOCTH pean3annn 06pabaThIBaTh KOP-
PEKTHBIE KPUTITOTPAPHUIECKIE COOBIEHNST ¢ ay TeHTUMUITNPYEMBIMY JTAHHBIMHE.

Tect IEncrKeyADTest

1 3amarh B KauecTBe Kpunrorpadudeckoro coodmenus dain «I[EncrKeyADTest.ders.
2 CpeacTBaMu HCIIBITBIBAEMOIl TPOrpaMMBbl BLIIIOJIHUTD IIPOIEAYPY Pa3dopa KPpHITOIPa-
duvueckoro coodIeHns.

3 Bosppaturs YCIEX, ecyin Kpunrorpapuieckoe cooOIIeHre MPU3HAHO HEKOPPEKTHBIM.
4 Bosspatuth OIIMBKA.

IIpumeuanne — Kpunrorpaduieckoe cooOIIeHNe CONEPKUT HEKOPPEKTHOE 3HAUEHNE 3aIUIIEHHO-
ro KJIF0Ua, IpeJICTaBIeHHoe B KoMnoHenTe encryptedKey (em. m. 9.4 CTB 34.101.23), BrokeHHOM
B KOMIOHeHTY recipientInfos (cm. m. 12.2 CTB 34.101.23). Lenp recra IEncrKeyADTest —
POBEPKA CITIOCOOHOCTH PeATM3AINY BHISBIATH HEKOPPEKTHYIO UMUTO3AIIUTY KJIIOUA.
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Tect IMacADTest

1 3amarp B KagecTBe Kpunrorpadudeckoro coodmenus daiin «IMacADTest.biny.

2 CpeacTBaMu UCIBITBIBAEMOIl IPOrpaMMBbl BLIIIOJIHUTD IIPOIEAYPY pPa3dopa KpHITOI'Pa-
dugeckoro coodIeHnS.

3 Bosspaturs YCIEX, ecyin Kpunrorpapuieckoe cooOIeHre NPU3HAHO HEKOPPEKTHBIM.
4 Bosspatuth OIIMBKA.

[Ipumeaanne — Kpunrorpadndaeckoe coobmienne coIepKAT HEKOPPEKTHOE 3HAYEHNE KOMIIOHEHTA,
AuthenticatedData.mac (cm. m. 12.2 CTB 34.101.23). Lexs Tecra IMacADTest — mpoBepka
CIIOCOOHOCTH peasiu3allii BbIABJISITh HEKOPPEKTHbIE 3HAYEHNUsT HMUTOBCTABKH.

Tect I'VersionADTest

1 3amath B kagecTBe kpunrorpadpuaeckoro coodmenus daiin «I[VersionADTest.ders.

2 CpejacTBaMu UCIBITHIBAEMOI MTPOTPAMMBI BBITIOJHATE MPOIEAYPY pa3bopa KPpUnTorpa-
¢dpuaecKoro coodIeHns.

3 Bossparuts YCIEX, eciin kpunrorpadudeckoe coodieHne Npu3HaHO HEKOPPEKTHBIM.
4 Bosepaturn OWABKA.

ITpumeuanne — Kpunrorpaduaeckoe coobienne COIEPRKUT HEKOPPEKTHOE 3HAUCHNE KOMITOHEHTA,
AuthenticatedData.version (cm. m. 12.2 CTB 34.101.23). ITens recra [VersionADTest — mpo-
BepKa CIIOCOOHOCTH PEeAM3AINN BHIABIATH HEKOPPEKTHBIE 3HAUECHUSA JJIsT BEPCUU TPUMEHAEMOTO

CHHTaKCHCA.

Tect IKEAlIgIdADTest

1 3amarp B KagecTBe Kpunrorpadudeckoro coodbmenus aiin «IKEAlgldADTest.der».
2 CpeacTBaMu UCIBITBIBAEMOIl IPOrpaMMBbl BLIIIOJIHUTD IIPOIEAYPY Pa3dopa KPpHITOIPa-
duvueckoro coodIeHNS.

3 Bospparurs YCIEX, ecyin Kpunrorpapuieckoe cooOIIeHre NPU3HAHO HEKOPPEKTHBIM.
4 Bosspatuth OIIMBKA.

IIpumevanune — Kpunrorpadudeckoe coobilieHne CoAepKUT HEKOPPEKTHOE 3HAYUEHUE KOMITOHEH-
Ta AuthenticatedData.recipientInfos.ktri.keyEncryptionAlgorithm.algorithm (cm. . 9.4
CTb 34.101.23). Henp recra IKEAlgldADTest — nposepka cnocoOHOCTH pean3alui BBIABISATE
HEKODPEKTHBIE 3HAYEHUs JIId WiIeHTUPUKATOpa aaropurMa mudpoBaHusd KJH0Ya UMUTO3ANNTH

JaHHBIX.
Tect IMacAlgldADTest

1 3Bamars B kauecTse kpunrorpaduieckoro coobmenus daiin «[MacAlgldADTest.der.
2 CpeacTBaMu HCIBITHIBAEMOI IPOrPAMMBbI BBIIIOJIHUTH IIPOLEAYPY Pa3dopa KPUITOIPa-
dpu1aecKoro coodIeHus.

3 Bossparuts YCIEX, eciin kpunrorpaduydeckoe coodieHne NIpu3HaHO HEKOPPEKTHBIM.

4 Bossparurn OWABKA.

IIpumeuanuve — Kpunrorpaduueckoe coobIeHNE COAEPKUT HEKOPPEKTHOE 3HAYECHUE /I KOMITO-
HeHTa AuthenticatedData.macAlgorithm.algorithm (cm. u. 12.2 CTB 34.101.23). Ileas recra
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IMacAlgldADTest — nposepka CIOCOOHOCTH PeATM3AIMHT BbISIBJISITE HEKOPPEKTHBIC 3HAUCHUST JIJI5

[/I,ZLGHT[/ICbl/IKaTOpa AJITOPUTMa UMUTO3AIMNTHI JaHHBIX

Tect VAttrADTest

1 3amarb B kagecTBe Kpunrorpaduaeckoro coobdmenus daiin « VAttrADTest.ders.

2 CpejacTBaMu UCIBITHIBAEMON TPOTPAMMBI BHITIOJHATE MPOIEAYPY pa3bopa KPpUnTorpa-
dpuaecKoro coodITeHns.

3 Bossparuts YCIEX, eciin kpunrorpadudeckoe coodineHne Npu3HaHo KOPPEKTHBIM.

4 Bosepaturh OWABKA.

ITpumeuanne — Kpunrorpaduiueckoe coobieHme COAEPKUT HEOOI3aTEIbHBIE KOMITOHEH-
Tl AuthenticatedData.digestAlgorithm, onpeperarommit aJaropuTM X3MIUPOBAHHUA, WU
AuthenticatedData.authAttrs, onpexensmonmii  ayrenTudunupyemble  aTpubyThl  «THII-
coflepKUMOroy u «xam-3Hadenuey (cm. n. 12.2 CTB 34.101.23). Iens recra VAttrADTest —
npoBepka crmocobuocTu peasmzainun  06padareBATL ayTeHTUMUIUPYEMbIe ATPUOYTHI < THUIL
CoJlepKUMOroy u «xar-3aadenue» (cm. . 15 CTH 34.101.23).

Tecr IDigAlgADTest

1 3amarh B KauecTBe Kpunrorpadudeckoro coodmenus daiin «IDigAlgADTest.der».

2 CpeacTBaMu UCIBITBIBAEMOIl IPOrpaMMBbl BBIIIOJIHUTD IIPOIEAYPY Pa3dopa KpHITOIPa-
duyueckoro coodIeHns.

3 Bosppaturs YCIEX, ecyin Kpunrorpapuieckoe cooOIIeHre MPU3HAHO HEKOPPEKTHBIM.
4 Bosspatuth OIIMBKA.

IIpumevanne —  Kpunrorpadudeckoe coobimeHne COOEpPKUT  HEOOsS3aTeNbHBIE  KOMIIO-
menTel  AuthenticatedData.digestAlgorithm, omnpependaromuii — aJlrOpUTM  XIMIHAPOBa-
Husi, u AuthenticatedData.authAttrs, onpegenstonuit ayreraTudunupyeMmble arpuby-
Thl «TUI-CONEPKUMOTO» W «Xdm-3HadeHwe» (cm. m. 12.2 CTB 34.101.23). KommonenT
AuthenticatedData.digestAlgorithm coOJep:KUT HEKOPPEKTHBIN HJIeHTUMUKATOP aJITOPHT-
Mma xsmuposanud. [lems Tecta IDigAlgADTest — mpoBepka CIOCOBHOCTY PeATU3AIINN BLIIB/IITD
HEKODPEKTHbIE 3HAYEHWS [JIs MACHTU(MUKATOPA AJTOPUTMA XIIMIUPOBAHUS.

TecT TAttrADTest

1 3amats B KauecTBe Kpunrorpadudeckoro coodbmenns aiin «IAttrADTest.der».

2 CpeacTBaMu UCIIBITBIBAEMOIl TPOrpaMMBbl BBIIIOJIHUTD IIPOIEAYPY Pa3dopa KPpHITOIPa-
duueckoro coodIeHns.

3 Bosppaturs YCIEX, ecin Kpunrorpapuieckoe cooOIIeHre NPU3HAHO HEKOPPEKTHBIM.
4 Bosspatuth OIIMBKA.

IIpumevanne — Kpunrorpadudyeckoe coobimeHne COOEpPKUT  HEOOsS3aTENbHBIE  KOMIIO-
menTel  AuthenticatedData.digestAlgorithm, omnpependaromuili — aJarOpUTM  X3IMHUPOBa-
Husi, u AuthenticatedData.authAttrs, onpegensionuit ayreaTudunupyeMbie arpuby-
Thl «TUI-CONEPKUMOTO» W  «Xdm-3HadeHwe» (cm. m. 12.2 CTB 34.101.23). KommonenT
AuthenticatedData.authAttrs comep:KUT H3MEHEHHOE 3HAYEHNE aTPUOYyTa <«X3II-3HATCHHIE »
(em. m. 15 CTB 34.101.23). Hens tecra IAttrADTest — mpoepka CIOCOGHOCTH peaH3alln
BBISBJISTH U3MEHEHHOE 3HAYEHNE ayTeHTHMUIINPYEMOTro aTpubyTa.
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6.2.2.8 AyrenTudunupyeMmble KOHBEPTOBAHHbIE JTaHHBIE

Bazosrwie Tectbl. [Ipu TecTupoBanuu npomeaypbl pasdopa KpunrorpadpuiecKkux coodie-
HUM ¢ ayTeHTHPUIUPYEMBIMH KOHBEPTOBAHHBIMH JAHHBIMHU BBIIIOJIHAIOTCS CJIeAyIONue 6a30BbIe
TECTHI.

Tect VProcAEDTest

1 3amarb KOppeKTHOE KpunTorpaduaeckoe coobdueHue ¢ ayTeHTuhuIupPyeMbIMUA KOHBED-
TOBAHHBIMU JIAHHBIMU.

2 CpejcrBaMu HCOBITHIBAEMON TTPOTPAMMBI BBITIOJTHUTH Pa300p KpunTorpahuaeckoro co-
00OITIeHI .

3 Tlosropurs maru 1 — 2 e menee 4 pa3, 3a/iaBasi pa3/jiMYHble KOPPEKTHBIE KPUITOI'DA-
dpuueckue coobieHus.

4 Bossparuth YCIEX, ecan Ha mare 2 kpuntorpagpudeckue coobiieHus yCIenHo oopa-
OOTaHbl ¥ MPU3HAHBI KOPPEKTHBIMHU.

5 Bossparurh OLUBKA.

Tect IProcAEDTest

1 Usmenurh Kpuirorpaduieckoe coodienne ¢ ayTeHTuuIupyeMbIMU KOHBEPTOBAHHbI-
MU JAHHBIME TaKuM 00pa3om, 4rodsl B coorBercTBun co CTH 34.101.23 coobmenue crajio
HEKOPPEKTHbIM.

2 CpejicTBaMu HCOBITHIBAEMON HPOTPAMMBI BBIIIOJIHUATE Pa300p N3MEHEHHOTO KPUIITOIPa-
dpu1aecKoro coodIeHns.

3 Ilosropurs maru 1 — 2 e Menee 4 pa3, 3a/laBas pa3/iMuiHble U3MEHEHHbIE KPUIITOI'Da-
duueckue coobieHus.

4 Bossparurs YCIEX, ecyin Ha mare 2 kpunrorpadudeckue coobIIeHns NPU3HAHBI HEKOP-
PEKTHBIMU.

5 Bossparurn OLUBKA.

ITpumeuanve — M3menenne KpunTorpaduaeckoro COOOIEHU ¢ ay TeHTUDUIMPYEeMbIMA KOHBEP-

TOBAHHBIMHW JaHHBIMU MOZKET COCTOATH, HAIIPMMED, B UISMCHCHNN 3HAYCHUA KOMIIOHCHTA mac (CM.

n. 12.2 CTH 34.101.23).

TecTbl m3BecTHOTO OTBETa. [Ipu TecrupoBanuu npouegypbl pasdopa Kpunrorpaduye-
CKUX COO0IIeHul ¢ ayTeHTUPUIMPYeMbIMU KOHBEPTOBAHHBIMU JIAHHBIMH BBIIIOJIHAETCH TECT U3~
BectHOro orBera IContentTypeTest (cwm. 1. , a TakxKe CjleyIolue TeCTbl U3BeCTHOIO
OTBETA.

Tect VAEDTest

1 3agath B KauecTBe Kpunrtorpadudeckoro coodmenus daitn « VAEDTest.der».

2 CpeacTBaMu UCIBITHIBAEMOI TPOrpaMMBbI BBIITOJIHATE IPOIEAYPY pa3dopa KPUITOrPa-
dpuaecKoro coodITeHns.

3 Bossparuts YCIEX, ecin Kpurnrorpadrdaeckoe coobIieHe yernemnrHo oopaboTrano u mpu-
3HAHO KOPPEKTHBIM.

4 Bosepatutn OWABKA.
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IIpumeuanne — enb recra VAEDTest — nuposepka criocobHocTu peaiusanuu obpabarbiBarb KOp-

pexTHbIE KpUrTorpaduieckue COOOIIEHNS C ay TEHTUPUITMPYEMbIMYA KOHBEPTOBAHHbBIMU JIAHHBIMHU.

Tect IEncrKeyAEDTest

1 3amars B kadecTBe Kpunrorpaduaeckoro coobmenus daitn «IEncrKeyAEDTest.ders.
2 CpejicTBaMu UCIBITHIBAEMOI IPOIPAMMBI BBIIIOJIHUTD POIEAYPY pa3bopa KpUnrorpa-
dpu1aecKoro coodIeHns.

3 Bossparurs YCIEX, ecsin Kpunrorpaduyieckoe coodlleHne Npu3HaH0 HEKOPPEKTHBIM.
4 Bossparurn OWABKA.

ITpumeuanune — Kpurnrorpaduieckoe coodIIEHNE COAEPKAT HEKOPPEKTHOE 3HAYCHUE 3AITUIIIEHHO-
0 KJIF04a, IpeJCTaBieHHoe B KoMmionente encryptedKey (cm. 1. 9.4 CTB 34.101.23), BiioxKeHHO
B KOMIOHeHTy recipientInfos (cm. m. 12.2 CTB 34.101.23). Lenb tecta IEncrKeyAEDTest —
MPOBEPKA CTOCOOHOCTU PEAJTU3AIINN BHISIBIATHL HEKOPPEKTHYIO UMATO3AIINTY KJIIOUA.

Tect IMacAEDTest

1 3amars B kagecTBe kpunrorpaduaeckoro coodmenus daiin «IMacAEDTest.ders.

2 CpejcTBaMu UCIBITHIBAEMOI MTPOTPAMMBI BHITIOJHATE MPOIEAYPY pa3bopa KPUNTorpa-
dpuaecKoro coodIEeHns.

3 Bossparuts YCIEX, eciin kpunrorpadudeckoe coodineHne mIpu3HaHO HEKOPPEKTHBIM.
4 Bosepaturn OWABKA.

ITpumeuanne — Kpunrorpaduaeckoe coobienne COIEPRKUT HEKOPPEKTHOE 3HAUCHNE KOMITOHEHTA,
AuthEnvelopedData.mac (cum. m. 12.2 CTB 34.101.23). Ilens Tecra IMacAEDTest — nposepka

CIIOCOOHOCTH peam3an BBIABJIATHD HEKOPPEKTHbBIC 3HAYCHUA MMUTOBCTABKHA.

Tect I'VersionAEDTest

1 3amars B KauecTse kpunrorpadudeckoro coodmenus daiii «I[Version AEDTest.der».
2 CpejicTBaMu UCIBITHIBAEMON IPOIPAMMBI BBIIIOJHATD POIEAYPY pa3bopa KPpUITOrpa-
du1aecKoro coodIeHus.

3 Bossparuts YCIEX, eciin kpunrorpadpuydeckoe coodieHne NIpu3HaHO HEKOPPEKTHBIM.
4 Bossparurn OWABKA.

IIpumeuanve — Kpunrorpadudeckoe coODINEHNE  COJAEPKUT HEKOPPEKTHOE  3HAYCHUE
AuthEnvelopedData.version (cm. m. 13.2 CTB 34.101.23). Ilean recra AuthEnvelopedData —
IIPOBEPKa CHOCO6HOCTI/I peam3alii BbIABJIATH HCKOPPEKTHbLIC 3HAYCHUA JJid BEPCUU IIPpHUMEHAIC-

MOI'0O CUHTaKCHCaA.

Tect IKEAIgIdAEDTest

1 3amars B kKauectBe kKpunrtorpadudeckoro coobmenus ¢aitn «IKEAlgldAEDTest.ders.
2 CpeacTBaMu UCIBITHIBAEMOI TPOrpaMMBbI BBIITOJIHUTE IPOIEAYPY pa3dopa KPUITOrPa-
dpuaeckoro coodIeHns.

3 Bossparuts YCIEX, ecain kpunrorpadudeckoe coodIineHne mpu3HaHO HEKOPPEKTHHIM.
4 Bosepatuth OWABKA.

5 Bossparurh OLIUBKA.
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IIpumeuanve — Kpunrorpaduaeckoe coodIeHne CoAepKuT HEKOPPEKTHOE 3HAYEHUE KOMIIOHEH-
ra AuthEnvelopedData.recipientInfos.ktri.keyEncryptionAlgorithm.algorithm (cm. u. 9.4
CTB 34.101.23). Leas Tecta IKEAIgIAAEDTest — mpoBepKa criocoGHOCTH pean3aliui BhISIBIISITE
HEKODPEKTHBIE 3HAUEHUS [/TsT UACHTH(MUKATOPA AJTOPUTMA IMTU(MPOBAHUS K043 M POBAHUS 1
MMUTO3AIMIATH TaHHBIX.

Tect IAEAIgIdAEDTest

1 3amars B kKauectBe Kpunrorpaduaeckoro coobmenust daiin «ITAEAlgld AEDTest.ders.
2 CpeacTBaMu UCIBITHIBAEMOI TPOrpaMMBbI BBIITOJIHATE IPOIEAYPY pa3dopa KPUITOrPa-
dpuaecKoro coodIeHns.

3 Bossparuts YCIEX, eciin kpunrorpadudeckoe coodineHne mNpu3HaHO HEKOPPEKTHBIM.
4 Bosepaturh OWABKA.

ITpumeuanne — Kpunrorpadudeckoe coobIeHne  COAEPKUT HEKOPPEKTHOE  3HAUCHUE
AuthEnvelopedData.encryptedContentInfo.contentEncryptionAlgorithm.algorithm  (cwm.
n. 13.2 CTB 34.101.23). Ilens Tecra TAEAlIgIdAEDTest — mposepka cnocobHOCTH peam3a-
MM BBISBISTH HEKOPPEKTHBIE B3HAUEHWS s WASHTUMUKATOPA AJTOPUTMA OTHOBPEMEHHOTO

H_[I/I(?prBaHI/IH 1 UMHUTO3AMUTLI JaHHBIX.

Tect VAttrAEDTest

1 3amarp B KauecTBe Kpunrorpadudeckoro coodmenus daiin « VAttrAED Test.der».

2 CpeacTBaMu UCIBITBIBAEMOIl IPOrpaMMBbl BLIIIOJIHUTD IIPOIEAYPY Pa3dopa KPpHITOIPa-
duueckoro coodIeHns.

3 Bosppaturs YCIEX, ecyin Kpunrorpapudeckoe cooOIIeHHe MPU3HAHO KOPPEKTHBIM.

4 Bosspatuth OIIMBKA.

Ilpumedanne — Kpunrorpadudeckoe coolImeHne COAEpPKUT HeoOA3ATENAbHBIN KOMIIOHEHT
AuthEnvelopedData.authAttrs, onpejensromnmii  ayreHTUdUIUPYEMBI  aTpubyT — «THII-
comepzxkumoro» (cm. m. 13.2 CTB 34.101.23). Lens mecta VAttrAEDTest — mpoBepka cro-
cobHOCTH peanu3anuyu 06pabaTbiBaTh Ay TEHTH(MUIPYEMBI aTpubyT «THUI COAEPKUMOTO» (CM.

o. 15 CTh 34.101.23).

Tect IAttrAEDTest

1 3amars B KauecTBe Kpunrorpadudeckoro coodmenus dain «[AttrAEDTest.der».

2 CpeacTBaMu UCIIBITBIBAEMOIl TPOrpaMMBbl BBIIIOJIHUTD IIPOIEAYPY Pa3dopa KPpHITOIPa-
duueckoro coodIeHns.

3 Bosppaturs YCIEX, ecin Kpunrorpapuieckoe cooOIIeHre NPU3HAHO HEKOPPEKTHBIM.
4 Bosspatuth OIIMBKA.

IIpumeganne — Kpunrorpacduueckoe coobIiieHre COAEPKUT HE0O0A3ATETbHBIN KOMIIOHEHT
AuthenticatedData.authAttrs, onpefensromuii  ayreHTUUIUPYEMBI  aTpubyT  «THII-
comepxumoro» (em. mw. 13.2 CTB 34.101.23). Kowmmomenr AuthenticatedData.authAttrs
COJIEPKUT M3MEHEHHOe 3HaueHwe arpubyTa «Tull comepxumoro» (cm. m. 15 CTB 34.101.23).
Hems Tecta [AttrAD Test — mpoBepka cOCOGHOCTH PEATU3AINN BBIABIATH N3MEHEHHOE 3HATCHUE
ayTEeHTU(DUIIIPYEMOro aTpubyTa.
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6.3 AHaau3 MCXOOHBIX TEKCTOB

6.3.1 KoppeKTHOCTh HCHOJb30BAHUS KPUITOrpadmiIecKuX ajJropuTMoB

Kpunrorpacdudeckne aJaropuTMbl HCHOJB3YIOTCA NpHu (POPMUPOBAHUU U pa3dope Bcex
Kpurnrorpadpudeckux (hopMaToB 3a HCKJIIOYEHHEM HECTPYKTYPUPOBAHHDBIX JTAHHBIX.

Vcnonb3oBanue pyHKIUH, peaJH3yIOMUX KPUNTOTPadUIECKUN aJITOPUTM, TOJIXKHO BBIIIOJI-
HaThcss B coorBercrBun ¢ CTB 34.101.23, THIIA ma xpunrorpadudeckuit aaroput™M @ I0-
KyMeHTaIliell Ha UCHBITBIBAEMYIO IporpamMmy. g Kazkioro BbI30Ba B Imporpamme (OyHKIUIM,
peaTN3yIoNUX KPUITOrpadudecKnii aaropuT™, SKCIEPT BHIIOJIHSIET CJIeIYIONHe ITPOBEPKH:

1 Tunsl u 3HavYeHUs MapamMeTpoB, (PAKTHIECKH HepPeJaHHBIX B (DYHKIIHMIO, COOTBETCTBY-
10T TUTIAM M JIOMYCTUMbIM 3HAYEHUSIM MapaMeTpoB (DYHKIUU (¢ yIeTOM CTAHJAPTHBIX MPABUI
peoOpPa30BAHUsSI TUIIOB SI3BIKA MPOTPAMMUPOBAHUS ).

2 Ecnu ¢yuknust Bo3BpaliaeT 3HaUYeHHe, TO IPOBOIUTCI aHAJJIN3 KOPPEKTHOCTH HCIIOJIB30-
BaHHs BO3BPAIAEMOr0o 3HAUYEHUs, HAIIPUMED, KOPPEKTHOCTh MCIIOJIB30BaHHUSI B OllepaToOpe IIPH-
CBaUBAaHUA, JTOIMYCTUMOCTh HTHOPUPOBAHUS BO3BPAIIAEMOTO 3HAYCHUS U T.II.

3 Eciu BBI30B (DYHKIIMHM MOYKET NMPHBECTH K BOSHUKHOBEHUIO MCK/IIOUUTEIBHON CUTYAIIUN
WK OIMMHMOKHU, IPOBEPsIeTCs HAJTHINE ¥ KOPPEKTHOCTH 00PAOOTKH UCKJIIOUUTEIHLHON CUTYaIluH.

4 Eciu 10 1 nocie BbI30Ba (DYHKIUK JOJKHBI BBIOJIHATHCS OIpeaeaeHHbIe JTefiCTBHS, TO
HpOBepseTCs HAJIHIHE U KOPPEKTHOCTH BBIOJIHEHUsST TPpeOyeMbIX J1eHCTBHIA.

5 Ecan GyHKIHS HCIOABL3YeT IJI00aJIbHbIe IIepeMeHHbIe, TO MPOBEpsIeTCss HAJIIHe HUIHA-
JIM3AIUN JAHHBIX ITepeMEeHHbIX.

IIpumeganne — Ilox dbyHKIMEH TOHUMAETCS 9acTh TPOTPAMMBI, KOTOPas BBITOJIHIET criernndude-

CKHPe IefICTBHUSI U OIUCHIBAETCS TUIIOM BO3BPAIIAEMOTO 3HAYEHUsI, UMeHEM (DYHKIIHH, (POPMAIbHbI-

MU mapaMerpaMu. BrimosHenre hYHKIIUE OCYTIECTBASETCH MOCPEICTBOM BBI30BA U3 MIPOTPAMMBI

wim apyroit dysknnn. JJaHHOMY TEpMHHY B A3bIKaX MPOrPAMMHUPOBAHHSA COOTBETCTBYIOT TAKHUE

OOHSTHS KaK «(PYHKIHS», «IPOIEAypPay, «METOd» H T.II.

6.3.2 KoppeKTHOCTh ynpaBJIEeHUS CEKPETHLIMU JTAHHBIMUI

CekpeTHble JaHHbIE — 9TO KJIOYH, IapaMeTPbl U JApPyrue JaHHble KPHUITOI'PapUIeCKUX
AJITOPUTMOB, 3HAYCHHUS KOTOPBIX B COOTBETCTBUM CO CTAHIAPTOM WK jJjoKyMeHnTanueit na CK3U
JIOJIZKHBI OBITH 3aIUIIEHbl OT PACKPBITHS, T.€. JOJKHbI XPAHUTHCS B CEKpeTe.

DKCIIEPT IPOBEPsIeT, YTO CEKPETHBbIE JAHHBIE HCIOJb3YIOTCA B CTPOIOM COOTBETCTBHH C
KpUITOrpadUIeCKUM aJropurMoM. Ipyrue onepamun ¢ CeKpeTHBIME JIAHHBIME He JIOIYCKAIOT-
csl.

DKCIIEPT IPOBEPSET, YTO BCE KOIUU CEKPETHBIX JAHHBIX B OTKPBLITOM BHJE YHUYTOZKAIOTCS
IpU 3aBepIIeHuU PabOThl ¢ HUMHU, PH ITOM:

— 3HaYEHHE CEKPETHBIX JAHHBIX, pa3MelleHHoe B 00JIaCTH MaMATH II00AIbHON mmepemMeH-
HOW, YHUUTOXKAETCS TePei, KaKJIbIM BBIXOJIOM U3 ITPOTPAMMBI;

— 3HaYEeHHE CEKPETHBIX JIAHHBIX, pa3MeIleHHoe B 00JIaCTH HaMATH JOKAJIbHOMN ITepeMeHHON
GYHKIUT, YHIITOXKAETCA HepeT KazK/IbIM BBIXOJIOM H3 JaHHON (DYHKIINH;

— 3HaYeHWe CEeKPEeTHBIX JAaHHBIX, Pa3MellleHHOe B JUHAMUYECKON NaMSTH, YHUYTOKAETCS
nepeJi KazkKJIbIM OCBOOOXKICHNEM JIMHAMHYICCKON MaMsITH.

HpI/IMe‘{aHI/Ie - HO,ZL VHUYITOXKEHNEM IIOHHMACTCA TaKO€ M3MEHEHHE JaHHDbIX, XPAHANINXCA B JIEK-

TPOHHBIX yCTPOiicTBax (OlepaTnBHAasd MAMTh, TAMATh Ha MATHUTHBIX HOCHTEIAX U JP.), KOTOPOe

[peOTBPAIAeT UX IOCJIeIyIoNee BOCCTAHOBIeHNe. HanpruMep, yHIUTOXKEHNE MOXKET COCTOATH B

zamucu B 00J1aCTH TIAMSTH, 3aHUMAEMOM 3HAYEHUAMHU CEKPETHBIX JTaHHBIX, (DUKCHPOBAHHBIX WJIH

CIyYIANHO BHIOPAHHDBIX 3HAUEHUIN.
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6.3.3 KoppekTHOCTh nponeayp opmupoBanusa Kpunrorpadpudeckux cooOrIe-
HU

[Ipu ana/iu3e KOPPEKTHOCTH Peaiu3aluu HpoleLyp GopMupoBaHus KpUITOrpauiecKkux
COODIIEHUIT NCXO/HBIE TEKCThI IPOI'PAMMbI OLEHUBAIOTCH YaCTUYHO, 110 BHIOOPY 3KciepTa. Kop-
PEKTHOCTb Peasin3aliuu MPOLe/IyPbl O3HAYAET, YTO peajn3aius (PpyHKIMOHAIBHO COOTBETCTBYET
CTb 34.101.23 u 9T0 peajm3arus HE COAEPKUT OMMOOK U YSI3BUMOCTEII.

DKCIEpPT J0JZKEH MPOBEPUTH 1O KpaifiHeil Mepe C/eayiomine acueKThl PDeAJ3aIii IpPOoIie-
Jiypbl OpMUPOBAHUS 3alIPOCA HA MOJIydeHue cepTudukara:

1 Peanuzamug mporiemaypbl popMupoBaHus KpulrorpapuiyecKkux COOOIEHU ¢ MO IucaH-
HBIMHU JIAHHBIME JOJIZKHA, X3mupoBaTh u BeipabareiBarh I B coorBercTtBum ¢ 1. 8.5, 8.6
CTb 34.101.23 u ¢ yuerom npunoxenust b CTh 34.101.23.

2 Peasimzanus nporne/ypbl (pOpMUPOBaHKUS KPUITOIPAPUIECKUX COOOIIEHUN ¢ KOHBEPTO-
BaHHBIMH JIAHHBIMU JI0JI?KHA 3aluppoBbIBATH JaHHbIE U KJAIOYU B COOTBeTCTBUHU C I1. 9.5, 9.6
CTb 34.101.23 u ¢ yuerom npunoxenust b CTH 34.101.23.

3 Peasuszanus mponepaypsl (popMupoBanus KpunrorpaduiecKux coobIeHnil ¢ X3Mupo-
BAHHBIMU JAHHBIME JOJZKHA X3MUpoBaTh B coorBercruu ¢ 1. 8.5 CTH 34.101.23 (g coyuast,
KOIJIa MOAMUCHIBAEMbIe aTpubyThl OTCYTCTBYIOT) U ¢ ydaeroMm npuiaoxenus b CTH 34.101.23.

4 Peanuzanus nporne/ypbl pOpMUPOBaHUS KPUITOIPADUUIECKHUX COODIEeHMI ¢ mudpoBaH-
HBIMU JAHHBIMHA J0JIZKHA 3amupoBeiBaTh ¢ yaerom npmwiokenust b CTH 34.101.23.

5 Peanuzanusa uponeaypbl (popMupoBaHust KpUNTOrpadUIecKuX COODIIeHui ¢ ayTeH-
TUPUITUPYEMBIMU  JAHHBIMA JIOJIZKHA BBIYHUCJIATH UMHTOBCTABKY B COOTBETCTBHH € 1. 12.3
CTbB 34.101.23 u ¢ yuerom npunoxkenust b CTh 34.101.23.

6 Peanuzanusg nporeaypbl popMupoBaHust Kpunrorpaduiaeckux coobdineHuii ¢ ayreHTudn-
UPYEMbIMH KOHBEPTOBAHHBIMHU JTAHHBIMEU JIOJIKHA BLIIOJIHATE 3AITM(DPOBAHNE U UMUTOZAIUATY
BXOJIHBIX JAHHBIX U 3amudpoBanne KiUeir B coorsercrsun ¢ 1. 13.3 u 13.4 CTH 34.101.23 u
¢ yaerom npuiaoxkennss b CTB 34.101.23.

6.3.4 KoppeKTHOCTh mpoleayp pa3dbopa Kpumnrorpadudeckux coodieHmnii

[Ipr anamm3e KOPPEKTHOCTH pPeaTU3aIlNU MPOIEAYD paszdopa KpUNTOrpadudecKux cood-
IMEHU{l MCXOMHBIe TEeKCTHI MPOrPaAMMBl OIEHWBAIOTCS YACTHYHO, TO BHIOOPY 3IKcmepTa. Kop-
PEKTHOCTD PeaTU3aIud MPOTEIYPhl 03HAYAET, UTO peaan3anus GyHKINOHATILHO COOTBETCTBYET
CTBb 34.101.23 u uTo peanusaius He COAEPKHUT OMMUOOK U yI3BUMOCTEI.

DKCIepT J0MKEH TPOBEPUTD MO KpaiiHeil Mepe cIeIyionne aceKThl PeaaTn3alliy TPOIeLyp
pazbopa KpunrorpaduuecKuX COOOITeHMI:

1 Peanuzamus mpomnenypsl paszbopa KpunTOrpapUIecKuX COOOIIEHUNH ¢ TOAMHCAHHBIME
JIAHHBIME JIOJIKHA X31muposarh u mposepsatsb DI B coorsercrsun ¢ . 8.5, 8.7 CTH 34.101.23
u ¢ yuerom npumioxkenuss B CTB 34.101.23;

2 Peanuzanus mpore/ypbl pa3dopa KpunrorpaduyuecKux cooOIIeHUN ¢ KOHBEPTOBAHHbI-
MU JIAHHBIMU JIOJI2KHA PaciiupoBbIBATL J@HHbIE W KJIKOYM B coorBercrBun ¢ 1. 9.5, 9.6
CTb 34.101.23 u ¢ yuerom npuioxenust b CTh 34.101.23;

3 Peasuzanus uponepaypbl (popMupoBanust KpunrorpaduuecKkux cooOIIEeHUl ¢ XIMUPO-
BAHHBIMU JIAHHBIME JIOJZKHA X31upoBaTh B coorsercruu ¢ 1. 8.5 CTH 34.101.23 (s coyuas,
KOIJIa MOJIUCHIBAEMbIe aTpubyThl OTCYTCTBYIOT) U ¢ ydaeroMm npuioxenus b CTH 34.101.23;

4 Peajsinzarnust nponeaypbl pazdopa Kpunrorpaduueckux cooOleHnii ¢ mudpoBaHHbBIME
JIAHHBIMU JIOJIZKHA pacmudpoBbiBaTh ¢ yuerom npuioxkenus b CTB 34.101.23;
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5 Peanuzanus nporeypol pazbopa Kpunrorpaduiyeckux coodiienuit ¢ ayrenrudpunupye-
MBIMU JIAHHBIMU JIOJIZKHA TPOBEPSITH UMUTOBCTABKY B coorBercrBuu ¢ 1. 12.4 CTBH 34.101.23 u
¢ yuerom npusioxkenusi b CTB 34.101.23;

6 Peanuzanus nporeaypbl pazdbopa Kpunrorpaduiyeckux coodienunit ¢ ayrenrudunupye-
MbIMU KOHBEPTOBAHHBIMU JIAHHBIMU JIOJIZKHA BBIIOJIHATH PaciinppoBaHue U KOHTPOJIb IEJ0CT-

HOCTHU BXOJIHBIX JIAHHBIX U paciiudpoBanue Kjiaoueid ¢ yaerom 1. 13.3, 13.4 u upuioxkenus b
CTb 34.101.23.

6.3.5 KoppekTHOCTh 00PabOTKM HMCKJIIOYUTEIbHBIX CATYyaInii

Ilon uckI04YNTEIBHON CHTyalNell HOHUMAeTCsl OIHNO0YHAs CHTYAIUs, BO3HUKAIOMIAs IIPH
BBIIIOJIHEHUH [IPOIPAMMBI U Tpebyiolasl cleliaJbHol 00paboTKu. JJaHHOMY TepMUHY B S3bIKAX
IIPOrpaMMHUPOBAHUS COOTBETCTBYET TaKUe MOHATHS KaK <OMIMOKa», <UCK/IIOUEHHe» U T.II.

DKCIepT IpoBepgeT KOPPEKTHOCTh 0OPAOOTKH UCKIIOYHTENLHBIX CHTYAIMH TPH BBIIOIHE-
HHUHJ TIPOBEPOK, MPOBOAUMBIX B 1. [6.3.1] - [6.3.4]

s aHaIM3a KOPPEKTHOCTH OOPAbOTKU MCK/IIOYHTENBHBIX CHTYAIUH SKCIEPT IPOBEPSIET,
470!

1 Ilocne KaxKa0ro BbI30Ba (bYHKINH, BLINOTHEHHE KOTOPOil MOXKET IPUBOAUTH K BO3HUK-
HOBEHUIO HCKJIIOYUTEIbHOM CHTYAIUH, HMEIOTCs IPOBEPKA Ha CIydail BOSHUKHOBEHHS MCKJIO-
YUTeIbHON CUTYAIUN U COOTBETCTBYIOMIAs 006pabOTKa UCKIIOYUTEIbHON CUTYAIIUH.

2 Ilpu mposepke u 06paboOTKe UCKIIOYUTETBHON CHTYAIMH YITEHBI BCE BO3MOMKHBIE BHIbI
HCKJIIOYUTEIbHBIX CHTYAINH, BOSHIKHOBEHHE KOTOPBIX BO3MOYKHO COIVIACHO JOKYMEHTAIIMN HA
BBI3bIBaEMYI0 (DYHKIHIO.

3 MckmounuTeabHble CATYAInE 00pabaThIBAIOTCS IeKBATHO (BO3BPAIIAIOTCS BEPHBIE KOIbI
omuboOK u coo0IIeHust 06 OMmubKax u T.II.).

6.3.6 OrTcyTcTBuE HEAOKYMEHTUPOBAHHBIX BO3MOXKHOCTEM

SKCHGPT olnpegesdeT OTCyTCTBUE HEJOKYMEHTHPOBAHHBIX BO3MOZKHOCTEN 110 pe3yJjbTaTaM

IIPOBEPOK, BBHITIOJHEHHBIX B 1. [6.3.1] — [6.3.5]
Ob6HapyzkeHHBIEe HeJOKYMEHTHPOBAHHBIC BOZMOXKHOCTH OTPAzKaloTCs B IPOTOKOJIE aHAIN3A

HCXOAHBIX TE€KCTOB MJIM B IIPHUJI02KEHHUHU K HEMY.
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IIpunoxxenne A
dopmMa IIPOTOKOJIA aHAJJIN3a JOKYMEHTAITNN

k3. {Ilone 1}

ITporokoa Ne {Ilone 2} or {Ilose 3}
pPe3y/JbTATOB aHAJN3A JOKYMEHTAINN

nporpammbl {Ilose 4}, peanusyolneil ynpasieHue KpUunTorpaudecKuMu cOOOIIeHUsIMI
corstacuo CTB 34.101.23-2012

1. JlokymeHTbI:

’ Ne | HasBanue jgoKyMeHTa ‘ Homep
1 | {TTose 5} {TTose 6}
2 | {Tloaue 7} {ITose 8}
3 | {Ilose 9} {Ilone 10}
4 | {TTose 11} {ITosne 12}

2. Ilpu anajuze jJJOKyMeHTaluK ObLJIM BBIIIOJHEHbI CJIe/IyIONne TPOBEPKHU:

’ Ne | HazBanme mpoBepK# ‘ OtrmeTKa O BBIIOJTHEHUH
1 | TIposepka mokymenrta «Cnemuduranms» {TTose 13}
2 | IIposepka mokymenTa «TekcT mporpaMmbi» {TTose 13}
3 | I[Iposepka mokymenTa «Ommcanue IporpaMMbl» {ITose 13}
4 | TIposepka mokymenta «Pykosogcrso mporpammn- | {ITore 13}
cTa»

3. Bakiovenne mo pe3yabTaTaM aHam3a JoKyMmeHTtanum: gokymentanus {[lomxe 6},
{Tose 8}, {Ilose 10}, {Ilose 12} coorsercryer (He coorBeTCTBYET) HPOrpaMme 06b-
€KTa WMCIBITAHUN B YaCTH yUPABJICHHS KPUNTOIPAPUIECKUME COOOIMICHUSMH COIJIACHO

CTDB 34.101.23-2012.

DKCIepT, {Ilone 15} {Ilome 16}
{IToste 14}

B mosie 1 ykaspiBaeTcs HOMeD 9K3eMILTAPA MPOTOKOJIA.

B moste 2 ykaswsiBaeTcss HOMep, OJHO3HAYHO HIEHTHUMUIIUPYIONTII TPOTOKO.

B nosne 3 yka3blBaeTcs JaTa COCTaBJIEHUS IIPOTOKOJIA.

B mone 4 yka3piBaeTcd Ha3BaHWe OObeKTa UCHBITAHWNA B COOTBETCTBUU C MpEJICTABIEHHON
K WCIBITAHUAM JTOKYyMEHTAIIeN.

B monsax 5 n 6 yka3bpBalOTCA COOTBETCTBEHHO MOJTHOE Ha3BaHUe JTOKyMeHTa «(Cnermumdunka-
IHsI> U €ro WIeHTUDUKATMOHHBIN / TeUMaTbHbIH HOMED.

B nmonax 7 u 8 yka3pIBalOTCd COOTBETCTBEHHO IIOJIHOE Ha3BaHHUe JIOKyMeHTa <« lekcT mpo-
IPAMMBI» M €ro WIeHTU)UKAIMOHHbI / IeMUMAaTbHBI HOMED.
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B nossix 9 u 10 yka3siBaloTCsi COOTBETCTBEHHO TI0/IHOE Ha3BaHue jokymenta «Onucanue
IPOIPAMMBI» U €10 UJACHTH(MUKAIMOHHBI / IeIIMMAJIbHBI HOMED.

B nosisix 11 u 12 yka3zbiBaroTcsi COOTBETCTBEHHO HOJIHOE Ha3BaHue JOKYyMeHTa « PykKoBoicTBO
IPOIPAMMHECTAY W €r0 UACHTU(DHKAIMOHHDI / TeIUMAILHBIT HOMED.

B nouie 13 yka3zbiBaeTcs pe3yJibTaT BbIIIOJHEHUS TPOBEPKU: «IOJIOKUTEJIbHOY — PE3YJIbTAT
HPOBEPKH TOJIOKUTEJIbHbIN, «OTPUIATEIHHO> — Pe3y/bTraT IIPOBEpPKU oTpuiiare/ibubiii. 1locie
3aBEPIICHUS AHAJIN3A JJOKYMEHTAIUM U 3AII0JIHeHUs TabJIMIbl JIeJIaeTCs BBIBOJ O COOTBETCTBUH
(He COOTBETCTBUM) JOKYMEHTAIUK IPOrpaMMe 00beKTa HCIBITAHUI B 9aCTH yIIPABICHHs KPUII-
rorpadudeckumu coodmenusivu corsiacio CTH 34.101.23. BeiBosg 0 cOOTBETCTBHE Jie/IaeTCHA
TOJIBKO TOIJIa, KOTJIA PE3YJIbTAThl BCEX ITPOBEPOK SABJLIOTCS MOJOKUTETbHBIMU.

B nmonsix 14 u 16 yka3zsiBatorcst coorBeTcTBeHHO j1okHOoCcTh 1 P. M. O. skcnepra.

B nosie 15 craButcd cobCTBEHHOpPYUYHAs MOJAIUCH IKCIEPTA.

Nudopmarusg 06 obHapyKeHHBIX HECOOTBETCTBUAX HPUBOJAUTCH B IIPOTOKOJE WU MPHJIO-
JKEHUU K HPOTOKOJIY B HPOU3BOJIBHON (dopMme.
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IIpunoxxenne b
®opma MpPOTOKOJIa TECTUPOBAHULA

k3. {Ilone 1}

ITporokoa Ne {Ilone 2} or {Ilose 3}
Pe3yJIbTATOB TECTUPOBAHNS

nporpammbl {Ilose 4}, peanusyroleil ynpasieHue KpUunTorpaudecKuMu cOOOIIeHUsIMI
corstacao CTB 34.101.23-2012

1. @aiiibl MCXOJHBIX TEKCTOB HPOI'PAMM:

’ Ne ‘ Umsa daitia ‘ X3II-3HavUeHHe
1 | {ITose 5} {TTose 6}
2 | {lToxe 5} {ITose 6}

Xsmr-3navenns 1ist Gaiiios Beraucaens cornacuo {Iloae 7}.

2. B xojie TectupoBanusi 00beKTa UCIIBITAHUN ObLJIM BBIIIOJHEHbBI CJIE/YIONINE TeCThI:

’ Ne ‘ Haszpanue Tecta ‘ OTMeTKa O BBIOJTHEHUH
1 | CreateUDTest {TTose 8}
2 | CreateSDTest {TTone 8}
3 | CreateEnvDTest {Ilome 8}
4 | CreateDDTest {TTose 8}

3. BakJoueHne 1o pe3yJibraTtaM TecTupoBanusi: mporpamma {Ilose 4} coorBercrayer (He
coorBeTcTByeT) TpeGoBanusiM, ycranosaenabiM B CTB 34.101.23-2012.

DKCIIepT, {Ilone 10} {Ilome 11}
{Ilone 9}

B moste 1 yKasbsIBaeTcss HOMEpP 9K3eMILIAPa IPOTOKOIA.

B moste 2 ykaspeIBaeTcss HOMep, OJHO3HAYHO MICHTHMUIIUPYIONUH IPOTOKOI.

B mosie 3 yka3zbiBaeTcs JAaTa COCTaBJIEHHS IIPOTOKOJIA.

B mose 4 yka3piBaeTcsa HasBaHMe OObEKTa HCHBITAHUNA B COOTBETCTBHU C HpPEICTaBIEHHON
K MCIBITAHUSIM JTOKYMEHTAIMEH.

B mosie 5 yka3piBaloTCad HMeHA UCXOIHBIX (hailJIOB IPOrpaMM OObEKTa UCIIBITAHUN.

B nosie 6 ykaspiBaeTcd 3nadenue (pyHKIUH XIMUPOBAHUS JJIsi TECTUPYEMBIX (pailjioB, BbI-
YUCJIEHHOE B COOTBETCTBHM CO CTAaHJIAPTOM, YKa3aHHBIM B 1moJje 7. Paspelraercs ucnonb30BaTh
dyukiuu x3muposanud, onpeaenennsie B CTH 34.101.31 uwnu CTH 34.101.77.
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B noJsie 8 yka3biBaeTcs pe3yJibTaT BbIIOJHEHUS TECTA: «II0JIOKUTEJIbHO» — TECT 3aBepIIeH
YCIIEITHO, «OTPUIATEIbHO» — TeCT 3aBepIeH ¢ OMMOKON; «He IMPOBOJAUIICH» — TECT He IIPOBO-
JIMJICS, TAK KaK NPOorpaMMa He HOJJIEPKUBAET aJlOPUTM HMJIM PEKUM, OLIPEeJIeJICHHBI B TecTe.

[locste 3aBeprieHns TECTUPOBAHMS U 3AII0JIHEHNS TAOIUIBI J1€J1A€TCS BBIBOJ, O COOTBETCTBUN
(He coorBercTBUE) MpOrpaMMHOil peasm3anuu oobekta ucnbitannii CTH 34.101.23. BeiBog o
COOTBETCTBHHU JIEJIAETCS TOJIBKO TOIJA, KOI/Ia BCE IPOBOJIMMbBIE TECTHI BHIIIOJIHEHBI YCIIEITHO.

B nonsx 9, 11 ykaseiBaioTcst cooTBeTCTBeHHO mo/KHOCTE U P. V. O. 3xcuepra.

B nosie 10 craButcd cobCTBEeHHOPYUYHAs MOJAIUCH IKCIEPTA.
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IIpunoxxenne B
®opma MPOTOKOJIa aHAJJAN3a MCXOAHBIX TEKCTOB

k3. {Ilone 1}

ITporokoa Ne {Ilone 2} or {Ilose 3}
pPe3yJIbTATOB AHAJIN3A MCXOAHBIX TEKCTOB

nporpammbl {Ilose 4}, peanusyolneil ynpasieHue KpUunTorpaudecKuMu cOOOIIeHUsIMI
corstacuo CTB 34.101.23-2012

1. @aiiibl MCXOJHBIX TEKCTOB HPOI'PAMM:

’ Ne | Mms daitna ‘ X>3II-3HavueHHe
1 | {TTose 5} {TTose 6}
2 | {Tloaue 5} {ITosie 6}

Xsmr-3navenns st Gaiiios Beraucaens cornacuo {Iloae 7}.

2. B xo/1e aHa/IM3a UCXO/IHBIX TEKCTOB HPOI'PAMM ObL/IN BbIIIOJHEHbI CJIE/LYIOIIIE IPOBEPKU:

Ne | HazBanme mpoBepKu Pesyabrar
IPOBEPKH

1 | KoppekTHOocTb HCnosib3oBanust Kpunrorpaduaeckux aaropurmon | {ITose 8}

2 | KoppeKTHOCTh HCMOTb30BAHUS CEKPETHBIX TapaMeTpPOB {TTose 8}

3 | KoppeKTHOCTh YHHUTOXKEHUsT 3HAUeHu T ceKpeTHbIX mapamerpos | {Ilose 8}

4 | Koppekraocts mporneayp dopmuposanus kpunrorpadugecknx | {ITosre 8}
€co00ITIeHI T

5 | KoppektrHocTh mpoteayp pasbopa kpunrorpadudeckux coobme- | {ITose 8}
HU#

6 | KoppekTHOCTH 00pabOTKN MCKIIOUUTETbHBIX CHTYAIIWI {ITose 8}

7 | OrcyrcrBre HEJOKYMEHTHPOBAHHBIX BO3MOKHOCTE {TToste 8}

3. BakJ/ioueHue [0 Pe3y/IbraTaM aHAIM3a UCXOAHBIX TEeKCTOB HporpaMm: nporpamma {Ilo-
Je 4} coorBercrByer TpeboBanusim, yeranosiennpiM B CTH 34.101.23-2012.

Dkcmepr, {ITone 10} {Toze 11}
{TToste 9}

B nosie 1 ykasbiBaercsi HOMep 3K3eMILISIPa POTOKOJIA.

B noJsie 2 ykaspiBaercsi HoMep, OJHO3HAYHO UACHTUMUIUPYIONIUNA [TPOTOKOJI.

B nosie 3 ykaspiBaercst jlara COCTaBACHAS ITPOTOKOJIA.

B noJsie 4 ykasbiBaercs HazBaHue 00'beKTa UCIHBITAHUN B COOTBETCTBHU C IIPEJICTABICHHON
K UCIBITAHUAM JOKYMeHTaIumell.

B nosie 5 yka3blBaloTCsd MMEHA UCXOJIHBIX (PallJIOB IPOrpaMM O0beKTa UCIbITAHUN.
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B nosie 6 ykasbiBaercs 3uadeHue (QYHKIMM XIMIMPOBAHUS JJId UCXOJHBIX (ailjioB 1po-
I'PAMM, BbIYUC/JIEHHOE B COOTBETCTBUU CO CTAH/IAPTOM, YKa3aHHbIM B 1ojie 7. Paspeiaerca uc-
10J1b30BaTh (GyHKIKUKH X31mupoBanus, onpeaeaenasie B CTH 34.101.31 num CTH 34.101.77.

B nosie 8 ykasbiBaercs pe3y/bTaT BbBIIIOJHEHUS [POBEPKH: <IOJOKUTEJIbHOY» — Pe3yJib-
TaT IPOBEPKU MOJIOKHUTE/IbHBIN, «OTPUIATEIbHO» — Pe3yJIbTaT IPOBEPKU OTPULIATE/IbHbIN, «HE
HPOBO/IUJIACHY — IPOBEPKA HE TPeOyeTcs 110 IPUYUHE CleludUKU pean3aluu nporpaMm 00b-
eKTa MCIbITaHuil (HanpuMep, B IpOrpaMme He HCIOJIb3YIOTCs robaibibie nepemennbie). [ocie
3aBEPIICHUS aHAJIN3A UCXOJAHBIX TEKCTOB IIPOrPAMM U 3aII0JIHEHU TAOJIUIIbL JIE/1aeTCs BbIBOJL, O
coorsercTBuu (He coorBercrBun) obbekTa ucnbirannit CTH 34.101.23. Buisog o coorBercrsuu
JIEJIAETCH TOJIBKO TOIJIA, KOIJIA Pe3yJIbTAaThl BCEX ITPOBOJMMBIX IPOBEPOK SBJSIOTCH OJOKU-
TEeJbHBIMU.

B mossix 9, 11 ykazeiBatorces coorBercTBeHHO noskHOCTH 1 . V. O. skcnepra.

B nosie 10 craBuTcd cobcTBeHHOpPYYHAs MOJAIUCH IKCIEPTA.

Nudopmarus 06 obnapyKeHHbIX OMMOKAX U HEJOKYMEHTHPOBAHHBIX BO3MOZKHOCTAX HPU-
BOJUTCS B IPOTOKO/I€ MJIM HPUJIOKEHUHT K IIPOTOKOJIY B IIPOU3BOJILHOM (hopMe U JI0JIKHA BKJIIO-
4aTh:

1) onmcanue OmuOKN WM HEJTOKYMEHTHPOBAHHON BO3MOXKHOCTH;

2) ums daiiaa 1 HOMepa CTPOK HPOIPAMMBI, COAEPKAIINX OITHOKY.
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ITpunoxxenue I'
TecToBoe mporpaMmHoOe obecredeHne

I''1 IIporpammsbl npeobpa3oBanuss ACH.1-¢aiisioB B TEKCTOBOE IIPEACTABIECHIE

[IporpaMmpl, onucaHHble B HACTOAIIEM TOApPA3e/ie, siBJIsSeTCA CBOOOIHO PACIpPOCTpaHsie-
MBIMHI TPOTPAMMAaMH, KOTOPBIE MPEIHA3HATEHBI /TSI AHAIIN3a, COAEPKUMOT0 JBONIHBIX (DaiiIOB,
cofepzKammux 3akonupoBanubie 3uadennst Tunos ACH.1. Ouu mo3BosisiioT mpeodpa3oBBIBATE 3a-
KOJMPOBaHHbBIE OMHAPHBIE (DAMJIBI B X TEKCTOBOE MPEJICTABJIEHHE.

I''1.1 IIporpamma dumpasnl.exe

[Iporpamma dumpasnl.exe sIBJIsIeTCS KOHCOJBHBIM HMPUIOKeHHEM. TeKCTBI MpOTpaMMbI
pacrosiaratores 1o ajpecy: https://www.cs.auckland.ac.nz/ pgut001/dumpasnl.c.

g nmpeobpasoBanus daitia 3amnpoca Ha HoJaydeHue ceprudukara B dailyl ¢ TEKCTOBBIM
IpeCTaBJIeHIeM MOZKET HCIO0Jb30BaThCsl, HAIPUMEp, CJIeAYIONas KOMaHIa;

dumpasnl.exe -t -a -z src.bin > dst.txt

B komane mapamMeTpsl UMeIOT ¢JieyIoNe 3HaUeHnd: STC.bin — 3aKOIMPOBAHHBIN MCXOTHBIN
dait1; dst.txt — TEKCTOBOe HpeJCTaBJIeHHe HCXOMTHOTO draiiia; t — oTrodOparkeHue 3HAUYEHUN
KOMIIOHEHT B TEKCTOBOM BHJE; @ — OTODpaKeHue IEeJUKOM OJIOKOB JAHHBIX, JITMHA KOTOPBIX
bosibie 128 6aiiToB; Z — JOIYINEHHE MOJeH HYJIeBOU JIJTMHBI.

Pacrnpocrpanenubie uIeHTU(MUKATOPB 00BEKTOB MOT'YT IIepeIaBaThbCs B IIPOrpaMMy depes
KoHburypanuonusiit ¢dair dumpasnl.cfg. CranmapTHbI KOHMUTYPAITHOHHBIH hall nepuoin-
YecKW OOHOBJISETCS W pa3MelnaeTcd Mo ajpecy https://www.cs.auckland.ac.nz/ “pgut001/
dumpasnl.cfg. /lig pacno3HaBaHUS TOMOJHUTEJbHBIX HIeHTHMOUKATOPOB, ONpPeIeTeHHBIX B
OTEYECTBEHHBIX KPUITOIpAMPUIECKUX CTAHIAPTAX, MOXKET UCIOJIb30BATHCS paclIdpeHne KoHgu-
IYpanuoHHOro daiina, pasMelneHHoe mo ajpecy https://github.com/agievich/bee2/blob/
master/doc/dumpasnliby.cfg.

I''1.2 TIIporpamma ASN.1 Editor

[Iporpamma ASN.1 Editor saBiseTcs mpuao:KeHHeM omepanuoHHOi cucTteMbl Windows c
rpadpuIecKuM TOJIH30BaTEILCKUM HHTepdeiicoMm. Vcmomusgemprit dpaita mporpaMMbl pacroJiara-
eTcd 1o agpecy: http://www.codeproject.com/Articles/4910/ASN-Editor.

g upeobpasoBanust aitjia 3anpoca Ha loJjydeHue ceprudukara B TEKCTOBOE IIPe/l-
CTaB/IeHUe HEOOXOJUMMO OTKPbITh (pailyl ¢ HOMOIILIO IIYHKTA OCHOBHOI'O MEHIO IIPOIDAMMbL:
File — Open.

I.2 IIporpamMmbl aBTOMATHUYECKOII TeHEpAINN TECTOBBIX HADOPOB
I''2.1 Texuosorusa Fuzzing

Jl1s aBTOMATU3AIMU TECTUPOBAHUA IIPOrpaMM, 00padATBIBAIONINX CJAOXKHBIE (hOPMATHI
JIAHHBIX, 9aCcTO IpuMeHsercs Texnosorusd Fuzzing. Cuernuanbnasg nporpamma fuzzer odbpabda-
THIBaeT HCHBITHIBAEMYIO IPOTPAMMY Prg, KOTOpas B CBOIO 0depeb oOpabareiBaeT aitn file.
IIporpamma fuzzer BBIIOJIHSAET MHOTOYHUCIeHHBIe MoauduKanuu file, mogaeT 3T MOTUPHUKA-
IUY Ha BXOJ prg u olieHuBaeT peaknuio. Murepec g fuzzer npeJcTaB/sgioT BCeBO3MOZXKHbBIE
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HCKJIIoUnTe/IbHble cuTyaruu: 3apucanust (hungs), yreuku namsru (leaks), napyienue yrsep-
JKJCHUA BpEMEHN KOMIIUJIAIUU (asserts) n T. 1. JI1oboe u3 HalAEHHBIX HCKIIOUEHHUH IJISI UCIIHI-
TyeMOi Kpunrorpadguieckoil HporpaMMbl HEJIOIYCTUMO.

[Iporpamma fuzzer sbinosnser moguduxaruun file pazubiMu criocobamu. B Oosibiun-
cTBe ciydaeB mojudukaiyuu HGOpMUPYIOTCH CAy4allHO, MU TOIJIA TECTHUPOBAHUE ITPOXOJUT IO
HPUHIUIY «4Y€PHbINA sdimuKy. Hamuoro 6osbiie omuboK MOKHO BbISIBUTH TOIJA, Korja fuzzer
YUUTHIBaeT (YaCTHIHO WM TOJHOCTHIO) dopmar file, T.e. HONIEPKUBACT NPHHIAIL «CEPbIil
SANUKY WK JlazKe «OeJIblil a1k ».

2.2 IIporpamma AFL

[Tporpamma AFL (American Fuzzy Lop) — 310 ¢BOGOmHO pacupocrpansiemsiii fuzzer, c
MOMOIIIHIO KOTOPOTO HalIEHO DOJILINIOE YUCI0 YA3BUMOCTEH B KPUTITOTPAPUICCKUX MPOIYKTAX.
Best neobxomnmas nngopmarus o6 AFL, B TOM YHC/Ie JOKYMEHTAIMA U UCXOAHbIe (Dailibl, pa3-
Merena 1o ajpecy http://lcamtuf . coredump.cx/afl

UcnbiTyemass mporpamMMa prg JOIKHA KOMIHINPOBaThCs cpeicTtBamu AFL, B cBoO ode-
pean ocuoBanubix Ha nHCTpyMeHTax GCC man CLANG. Tlpumepnsbrit make-daiin gis coopkn
UCHBITYEMON TTPOTPaAMMOBI:

CC = path_to_afl/afl-gcc
CXX = path_to_afl/afl-g++
LDFLAGS =

CFLAGS =

PROGS = prg

all: $(PROGS)

prg: prg.c
$(CC) $(CFLAGS) $@.c -o $@ $(LDFLAGS)
clean:

rm -f $(PROGS) *.o

UcnbiTyemasi mporpaMMa JoJIzKHA TpuHuMaTh Ha BxoJ (aitn file. Tecrosbiii daiin, B
OKPECTHOCTU KOTOPOTo OyIeT OPraHn30BaHO TECTUPOBAHUE, TTOMEIAeTCH B CHeIUAJIbHbINA KaTa-
Jior tests. B aTo KaTajor MoryT ObITH JIobaB/IeHb! JTI00bIE Jipyrue TecToBbie daitibl. Mogndu-
Kannd file, KOTOpBIE IPUBEIN K UCKAIOYCHAAM B Prg, NOMEINaTed B KaTaaor findings.

TecTnpopaHne 3amycKaeTcs MO KOMaH e

path_to_afl/afl-fuzz -i tests -o findings path_to_prg/prg 0Q

Nudopmanuio 1mo JONOJHUTETBLHBIM OIIUAM KOMAHbI, & TAKyKe JOMOJHUTEIbHBIM BO3-
MOKHOCTAM AFL MOXKHO HaWTH HA YHOMSAHYTOM CcaiTe.

[Tepen coopkoit AFL B BupTyasbHO# cpejie Ha miatdopme Windows ciejyer BKJIIOYATD JIH-
pexktuBy SIMPLE_FILES B 3arosioBouHoM aitne config.h n B Gynkmun trim_case () moaynsa
afl_fuzz.c cTpoKy

fd = open(g->fname, O_WRONLY | O_CREAT | O_EXCL, 0600);
U3MEHHUTH Ha,

fd = open(q->fname, O_WRONLY | O_CREAT, 0600);
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ITpunoxxkenune /I
OnucaHme TeCTOBBIX JIAHHBIX

B maHHOM NPWIOXKEHUH IPUBOIUTCS OMUCAHHE KPUITOrpapHIECKUX COOOIIEHHH, HCIIOIb-
3yeMBIX B TeCTaX M3BECTHOro orBeTa. Kaxkmoe Kpunrorpadudeckoe cooOIIeHne OnpeaeIeHHOro
THIIA B TECTAX OCHOBAHO Ha 6230BOM KPUITOIPAMDUIECKOM COODIIEHNH COOTBETCTBYIOIIETO TUIIA.
O1n 6a30BbIe KpUITOIpapUuIecKue COOOIIEHUs COMEPKAT THIITUYIHbBIE LI BceX Kpulrorpadude-
CKHX COOOIIEHMH COOTBETCTBYIOIIETO THIIA 3HAYEHHs] OCHOBHBIX KOMIIOHEHTOB. [lpu ommcanun
TECTOBBIX KPUITOIPAMhHIECKUX COODIIEHU MIPUBOIAATCSA ONUCAaHKe 0a30BOr0 KpurrTorpadude-
CKOI'O COOOIIEHHsI, a TaKKe 3HAYEeHHs KOMIIOHEHTOB, KOTOpBIE OTJIMYAITCSI OT YKa3aHHBIX B
0a30BOM COODIIEHNH.

.1 Kpunrorpadundeckue cooOIeHNUsI ¢ HECTPYKTYPUPOBAHHBIMU JTaHHBIMUI
.1.1 Kpunrorpadguieckoe coobureane VUDTest

ABnsiercs 6a30BbIM KpunrorpapuyecKuM COOOIEHUEM.
Nmeer cheyionine 3Ha4€HUsT OCHOBHBIX KOMIIOHEHT:

‘ Komnonent coobmenns minm tum ASN.1 ‘ 3HaueHUe KOMIIOHEHTA ‘ [losicnenus
ContentInfo
contentType 1.2.840.113549.1.7.1 Waentudukarop onpegessier HECTPYKTYDPUPOBAHHbIE
JIAHHbBIE
content 0123456789 Janusie, npeacrasiaennbie Tumom 0CTET STRING

J.1.2 Kpunrorpacgpudeckoe coobuieaue IContentTypeTest

OcHoBano Ha 6a30BOM COOOIIEHUH.
Snauenne komnonenTa ContentInfo.contentType: 1.2.112.0.2.0.34.101.31.

.2 Kpunrorpadudeckmne COOOIIEHNsS C NOANMNCAHHLIMI JAHHBIMUA
1.2.1 Kpunrorpadpudeckoe coobienne VSDTest

ABnsiercs 6a30BBIM KpUnTorpapuyecKuM COOOITEHUEM.
Nmeer caemyioniue 3Ha49€HUsT OCHOBHBIX KOMIOHEHT:
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Kowmnonent coobmenns mm tun ASN.1

3HaueHne KOMIIOHEHTA

‘ Tosicnenust ‘

ContentInfo
contentType
SignedData

version
digestAlgorithms
algorithm
parameters
encapContentInfo
eContentType
eContent
certificates
signerInfos
version
sid
digestAlgorithms
algorithm
parameters
signedAttrs
Attribute
attrType
attrValues
Attribute
attrType
attrValues
Attribute
attrType
attrValues
signatureAlgorithm
algorithm
parameters

signature

1.2.840.113549.1.7.2

1.2.112.0.2.0.34.101.31.81
NULL

1.2.840.113549.1.7.1
0123456789
{Onpenenennoe 3uauenne}

1
{Onpenenennoe 3uauenne}

1.2.112.0.2.0.34.101.31.81
NULL

1.2.840.113549.1.9.3
1.2.840.113549.1.7.1

1.2.840.113549.1.9.5
10/11/2016 07:32:01

1.2.840.113549.1.9.4
{Onpenenennoe snauenne }

1.2.112.0.2.0.34.101.45.12
NULL
{Onpenenennoe 3uauenne }

U aerTidukarop onpeje/sier HOIUCAHHbIE JTaHHbIe
JlanHbIe KOHTeHepa, OnpeIeIsioue IOIIICAHHbIEe TaHHbIe
Bepcus cuaTakcuca

CootsercrByer anropurMy belt-hash
[Tapamerpsl He 3a/1a10TCA

U nentndukatop onpeenser HeCTPYKTYPUPOBAHHBIE TaHHbBIE
Janusbie, 3akojuposanubie Turiom OCTET STRING
Cogepkut cepruduKaT MOJMUCABIICH CTOPOHBI

Howmep Bepcun cutakcuca
Copepzkut 3nauenue kommnonenta issuerAndSerialNumber

CooreercrByer ajropurmy belt-hash
[Tapamerpsl He 3a/1a10TCS
[ToxnucpiBaeMble aTpubYTHI

ArpubyT «THI COAEPIKUMOIO»
HecrpykrypupoBanue JaHubie

ATpubyT «BpeMs IMONUCAHUS>
GMT 3nauenue tuna UTCTime

ATpubyT «X3MI-3HAYEHUE>
3unauvenne Tuna 0CTET STRING u3 32 oKTeTOB

CoorsercrByer ajropurMy bign-with-hbelt
[Mapamerpsr He 3a7a10TCs
DLII, npeacrapiennoe 3HadenneM tuma 0CTET STRING

J1.2.2 Kpunrorpaduueckoe coobmmenue [SignatureSDTest

OcHoBano Ha 6A30BOM COOOIIEHUH.

Comep:KUT U3MeHEeHHOe 3HadeHne KoMInoHenTa SignedData.signerInfos.signature.

1.2.3 Kpunrorpadpudeckoe coobinernne I'VersionSDTest

OcuoBano Ha 6a30BOM COOOIICHUMN.

Snavenne komnonenta SignedData.version: 0.

1.2.4 Kpunrorpaduueckoe coobuierme IDigAlgldSDTest

OcHoBaHo Ha 6a30BOM COOOIIEHHUH.

3Hayenue

KOMIIOHCHTa
1.2.112.0.2.0.34.101.31.91.

SignedData.digestAlgorithms.algorithm:

J.2.5 Kpunrorpadpudeckoe coobuierme IContentSDTest

OcHoBano Ha KA30BOM COOOIICHUH.
Snadenne komnonenTa SignedData.encapContentInfo.eContent: 1123456789.

1.2.6 Kpunrorpadgpudeckoe coobimernune VSidSDTest

OcuoBano Ha 0a30BOM COOOIICHUMN.

Snauenue komnonenta SignedData.signerInfos.sid coAep:KuT CCHLIKY Ha cepTUQUKAT

MOIHUCHIBAIOIIEH CTOPOHBI, MpeJCTABIEHHYI0 3HadeHneM Tuna SubjectKeyIdentifier (cwm.

n. 6.2.1.2 CTBH 34.101.19).
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J.2.7 Kpunrorpaduueckoe coodbmenue ISignAttrSDTest

OcHoBaHO Ha Ga30BOM COOOIIEHHUHU.
BHavenne MOAMUCHBACMOro aTpuOyTa «BpeMs moamucanusi»: 09/11/2016 07:32:01 GMT.

J1.2.8 Kpunrorpaduueckoe coobmenue IDigAlgldSISDTest

OcuHoBano Ha 6a30BOM COOOIICHUMN.

3HaueHUe
1.2.112.0.2.0.34.101.31.91.

KOMIIOHCHTAQ

SignedData.signerInfos.digestAlgorithms.algorithm:

1.2.9 Kpunrorpaduueckoe coobdbuiermne ISignAlgldSISDTest

OcuHoBano Ha 0a30BOM COOOIICHUMN.

3HaueHNEe KOMIIOHEHTA,

SignedData.signerInfos.signatureAlgorithms.algorithm: 1.2.112.0.2.0.34.101.45.21.

J1.2.10 Kpunrorpaduueckoe coobienue ISignAlgPrmSISDTest

OcHoBaHO Ha 6a30BOM COOOIIEHHUH.

3HayeHre KOMIIOHEHTA,

SignedData.signerInfos.signatureAlgorithms.parameters:

1.2.112.0.2.0.34.101.31.81.

1.3 Kpunrorpaduyieckune coodOmieHnsI C KOHBEPTOBAHHBIMU AAHHBIMU

1.3.1 Kpunrorpadgpudeckoe coobinenune VEDTest

ABnsiercs 6a30BbIM KpUnrTorpapuyecKuM COOOITEHUEM.

Nwmeer ciepyroniyne 3HaMeHUSI OCHOBHBIX KOMITOHEHT:

‘ Kowmnonent coobmenns mim tun ASN. 1 ‘ 3HaveHne KOMIIOHEHTA

‘ Tosicnenust

ContentInfo
contentType
EnvelopedData
version
recipientInfos
ktri
version
rid
keyEncryptionAlgorithm

1.2.840.113549.1.7.3

0
{Onpenenennoe snavenne}

U nentndukatop onpeeseT KOHBEPTOBAHHBIE TAHHDIC
JlaHHBIEe KOHTeiHepa, OMpeIesdoNue KOHBEPTOBAHHbIE JTaHHBIE
Bepcug cuntakcuca

Nudopmarust, cBsS3aHHAS C IOy IaTEIEM

Mcnmoss3yercst TpaHCIOPT KJTIOTA

Howmep Bepcuu curakcuca

ColepKUT 3HaueHHe KOMIIOHeHTa issuerAndSerialNumber

algorithm 1.2.112.0.2.0.34.101.45.41 CootrsercrByer anropurmy bign-keytransport
parameters NULL [Tapamerpbl He 3aa10TCs
encryptedKey {Onpenenennoe 3nauenne} | 3amuimeHHbl KIi04, MpeICTABICHHBINH 3HavYeHneM tuna O0CTET
STRING
encryptedContentInfo
contentType 1.2.840.113549.1.7.1 W aentuduxaTop onpeesser HeCTPYKTYPUPOBAHHLIE TAHHBIC
contentEncryptionAlgorithm
algorithm 1.2.112.0.2.0.34.101.31.43 CooTBercTByeT aaropurmy belt-ctr256
parameters {Onpc,rLCHCHHOO I}HH‘IOHHC} CuHXponochliKa, npejacrapieHdas TunoMm 0CTET STRING
encryptedContent {Onpenenennoe 3uauenne} | 3amudposaunsie nannsie 0123456789, npeacrasiennbie THIOM
OCTET STRING
1.3.2 Kpunrorpaduueckoe coobiierne IEncrKeyEDTest

OcHoBaHo Ha 6a30BOM COOOIIEHHUHU.

ComepKUT n3MeHeHHOe 3HaYeHne KOMIIOHEeHTa
EnvelopedData.recipientInfos.ktri.encryptedKey.
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J1.3.3 Kpunrorpaduueckoe coobiernmne I'VersionEDTest

OcHoBaHO Ha Ga30BOM COOOIIEHHUHU.
SHauenme komnoHeHTa EnvelopedData.version: 9.

.3.4 Kpunrorpadudeckoe coobuieane IKEAlgIdEDTest
OcuHoBano Ha 6a30BOM COOOIICHUMU.
SHaveHne KOMIOHEHTA,

EnvelopedData.recipientInfos.ktri.keyEncryptionAlgorithm.algorithm:
1.2.112.0.2.0.34.101.45.21.

1.3.5 Kpunrorpaduueckoe coodbuieane ICEAlgIdEDTest

OcuHoBano Ha 0a30BOM COOOIICHUMN.

3nadenne KOMIOHEHTA
EnvelopedData.encryptedContentInfo.contentEncryptionAlgorithm.algorithm:
1.2.112.0.2.0.34.101.31.81.

.4 Kpunrorpadmnieckue cooOIeHNsI ¢ X3MMPOBAHHBIMYA TaHHBIMI
.4.1 Kpunrorpadguieckoe coobuierne VDDTest

fBnsiercsa 6a30BBIM KpUNTOIpaAhDUICCKIM COOOIIEHUEM.
Vmeer caemyromue 3HAYEHNS OCHOBHBIX KOMIIOHEHT:

‘ Kowmmonent coobmenus min Tum ASN. 1 ‘ 3HaveHne KOMIIOHEHTA ‘ [osicuenns
ContentInfo
contentType 1.2.840.113549.1.7.5 W aentuduxarop onpe/esiser XIMHPOBAHHBIE JAHHbIC
DigestedData JlaHHBIE KOHTEHEpA, OIPEeIe/IAONNe XIMINPOBAHHBIE JIAHHbBIE
version 0 Bepcusa cunrakcuca
digestAlgorithms
algorithm 1.2.112.0.2.0.34.101.31.81 CoorsercrByer anropurmy belt-hash
parameters NULL [Tapamerpsr He 3a7a50TCs
encapContentInfo
eContentType 1.2.840.113549.1.7.1 U nentudukatop onpeeaseT HeCTPYKTYPUPOBAHHDIE TAHHbBIE
eContent 0123456789 Januste, 3akogupoBanubie Tumom 0CTET STRING
digest {Onpenenennoe 3uauenne} | Xom-3uauenue, upepcrasiennoe 3uadennem runa 0CTET STRING

1.4.2 Kpunrorpaduueckoe coobirernne IDigestDDTest

OcnoBano Ha 6a30BOM COOOIICHUMN.
CojiepkuT N3MeHeHHOe 3HaueHne KoMnoHeHTa DigestedData.digest.

J1.4.3 Kpunrorpadudueckoe coobiernue I'VersionDDTest

OcHoBaHO Ha Ga30BOM COOOIIEHHUH.
Snadenne komnonenta DigestedData.version: 3.

J1.4.4 Kpunrorpadpuueckoe coobiernue IDigAlgldDDTest

OcuoBano Ha 6a30BOM COOOILICHUMU.
Snavenue KOMIIOHEHT& DigestedData.digestAlgorithm.algorithm:
1.2.112.0.2.0.34.101.31.91.
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1.5 Kpunrorpadpmieckue coodbnienus ¢ nm@poBaHHBIMU JaHHBIMU

J1.5.1 Kpunrorpacdgpudeckoe coobuieame VEncrDTest

dBistercs 6a30BBIM KpUNTOIpahUICCKAM COODIIIEHUEM.

Nnmeer cjaeayronmue 3Ha4YeHud OCHOBHBIX KOMIIOHEHT:

‘ KommnonenT coobmenus man Tuin ASN. 1 ‘ 3HaveHne KOMIIOHEHTA

‘ [osicnenusa

ContentInfo
contentType
EncryptedData
version
encryptedContentInfo
contentType

algorithm
parameters
encryptedContent

contentEncryptionAlgorithm

1.2.840.113549.1.7.6

1.2.840.113549.1.7.1

1.2.112.0.2.0.34.101.31.43
{Onpenenennoe 3uauenne}
{Onpenenennoe snauenne }

Waentuduxarop oupejensier mudpoBaHHbe JaHHbIE
JlanHbie KOHTEITHEDA, ONPEILJIAIONNe KOHBEPTOBAHHbIE JAHHBIE
Bepcus cunTakcuca

N nenTndukatop onpejensger HeCTPYKTYPUPOBAHHBIE JTaHHbBIE

CoorsercrByer anropurmy belt-ctr256

CuHXponocslika, mnpejacrapiersas tunom 0CTET STRING
Sammudpobannbie garabe 0123456789, mpeacTaBieHHbIE THIIOM
OCTET STRING

11.5.2

OcuoBano Ha 0a30BOM COOOIICHUMN.

Kpunrorpaduueckoe coobmieane I'VerEncrDTest

Snavenne komnonenrta EncryptedData.version: 3.

1.5.3 Kpunrorpadpuueckoe coobuierume IEAlgldEncrDTest

OcHoBano Ha 6a30BOM COOOIIEHHH.

3HaYeHre KOMIIOHEHTA

EncryptedData.encryptedContentInfo.contentEncryptionAlgorithm.algorithm:

1.2.112.0.2.0.34.101.31.81.

/1.6 Kpunrorpadbundeckue coodbmieHns ¢ ayTeHTU(OUIMPOBAHHBIMI JAHHBIMA

J.6.1 Kpunrorpadgpudeckoe coobmieame VADTest

ABnsiercs 6a30BbIM KpUnTorpapuyecKuM coOOIIEHUEM.

Nmeer cieyronue 3Ha4e€HUsI OCHOBHBIX KOMIIOHEHT:

‘ Kowmnonent coobmenuns nim tun ASN.1 ‘ 3HavYeHne KOMIIOHEHTA

‘ [Tosicnenust

ContentInfo
contentType
AuthenticatedData

version
recipientInfos
ktri
version
rid
keyEncryptionAlgorithm
algorithm
parameters
encryptedKey

macAlgorithms
algorithm
parameters

encapContentInfo
eContentType
eContent

mac

1.2.840.113549.1.9.16.1.2

0
{Omnpenenennoe 3HaveHue}

1.2.112.0.2.0.34.101.45.41
NULL
{Onpenenennoe 3uauenne }

1.2.112.0.2.0.34.101.31.53
NULL

1.2.840.113549.1.7.1
content
{Onpenenennoe 3nauenne}

Wnentunduxarop onpeesser ayTeHTHOUINPOBAHHLIE TAHHBIE
Jlannbie KOHTeifHEpa, OIpeaesAIONIHe ayTeHTHMOUITNPOBAHHBIC
JTAaHHBIE

Bepcug cuntakcuca

Nudopmarust, cBsS3aHHAsS C IOy IaTeIeM

Vcnomnb3yercss TpaHCIoOpT KJIH04Ya

Howmep Bepcun curakcuca

ColepKUT 3HaUeHHe KOMIIOHeHTa issuerAndSerialNumber

Coorsercryer ajnropurMy bign-keytransport

[Tapamerpbl He 3aa10TCs

SaIuIIeHHbIi K04, MpeJCcTaBieHHblii 3HadyennemM Tuma 0CTET
STRING

CootsercrByer aaropurmy belt-mac256
[Tapamerpbl He 3aa10TCs

W nenTidukaTop onpejensger HeCTPYKTYPUPOBAHHBIE JaHHbBIE
Jaunubie, 3akojuposanubie Turiom OCTET STRING
Hmuroscraska, OCTET

STRING

npeacraB/JIeHHAsl 3HAYUEHWEM  TUla
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J1.6.2 Kpunrorpacgudeckoe coobuieame IEncrKeyADTest

OcHoBaHO Ha Ga30BOM COOOIIEHHUHU.
ConepKUT W3MeHeHHOe 3HaYeHne KOMIIOHEeHTa
AuthenticatedData.recipientInfos.ktri.encryptedKey.

1.6.3 Kpunrorpadgpudeckoe coobuieame IMacADTest

OcuHoBano Ha 6a30BOM COOOILICHUMU.
ComepKuT u3MeHeHHOe 3HadYeHre KoMioHeHTa AuthenticatedData.mac.

1.6.4 Kpunrorpadpudeckoe coobimernune I'VersionADTest

OcuHoBano Ha 0a30BOM COOOIICHUMN.
3nauenne koMmmonenTta AuthenticatedData.version: 5.

J1.6.5 Kpunrorpadgpuueckoe coodbmernmne IKEAlIgId ADTest
OcHoBaHO Ha Ga30BOM COOOIIEHHUH.
3HaveHne KOMIIOHEHTA,

AuthenticatedData.recipientInfos.ktri.keyEncryptionAlgorithm.algorithm:
1.2.112.0.2.0.34.101.45.21.

J1.6.6 Kpunrorpadguueckoe coobmieame IMacAlgldADTest

OcuHoBano Ha 6a30BOM COOOIICHUMU.

Snavenue KOMIIOHEHTa AuthenticatedData.macAlgorithm.algorithm:
1.2.112.0.2.0.34.101.31.43.

J1.6.7 Kpunrorpadmueckoe coobmienne VAttrADTest

OcuHoBano Ha 0a30BOM COOOIICHUMN.

Conepkur Heobs3aTeIbHBIN KOMIOHEHT AuthenticatedData.digestAlgorithm, xkomro-
HEHTBI KOTOPOTO MMEIOT 3HAYeHUsI:

AuthenticatedData.digestAlgorithm.algorithm — 1.2.112.0.2.0.34.101.31.81;

AuthenticatedData.digestAlgorithm.parameters — NULL.

Comepxut Heobs3aTenbHBINN KOMITOHeHT AuthenticatedData.authAttrs c arpubyramun
«THII COJIEPKUMOT0» U «X3II-3HAYCHUE».

J1.6.8 Kpunrorpacduueckoe coobmenue IDigAlgADTest

OcuoBano Ha coobmiennu VAttrADTest.

Snavenne KOMIIOHEHTa AuthenticatedData.digestAlgorithm.algorithm:
1.2.112.0.2.0.34.101.31.53

1.6.9 Kpunrorpadpudeckoe coobuierme [Attr ADTest

OcnoBano Ha coobmennu VAttrADTest.
Conepxur N3MEHEHHOe 3HaYeHne arpubyra «XAII-3HAYCHUE» KOMIIOHCHTA
AuthenticatedData.authAttrs.

.7 Kpunrorpadbudeckue coobiiieHns ¢ ayTeHTU(UITMPOBAHHBIMI KOHBEPTO-
BAaHHBIMHI JTaHHBIMUI

J1.7.1 Kpunrorpadpudeckoe coobimerne VAEDTest

dBistercs 6a30BBIM KpUNTOrpahHIECKIM COODIIIEHUEM.
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Nmeer ciejytomme 3Ha4eHUsT OCHOBHBIX KOMIIOHEHT:

‘ Kowmmonent coobmmennst mmm tuir ASN.1 | 3HadeHne KOMIOHeHTa ‘ [Noscuenna
ContentInfo
contentType 1.2.840.113549.1.9.16.1.23 | Unentudukarop oupeaesiser ay TeHTHMUIIPOBAHHBIE KOHBEPTO-
BaHHbIC JTaHHBIE
AuthenticatedData Jlannble KOHTeitHEpa, ONpeaesgIoNue ayTeHTHMOUINPOBAHHbIC
KOHBEPTOBaHHbIE JaHHbIE
version 0 Bepcust 1 cunrakcuca
recipientInfos Wudopmarust, cBs3aHHAs C MOy IaTeIeM
ktri Vcnob3yercs TpaHCIOPT KJII0Ya
version 0 Howmep Bepcun curaxcuca
rid {Onpc;mn('HHoo Ima‘mHlxm} CoepKuT 3HaueHne KOMIoHeHTa issuerAndSerialNumber
keyEncryptionAlgorithm
algorithm 1.2.112.0.2.0.34.101.45.41 Coorgercrryer anropntMy bign-keytransport
parameters NULL [Tapamerpsl He 3a/1a10TCS
encryptedKey {Onpenenennoe sHavenne} | 3amuImeHHbl KT04, MpeICTABICHHbINH 3HavueHneM Tuma O0CTET
STRING
authEncryptedContentInfo
contentType 1.2.840.113549.1.7.1 U enTidukarop onpejesisier HeCTPYKTYpPUPOBAHHBIE JAHHBIE
contentEncryptionAlgorithm
algorithm 1.2.112.0.2.0.34.101.31.63 CooTBercTByeT anroputmy belt-datawrap256
parameters 0123456789abedef Cunxponocsuika, npegcrasiennag Tunom 0CTET STRING
encryptedContent {Onpenenennoe 3nauenne} | 3amudpopannbie gaHHBIE «contenty, mpPeCTABIEHHBIE THIOM
OCTET STRING
mac {Onpegeneﬂﬂoe ISHa‘IeHI/Ie} VmuToBcTaBKa, mpejacraBieHHas 3Hadenmem Ttuna OCTET
STRING

H.7.2 Kpunrorpadguueckoe coobuieHue IEncrKey AEDTest

OcuoBano Ha 0a30BOM COOOIICHUN.
CoziepKUT U3MEHEHHOE 3HAYeHNEe KOMIIOHEHTA
AuthEnvelopedData.recipientInfos.ktri.encryptedKey.

1.7.3 Kpunrorpadpudeckoe coobinernne IMacAEDTest

OcHoBaHO Ha 6a30BOM COOOIIEHHUH.
ConepKUT W3MeHeHHOe 3HadeHne KoMInoHeHTa AuthEnvelopedData.mac.

J.7.4 Kpunrorpaduueckoe coobiiernue IVersion AEDTest

OcHoBano Ha 6A30BOM COOOIIEHUH.
Snauenmne komnoneHnTa AuthEnvelopedData.version: 5.

H.7.5 Kpunrorpadpuueckoe coodbmieaune IKEAIgId AED Test

OcuoBano Ha 0a30BOM COOOIICHUMN.

SHaveHne KOMIOHEHTA

AuthEnvelopedData.recipientInfos.ktri.keyEncryptionAlgorithm.algorithm:
1.2.112.0.2.0.34.101.31.81.

1.7.6 Kpunrorpaduueckoe coobiieane IAEAlgld AEDTest
OcHoBaHO Ha 6a30BOM COOOIIEHHUH.
3HaveHne KOMIIOHEHTA,

AuthEnvelopedData.encryptedContentInfo.contentEncryptionAlgorithm.algorithm:
1.2.112.0.2.0.34.101.31.81.
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H.7.7 Kpunrorpacgpuueckoe coodbmieame VAttrAEDTest

OcHoBaHO Ha Ga30BOM COOOIIEHHUHU.
Conep:xkutr HeobOsg3aTebHBIM KoMmoHeHT AuthEnvelopedData.authAttrs ¢ arpubyTom
«THII COIEPIKUAMOTO.

J.7.8 Kpunrorpadgudeckoe coobuiermne [Attr AEDTest

OcunoBano Ha coodbmennu VAttrADTest.
Cogep:KuT  M3MEHEHHOE 3HauYeHue arpubyra  «THUI  COAEPXKUMOIO»  KOMIIOHEHTA,
AuthenticatedData.authAttrs.
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