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1 HopmaTuBHBIE CCHLIIKU

B HacrosmeM T0KYMEHTe HCIOJIb30BAHBI CCHLIKU HA, CJEIYIONIHEe CTAHIAPTHI:

CTb 34.101.27-2022 «1ndopmanuonnble TeXHOJIOTUHA U He30macHocTh. CpencTBa KPUITO-
rpaduveckoii 3amuThl nHMoOpManuu. TpeboBannst 6€30IACHOCTH .

CTb 34.101.31-2020 «uadopManuoHHble TEXHOJIOIUA 1 0€30IMACHOCTh. AJITOPUTMBL IIHd-
POBAHUS U KOHTPOJIS IEJTOCTHOCTH .

CTb 34.101.45-2013 «MudopMannoHable TEXHOJOTHH U 0€30IacHOCTh. AJITOPUTMBI 3JI€K-
TPOHHOM 1HdPOBOH MOANMKCH W TPAHCIIOPTA KII0Ya HA OCHOBE 3/LTHITUICCKUX KPHUBBIX>.

CTb 34.101.65-2014 «NudopMmalinoHabie TEXHOJIOTHH U 6€30macHOCTb. [IpoToKoT 3amuThl
TpaHcnopTHOro yposHs (TLS)».

CTBb 34.101.77-2020 «Mudopmanuonuble TeXHOJIOIUN U Oe3omacHocTh. Kpunrorpadude-
CKHe aJITOPUTMBI HA OCHOBE Sponge-yHKIHT ».

2 Tepmunsbl, 0003HAYEHNS U COKPAITEHUS

B nacrosmem qokymMenTte mpuMmeHsoTcs Tepmuabl n obo3nadennst CTH 34.101.65, a Takzxke
CTIeTYIONTNe COKPAIeHNS:

ECIIJI eamHas cucremMa mpoOrpamMMHOM JTOKYMEHTAINH;

TLS transport layer security (3amura TPaHCIIOPTHOTO YPOBHS).

3 OO0beKT u 1eJib UCIIbITAHUIA

Ha ucnwitanust mpemocTaBisercss mporpaMva, peasusyomaa mnporokon TLS cormacao
CTB 34.101.65. Tlenno ucnbTaHuil ABASETCS MPOBEPKA COOTBETCTBUS PeATU3ANUN TPOTOKO-
aa TLS tpeboanusm CTH 34.101.65.

[Henbro ucmbITaHWil SIBJISETCS TTPOBEPKA COOTBETCTBUA MpoToKoaa TLS, peanmu3oBanuoro B
obbexTe ucnuitannii, TpedoBanusym CTH 34.101.65.

4 TpeboBaHuUs K O0ObEKTY MCHBITAHUIA

[Iporpamma o6bekTa MCHBITAHUN TOJIZKHA PeaJn30BBIBATh HpoToKoa TLS ¢ kpumnronabo-
pom TLS_DHE_BIGN_WITH_BELT_CTR_MAC_HBELT. IIporpaMma MOXKeT JONOJHHATEILHO PeaJn30-
BBIBATH MpoToKoa TLS ¢ oguuM miim HeCKOJIbKHMHU KPUITOHAOOPAMHU U3 CJIEAYIONIETO CIIUCKA:

— TLS_DHE_BIGN_WITH_BELT_DWP_HBELT;

— TLS_DHT_BIGN_WITH_BELT_CTR_MAC_HBELT;

— TLS_DHT_BIGN_WITH_BELT_DWP_HBELT;

— TLS_DHE_PSK_BIGN_WITH_BELT_CTR_MAC_HBELT;

— TLS_DHE_PSK_BIGN_WITH_BELT_DWP_HBELT;

— TLS_DHT_PSK_BIGN_WITH_BELT_CTR_MAC_HBELT;

— TLS_DHT_PSK_BIGN_WITH_BELT_DWP_HBELT.

[Iporpamma J0/I2KHA Peain30BBIBATh KJIHEHTCKYI0 dacTh TLS, cepBepHyio yacTh uiau obe
qactu. [IporpamMmma nmogjep:kuBaTh, M0 KpaiiHeil Mepe, OnIWH U3 ypoBHe# cTofikocTn: 128, 192
nim 256.

K nporpamme o6beKTa HCIIBITAHUH ITPEAbSIBAAIOTCS CJIEIYIONIe TPeOOBAHUI, O IeKAIINe
MpOBepKe BO BpeMs MPOBeIeHNA UCIIBITAHWI:
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— B IporpaMme JIOJ2KeH ObITh TOYHO U MOJHO peasin3oBan mporoko1 TLS ¢ 3asBiennbivMu
KPUIITOHADOpAMU;

— Lporpamma He JIOJIZKHA COJepzKaTh HEJOKYMEHTUPOBAHHbIE BO3MOXKHOCTH.

Jokymenranus Ha OObEKT UCIBITAHUN JTOJZKHA BKIIOYATH JOKYMeHTHl «Creruduramnmss,
«TekcT nporpaMMbly» U MOXKeT BKJIIOYATH JOKyMeHThl «Onucanue nporpaMMbiy, « PykoBoacTBo
HpOrpaMMuUCTay M JIpyrue JOKyMeHTbl. JlokyMeHnranus MoxeT ObITh pa3padoTaHa B COOTBET-
crBum ¢ TpeOOBAHUAME €HOM cucreMbl nporpamvHuoiil gokymenrarun (ECIT).

5 CpeacTBa U MOPAA0K NCHBITAHUINI
5.1 OO0mmne cBeaeHns

WcnbiTanus mporpamMMbl COCTOAT U3 TPEX ITAIOB:

1 AnHaan3 JOKyMEHTAIUH.

2 TecTupoBanue mpoOrpaMMbI.

3 AHamn3 MCXOMHBIX TEKCTOB MPOTPAMMEBIL.

Brimosinenue 3tama 1 OCyIIECTBISETCS SKCHEPTAMU 110 aHAJIM3Y JOKYMEHTAIMH, BBITIOJI-
HEHUe 3Tana 2 — IKCIEepTaMH 10 TEeCTHPOBAHHIO, & BBIMOJHEHUE 3Tala 3 — KCIepTaMu Mo
aHa/IN3y MCXOJHBIX TEKCTOB. K MPOBEICHUIO MUCHBITAHUI JIOJIZKHO OBITH MPHUBICYECHO HE MEHee
JIBYX 9KCIEPTOB MO aHAJIN3Y MCXOJIHBIX TEKCTOB M OJIMH WK OOJIee IKCIEPT 1o TecTupoBanuio. K
aHa/ N3y JIOKYMEHTAIUU JIOJIZKEH OBITh ITPUBJICYEH, TI0 KpaiiHeil Mepe, OJIMH SKCIIEePT N0 aHAJTU3Y
UCXOJIHBIX TEKCTOB IPOTPAMM.

[To pe3yabTraTam BLITIOJTHEHUS 3TAlla UCIBITAHUNE dKCHEPT 0POPMIISeT POTOKOJI Pe3y/IbTa-
TOB POBEPOK: MIPOTOKOJI AHAIN3A JOKYMEHTAIMH, TTPOTOKO/I TECTUPOBAHUS, ITPOTOKOJI aHATIN3A
HCXOMHBIX TEKCTOB. B MPOTOKOJIE 3KCIEPT Je1aeT BhIBOJ O COOTBETCTBHHU (He COOTBETCTBUH) TTPO-
rpammbl TpeboanusiMm CTH 34.101.65. B npoTokosie epeduc/isioTcss peajn30BaHHbIe KPUIITO-
Habops! porokosia TLS, mogaepxuBaeMbie CTOPOHBL U yPOBHE cTOKOCTH. [IpuMepsr ohopmie-
Hust npoTokosoB npusoaarcs B npmioxenusx [A] [B] [Bl Jomyckaercs odopmmenus mporokonos
B WHO# popMe, HO ¢ 00A3aTe/IbHBIM YKa3aHUeM Pe3yJIbTAaTOB MO KaXKJI0H ITPOBOJIMMOI ITPOBEPKE
1 BBIBOJIA O COOTBETCTBUU (HE COOTBETCTBHN).

Ecyin B uctbiTyeMoil iporpaMme UCHOIB3YIOTCH Peau3aliii TPOTOKOJIA WU CYyOIPOTOKO-
qoB CTB 34.101.65, KoTophie B cOCTaBe APYTUX MPOTPAMM HMEIOT JTeHCTBYIOMNE CePTH(UKATHI
coorBercTBus TpeboBarusm CTH 34.101.65, To mpoBepKHu 1O TECTUPOBAHUIO U AHAJIW3Y HCXOJI-
HBIX TEKCTOB JIjI JIAHHBIX pean3alnii MOryT He MPOBOIUTHCA. [Ipu 3TOM JJIst IO/ ITBEPK IeHUS
cooTBeTcTBUs 00beKkTa uctbiTanuit rpeboBanusm CTH 34.101.65 skcieprom oopmasieTcs: mpo-
TOKOJI TPOBEPKHU COBMAJIEHNST KOHTPOJIBHBIX XapaKTepUCTUK (Xam-3Hadennit) daiinios peannsa-
IUU UCTIBITYEMOI TPOTPAMMBI C KOHTPOJBHBIMEU XapPaKTEPUCTHKAMU COOTBETCTBYIOIMNX (hail/IoB,
YKa3aHHBIMH B cepTudUKaTaX COOTBETCTBUS.

Ha ocHoBanum npoToOKOJIOB Pe3y/IbTaTOB MPOBEPOK O(POPMIISAETCS ITPOTOKOJ UCTBITAHUIA,
0000IAIONIHNIT Pe3yAbTaThl UCHBITAHUNI MTPOrpaMMbl. B TIpOTOKOJI€ UCHBITAHUN BBIBOJ O COOT-
BercTBun nporpammvbl TpeboBanmam CTHB 34.101.65 genaercst Torga u TOJMBKO TOTJIA, KOTIA
BBIBOJI O COOTBETCTBHE COJICPIKUTCH BO BCEX MPOTOKOJIAX PE3YIbTATOB MpoBepoK. Odopmienne
IPOTOKOJIA MCIBITAHUN MPOBOAUTCS B COOTBETCTBUU C TPEOOBAHUAME TEXHHUYECKIX HOPMATUB-
HbIX mpaBoBbix akToB (THITA) B obactu ceprudukanum npogyKIUu, a TaKzKe JTOKYMEHTAIUH,
IpPUMEHAEMOIl B UCIILITATEILHON JIA00OPATOPHH.
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Peasimzanusi B nporpaMMe KaxkJOro KpulTorpaguieckoro ajaropurMa, UCIOJb3yeMoro B
uporokosie TLS, npeaBapure/ibHO TOKHA TPORTH YCIENIHBIE UCHBITAHUS [0 COIJIACOBAHHOM €
Opranom 1o ceprudukalum METOIUKE UCIBITAHUI.

UcubiThiBaeMas 1porpaMma MOKET He IOJJIePKUBATH Heobda3aTe/IbHbI (PYHKIIMOHAI,
oupegesnennpiii B CTH 34.101.65 (manpumep, ucno/b30BaHue KpHITOHAOOPOB, PEAU3YIOMINX
mexanu3m PSK). TIpu srom cyzkenune nporpaMmoii 00si3aresbHOro yHKIMOHAA, OIPE/eJIeHHO-
ro B8 C'TB 34.101.65, ne mgomyckaercs.

5.2 AmnHajau3 DOKyMeHTalluun

DKCIepT IPOBOANT AHAJNU3 JOKYMEHTAIMH IIyTeM IPOBEPKH COOTBETCTBUS ITOKYMEHTAIUN
nporpamme 00beKTa UenbplTanuii. Takoil aHaIM3 COCTOMT B IIOJYYEHHUH SKCIEPTHLIX 3aKJII0Ye-
HUi, KACAIONIMXCS IIPOBEPKH CJICAYIOMNX JOKYMEHTOB:

— cnenuduxanus (em. n. [6.1.1));

— rekceT nporpammsl (em. 1. [6.1.2));

— omucaume MporpaMmbl (cM. 1. [6.1.3);
— PYKOBOJCTBO mporpammucta (eM. 1. [6.1.4]).

Anamms gokymenToB «Onucanne IporpaMMbly U «PYKOBOICTBO IIpOrpaMMUCTa» IIPOU3BO-
JUTCS B CAydae WX HAJUYIHS.

5.3 TectupoBanue

DkcnepT mpoBoauT TecrupoBanue nporokoaa TLS. Tectuposanue kimenTa (cepsepa) co-
CTOUT B YCTAHOBKE COEJMHEHHS C STAJOHHBIM CePBEPOM (KJIMEHTOM) W Tepejadr JaHHBIX 110
9TOMY COEJIMHEHUIO. TecTHpoBaHUE 3aBEPIIEHO YCIEITHO, eCJU COeJUHEHNe YCTAHOBJICHO W IO
HEMY KOPPEKTHO TepeIaHbl JaHHbIe.

TecrupoBanue nMpoBoAUTCS JANOO JIOKAJILHO, MO0 yaaJjerHo. [Ipn jokajabHOM TecTupoBa-
HUU UCITBITYEMBbIHl KJIMEHT U STAJOHHBIH cepBep JIMOO UCIBITYEMbIil CepBEP U STAJOHHBIH KJINEHT
pa3MenialoTcsd Ha OJHON pabodeii ctantuu. [Ipu yaajseHHOM TeCTUpOBAHUM — Ha pa3HbIX pabo-
YUX CTAHIUAX, CBA3aHHBIX ceThio HTEpHeT.

TectupoBanue NpOBOAUTCS CO CJACAYIONUMHU MTapaMeTPaMu:

— THUI TeCTHPOBAHUsI: JIOKaJIbHOE, yaaaeHHoe (depe3 VIHTepHeT);

— TecTUpyeMas pPoJb: cepBep, KJINEHT;

— HCHOJIb3YeMblil KPUIITOHADOD;

— ypoBeHb cToiikocTn: 128, 192, 256;

[Ipu ycrentHom BBIMOJTHEHUH TeCT Bo3BpamaeT npusnak YCIEX, nnadye — OUUBKA. Ecyin ipu
TECTUPOBAHUU MPOTPAMMBI JIJII HEKOTOPBIX BXOJHBIX 3HAYECHUI TOJIYUIEHBI Pe3yIbTATH OT/INY-
HBIE OT OXKHUJAEMBIX, TO JKCHEPT 110 TECTUPOBAHUIO JOJIKEH YKa3aTh 3TU BXOJIHBIE 3HAUCHUS
NporpaMMbl U Pe3yJIbTaT ee paboThl, a TaKzKe, M0 TPeOOBAHUIO, PE3Y/IbTATH MPOMEZKYTOTHBIX
BBIYHUCICHUI KCIepTaM 10 aHAJIN3y UCXOJHBIX TEKCTOB.

5.4 AHaau3 UCXOOHBIX TEKCTOB

DKCIePT IPOBOIUT aHAJIN3 UCXOJHBIX TEKCTOB IIyTEeM IIPOBEPKU KOPPEKTHOCTH PeaTn3aIin
B ncnbiTyemoit mporpamme mporokosa TLS CTB 34.101.65. Takoii anaan3 COCTOUT B HOJIY YeHUH
SKCIEPTHBIX 3aKJIIUYEHNH, KACAIONIIXCSI:

— KODPPEKTHOCTH MCIOJIb30BaHUs KPUNTOrpadbuIecKux aJropuTMoB (CM. II. ;

— KODPEKTHOCTH YIDPABJIEHUS] CEKPETHBIMH JAHHBIMEH (CM. II. ;
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— KODPEKTHOCTH peasm3anuu cybuporokosa Record (em. . ;

— KOppeKTHOCTH peanusanunu cybuporokona Handshake (em. 1. [6.4.4));

— KoppekTHOCTH peasm3anuu cybuporokosa Change Cipher Spec (em. 1. ;

— KOppeKTHOCTH peanusannn cybuporokoa Alert (em. . [6.4.6));

— KOPPEKTHOCTH 0OPabOTKH UCKJIOYUTEIbHBIX CHTYAIHHA (CM. II. ;

— OTCYTCTBHS HEJOKYMEHTUPOBAHHBIX Bo3MozkHOCTeil (M. 1. [6.4.8).

[Ipu aHa/IM3€e HCXOMHBIX TEKCTOB IPOBEPKH U3 BHIIIECYKA3AHHBIX IYHKTOB BBIIIOJTHSIOTCS /15T
BCEX PEAJTM30BAHHBIX KPUITOHAOOPOB U BCEX MOJJIEPKUBAEMBIX CTOPOH U YPOBHEH CTOIKOCTH.
[Ipu BBIIOIHEHUH TTPOBEPOK CJIEAYET YINTHIBATH PEKOMEH AN 110 AaHAJM3Y HCXOAHBIX TEKCTOB
nporpamm, onpejaeseransie B npuiaoxkennn B CTh 34.101.27.

6 MeToabl NCIIbITAHUI
6.1 Amnanu3 DOKyMeHTAIun

6.1.1 JJdoxyment «Cnemudukamnms»

[Ipu anamm3e qokymenta «Crenudukamnusy SKCIEPT MPOBEPSET, 9TO B HEM YKA3aHBI KOM-
MOHEHTHI U JOKYMEHTAIUS, TPEJCTABIseMble HA MCITBITAHUA.

Ecan nokyment «Crnenucdukarnusi» pazpadoran B coorsercTsun ¢ Tpedboanusymu ECII/I, To
9KCIIEPT MPOBEPSIET, 4TO comep:kanne u opopmienne nokymenta coorsercrsyer ['OCT 19.202.

6.1.2 JlokymeHT «TeKCT mporpaMmsI»

[Ipu anaiuze jpokyMenTa «TeKCT IpOrpaMMbly IKCIEPT ITPOBEPLET, YTO UCXO/HBIE TEKCThI
IpOrpamMMbl, peau3yoriue npoTokos TLS, mpegcraBienbl MOJMHOCTBIO U B BHJIE, KOTOPBIH UC-
OJIb30BAJICA NPH COOPKE TTPOTPAMMDBI.

Ecim pokyment «Tekcr nporpamMMmbly pa3padoTaH B COOTBETCTBUH C TPEeOOBAHUSIMU
ECII/I, To skcuepr mpoBepsier, 9TO coieprkKaHune u opOpPMICHHE TOKYMEHTAa COOTBETCTBYET

rocCT 19.401.

6.1.3 Jokyment «Omnucauume mmporpaMmbi»

[Ipu ananuse mokymenTa «Omnucanue IPOrpaMMbly SKCIEPT ITPOBEPsIeT BBIMOJTHEHUE CJie-
AYIOIMKUX TpeboBaHMUiL:

— B JIOKYMEHTe JOJIZKHa OBITh YKaszaHa wHMOpMaIus, 0JHO3HAYHO UIACHTH(MUITIPYIONIAs
BBI3BIBAEMbIE CTAHAAPTHBIE (GDYHKINY (BepCHsi KOMIIISATOPA, UCIOIb3YeMble CTAHIapTHbIE OUb-
JMOTEKH W T.II.);

— JOKYMEHT JIOJIZKEH OIpeIe/IATh MPOrpaMMHbBIe MOILY/IN, peau3yomiue nporokoa TLS;

— OIHCAHHe TPOrPpaMMBbl B TePMUHAX MPOTPAMMHBIX MOIYJIeil TOJXKHO COOTBETCTBOBATH
HUCXOJTHBIM TEKCTAM IPOTPAMMEBI.

Ecim moxyment «Omuucanue mporpaMMbly pa3pabOTaH B COOTBETCTBUH C TPeOOBAHHSIMU
ECII/, To sKkcuepT mpoBepgeT, YTO coiepzKamHue U odOopMIeHHe TOKYMEHTa COOTBETCTBYET

rocCT 19.402.

6.1.4 J[dokyment «PyKoBO/CTBO mporpamMMmucTas

[Ipr anaanse moKyMeHTa «PyKOBOICTBO mMpOrpaMMHUCTay IKCIEPT MPOBEPsIET BHIIOJHEHHE
CJeIYIONIUX TPpeOOBAHHMIA:

— JOKYMEHT JOJI:KeH COIep:KaTh OIUCAHNE BCeX JOCTYIHBIX /I BBI30Ba (DYHKIIMIA, peasin-
3ytomux nporokoa TLS;
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— onucanue HyHKIMIA, peayn3yomux nporoko TLS, u ycioBus ux ncno/ib30BaHus 107K~
Hbl COOTBETCTBOBATH MCXOJHbIM TEKCTAM HPOIPAMMBbI.

[Ipu onucanuu B JOKyMeHTAIMU (DYHKIMIT JIOJIZKHBI BBIIOJHATHCH CJIE/YIONUE YCIOBUS:

— KaxJas PYHKIU JOJIZKHA UMETh OIIUCAHUe Ha3HAYEHUS;

— KaxKJplil napaMerp (pyHKIMYU JI0JI2KEH UMeTh OLMCAHUe HAa3HAUYEeHUs, TUIIA U, IIPU HEOD-
XOJIUMOCTH, JIMAlla30Ha JONYCTUMbIX 3HAYEHU;

— Kaxjas (QYHKIM JIOJIZKHA UMETh OINKMCAHUE BO3BPAIIAEMOI0 pPe3yJibTara ¢ yKazaHueMm
THIIA;

— Kaxjas QYyHKIUA JOJIZKHA UMETh OIIUCAHNE YCJIOBUM, IPU BBIIIOJHEHUN KOTOPBIX B X0OJI€
paboThl (PYyHKIUKU MOTYT BOBHUKATH OMIMOOYHBIE CUTYalllK, TPeOyIolue clenuaibHoi oopadoT-
KU;

— B CJIydae eCJH Ipu peanusamnuu mporokosa TLS ucmosnb3yerca 6ostee 0aHON M0CTYITHOM
JIJIsT BBI30Ba, (DYHKITMH, JOJIZKHBI ObITh yKA3aHbI MOPSIOK U YCJIOBUS BHI30BA JAHHBIX (DYHKIIHIA.

Ecyim nokymenTt «PykoBojcTBO iporpaMMucTay paspadoTan B COOTBETCTBUU ¢ TpebDOBaHU-

svu ECTT/I, To sxkcnepT nmpoBepsiet, 9To cojepkanue u 0(popMIeHre JTOKYMEHTa COOTBETCTBYET

rocCT 19.504.

6.2 TectupoBanue
6.3 OO0imue ceeaeHUuda

[Ipu BBINOJTHEHUH TECTHPOBAHUS UCIIOAB3YIOTCS NPOIPAMMBI ONMUCAHHBIE B pujoxkenun [[]
Jlns recTupoBaHus KJIHEHTa COOTBETCTBEHHO HMCIIOJIB3YeTCsl TOJBKO Iporpamma ceppepa (CM.
nupuiozkenne [.2). Jlag TecTupoBaHus cepBepa MCMOJIB3YeTCsl KAK IPOrpaMMa K/JIHEHTa (CM.

nupuiozxenne [[.3) Tak u cepsepa.

6.3.1 JlokambHOe TecTupoBaHue mporokosa TLS

JIoKaJIbHOe TeCTHPOBAHUE KJIMEHTa MPOBOJUTCS KazKI0ro Habopa mapaMerpoB X.y.z (X —
TeCTUpYeMasi PoJib, § — KPUITOHAOOD, Z — YPOBEHb CTOMKOCTH) B COOTBETCTBHUH ¢ TaOIHIIEil .
Ecmm x = xnueHT, TO BBIOMHAETCA CJIETYIONIAN TECT:

Tect Local.client.y.z

1 Crenepuposath K04 priv.key u cepruduikar cert.pem cepBepa HCIOJIb3Ys KPUBYIO
Bign ¢ ypoBHeM CTONKOCTH Z CJIEIYIONIUM CIIOCODOM:

$ openssl genpkey -algorithm bign -pkeyopt params:bign-curve
<2*z> -out priv.key

$ openssl req -x509 -subj "<subj>" -new -key priv.key -nodes
-out cert.pem

2 BamycruTh cepsep 1o ajgpecy host:port (manpumep 127.0.0.1:443) npu HCHOIb30Ba~
HUU KpuUnToHabopoMm y Mexanusma DHE_BIGN, DHT _BIGNwusm DHT_PSK_BIGN, ciejytormeii

KOMaHOM:

$ openssl s_server -accept <host:port> -cipher <y> \
-cert cert.pem -key priv.key -tlsl_2

[To HEOOXOAMMOCTH YKa3BIBAIOTCS JOMOJHUTETbHbIE TTapamMeTphl -psk, -psk_identity
u -psk_hint. Ecom kpuntonabopom y ucmnomab3yercsa MexanusM DHE_PSK_BIGN cepsep
3aIyCKaeTcd KOMaHIOM:
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$ openssl s_server -accept <host:port> -tlsl_2 \
-psk <psk> -psk_hint <hint>

BoxMozkaBIE 3HAUEHNS TapaMeTPOB:

- <psk> — cekper, J06ast cTpoka B miecTHaIarepudHoM Buie (1£2f3f);

- <hint> — Homep cexkpera.

3 TectupyeMbIM KINEHTOM MOAKIIOUATHCI K CepBepy 10 ajipecy host:port.

4 Bosspatuth YCIEX, ecyi coeIMHEHNE YCTAHOBJIEHO U Iepeiada JaHHBIX MPOIILIA YCITell-
HO.

5 Bosspatuth OLIUBKA.

Ecau x = cepsep, TO BBIIOJIHAETCH CJIeJIYIONINI TecT:

Tect Local.server.y.z

1 TomkM0unuThCd K TECTUPYEMOMY CEPBEPY PaCIOJJIOKEHHOMY 1O ajpecy host :port uc-
MOJIb3y4d KPUBYIO CUrve ypPOBHA CTONKOCTH Z CJCAYIONEH KOMaHION:

$ openssl s_client -connect <host:port> -cipher <y> \
-curves bign-curves<2*xz> -tlsl_2

[To HeOOXOMMMOCTH YKA3BIBAIOTCS AOMOJTHUTETbHBIE TTapaMeTphl -psk, -psk_identity.
2 Bozspatuth YCIEX, ecaiu coeIMHeHNE YCTAHOBJIEHO U TTepe/iada JAHHBIX MPOTILIa YCITe-
HO.

3 Bossparurh OLUBKA.

Tabsmmma 1: JlokaabHoe TecTupoBaHme

Ponv | Kpunronabop YPpoBeHb CTORKOCTH
TLS_DHE_BIGN_WITH_BELT_CTR_MAC_HBELT 128, 192, 256
TLS_DHE_BIGN_WITH_BELT_DWP_HBELT 128, 192, 256
TLS_DHT_BIGN_WITH_BELT_CTR_MAC_HBELT 128, 192, 256
TLS_DHT_BIGN_WITH_BELT_DWP_HBELT 128, 192, 256

Kauenr
TLS_DHE_PSK_BIGN_WITH_BELT_CTR_MAC_HBELT 128, 192, 256
TLS_DHE_PSK_BIGN_WITH_BELT_DWP_HBELT 128, 192, 256
TLS_DHT_PSK_BIGN_WITH_BELT_CTR_MAC_HBELT 128, 192, 256
TLS_DHT_PSK_BIGN_WITH_BELT_DWP_HBELT 128, 192, 256
TLS_DHE_BIGN_WITH_BELT_CTR_MAC_HBELT 128, 192, 256
TLS_DHE_BIGN_WITH_BELT_DWP_HBELT 128, 192, 256
TLS_DHT_BIGN_WITH_BELT_CTR_MAC_HBELT 128, 192, 256

. TLS_DHT_BIGN_WITH_BELT_DWP_HBELT 128, 192, 256

®PBCP | 115 DHE_PSK_BIGN_WITH_BELT_CTR_MAC_HBELT 128, 192, 256
TLS_DHE_PSK_BIGN_WITH_BELT_DWP_HBELT 128, 192, 256
TLS_DHT_PSK_BIGN_WITH_BELT_CTR_MAC_HBELT 128, 192, 256
TLS_DHT_PSK_BIGN_WITH_BELT_DWP_HBELT 128, 192, 256
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6.3.2 VYpamenHoe TecTmpoBaHHe ITpoTokoga TLS

YjaneHHoe TecTUPOBaHUE KJIMEHTA IIPOBOJMUTCH IS KarKJI0ro Habopa IapaMerpoB X.y.z
(x — TecTUpyemasi poJib, y — KPUIITOHAOOP, Z — yPOBEHb CTOHKOCTH) B COOTBETCTBUH ¢ TabJIH-
ueii 2

g TectupoBaHuMs KJMeHTa HOTpedyercs Opaysep, IHOJIEePKUBAIONIAI KPUIITOHADODI
CTBb 34.101.65. Bpayzep Epiphany moxker ucnosb3oBarbes Jijisi Takoit mogaep:xkku. [Ipomecc
ero cOOpKHU, TOJBKO JJIsd ITAJIOHHOI'O KJIUEHTA OlKUCAH B HPUJIOKEHUT

Ecyin x = RIMEHT, TO BHILIOJHAETC CJAEAYIONUN TeCT:

Tect Remote.client.y.z

1 OrkpoeITh Opay3ep Ha TECTHPYEMOM KJIMEHTE, IO/IEPXKUBAIONEM KPUITOHAOOPI
CTb 34.101.65.

2 3amycTuThb STAIOHHBI cepBep B COOTBeTCTBUH ¢ mpusoxkenuewm [[.2]

3 B azpecnyio cTpoky 6pay3epa BBECTH aJIpec 3TAJOHHOIO CepBepa ¢ IOPTOM PaBHBIM:
— 8443, ecnim <y> — TLS_DHE_BIGN_WITH_BELT_CTR_MAC_HBELT;

— 8444, eciim <y> — TLS_DHE_BIGN_WITH_BELT_DWP_HBELT;

— 8445, ecim <y> = TLS_DHT_BIGN_WITH_BELT_CTR_MAC_HBELT;

— 8446, ecim <y> = TLS_DHT_BIGN_WITH_BELT_DWP_HBELT.

4 Bosspatuth YCIEX, ecau B nosie Current Ciphersuite oroOpazkeH KPpUITOHAOOD .
5 Bossparuth OLIUBKA.

Eciau x = cepsep, TO BBIIOJIHAETCH CJIeJIYIONINI TecT:

Tect Remote.server.y.z

1 Cobparb 3TaJ0HHOIO KJIHEHTA B COOTBETCTBUH C MPHIOKEHUEM

2 OTKpbITH Opay3ep STaJOHHOIO KJIMEHTA.

3 3amycTHTD TAJOHHBI cepBep B COOTBETCTBHE ¢ mpuioxkenuewm [[.2]

4 B agpecnyio cTpoky Opays3epa BBECTH aJpec 3TAJOHHOTO cepBepa ¢ IMOPTOM PaBHBIM
443.

5 B TekcToBoe Mmojie mOJIy4YeHHONH BeO CTPAHHIIBI BBECTH aJipec TECTHPYEMOrO cepBepa,
UCIOJIB3YIONEr0 KPUBYIO CTORKOCTH < 7>, U HayKaTb KHONKY Test cTpaHUIIbI.

6 /g kaxkmoro xpumnronabopa Oyuer orobparkeHa mHbOPMAIUS B BUJE: 3€JIEHON ra-
JIOUKH WJIM KPACHOI'O KPeCcTa, CUTHAJIUUPYIOIIMX COOTBETCTBEHHO O IOJIEPKKE JTAHHOIO
kpuntoHabopa. Bossparuts YCIEX ecsin HApOoTHB KPUNTOHAOOPa ¥ 0OTOOparyKeHa 3eJleHasd
rajiouka.

7 Bosspaturh OLIUBKA.

10
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Tabuuna 2: YiaieHHOe TeCTHPOBaHHE

Ponbp | Kpunronabop VpoBeHb CTORKOCTH
TLS_DHE_BIGN_WITH_BELT_CTR_MAC_HBELT 128, 192, 256
TLS_DHE_BIGN_WITH_BELT_DWP_HBELT 128, 192, 256

Knnent
TLS_DHT_BIGN_WITH_BELT_CTR_MAC_HBELT 128, 192, 256
TLS_DHT_BIGN_WITH_BELT_DWP_HBELT 128, 192, 256
TLS_DHE_BIGN_WITH_BELT_CTR_MAC_HBELT 128, 192, 256
Ceprep TLS_DHE_BIGN_WITH_BELT_DWP_HBELT 128, 192, 256
TLS_DHT_BIGN_WITH_BELT_CTR_MAC_HBELT 128, 192, 256
TLS_DHT_BIGN_WITH_BELT_DWP_HBELT 128, 192, 256

6.4 AHaaN3 UCXOOHBIX TEKCTOB

6.4.1 KoppeKTHOCTh MCHOJb30BAHUS KPUITOrpa(pUIECKNX aJrOPUTMOB

B nporpamMme ucnoab3yoTces aJropuTMbl mudpoBaHus, 3JeKTPOHHON g poBoit moanucy,
UMUTO3AIUTHI, TeHEPAIUU TICEBIOCTYYAHBIX dnces, (GOPMUPOBAHUS OOIIETO KJI0Ya.

Hcnonb3oBanue pyHKIH, peajn3yonuX KpunTorpadudecKuit aJJrOpuTM, J0J2KHO BBITIOJI-
aatbest B coorBerctBun ¢ CTH 34.101.65, THITA ma kpunrorpadudeckunit aaroput™ u J10-
KyMEHTaIMell Ha UCHBITHIBAEMYIO nporpammy. s Kazkaoro BbI30Ba B mporpamme (OyHKIHIT,
pean3yIoIMX KpUNTorpapudecknii aaropuTM, KCIEPT BHITIOJIHAET CJIeIYIONUEe TTPOBEPKU:

1 Tunsl w 3HaYEHUs MAapaMeTpoB, (PAKTHIECKU TEPEJAHHBIX B (DYHKIIUIO, COOTBETCTBY-
10T TUTIAM M JIOTYCTUMbIM 3HAYEHUsIM MapaMeTpoB DYHKIHK (C yIeTOM CTAHAAPTHBIX MTPABUII
peoOpa3oBaHusl THIIOB A3BIKA MTPOTPAMMUPOBAHNS).

2 Ecnau pynknus Bo3BpaIiaeT 3Ha4eHne, TO MPOBOIUTCI aHAJIN3 KOPPEKTHOCTH HCIIO/1H30-
BaHUs BO3BPAIAEMOr0 3HAYEHUS, HAITPUMED, KOPPEKTHOCTH MCIIO/IH30BaHUS B OlEpaTOpe IIPH-
CBAWBAHU, JOMYCTUMOCTbh UTHOPUPOBAHUS BO3BPAIAEMOr'0 3HAUEHUS U T.II.

3 Ecnu BpI30B DYHKIINH MOXKET MPHUBECTH K BO3HUKHOBEHUIO UCKIIOUUTETbHON CUTyaIrun
UIu OMMOKU, TPOBePAeTCd HATNINE U KOPPEKTHOCTh 00PA0OTKH UCKIIOUATETHHONU CUTYaIUN.

4 Ecam 1o u mocje BpI30Ba (PYHKIUU JTOIKHBI BBIIOJTHATHCS OMpe/ieIeHHble TefiCTBU, TO
IpoBepseTcd HATUYINEe U KOPPEKTHOCTh BBIMOTHEHNUS TpeOyeMbIX IeiCcTBUil.

5 Ecnm dyHKNHA ncnonap3yer riaodaibHbE TIepeMeHHbIe, TO TPOBepIeTcs HAJIIIne HUIHA-
JIU3AIAN JTAHHBIX TepeMeHHbBIX.

IIpumeganue — Iloy dyHKIIMER TOHUMAETCH YaCTh IPOIPAMMbBI, KOTOPAad BBIIOJIHsAET crierndude-

CKUe JIefiCTBUS U OTUCHIBAETCS TUIIOM BO3BPAIIAEMOTO 3HAYCHUsT, UMEHEM (DYHKIINY, (POPMATHHBI-

MU mapaMerpamu. BoimosiHenre (QyHKIIME OCYIECTBIISIETCS TOCPEICTBOM BBI30BA U3 MPOTDAMMEBI

wim apyroit pyukimu. J[aHHOMY TEpMUHY B A3bIKAX MPOTPAMMUPOBAHUA COOTBETCTBYIOT TAKUE

OOHATHA KaK «PYHKIMT», «IIPOTEAyPay, «METOML» ¥ T.II.

6.4.2 KOppeKTHOCTh YIIPABJIEHNA CEKPETHBIMU JAHHBIMU

CekpeTHble JaHHbIE — 9TO KJIOYH, IapaMeTpbl U JAPYyrue JaHHble KPHITOIPapUIeCKUX
AJITOPUTMOB, 3HAYCHHUS KOTOPHIX B COOTBETCTBUM CO CTAHIAPTOM MK jJjoKyMeHTanuei na CK3U
JIOJI2KHBI OBITH 3AIMUINEHbl OT PACKPBITHM, T.€. JOJKHbI XPAHUTHCS B CEKpPeTe.

B peanuzamun TLS ucrnonb3yoTes cjiepayolnie ceKpeTHbIe JTaHHble:

— IIpeJaBapHUTeJbHBIN MacTep-KId;

— MacTep KJII0Y;

11
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— KJII0Y UMUTO3ANIUTHI KJIMEHT;

— KJII0Y UMHUTO3AIIUTHI CePBep;

— KJI0Y muPOBAHUS KITHEHTA,;

— KJ104 mudpoBaHus cepBepa;

— qmunstit kioa DI cepsepa.

DKCIEPT MPOBEPSIET, YTO CEKPETHBIE JAHHBIE HCIOJIB3YIOTCSI B CTPOIOM COOTBETCTBUHU C
KpUnTorpadpuaecKuM ajropurMom. JIpyrue onepanuu ¢ CeKPeTHBIMEU JAHHBIME HE JIOTYCKAIOT-
csl.

DKCIEPT HPOBEPSIET, YTO BCE KOIMUU CEKPETHBIX JAHHBIX B OTKPBITOM BHJIE YHUYTOXKAIOTCS
pu 3aBepIieHnn paboThl ¢ HUMHU, TPU ITOM:

— 3HAYEHHE CEKPETHBIX JAHHBIX, PA3MEIEHHOe B 00/IACTH HAaMSATH IJIOOAJbHON mepeMeH-
HOM, YHUYITOXKAETCS TePe]i KazK/IbIM BBIXOJIOM U3 IIPOIPAMMBI;

— 3HAYEHHE CEeKPETHBIX JAHHBIX, PA3MEIIEeHHOE B 00JIaCTH TaMsITH JOKAJIBHON TePEeMeHHOM
pyHKIUU, YHHYTOXKAETCS TePe/T KayKIbIM BBIXOIOM U3 JAHHON (DyHKIUH;

— 3HAYEHHE CEeKPETHBIX JAHHBIX, PA3MEIIEHHOe B JUHAMUYECKON HAMSITH, YHUITOKACTCH
nepeJ KazIbiIM OCBOOOXKIEHIEM [IMHAMUIECKOIl MaMsITH.

HpI/IMeLIaHI/Ie - HO’ZL YHUYITOXKEHUEM ITOHUMACTCA TaKO€ M3MEHCHUEC JAHHBIX, XPAHANINXCA B JJIEK-

TPOHHBIX yCTpOﬁCTBaX (OHepaTHBHaH IaMATh, IIaMATH Ha MAarrHUTHBIX HOCUTEJ/IAX 1 ,Z[p)7 KOTOpOE

OPEJIOTBPAIIAET UX TTOCIEAYIONIee BOCCTaHOBIeHre. Hanpumep, yHUUTOXKEHE MOXKET COCTOATH B

zanucu B 00JIaCTH NAaMATH, 3aHUMAEMON 3HAYEHUAMU CEKPETHBIX JIAHHBIX, (DUKCUPOBAHHBIX WU

CIYIalHO BRIODAHHBIX 3HAUYEHUIA.

6.4.3 KoppekTHOoCTb peanu3anun cyonporokosa Record

[Iporokon Record obecneunBaer KOH(MDUICHIHNAJIHLHOCTD U KOHTPOJIb IEJTOCTHOCTH TPAHC-
HOPTHPYEMBIX JaHHbIX. Kakiaplit (pparMeHT JaHHBIX NPH Iepejade NporokogoM Record mo-
HOJTHSETCS TOJIAME, KOTOPbIe YKAa3bIBAIOT Ha THUII COAEPKUMOI0 U JUIMHY (bparMeHTa.

Peaymmsanus cybmporokona Record He jposzkHa OTHpPaBIATH JaHHbIE, €CJAW THI UX CO-
JepzKUMOro OTJAHYeH OT OOHOrO M3 cjedyromux: change_cipher_spec, alert, handshake,
application_data. [Ipu nosydenun JaHHBIX HEONIPeIeIeHHOTO TUIIA JI0JZKHO BBICJIATHCA KPUTI-
THYeCKOe CUTHAJIbHOe cOooOIIeHne unexpected_message.

[Iporokon Record obpadarbiBaeT oTIIpaBisgeMble JaHHbIEe ¢ UCIOJIb30BAHUEM TEKYIIEro Co-
CTOSTHUSI 3aIlUCH, a IIPUHAMAaEMble — C HCIOJb30BaHHEM TEKYIIero cocrosguus drenus. Co-
COgHUE — ITO CTPYKTYpa JAHHBIX, KOTOPad ONPEAECITIeT UCIOJb3yeMble aJTOPATMBI CKATHUAI,
muPoBaHUS U UMHUTO3ZAIIATHI, 8 TaKKe COCTOSHUA U HapaMeTpbl 3TUX aJropurmon. Cocto-
sSHUe MOXKeT ObITh TeKYIIUM MM OKUIAEMBIM. DKCIEPT MPOBEpsieT, YTO MOPSIKOBBIN HOMEp
seq_num cOpaceiBaeTcd B 0 BCAKWIT pa3, KOTIa COCTOSHUE COEIUHEHUs CTAHOBUTCS TEKYIIUM,
W YBEJMYUBATHCS HA €JIUHUIYY HOocjae 00paboTKu (mepeiadu Wi mpueMa) Kaykjaoro gparMeH-
Ta JaHHBIX. [IopAIKOBEIH HOMep ABIAeTCd YHCJIOM U He MOYKeT MpeBBIIATh 3Hadenns 254 — 1.
[TopsgnkoBble HOMepa He JOJKHBI HOBTOPATHCA. [[0aTOMY TpM HOCTHXKEHUH MAaKCHMAaJIbHOTO
HOPSAJIKOBOrO HOMepa peasu3anuu TLS T0/IKHBI nepeycTaHaBIMBAThL coeinHeHune. TakxKe MpH
HCIOJIBb30BAHUU AJITOPUTMA I PoBaHus belt-ctr B KauecTBe CHHXPOIOCHLIKNA UCIOIb3YeTCs
8 GaUTOBBIN TOPSIIKOBBI HOMEDP JONOJHEHHBIA 8 HyJIeBbIMH OalTaMM, a IIPU HMCIOJIb30BAHUH
asropuT™Ma mudpoBanud belt-dwp Bce siBHbIe YACTH CHHXPOMOCHLIOK PAa3JIHIAIOTCS.

12
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6.4.4 KoppekTHOCTh peanm3anumn cyonporokosa Handshake

[Iporokosi Handshake Bbinojinsiercst mosepx nporokosia Record u orBedaer 3a ycraHOBKY,
BO300HOB/IeHKE WK 1lepeycTaHoBKY cBs3u. [Iporokos Handshake nossosiger kimenty u cepepy
ayTeHTUUIUPOBAThH JIPYT Jpyra, a TaKzKe COIJIacOBaTh KPUITOrpapUUecKHe AJIOPUTMbI U
o0Iue K041 JI0 TOrO, KaK IPUKJIAJIHON ITPOTOKOJ HAYHET [IPUEM WJIU Hepejady JaHHbIX.

DKCIEPT JI0JI2KEH IPOBEPUTD, 10 KpailHe Mepe, Cjepayonue aclueKThl peaan3anuu cyonpo-
tokoJia Handshake:

— IIpU KUCIOJIb30BAHUM aJIropuT™a (popMupoBanus obiero Kjiao4da DHE_BIGN cepsep B co-
obmennn ServerKeyExchange nepejaer aceMepHbIil OTKPBITHIN KII0Y;

— IpHU UCHOJb30BaHUU ajroputma QopmupoBanus obmero kjiaw4da DHT_BIGN wu
DHT_PSK_BIGN B mporecce co3janust u oOpabOTKH TOKEHa KJII0Ya MCIOJIb3yeTCsl HyJ1eBOi 3a-
I'0JIOBOK KJIIOYa;

— BbIpabarTbiBaeTCd K04 MudpoBanusd JjuHOR 256 OuT;

— BbIpadATHIBACTCH KJI0Y UMHTO3AIIUTHI JJIMHONH 256 OuT;

— IpU UCHOJB30BAHUU aJropurva (opmupoBanus obiiero kiaoda DHE_PSK_BIGN cepsep
B coobmmennn ServerKeyExchange nepegaer naeHTHMUKATOD SITUNTHYECKONR KPUBOIi, IpHYEM
JIOJIZKHBI HCIIOTB30BaThCs naeHTudukaropsl 3aganubie B CTH 34.101.45 (npunoxenue [1). Ecin
[PU ONpPE/IC/ICHUH apaMeTPOB WM IIPU MPOBEPKE OTKPBITOrO K/I04Ya MPOU30IILIa OIHOKA, TO
KJIMEHT J10J/IzKeH npekparuTh Handshake;

— IpH UCHOJb30BaHUU aJjiroputma ¢opmupoBanus obmero kJjwoda DHE_PSK_BIGN
Hpe/IBAPUTEILHBINT  MacTe-KJII04Y  JIoJIZKeH  ObIThb  chopMupoBan — cjaeiylonuM — o0pa3oM:
len(other_secret) + other_secret + len(psk) + psk;

— IpH UCHOJB30BAHUU aJropurMa (opmupoBanus obiiero kjiaoda DHT_PSK_BIGN cepsep
nepechlIaeT KJINEHTY CBoil ceprudukar B coodiennn Certificate.

6.4.5 KoppekTHocTh peanu3anuun cyonporokosga Change Cipher Spec

Cy6nporokos Change Cipher Spec coobimaer o cMeHe TapaMeTpoB 3aIlUThl HA HOBBIE, CO-
rJIacoOBaHHBIE TPU BHIOTHeHHU cyomporokoaa Handshake. B srom mpotokose ucmoab3yercs
eTMHCTBeHHOe coobmienme ChangeCipherSpec, KOTOpOe 3alTUIIACTCA W CXKUMAETCS € UCHOJb-
30BaHUEM TEKVIIEro COCTOSIHHS COeIuHeHHd. TakuM oOpa3oM IKCIEepPT TPOBEpsieT, UTO MOCTe
oTnpaBku coodmennsa ChangeCipherSpec KaKmas U3 CTOPOH MOMEHSET cTapble TapaMeTphl Ha
HOBBIE.

6.4.6 KoppekTHOCTb peasu3anun cyonporokosa Alert

Cy6nporokos Record momaepkuBaeT 1mepegady CUTHAJIBHBIX COOOIIEHHI. DTH cOOOIIEHUs
dbopmupyoTes cybuporokosioM Alert u mepeaoT ypoBeHb CUTHAA (IIPeLy Pk IeHNe I KPU-
THYeCcKas OIMUOKa) W ero omucanue. IIpu mepejade WM MOJYYeHUH KPUTHIECKOTO COOOIICHUS
CTOPOHBI HE JIOJI?KHBI UCIIOJIb30BATh UICHTH(MDUKATOPHI ceanca W KJIIOYU CBA3aHHBIE C COeTuHe-
HUEM, 3aKPBITBIM H3-3a OIIHOKH.

DKCIEePT TPOBEPseT YTO CUTHAJIBHBIE COODIIEHNS MePeIaloTCs:

— IIpH IpoBepKe KjaneHToM ceprudukara u I cepBepa npousonura ommodKa,;

— IIpH IPOBEPKEe CepBEPOM IOJIYUEHHOIO OT KJAUEHTa I(PEeMEePHOr0 OTKPBITOrO KJII0Ya Mpo-
U30IILIa OMHOKA;

— npu paszbope cepBepoM TOKEeHa TPAHCHOPTHPYEMOI'O KJII0Ya,;

— IIpH OIpPeJeJeHUN HapaMeTPOB JLIUITHYCCKON KPUBO IIPOU30IILIa OIHOKA;

— Tpu MoJaydeHuHn coodmieHus close_notify;

13
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— 1pHU HOJIyYEHUU HEKOPPEKTHOI'O COODIIEHUS.

6.4.7 KoppeKTHOCTb 0OPabOTKM HMCKJIIOYUTEIbHBIX CATYaInii

[lon nckI04YNTEIBHON CHTYyalNell HOHUMAaeTCsl OIMO0YHAs CUTYAIUsl, BO3HUKAIOMIAs [IPH
BBIIIOJIHEHUH [IPOIPAMMBI U Tpebyiolasl clelalbHolt 00paboTKu. JJaHHOMY TepMUHY B SI3bIKAX
IIPOrpaMMHUPOBAHUS COOTBETCTBYET TaKUe MOHATHS KaK <OMIMOKa», «UCK/IIOYEHHe» U T.II.

DKCIepT IpoBepgeT KOPPEKTHOCTh 0OPAOOTKH UCKIIOYHTENBbHBIX CHTYAIHH TPH BBIIOIHE-
HHHJ TIPOBEPOK, NPpoBOAUMBIX B 1. [6.4.1] - [6.4.6

s aHaM3a KOPPEKTHOCTH OOPAabOTKU MCK/IIOYHTENBHBIX CHTYAIUH SKCIEPT IPOBEPSIET,
470!

1 Ilocre KaxKa0ro BbI30Ba (bYHKINH, BHINIOTHEHHE KOTOPOil MOXKET IPUBOAUTH K BO3HUK-
HOBEHUIO HCKJIIOYUTEIbHOM CHTYAIUH, HMEIOTCs [IPOBEPKA Ha CIydail BOSHUKHOBEHHS MCKJIIO-
YUTeJbHON CUTYAIUN U COOTBETCTBYIOMIAs 06pabOTKa UCKIIOYHTEILHON CUTYAIIUH.

2 Ilpu mposepke u 06pabOTKe UCKIIOYUTEIBHON CHTYAIMH YYTEHbl BCE BO3MOMKHBIE BHIbI
HCKJIIOYUTE/IbHBIX CHTYAINH, BOSHUKHOBEHHE KOTOPBIX BO3MOYKHO COIVIACHO JOKYMEHTAIMN HA
BBI3bIBaEMYI0 (DYHKIHIO.

3 MckmodnTenbHble CHTYAInE 00pabaThIBAIOTCS aIeKBATHO (BO3BPAIIAIOTCS BEPHBIE KOIbI
omuboK u coo0IIeHust 06 omubKax u T.II.).

6.4.8 OrtcyTcTBuE HEAOKYMEHTUPOBAHHBIX BO3MOXKHOCTEM

SKCHepT olnpegesdeT OTCyTCTBUE HEJOKYMEHTHPOBAHHBIX BO3MOZKHOCTEN 110 pe3yJjbTaTaM

IIPOBEPOK, BBIMOIHeHHBIX B 1. [6.4.1] - [6.4.7]
Ob6HapyzkeHHBIe HEJOKYMEHTHPOBAHHBIC BOZMOXKHOCTH OTPAzKaloTCs B IPOTOKOJIE aHAIN32

HCXOAHBIX TE€KCTOB MJIM B IIPDUJIO02KEHHUHU K HEMY.
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IIpunoxxenne A
dopmMa IIPOTOKOJIA aHAJJIN3a JOKYMEHTAITNN

k3. {Ilone 1}
ITporokoa Ne {Ilone 2} or {Ilose 3}

pe3yJIbTATOB aHAJIN3a NOKYMEHTALAN
nporpammbl {Ilose 4}, peanusyromeit nporokoa TLS cormacao CTB 34.101.65-2014

1. JlokymeHTbI:

’ Ne | HazBanme nokymeHTa ‘ Howmep
1 | {TTose 5} {TTose 6}
2 | {TTose 7} {IToue 8}
3 | {Ilose 9} {Ilone 10}
4 | {TTose 11} {ITone 12}

2. Ilpu anajuze jJIOKyMeHTalu ObLJIM BBIIIOJHEHbI CJIe/IyIONue TPOBEPKU:

’ Ne | HazBanme mpoBepKu ‘ OtrmeTKa O BBINIOJTHEHUH
1 | TIposepka mokymenrta «Cnemudukanmss {TTose 13}
2 | IIposepka mokymenTa «TekcT mporpaMmbi» {TTose 13}
3 | I[Iposepka mokymenTa «Ommcanue IporpaMMbl» {ITose 13}
4 | TIposepka mokymenta «Pykosogcrso mporpammn- | {ITore 13}
cTa»

3. BakJoueHne mo pe3yabTaTaM aHaIu3a JokyMentanun: qokymentanus {Ilone 6}, {I1o-
ae 8}, {Ilose 10}, {[Tome 12} coorBerTcTByeT (HE COOTBETCTBYET) MpOrpaMme O0bHEKTA
UCIBITAHUN B YacTu peasm3aruu nporokosa corsiacio CTH 34.101.65-2014.

DKcrepr, {TTone 15} {TToste 16}
{TTome 14}

B nmosie 1 yka3biBaeTcs HOMEpP 3K3eMILIsIpa MPOTOKOJIA.

B nosie 2 ykaspiBaercst HoMep, OJHO3HAYHO UAEHTHMUIAPYIONIN TPOTOKOJI.

B nosie 3 yka3biBaeTcsd JaTa COCTABJIEHUS ITPOTOKOJIA.

B mnosie 4 ykaswiBaeTcs HaszBaHue 00'beKTa MCIBITAHUN B COOTBETCTBHHU C IPEJICTABICHHOMN

K UCHBITAHUAM JOKYMEHTAIUEl.

B momax 5 n 6 yKasweIBAIOTCS COOTBETCTBEHHO TIOJHOE Ha3BaHHe JOKyMenTa «(Cruernuduka-

IHsT> W ero MAeHTH(OUKAIMOHHBIN / TelMMaIbHbIii HOMep.

B nmosgax 7 u 8 yKa3biBaOTCs COOTBETCTBEHHO IOJHOE Ha3BaHHUE JOKYyMeHTa « TeKCT mpo-

IPAMMBI» H ero WAeHTH(OUKAIMOHHbIT / TenuMaIbHbIT HOMeD.

B nossx 9 u 10 yka3wsIBaOTCs COOTBETCTBEHHO TIOJTHOE Ha3BaHue MOoKyMmeHTa «Onucanue

IPOrPAMMBI» U €ro HAeHTH(MUKAIMOHHBI / IeInMAaIbHBI HOMED.
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B nosisix 11 u 12 yka3zbiBaroTcsi COOTBETCTBEHHO HOJHOE Ha3BaHue JOKyMeHTa « PykoBoicTBO
IPOIPAMMHECTAY U €r0 HUACHTU(DHKAIMOHHDIT / TeUMAILHBIT HOMED.

B nouie 13 yka3zbiBaeTcs pe3yJibTaT BbIIIOJHEHUS TPOBEPKU: «IOJIOKUTEJIbHOY — PE3YJIbTAT
HPOBEPKH TOJIOKUTEJIbHbIN, «OTPUIATEIHLHOY — Pe3y/ibTraTl IIPOBEepPKU oTpuiiare/ibubiii. 1locie
3aBEPIICHUs AHAJIN3A JIOKYMEHTAIUM U 3AI0JIHeHUs TabJIMIbl JIeJIaeTCs BBIBOJL O COOTBETCTBUH
(He COOTBETCTBHM) JIOKYMEHTAIIMU POrpaMMe OObeKTa MCIbITAHUN B 9aCTH PEAn3allui [pPo-
tokosa coraacao CTHB 34.101.65. BeiBos 0 cOOTBETCTBUH [E€IA€TCSA TOJBKO TOIJA, KOLJIA pe-
3yJIBTATHI BCEX IPOBEPOK SBJSIOTCS OJOKUTETbHBIMHY.

B nmossix 14 u 16 ykaszsiBatorcst coorsercTBeHHO j1okHocTh 1 @. M. O. skcnepra.

B nosie 15 craBurcd cobCTBEHHOpPYUYHAs MOJAIUCH IKCIEPTA.

Nudopmarusa 06 obHapyKeHHBIX HECOOTBETCTBUAX HPUBOJAUTCH B IIPOTOKOJE UJIU MPUJIO-
JKEHUU K HPOTOKOJIY B HPOU3BOJIBHOU (opMme.
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IIpunoxxenne b
®opma MpPOTOKOJIa TECTUPOBAHULA

k3. {Ilone 1}

ITporokoa Ne {Ilone 2} or {Ilose 3}
pe3yabTaTOB TECTUPOBAHUS
nporpammbl {Ilose 4}, peanusyromeit mporokoa TLS cormacao CTB 34.101.65-2014

1. @aiiibl MCXOJIHBIX TEKCTOB HPOI'PAMM:

’ Ne ‘ Umsa daiina ‘ X3II-3HavUeHHe
1 | {TTose 5} {TTose 6}
2 | {Tlosue 5} {TIose 6}

Xsmr-3navenns 1ist Gaiiios Beraucaens cormacuo {Iloae 7}.

2. B xoje TectupoBanusi 00beKTa UCIIBITAHUN ObLJIM BBIIIOJHEHbBI CJIE/YIONINE TeCThI:

’ Ne ‘ Haspanue Tecra ‘ OTMeTKa 0 BBHIIOJHEHUH
1 Local.client. DHE-BIGN-WITH-BELT-CTR-MAC-HBELT.128 {TTose 8}
2 Local.server. DHE-BIGN-WITH-BELT-CTR-MAC-HBELT.128 {TTone 8}
3 Remote.client. DHE-BIGN-WITH-BELT-CTR-MAC-HBELT.128 {ITone 8}
4 Remote.server. DHE-BIGN-WITH-BELT-CTR-MAC-HBELT.128 {TTose 8}

3. BakJoueHne 1o pe3ysibraTtaM TecTupoBanusi: porpamma {Ilose 4} coorBercrByer (He
coorBeTcTByeT) TpeGoBanusiM, ycranopaenabiM B CTB 34.101.65-2014.

DKCIepT, {Ilone 10} {Ilome 11}
{Ilone 9}

B mone 1 ykaspiBaeTcs HOMep IK3eMILIApa MPOTOKOJIA.

B mosie 2 yka3zpiBaeTcs HOMED, OJHO3HAYHO HUICHTUMDHUIUPYIOMHHA TPOTOKOII.

B mone 3 ykaspiBaeTcsd jgaTa cocTaBIeHUS ITPOTOKOJIA.

B noJie 4 yka3piBaeTcd HazBaHue 00beKTa UCHBITAHUN B COOTBETCTBHH C ITPEJACTABICHHON

K UCHBITAHUAM JIOKYMeHTaInel.

B mosie 5 yka3zpiBaloTCad HMeHA UCXOIHBIX (hailJIOB IPOrpaMM O0bEKTa UCIIBITAHUM.
B nosie 6 ykasbiBaeTcd 3HadeHne (PyHKIUH XIMIUPOBAHUS JJIsi TECTUPYEMBIX (pailjioB, BbI-

YUCJIEHHOE B COOTBETCTBHM CO CTAHJIAPTOM, YKa3aHHBIM B moJje 7. Paspelraercsa ucnoab30BaTh
dyukiun xsmuposanud, onpeaenennsie B CTH 34.101.31 uwnu CTH 34.101.77.

B mose 8 VKa3bIBa€TCd Pe3yJibTaT BbLIIIOJHEHHA TECTa. «IIOJO2KHUTEJIbHO» — TECT 3aBEPIIEH

VCIIEIITHO, «OTPHIIATEILHO» — TECT 3aBeplleH ¢ OIMHOKO; «He MPOBOAUJICI» — TECT He IIPOBO-

JIMJICS, TaK KakK MporpamMMa He TOJJIepKUBAeT aJITOPUTM WJIH PEKHUM, OIIPeJIeIeHHBII B TeCTe.
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[locute 3aBepiieHns TECTUPOBAHUS U 3aII0JIHEHNS TAOIUIBI JI€J1A€TCS BBIBOJ, O COOTBETCTBUN
(He coorBercTBUE) MpoOrpaMMHOil peasm3anuu oobekta ucnbtanniit CTH 34.101.65. Beiog o
COOTBETCTBHHU JIEJIAETCS TOJIBKO TOIJIA, KOIJIa BCE IPOBOJIMMbBIE TECTHI BBIIIOJIHEHBI YCIENTHO.

B nonsix 9, 11 ykaseiBaiorcst cOOTBeTCTBeHHO H0/KHOCTE U P. V. O. 3xcuepra.

B nosie 10 craBuTcd cobCTBEeHHOPYUYHAs MOJAIUCH IKCIEPTA.
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IIpunoxxenne B
®opma MPOTOKOJIa aHAJJAN3a MCXOAHBIX TEKCTOB

k3. {Ilone 1}

ITporokoa Ne {Ilone 2} or {Ilose 3}
pPe3yJIbTaTOB aHAJIN3a MCXOOHBIX TEKCTOB
nporpammbl {Ilose 4}, peanusyromeit nporokoa TLS cormacao CTB 34.101.65-2014

1. @aiiibl MCXOJIHBIX TEKCTOB HPOI'PAMM:

’ Ne | Mmsa daitna ‘ X>3III-3HaYeHHe
1 | {TTose 5} {TTose 6}
2 | {TTose 5} {ITose 6}

Xsmr-3navenns 1ist Gaiiios Beraucaens cormacuo {Iloae 7}.

2. B xo/1e aHa/IM3a UCXO/IHBIX TEKCTOB HPOI'PAMM ObL/IU BbIIIOJHEHbI CJIE/LYIOIIIe IPOBEPKU:

Ne | HasBanue mpoBepku Pesynprar
HPOBEPKH

1 | KoppekTHocThb Henosip3oBanust Kpunrorpaduaeckux aaropurmon | {Ilose 8}

2 | KoppeKTHOCTh HCMOTB30BAHUS CEKPETHBIX TTapaMeTpPOB {TTose 8}

3 | KoppeKTHOCTh YHHUTOXKEHUsT 3HAUeHu T ceKpeTHbIX mapameTrpos | {ITose 8}

4 | Koppekraocth peanmsanum Biaoxkenaoro B TLS cybuporokona | {ITose 8}
Record

5 | KoppektHocth peannsamuu Biaokennoro B TLS cy6uporokona | {ITose 8}
Handshake

6 | KoppekrHocth peanusanuu Bioxkennoro B TLS cybmporokona | {ITose 8}
Change Cipher Spec

7 | Koppekrrocts peannsaiun Bioxkennoro B TLS cybnporokona | {TTose 8}

Alert
8 | KoppekTHOCTh 00pabOTKI HCKIIOIAUTEILHBIX CUTYAIMI {TTose 8}
9 | OrcyrcrBre HeTOKYMEHTHPOBAHHBIX BO3MOXKHOCTEM {ITose 8}

3. BakJ/II0ueHne [0 Pe3y/IbTaTaM aHATH3a UCXOAHBIX TeKCTOB mporpamm: nporpamma {I1o-
ne 4} coorBercTByer TpeGoBanusmM, yeranopirenubiM B CTH 34.101.65-2014.

DKCIepT, {Ilone 10} {Ilome 11}
{Ilone 9}

B nmosie 1 yka3biBaeTcs HOMEpP 3K3eMILIsipa MPOTOKOJIA.
B nosie 2 ykaspiBaercst HoMep, OJHO3HAYHO UAEHTUMUIAPYIONINA TPOTOKOJI.
B nosie 3 yka3biBaeTcs JaTa COCTaBJIEHUS ITPOTOKOJIA.
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B nouie 4 yka3biBaercd Ha3zBaHue 00beKTa UCHBITAHUN B COOTBETCTBUU C ITPEJCTABIEHHON
K UCHBITAHUAM JIOKYMEHTAIUE.

B noJjie 5 yka3blBaloTCsd MMEHA UCXOJIHBIX (hallJIOB IPOrpaMM O0'beKTa UCIbITAHUN.

B nosie 6 ykasbiBaercsd 3nadeHue (QYHKIMUM XIMIMPOBAHUS I UCXOJAHBIX (bailjioB 1po-
I'PaMM, BbIYUCJIEHHOE B COOTBETCTBUU CO CTAH/IAPTOM, YKa3aHHbIM B 1oJjie 7. Paspeiaerca uc-
10J1b30BaTh (DyHKIUKH X31mupoBanus, onpeaenerasie B CTH 34.101.31 nim CTH 34.101.77.

B nosie 8 ykasblBaercs pe3y/bTaT BbIIOJHEHUS [POBEPKH: <IOJOKUTEIbHOY» — Pe3yJib-
TaT IPOBEPKU MOJIOKHUTE/IbHBIN, «OTPUIATEIbHO» — PE3yJIbTaT IPOBEPKU OTPULIATE/IbHBIN, «HE
HPOBOJIUJIACHY — IPOBEPKA HE TPeOyeTCs 110 IPUUYUHE CleludUKI pealn3aluu mporpaMm 00b-
eKTa MCIbITaHuil (HanpuMep, B IpOrpaMme He HCIOJIb3YIoTCs riobaibbie nepemennbie). [locie
3aBEPIIECHUS aHAJIN3A UCXOJAHBIX TEKCTOB IIPOrPAMM U 3aII0JIHEHUA TAOJUIBL JIE1aeTC BbIBOJL, O
coorsercTBuu (He coorBercTBun) obbekTa ucnbrannit CTH 34.101.65. Boisog o coorBercrsuu
JIEJIAETCH TOJIBKO TOTIJIA, KOIJIa Pe3yJIbTAaThl BCEX ITPOBOJMMBIX IPOBEPOK SBJISIOTCH OJOXKU-
TEeJbHBIMU.

B mossix 9, 11 ykazeiBatorcest coorBercTBeHHO nosnkHOCTH 1 P. V. O. skcnepra.

B nosie 10 craBuTcd cobcTBEeHHOpPYYHAs MOJAIUCH IKCIEPTA.

Nudopmarusa 06 obnapykKeHHbIX OMMOKAX U HEJOKYMEHTHPOBAHHBIX BO3MOZKHOCTAX PU-
BOJUTCS B IPOTOKO/I€ MJIM HPUJIOKEHUHU K IIPOTOKOJIY B IIPOU3BOJILHOI (hopMe U JI0IKHA BKJIIO-
4aTh:

1) onmcanue omuOKN WM HEJTOKYMEHTHPOBAHHON BO3MOKHOCTH;

2) ums daiiaa 1 HOMepa CTPOK HPOIPAMMBI, COIEPKAIINX OITHOKY.
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ITpunoxxenue I'
TecToBoe mporpaMmHoOe obecredeHne

I''l JloxkanpHOe TecTHpPOBaHUE

[Ipu J0KaJILHOM TECTHPOBAHUHU HCIOJIb3yeTcs Oubanoreka OpenSSL BMecTe ¢ 3TaJOHHOMR
peaymsanueit TLS ¢ kpunronabopamu CTB 34.101.65. cxomaabie TEKCTHI 9TAJOHHON peaJin3a-
IUU HAXOIATcA 1o anpecy: https://github.com/bcrypto/bee2evp/.

Coopka peajau3aly MPOUCXOIUT CACIYIONUAM 00Pa3OM:

$ cd doc
$ bash build.sh

[Tocie storo Oymer cobpana Oubiamorexka OpenSSL, mnomuepkuBaioias KpPUITOHADOPDI
CTB 34.101.65. [Ias ycmemnoro Bbi3oBa koMana OpenSSL HeoOXoauMo 100aBUTH B Iepe-
menubie PATH u LD LIBRARY PATH nyru g0 6unapuoro ¢aiisia openssl u aupekTo-
puu 1lib coorBercrBenno. bunapubiii daitin nocsae cOopku OyjeT HAXOJAUTHCH B JUPEKTOPUH
bee2evp/build/local/bin, a gupekropus lib — B bee2evp/build/local.

Jl1st 3amycka JIOKaJbHOIO CepBepa BBIMOTHSIETCA KOMAH/a Openssl S_server ¢ HyKHBIMU
napamMeTpamu, a s 3alyCKa KJIMeHTa — KoMaHa openssl s_client.

I'2 IIporpammsbl cepBepa

[Iporpammbl, OnucaHHbIe Jajee, SBISI0TCS CBODOHO pacpoCTpaHsIeMbIMI KOHTeiHEpaMu,
KOTOPbIE IIPEIHA3HAYEHBI JIJIsI PA3BEPTHIBAHIS CEPBEPA MO/ IEPZKUBAIONIET0 OEI0PYCCKUE KPHII-
TOHAOOPHI.

KonreiiHepbl coOOMPAIOTCST U Pa3BEPTHIBAIOTCSA C MOMOIIBIO npusoxkenuii docker (https:
//docs.docker.com/engine/install/ubuntu/)) u docker-compose (https://docs.docker.
com/compose/install/). [Iporpammuoe obecnedenune Docker — 3ro miaardopma, Koropas
npenHasHadeHa g pa3paboTKu, Pa3sBEPTHIBAHUS M 3allyCKa NPUJIOKEHHI B KOHTeifHepax.
MoxkHO co3/1aBaTh I1e/Ible CHCTEMbl U JIETKO 3allyCKaTh UX B JIOOOM MeCTe, TOIePKHBAIOIIEM
Takoii Kouteiinep. MoKHO IPeACTABUTD, YTO KOHTEHHEPBI MTOA00HBI BUPTYAIbHBIM MAITHHAM, 1O
KpaiiHe Mepe ¢ TOYKH 3peHnsi OOBIYHOTO MOJIb30BATE I8, HO HAa CAMOM JIeJI€ 9TO He BUPTYyabHast
MarHa. Pazimnang HocdaT Texuudeckuii xapakrep. KiodeBoe npeumytiectso Docker cocrout
B TOM, 9YTO OH IIO3BOJIACT I10JIb30BaTEJIAM YIIaKOBATH IIPUJIOZKEHHE CO BCEMH €0 3aBUCUMOCTAMU
B CTaHJIAPTU3UPOBAHHBIN MOJY/Ib JIjid pa3paboTKH.

g 3amycka KoHTeiiHepoB TpebyeTcs ckadaTh penosutopuit btls (https://github.com/
bcrypto/btls/tree/master/server).

I.2.1 TIIporpamma btls256

[Iporpamma bt1ls256 gaBasgeTcs KOHTEHHEPHBIM MPUIOKEHTEM, PEATU3YIONINM CepBep, HC-
HOJIB3YIONNN KpuBy10 bign-curve256vl. llcxomguble TEKCTH IPOrpaMMbl paclo/iaraloTces 110
anpecy: https://github.com/bcrypto/btls/tree/master/server/btls256.

g 3amycka KOHTeiHepa UCIOIb3YIOTCS CJIEIYIONHe KOMAHIHI:

$ sudo docker pull btls/btls256

$ sudo docker-compose up -d btls256
$ sudo docker exec -it btls256 bash
$ nginx -g "daemon off;"
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ITepBasi komanj1a ckaduBaeT koHTeiiHep btls256, Bropasi 3allycKaeT KOHTEeHHep, C ITOMOIIbIO
Tperbeil 3aX0/ UM BHYTPb KOHTeHHEpa u deTBepras 3airyckaer cam cepsep. [locse sroro cepsep
roroB IIPUHUMATDb 3allpOChl OT KJIMEHTA.

I'.2.2 IIporpamma btls384

[Tporpamma bt1s384 siBisieTcs KOHTEHHEPHBIM MPUJIOKEHNEM, PEATU3YIONIIM CePBED, HC-
NOJIB3YIONN KpUBYIO bign-curve384vl. Mcxomable TEKCTH MPOrPaAMMBl PACTOJIATAIOTCS IO
anpecy: https://github.com/bcrypto/btls/tree/master/server/btls384.

g 3amycka KOHTeHepa UCIOAb3YIOTCS CJIEYIONINe KOMAHIbI:

$ sudo docker pull btls/btls384

$ sudo docker-compose up -d btls384
$ sudo docker exec -it btls384 bash
$ nginx -g "daemon off;"

ITepBasi koman1a ckaunBaeT KoHTeitHep bt1s386, Bropasi 3amyckaeT KOHTeHHep, C ITOMOIIbIO
Tperbeil 3aX0AuM BHYTPh KOHTeHHepa 1 deTBepTas 3amyckaeT cam cepsep. [locse aToro cepsep
roToB IIPDUHUMATDB 3allPOCHI OT KJIMEHTa.

I'.2.3 IIporpamma btlsb12

[Iporpamma btlsb512 gaBasgercsd KOHTeHHEPHBIM MPUIOKEHUEM, PEATUIYIONIIM CePBED, HC-
noJib3yomuit Kpusyto bign-curveb12vl. lcxognble TeKCTbl IPOrpaMMbl paclloJlaraloTcs 110
anpecy: https://github.com/bcrypto/btls/tree/master/server/btlsb512.

g 3amycka KOHTelHepa UCHOJIb3YIOTCA CJIeIYIONne KOMAaHIbI:

$ sudo docker pull btls/btlsb512

$ sudo docker-compose up -d btlsb512
$ sudo docker exec -it btlsb512 bash
$ nginx -g "daemon off;"

ITepBasi komanaa ckaunBaeT KoHTeitHep btls512, BTopasi 3amyckaeT KOHTeHep, C MTOMOIIbIO
TpeTheil 3aX0AuM BHYTPh KOHTEHHepa n deTBepTas 3amyckaeT cam cepnpep. [locie aToro cepsep
FOTOB IPUHUMATh 3alIPOCHI OT KJIMEHTA.

I'.2.4 IIporpamma flask

[Iporpamma flask saBasgeTcs KOHTefHepHBIM MpUIoKeHueM. lcmomb3yercsa s TecTH-
POBaHWSA VIAJEeHHOIO cepBepa. VlcXomHble TEKCTHI MPOTPaMMBI pacHojaraloTcsd MO aJpecy:
https://github.com/bcrypto/btls/tree/master/server/flask.

g 3amycka KOHTelHepa UCHOJIb3YIOTCA CJIeIYIONHe KOMAaHIbI:

$ sudo docker pull btls/flask

$ sudo docker-compose up -d flask

$ sudo docker exec -it flask bash

$ flask --host=0.0.0.0 --port=5000;

IlepBag komaHa ckaumBaeT KoHTelHep flask, BTopad 3almycKaeT KOHTeWHeD, ¢ TOMOIIBIO Tpe-
Thell 3aX0/IMM BHYTPb KOHTeliHepa M UeTBepTasd 3amyckaeT cam cepBep. [locie sToro cepsep
FOTOB IPUHUMATD 3alPOChl OT KJIMEHTA.
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I''3 IIporpamma kJjueHTa

[Tporpamma 1pejicraBjieHHasi B JaHHOM HOjpa3jesie uciojb3yer Opaysep Epiphany
(https://gitlab.gnome.org/GNOME/epiphany), KOTOPbIil /sl CO3AHUS COCMHEHUS HCIIO b
gyer Oubsmorexy glib-networking (https://gitlab.gnome.org/GNOME/glib-networking),
KOTOpPAasi B CBOIO O4Y€epe/Ib ucnosib3yer oubanorexky OpenSSL, cobpannyio ¢ 6€/10pyCCKUMEU KPHTI-
ToHabopamu. Vcxoiable TEKCTH IPOrpaMMBbl Paciosiaralorces 1mo ajpecy: https://github. com/
bcrypto/btls/tree/master/clientl

Jlist cOOpKM M 3allyCKa KJUEHTA BBITOJIHSIIOTCS CJIe/IYIONIAe STAllbl:

1) ckagarb perno3uropuii btls;

2) mepeiiTu B qupekTOpuio client;

3) samyctuTh cOOPKY KJIMEHTa KOMaHHOii bash build_client.sh;

4) usmenuth nepemennyio okpyzxenunss PATH, LD LIBRARY PATH, u apyrue me-
peMeHHbie, KOTOpbie ykKaszanbl B add_to_bashrc.sh. D10 Hy»XKHO i YCHENTHOIO 3aIyCKa
Epiphany u OpenSSL. Bce m3menenusi jeatoTcss BPyYHYIO WK 3allyCKaeTcs KOMaHIa bash
add_to_bashrc.sh, koTopad caMa U3MeHAeT JAHHBIC IEPEMEHHbBIE;

5) samycruTh 6paysep Epiphany.
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https://gitlab.gnome.org/GNOME/epiphany
https://gitlab.gnome.org/GNOME/glib-networking
https://github.com/bcrypto/btls/tree/master/client
https://github.com/bcrypto/btls/tree/master/client
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