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TOCYJIAPCTBEHHEIN CTAHIAPT PECIIYBJINKI BEJIAPYCh

NuadopmannoHHble TEXHOJAOTNN U 0€30MaCHOCTD

KPUIITOITPAOPNYECKUNE TOKEHDBI

Tudapmarnsiiiabiga T9XHAJOTII 1 Odceka

KPBIIITAT'PA®IYHDBIA TOKEHDBI

Information technology and security
Cryptographic tokens

JlaTa BBemenusa 2019-10-01

1 O6Jactp NpuMeHEHUS

Hacrosmuii crangapt ycranaBiuBaer apxuTekTypy Kpunrorpadguaeckoro rokena (gasee —
KT) u npaBuia ucrnoapb30BaHus TOKeHA B HH(MOPMANHOHHBIX CHCTEMAX I ayTeHTHMOUKAINH
BJIAJIEJTBIA, TPeAbABICHUSA NAeHTU(DUKATMOHHBIX TAHHBIX BJIa/IJIbIA, BBIPAOOTKH 3JI€KTPOHHOI
mudpoBoit moanucu, pacmudpoBaHUusd KIOUell 3aIATH JaHHBIX. B cTanmapTe ompemeasorcs
00beKThI, KoTophle pa3Mernaiorca Ha KT, cepBucel, Koropsie npegoctapiasger KT, nporokossr
paborsr ¢ KT.

Hacrosmuit cranapr npuMeHseTcs npu pa3padorke CpeJcTB KpUnrorpadpuyeckoit 3amu-
Thl HHAOPMAIIIH.

2 HopmaTtuBHBIE CCBLIKU

B nacrosimem cranjgapre MCHOJb30BAHbI CCHLIKH HA CJIEAYIONINE TeXHUIECKHEe HOPMATHUB-
Hble [PABOBBIE aKThl B OOJACTH TEXHHYECKONO HOPMHDOBaHHs W CTaHJapTu3anuu (ganee —
THITA):

CTb 34.101.19-2012 Nudopmarmonabie TeXHOJOTHH U He3onacHocTh. PopMarsl cepTudu-
KaTOB M CIIMCKOB OTO3BAHHBIX CEPTUMHKATOB HHMPACTPYKTYPHI OTKPBITHIX KII0Uei

CTBb 34.101.21-2009 Nuadopmaruonnsie Texnoorun. urepdeiic oOmena nudopmaimeii ¢
AlNapaTHO-IPOIPAMMHBIM HOCHTEIeM Kpuirorpadudeckoit nadopmanun (TOKeHOM)

CTBh 34.101.27-2011 Wudopmanmonubie TeXHOJOTHH U 0e30macHOCTh. 1 peboBaHust 0e3-
OITACHOCTH K IPOTPAMMHBIM CpeJICTBAM KpulTorpaduieckoit 3amursl nHGOPMAIITT

CTBb 34.101.31-2011 ndopmanronnble TeXHOJIOTUU. 3amuTa uHGopManun. Kpumnrorpa-
¢pudeckne anropurmbl mnPOBAHUS U KOHTPOJIS TIEJIOCTHOCTH

CTBb 34.101.45-2013 VudopmMarmontubie TEXHOJIOTUA U OE30MACHOCTh. AJITOPUTMBI 3JI€K-
TPOHHOI MU(POBOI MOAIUCK U TPAHCIOPTA KJII0Ya HA OCHOBE JJLTUITHYCCKUX KPUBBIX

CTb 34.101.47-2017 NudopManuoHHble TEXHOJIOIHA H Oe301acHOCTh. Kpunrorpadpuyeckue
AJITOPUTMBI TeHEePAIMH IICeBA0CTYYaARHBIX TUCET

CTBb 34.101.66-2014 Nudopmarmonubie TeXHOJIOTHH 1 0€301acHOCTh. [[poTokoib hopmu-
pPOBaHMUs OOIIEro KJIYA HA OCHOBE H/LTHITUIECKUX KPUBBIX

CTb 34.101.77-2016 MudopManuoHHble TEXHOJIOIHH U 0€30IMacHOCTh. AJMTOPHTMBI X3IIIH-
poBaHUs

CTB 34.101.78-2019 Nudopmarnorubie TeXHOJIOrUA n Oe3omacHocTh. [Ipodunb undpa-
CTPYKTYPbI OTKPBITHIX KJIIOTeil

T'OCT 34.973-91 (MCO 8824-87) Undopmannonnast TEXHOIOTHA. B3auMOCBsI3b OTKPHITHIX
cucrem. Crernudukaius abcTpakTHO-CHHTaKCHIecKoil HoTanuu Bepcun 1 (ACH.1)
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['OCT 34.974-91 (I1CO 8825-87) Undopmannonnast TeXHOIOTUs. B3anMOCBsI3b OTKPBITHIX
cucteM. Onuncanne 6a30BBIX MPABNJ KOIUPOBAHUS s aOCTPAKTHO-CHHTAKCHIECKOI HOTAIINH
sepcnn 1 (ACH.1)

[Ipumeganue — [lpu mosb30BaHUN HACTOSIIUM CTAHIAPTOM I€J1eCO000PA3HO MIPOBEPUTH JeiicTBIE
THITA mo xaTajory, cOCTaBIEHHOMY TIO COCTOSIHUIO Ha | SHBapsT TEKYINEro roja, W Mo COOTBeT-
CTBYIOIIUM HH(bOpM&HHOHHbIM YKa3aTeadaMm, OHy6.HI/IKOBaHHbIM B TEKYyIIEM I'OJIY. ECJII/I CCBIJIOYHBIC
THITA 3amenensl (M3MEHEHBI), TO TIPU TOJB30BAHUE HACTOAIIAM CTAHIAPTOM CJIEYET PyKOBOJI-
cTtBOBaThCs Jeficreyomumu B3amMed THIIA. Ecnn cepimounnie THITA ormenennsr 6e3 3aMeHbl, TO
IIOJIOZKEHHME, B KOTOPOM JaHad CCbhblJIKa Ha HUX, IIPDUMEHACTCA B YaCTHU, HE 3anaFI/IBaIOH_Leﬁ 9Ty CCblJI-

KY.
3 Tepmunsl u ornpejejieHUSA

B macrosimem crapmapTe IpUMeHSIOT TepMuHbI, ycranosaenasie B CTH 34.101.19, CTh
34.101.27, CTB 34.101.31, CTH 34.101.45, CTB 34.101.66, a Takke CjeayIOINHe TEPMUHBI C
COOTBETCTBYIOIIUMU OIPEJICICHUSIMU:

3.1 ayreuntudukamnug: [IpoBepka MoIJIMHHOCTH CTOPOHBI.

3.2 omuetr: ndopmanuonnbiii 00beKT, KOTOPBII BBIIYCKAETCH 10 MTOraM YCHENIHOM
ayTeHTU(DUKAIME WIH IOCJIe IIPEIbABJICHAs APYTOro OUIeTa W MOATBEPKIACT OLpPeIe/eHHbIC
cobbiTust (ayrenTndukanms), dbakThl (uaeHTHMUKAIMOHHBIE JaHHBIE) N COCTOSTHHE (CeaHc).

3.3 buster ayrenTuduKanum: buier, KOTOPBIH CONEPKHUT yTBEPKICHUS ayTeHTUUKAa-
AU 1, BO3MOYXKHO, JPYTHe YTBEPKICHUI.

3.4 BaageJern: [losb3oBaTesb, BIaJACIONNH KPUITOIPAPUIECCKHM TOKEHOM.

3.5 zammuimmenHoe coeamuenune: CoeluHeHne, KOTOpoe obeciednBaeT KOH(MUICHIIUAIb-
HOCTH, KOHTPOJIb IIEJIOCTHOCTA U BO3MOXKHO MOJJIUHHOCTH COODIITEeHUIA.

ITpumeuanne — KonTposb nogjmuHocT coobuienunii or croporbl A K cropone B obeciiednBaercst

mocJie TOro, Kak B mposena ayTerTudukaimo A.

3.6 naerrudukanmnoHHbIil aTpudyT: KoMnonenT uaeHTH(OUKAIIMOHHBIX JAHHBIX.

3.7 unentTudukKkannouubie AaHHbie: /[aHHBIE, KOTOPBIE OTHO3ZHATHO XapaKTEPU3YIOT
OIIpeAe/IeHHYIO CTOPOHY B OIPE/eJICHHOM KOHTEKCTE.

HpI/IMeLIaHI/Ie - B Pa3HBIX KOHTEKCTaX MOFyT NCITOJIB30BATHCA PA3JIUYIHBIC I/I,ZLGHTI/IC]DI/IK&]_[I/IOHHLIQ

JaHHbIe ONHOW U TOU K& CTOPOHBI.

3.8 kimmeHTCKag mporpamMa: [Iporpamma, Kkoropast opranusyer B3auMOAeHcTBIE MEXK 1Y
TEePMHUHAJIOM, MOJIb30BATEEM U €r0 KPUNTOrpaduIecKuM TOKEHOM.

3.9 komanpa (kpunrorpacduyeckoro Tokena): CooblieHue, KOTOPOe MOCHLIACTCSI
KpUNTOrpaduIeCKOMY TOKEHY U KOTOPOE COAECPXKHUT OIMMCAHUE OINPEIeIeHHOTIO CePBHUCA, MPEI0-
CTaBIIEMOTr0 TOKEHOM, U BXOJHbIE JAaHHBIE CEPBUCA.

TTpumeuanne — Komama cOMpOBOXKIAETCS OTBETOM, KOTOPBIM COMEPKUT BHIXOIHBIE JTAHHBIE CEp-

BuUCa.

3.10 kpunrorpaduydeckuii TokeH: CpeacTBO Kpunrorpaduieckoil 3amursl nHdOpMa-
oy, uMeroniee KOHKpETHOI'O BJaJde/iblla U BbICTyllalomee OT ero Jimga Ipu BSaI/IMO,ZLeIU/ICTBI/H/I C
JAPYTAMHA CTOPOHAMU.

[Ipumeganue — B HacrosieM cranapTe KpUnTorpapuyiecKuii TOKEH XPaHUT OJINH UJIU HECKO/Ib-

KO JIMYHBIX KJIIOUeit BJjlaJeJIblla W peaJiu3yeT OIllepalil ¢ HUMH. Ha Toxene MOTYT pPa3MelllaTbCA

nAeHTUUKAITNOHHBIE TAHHBIE BJIAJIETbITA.

3.11 npukiagHas nporpamMa (kpunrorpadudeckoro TokeHa): Vmerwmuii onpe/ie-
JIEHHOe Ha3HadYeHHe HAOOP OObEKTOB M CEPBHUCOB KPUITOIpahHIECKOTO TOKEHA.
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3.12 repmunam: Cropona, KOTOpas B3aUMOACHCTBYET ¢ KPUITOrPAPUIECKUM TOKEHOM

10 3aIUIIEHHOMY COEJMHEHUIO MOC/Ae ayTeHTHMUKAIIMN Tepe HUM U, BO3MOXKHO, BCTPEYHOI

ayTeHTUUKAIINN TOKEHa.
3.13 yrBepxkaenue: Xapakrepuctuka (aTpubyT) CTOPOHBI WM COOBITHS, B TOM YHCJIe
JAHHBIE O TOJb30BaTe e (MIeHTHOUKAIMOHHBIE TaHHbIE) WK JaHHBIE O HPOXOXKIEHUH AyTeH-

rucukanuun (yTBepKIeHUs ay TeHTHMUKAIMN ).

4 OO6o3HaveHUsd U COKPAIIEHUS

4.1 OO0o3Hauenuda

B macrosimem crangapre npuMensitorcst obo3uadenns, 3aganasie B [ OCT 34.973, a Takwxke

caeyionue o0o3HaYeHHS:

i
{0, 13"
{0, 1}

|ul
{07 1}11*

an

{u),,
ul| v

uNv

(cumBoutbl 0-F) 4

z mod m

u]

<U>8n
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R
c+—U

A— B
[TGKCT}

{TGKCT}

Cert(/d,Q)

hello

NPU3HAK OINTUOKY;
MHOKECTBO BCeX CJI0B jinHbl 1 B asdasute {0, 1};

MHOKECTBO BCEX CJIOB KoHedHoii aaunel B aadasure {0, 1} (BKI09as mycroe
cJ10B0 uHBL 0);

nmaa caoa u € {0, 1}

MHOXKeCTBO Beex c1oB u3 {0, 1}*, 1imHa KOTOphIX KpaTHa n;

st « € {0,1} cs10BO JUIMHBI N U3 OJIMHAKOBBIX CHUMBOJIOB (V;

st u € {0, 1}* c10BO M3 epBBIX N CUMBOJIOB U, N < |ul;

KOHKATEHAINS UIUg . . . UpV1Vsg . . . Upy CHOB U = UglUy ... Uy U U = VU3 . .. Upy}

s U = Uy ... U, € {0,1}" uw v = vve...v, € {0,1}" caoBo w =
wiwy . .. wy, € {0,1}" u3 cumBoOIOB W; = u; * v; (HocumBosbHOE U);

upejcrasienne u € {0, 1} mecrnauarepuaHbIM CJI0BOM, LIPH KOTOPOM
I0CJIeI0BATEILHBIM 9eThIPEM CHMBOJIAM U COOTBETCTBYET OJMH HMICCTHAIIA-
TepuaHbIit cuMBoa (Hanpumep, 10100010 = A244);

JIJISI TIEJIOTO YHCJIa T W HATYPAJIBHOTO YHUCIa 1M OCTATOK OT JeJIeHus T Ha M,
T. e. qucsio r € {0,1,...,m — 1} Takoe, 9T0 M geAUT T — T

a) Uit U = Uy . .. ug € {0,1}% umcno 27uy + 28us + ... +ug u

6) st u = uy || ug || ... || un, w; € {0,1}%, wncao |uy] + 2% [uz] + ... +
28(n—1) Lun—l :

nng nestoro wucaa U cnoso u € {0, 1} Takoe, aro |u] = U mod 2%";
MPUCBOEHNE TTepeMeHHON ¢ 3HAYeHud U;

CJAy4YailHbIl PABHOBEPOATHDLIN (I/IJII/I HCGB,ZLOCJIy‘{aIU/IHbeI) BBHIOOD € U3 MHOXKe-
crea U;

st cropod A u B nepejada coodbuienust or A K B;

Heobs3aTeIbHOe coobIeHne (JieficTBIe) MPOTOKOIIA;

obs3aTebHOe COOBINEeHne (JIeficTBIE) TPOTOKOIA, KOTOPOe MOXKET OBITH Ie-
pesiano (BBITOJHEHO) TPEIBAPUTENBHO, 0 CeaAHCA MPOTOKOIA, WIH HEsIBHO;

ceprudHUKaT, CBI3bIBAONINI HaeHTH(hUKAINOHHBIE HaHHbIe [d ompeeseH-
HOII CTOPOHBI C €€ OTKPBITHIM KJII0U0M ();
HPUBETCTBEHHOE COODIIEHUE;
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({(dy1,ds,...,d,)) KOIOBOE NPEJCTABIEHUE CTPYKTYDPUPOBAHHBIX JAHHBIX, COJAEPKAIIUX, O
Kpaitneii Mmepe, KOMIOHEHTHI dy,ds, . . ., dp.

4.2 TlogcHenuda kK o003HAYECHUAM

4.2.1 CJmaoBa

JIBondHbIe CJI0BA MPEJICTABIAIOT cO0O0ii MOCIeI0BaTeTbHOCTH cCUMBOJIOB 13 astdasuta {0, 1}.
CHMBOJIBI HYMEPYIOTCS CJIeBa HAIIPABO OT eIMHUILI. B HacTodmeM moapasjiesie B Ka4ecTBe MpH-
Mepa paccMaTPHBAETCS CJIOBO

w = 10110001100101001011101011001000.

B stom ciioBe nepsuiit cumBosr — 1, Bropoit — 0, ..., nmocaemganit — 0.
CsoBa pazbuBaioTcs Ha TeTPaJbl W3 YeTBEPOK IOCTIe0BATEJbHBIX JBONYHBIX CHMBOJIOB.
TeTpa/ibl KOAUPYIOTCS MIECTHATIATEPUIHBIMUA CHMBOJIAMHY O CJIAYIONMM TpaBuiaMm (cM. Tab-

JIAILY :

Tabauma 1

‘ TeTpala ‘ CHUMBOJI H TeTpaJda | CHMBOJI H TeTpaJa | CHMBOJI H TeTpaJa | CHMBOJ ‘

0000 01 0001 116 0010 216 0011 316
0100 41 0101 B 0110 616 0111 Ti6
1000 816 1001 916 1010 A 1011 B
1100 Cig 1101 D 1110 Eig 1111 Fig

Hapbl ocJjie 10BaTeJIbHBIX TeTpaJ O6p&3y10T OKTEThI. HOCIIe,ILOBaTeIIbHI)Ie OKTEThI CJ0Ba W
HUMEIOT BH:

10110001 = B1;4, 10010100 = 94,4, 10111010 = BA;5, 11001000 = C815.

4.2.2 CJjaoBa Kak 4ducJa

OKTeTy u = ujUs . . . Ug CTABUTCA B COOTBETCTBUE OAUT — UMCII0 Lu} = 27u1 + 2009+ . .tus.
Hanpumep, okTeram w cOOTBETCTBYIOT OANTHI

177=2"4+22 4241, 148=2"4+2"+22 186 =27 +2° + 2" + 23+ 2! 200 =27 4 20 + 2.

Yucsio craBUTCHd B COOTBETCTBHE HE TOJIBKO OKTETaM, HO W JIIOOOMY JAPYTOMY JIBOUYHOMY
CJIOBY, JJIMHA KOTOPOTO KpaTHa 8. llpm 3TOM mcmoab3yeTcd pacmpocTpaHeHHOe /I MHOTHX
COBPEMEHHBIX TIPOIECCOPOB COTTIAIIeHHe «OT Maamux K crapumM» (little-endian): cauraercs,
YTO HEepBBIH OaifiT — Muamamuit, mocaeguuit — crapmuii. Hanpumep, ¢IoBYy w COOTBETCTBYeT
YHCJIO

|w] = 177 4 2% - 148 4- 2% . 186 + 2%* - 200 = 3367670961.

4.2.3 O6o3HaYeHUT ITPOTOKOJOB

[IpoTOKOIBI HACTOAIIETO CTAHAAPTA BHIMOJHAIOT JBe CTOPOHBI. OO0BEKTH H aTPUOYTHI
(ktoum, coobIeHnst, HAeHTHMUKATOPHI, epeMeHHbIe) ONPeJIeTeHHON CTOPOHBI CHADKAIOTCSI
HUKHUM WHJEKCOM, YKa3bIBAIONINM HA 3TY CTOPOHY.

KBagpaTHbiMu cKOOKaMU OKalMIISAIOTCS HeoOs3aTesbHble COOOIIEeHud W JeHCTBUS CTOPOH
IPOTOKOJIA.

DurypHbIME CKOOKAMH OKANMJISIOTCST CePTHMUKATEL (CM. @ U IPUBETCTBEHHBIE COODIIE-
HUsI, KOTOPbIe MOTYT TepeIaBaThCs MpeIBapPUTEIbHO WIN HedaBHO. [leiicTBust mo mepegade u
00paboTKe TaKUX COODIIEHMH TaKzKe OKAMIAI0TCS (PUIYPHBIME CKOOKAMH.

4



CTb 34.101.79-2019

4.2.4 Obo3HadyeHUd JAaHHBIX

B HaCTOsIIEeM CTaHAapTe B HEKOTOPbIX CJLYYasiX HPUMEHSIETCS JABYXCTYIIeHYaTas CXeMa, Ol11-
canus fgaHubix. Ha meppoii cTynenu jaHHbie OIMMCHIBAIOTCS PAMOYHO, 6€3 HCYePHbIBAIOIIMX J1e-
rageii. 3amuce D = ((dy,ds,...,d,)) o3nadaer, aro cioso D € {0,1}* sapisiercst KOJOBbIM
IpeJCTaBJIeHreM CTPYKTYPHPOBAHHBIX TAHHBIX, COJEPIKAIINX, II0 KpaiiHeil Mepe, KOMIIOHEH-
Tol dy, ds, . . ., d,. Hanpumep, Cert(Id, Q) = ((Id, Q)). Ha Bropoit cTymenu yTOTHSIOTCS CITHCOK
KOMIIOHEHTOB, IIPAaBUJIa, KOJAUPOBAHKS KOMIIOHEHTOB M BCEH CTPYKTYPbI B IEJIOM.

B mHacrosmmem craggapre yrourenus gaporcd ¢ momormbio ACH.1. B apyrux THITA yToune-
HUsI MOT'YT OBITH JaHBI APYTHMHE criocobamu. Y TouHerns ¢ nomornbio ACH.1 cobpaHbl B MOy b,
NpeICTaBIeHHBI B TpuioxKenun Al

4.3 CoxkpaineHud

B macrositiieM cTaggapTe MPUMEHSIIOTCS CJIEYIONINHe COKPAIIEHUST:

ACH.1 - aberpakTHO-cuaTakcnveckas norarus Bepcun 1 (TOCT 34.973);
KII — x1meHTCKag mporpaMma;

KT — xpunrorpaduieckuili TOKeH;

[1C — npuknannas cucrema (CTBH 34.101.78);

CU — cayx6a uaentuduranuu (CTB 34.101.78);

YII - yaocrosepsitomuii enrp (CTH 34.101.19);

OUII — snekTponnas mudpoBasi NOAIMKCD.

5 O01ue 1moJio>KeHus
5.1 HasunaueHnue

KT npeacrapasier Biaaaesbia upu ero s3aumojeitcrsuu ¢ 11C. Ha Tokene xpaHsiTcs uaeH-
TUHUKATNOHHBIE JTAHHBIE BJIAJENbIA, KON, CePTUMDUKATHI, Ipyrue 0ObeKThl (CM. @ @
TokeH peasusyer KpunrorpadudeckKue aarOpuTMbl U IPOTOKOJIbBI (CM. , € TOMOIIBIO KOTO-
PBIX BJIAJEJel] 3aluIaeT JA0CTYI K CBOUM OObEKTaM, JIOKA3bIBAET CBOIO MOJIUHHOCTD IEepPe]]
JIDYTEMHU CTOPOHAMHU, MPOBEpAeT MO IMHHOCTD JPYIUX CTOPOH, M€HEPUPYET JUYHbIE KJIIOYH,
HOJIITICHIBACT JIaHHDbIE, CHUMAET 3aIIUTY C KJodeil mudpoBaHus JaHHBIX, BBIIOJIHIET IPYTIHe
kpunrorpadudeckue oneparuu. CBsa3anubpie onepanuu n o0beKThl KT odopmisiorcs B Buie
HPUKJIAIHBIX MPOrPaMM, KOTOpbie camu aBsiorcst oobekTamu KT. Obs3arebHbIME SIBIISIIOTCS
nporpammst eID n eSign (cm. [6.7] [6.8)).

BaKHO, 4TO OMEpaIiu ¢ JIHIHBIM KJIH04oM (BbipaGorka DI, cHsATHe 3aIIUTHI) BBHITOIHS-
I0TCH B Hpejiesiax 3amuinennoit kpunrorpadudeckoit rpanunb KT nocie npeabsiBienus Kop-
PEKTHOrO mapoJsid. JIMdHbiil K049 He MOKHUIAeT MPeeoB IPAHUIbI, ITPH alllapaTHOl 3aluTe
IPAHUIBI CEKPETHOCTH KJII0Ya coOXpaHseTcs jraxke npu skciyaranun KT B arpeccuBHoit cpejie.

KT ucnosbsyercd B JByX pexkumax: 6a30BOM U TepMUHAJILHOM. B 0a30BOM pexkume BJia-
neser; HactpanaeT KT u BBINOMHSET ¢ €ro MOMOIINBIO JIOKAJbHBIE (He TpeGyrolne OHJIaiH-
B3aMMOJIEHiCTBYST ¢ IPYTUME CTOpOHaMHM) KpunTorpadguydeckue omeparun. B3anmojeiicTBue ¢
KT nomnepxusaer KII. B repmunasibnom pexkume KT Bzaumoaeiicrsyer ¢ [1C omnaiin. IIpen-
CTABUTEISIMU CUCTEM IPU ITOM SBJSIOTCA TePMUHAJDBI, B3aUMOJIEHCTBIE CO CTOPOHBI BJIAIE/IBIA
cuoBa nojiepxuBaer KII.

B tepmunanbaom pexkume KT obecnieduBaer pemnienue caeayIonux 3a,1a4:

1) ayrenTndukanus BIaJeabIa Ha JOCTYII K PECyPCaM U CePBUCAM TOKEHA;

2) ympasieHue o0beKTaMH, Pa3MeIIeHHBIMI B IpejeaaX Kpunrorpadudeckoil rpaHuibl
TOKEHA;
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3) ayrenruduKalys TepMUHAIA U ayTeHTH(DUKAIMS ePe/| HIM;

4) yCcTaHOBKa 3alUINEHHOTO COeJMHEHUST ¢ TEPMUHAJIOM;

5) mpoBepKa MOJHOMOYHIT TepMUHATA U TIepejiada eMy HIeHTHMOUKATHOHHBIX TAHHBIX BJIa~
JIeJTBIIA;

6) mpoBepKa MOJHOMOYUIT TEPMUHAA U OTKPHITHE €My JOCTYNA K MPUKJIAJHBIM TPOrpaM-
mam KT.

[Tonyuus moctyn K npukiaanoit nporpamme KT, repMunans MozxKeT BBIIOJIHATH ITPUMEPHO
Te Ke Kpunrorpadudeckue olnepaiun, YTo ¥ Bjaajesner B 6a30BoM pexkume. O1Hako B 6a30BOM
peKnuMe HeCMOTPsI Ha 3alllUTy JUIHOTO KJI0Ua COXPAHSIeTCs YIrpo3a MoaMeHbl 00pabaThiBaeMbIX
(HampuMep, MOANUCHIBAEMbBIX) HA HEM JaHHbIX. /|15 cpaBHeHus1, B TepMuHaaAbHOM pexnme KT
MOJIy4aeT JAHHBIE OT TePMHUHAJA, MPEIBAPUTEIBHO MPOIIEAIIEr0 ay TeHTH(DUKAIIAIO Tepe TO-
KeHoM. /laHHbIe IepealoTcs 10 3allUIeHHOMY COEIMHEHHIO, 1 UX HEBO3MOXKHO PACKPBITH MJIH
HOJIMEHUTD JIaKe MPH MOJTHOM KOHTPOJIE CPeIbl SKCIIyaTalud ToKeHa. Takum obpaszom, Tep-
MUHAJBHBIH pexkuM obecrednBaeT OOJbINIE TapaHTUR 0€30TACHOCTH IPH YCJIOBUHU, UTO CPEIa
SKCILIyaTAIlid TePMUHAJIA, 3aITUIIEHA.

TepMmunasr MoXKeT IpeJcTaBIATh He HemnocpejcTBenno [IC, ¢ KoTopoit B3ammojpeicTByeT
Biragenen KT, a cnenuanusuposannyio CU. 9ta ciayxkba oKa3biBaeT OJTHOW MM HECKOJHKHM
IIC ycayry ayrenTuduKanum ¢ OZHOBPEMEHHBIM IIPEA0CTABJICHHEM HACHTH(DUKAIMOHHBIX JaH-
aerx. CU mo 3ampocy I1C nposomautr ayrentudukaruio ua yposae «rtepmuaan CM1 — KTy u,
B cJIydae ycrexa, BhIycKaeT Oujer ayreHTtudukanuu. B srom Ouiere mpuBojsTCs yTBEPIKIe-
HUs 0 BJIaJesblie u 00 ayTentudgukanuu. CxemMa BBIIIYCKa OHIeTa ayTeHTH(DUKAIIIT OlIpeaeieHa

B [10L

5.2 MWNcnoanenune

KT moxkeT ObITH BHIIIOJHEH B BHIAE CMapT-KapThl, USB-ToKeHa M mporpaMmbl, KOTOPast
paboTaer Ha 3aIuIeHHoM cepBepe. [IporpaMmMubie TOKEHBI MOTYT OBITH TOJIE3HBI JIJIsi OPTaHU-
3alliH KPUNTOrpabUIecKuX CepBUCOB NH(MOPMAITMOHHBIX CHCTEM.

Hacrosmuit crangapr onpejesisier KoManaubiii unrepdeiic B3anmoeiicreug ¢ KT, koro-
puiit yauunupyer paboTy ¢ TOKEHAMH Pa3JUYHbIX TUMOB. llepedennb JIOMyCTUMBIX KOMAaH/I WH-
tepdeiica onpegensgerca TekymuM cocrosguueM KT. Cocrosuns ommcansl B [11], xoMammmbrit
unrepdeiic — B

[Iporpammuoe obecneuenne KT momkuo coorBercrBoBarh Tpebosanusm CTH 34.101.27
nnn anajgornaabix THITA. Ha annaparaom KT nomkabr OBITH TPEIyCMOTPEHBI CPEJICTBA WH-
JKEHePHOH 3aIlUTHl OT 37I0YMBINIIJIEHHUKA, 3aBJIa/IEBITETO TOKEHOM. DTH CPE/ICTBA TOJIKHBI TTPe-
ISTCTBOBATH YTEHUIO KDUTUIECKUX JAHHBIX (JIMUHBIX KITIOYei, maposieil, naeHTuhuKAIMOHHBIX
naunbix) u nepesogy KT B HeoOHapyzKumoe HEGE30IIACHOE COCTOSTHUE.

5.3 Tepmunauabl

TepMI/IHaJIbI 6bIBaIOT JABYX THUIIOB: JIOKaJIbHBIE N YIaJIEHHBIC.
Jlokanpublil Tepmunan B3ammogeiictByer ¢ KT memocpenctsenno. KII aBnsgerca ero va-
CTBIO. ﬂOKaJ’IbeIIU/I TepMHUHAaJ A0JIZKE€H 6bITb allllapaTHbIM.

VnateHublit repMuHAI B3auMoeiicTByer ¢ KT yepe3 KoMMyHUKAIIMOHHBIE CETH, KaK ITPABH-
710, cetu Untepuert. [locpeaaukom npu B3aumoaeitcrsun kpoMe KIT Moxker ObITH eliie u 6paysep.

Jna opranmsanuu B3anmojeiictBus ¢ KT tepmunasbl cnabxkaiorcd ceprudukaraMu

(em. [9)).

6
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5.4 KoameHTcKass mporpamMMma

KII, opranusysa B3aumojieiictsue mexay KT, Bnajgenvnem u tepmunaiom, odpabarbiBa-
er KPUTHYECKUe JaHHble (IApOJIH), a4 TaKyKe OTKPBIThIE JaHHbIe, EeJIOCTHOCTh U MOJIHHHOCTD
KOTOPBIX OIIPEIeJIAIOT HAIe2KHOCTh B3aUMOIEHCTBHSI.

KII ne MoxKeT caMOCTOSITEBHO OOECIEUHUTD IOJHYIO 3alIuTy 00pabaThiBAeMbIX JTAHHBIX.
3amuTa Opraiu3yercs Tak:Ke CPeICTBaMH CPeIbl SKCILIYaTallud, B TOM JHCJIe depe3 HAaCTPOii-
KI ONepanuoHHOil cucreMbl. OCHOBHBIE 33/1a9d 3aIIUTHI CPEJICTBAMH CPEJIbl: HEBO3MOKHOCTD
YTeHNd KPUTHYeCcKuX obJiacTeil maMsaT BpeIOHOCHBIMH ITPOTPAMMAaMU; HEBO3MOYKHOCTh ITOMe-
HbI OTKPBITBIX JIAHHBIX, 3alUTa KaHajaa «opaysep — Kll». Opranuzaius 3aniuTsl BRIXOJIUT 34
pPaMKH HACTOSIIETO CTaHIapTa.

[Ipu pabore ¢ ammaparabiM KT K ya93BUMBIM KPUTHYECKUM JaHHBIM OTHOCSTCS TOJIBHKO
napoan goctyma K KT. Ilostomy ammapatasim KT cieayer ormaBaTh mpeanodTeHue B TeX
curyanusx, korja KII BbiroJiHsIeTCsT B IOTEHITMAJIBHO arpeCCUBHON Ccpejie, HAllpUMep, Ha KOM-
NbIOTEPE, TMOAKJIIYEHHOM K CeTH ODIIero moJjab30BaHus.

6 OO0OBeKThI
6.1 Teneparop ciaydailHBIX WU MCEBIOCIIYIAWHBIX YHUCEJ

B cocraB KT mosken BxoguTh hpu3ndecKuit renepaTop ciaydailHbix ducesi. I'eneparop j10.1-
JKeH ynoBiaeTBopsaTh Tpebopanusm CTbB 34.101.27 wiu npyroro npoduasaoro THITA. I'enepa-
TOP JOJIZKEH UCIOJIB30BATHCS JIJIsi CO3JQHUS JIMYHBIX U CEKPETHBIX KJIIOYe, MOXKET HCIIOJIb30-
BaTHCSI JIJIST CO3/TAHUS CHHXPOITOCHIIOK.

Bwmecto reneparopa cydaiiHbIX 9rCes MOYKET MPUMEHSIThCSA ero aHaJI0r — aJrOPUTM TeHe-
panuu nceBaocaydaitabix gnce, onpeaenenuniit B CTH 34.101.47 uau B apyrom THITA. Bxox-
Hble JIAHHBIE aJITOPUTMA T'€HEPAIUH JOJKHBI BKJIIOYATh JOJTOBPEMEHHBIN CeKPETHBIH KJII0Y U
YHUKAJIBHYIO CHHXPOIOCHLIKY. ¥ POBEHb CTOUKOCTH aJTOPUTMOB, B KOTOPBIX IJIAHUPYETCS HC-
0JIb30BaTh FeHEepUpYyeMble KJII0UH, He JOJKeH MPEBIIIaTh OUTOBYIO JTHHY KJII0Ua aJTOPUTMA
reHeparum.

6.2 Taiimep

Jna onpenenenud Tekytnieit garel Ha KT j1o72ken ycranaBimBaThes almapaTHbIi TaiiMep,
aubo, ecau TaliMep MOJJEPXKATh HEIb3sd, TeKyIlas JaTa J0JMKHA TPUOJIUAKEHHO OIeHUBATHCS
[0 PEKBU3WTAM BXOJANINX cepTHMUKATOB WIN 1O IPYTHM JaHHBIM, mepegaBaeMbiM Ha KT oT
TepMuHaIa. Hampumep, Tekymmas gata Beeria mo3zKe JaThl BBITYCKA 0YePEIHOTO cepTurKaTa
TepMuHaJa, mpudnanunoro KT jeficTBuTeIbHBIM.

[Ipu orcyrcTBum almapaTHOro TafiMepa OlEHKA TeKyIleid JaThbl JI0JZKHA YCTaHABIUBATbC
npu Beitycke KT B obparienue paBHOii jaTe BHIITyCKA.

6.3 Ilapoam

KT nmomxen mogmepxkusarh Tpu naposis: PIN, CAN, PUK. Tlapoaun ucrnons3yroTcest B Ipo-
rokosie BPACE (ewm. U SBJLAIOTCS OOIMUMHU /1 BeeX NpukaaaaeiX nporpamm KT. Ilapon
zanuceiBaiorcsa Ha KT npu Beinycke Tokena B obpamenue. [laposu PIN u PUK konduaenmu-
aJibHO Tepeaiorcs Baaaeabity, CAN nepemaercs B OTKPBHITOM BHUJIE.

[Tapoas PIN (ot Personal Identification Number) npejcrasisier coboii crydaiinoe 4ucio u3
6 gecaTnyunbix Mudp, u3BecTHoe TOAbLKO Baageabiy KT. Mcnoab3yercs /i KOHTPOJIS JOCTya
K JQHHBIM U TpukaaIabiM nporpammam KT. Mozxker ObITh M3MeHEH BJIAJIE/IBIEM B IPOIECCE
skcrtyataruu KT mocste BBos1a BepHOTO AeiicTBytomero PIN.
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PIN cuabxaercd c4eT4MKOM IOUBITOK, KOTOPBIH 1epBoHava/ibHO paeH 3. [lpu HeBepHom
BBOJIe PIN cuerunk ymenbmraercs Ha 1. Ecaun cuerunk pocturaer 3uadenus 1, To PIN npuocra-
HapuBaerca u jganee Tpebyercs Beectu CAN. Beox CAN He m3mensier cueruank. [Ipu BeprOM
CAN mapoab PIN Bo3o6HOBIsIeTCST — ero cHOBa MOXKHO BBecTHu. I1pn Hepepuom CAN moctym K
KT Bpemenno 6okupyercs. Eciu cueTynk mOmBITOK jgocTuraeT 3Hadenus (), To OJOKUpyeTcs
PIN. Ilpu BBOse Bepuoro PIN cueTynK 1noubITok BO3Bpaliaercsd K 3HAYEHUIO 3.

IMpumeganne — Brokuposky KT mocse Broga mesepuoro CAN pekoMeHIyeTcss BBITIOJHATH HE
Menee 4yeMm Ha 1 cekymuay. Eciu anmaparubiii TafiMmep oTcyTCTBYeT, TO JJisi OJIOKUPOBKH MOXKHO
OPTaHU30BATH BBIYUCJIEHUs, KOTOPhIE 3aliMyT HYKHOE BPEMS.

PIN moxeT 6bITh pasbaokuposan BBojgoM BepHoro PUK. Oanako eciu npu 3ab/JJOKHPOBaH-
HoMm PIN naposib PUK BBosuTCsa nesepuo 10 pas, ro PIN dsiokupyercs nascerya. [Ipu ycneninoit
pazbsiokupoBke PIN cuerdynk monbITOK BO3BPAIAETCA K 3HAUECHUIO 3.

PIN mMoxkeT OBITH JIeAKTUBUPOBAH U TTOBTOPHO AKTHUBUPOBAH C TIOMOIIBIO CHENAAIBHBIX KO-
Mana. g peakruBarmuu Tpebyercs npeabaBuTh BepHblid PIN win PUK, aig akruBamum —
Bepublit PUK. Cpasy mocie Boinycka Tokena PIN aktuBuposan. Ilpu meakrusarmuum PIN mo-
CTYIl K OLepalusaM 1 JlaHnubiM, Tpebytomum ayrenruduraiuu 1o PIN, zaupemen. B Tom uucie
zamnperniena ayrentudukainug 1o PIN, pazonokuposka PIN. /leaktuBanus u noBropHas akTu-
Barus PIN He uaMeHAIOT HU cTATyC €r0 OJOKHPOBKHU, HU CYETUHUK MOMBITOK.

[Tapors CAN (or Card Access Number) mpemncrapiser coboit duciao u3 6 JecATHIHBIX
udp, KOTOpoe He MOXKeT ObITh BBIUUCIEHO Ha ocHoBaHuU 00mieil nadopmanun o KT (Hanpu-
Mep, CepUiHOM HOMepe) WIH ero Biaajenbiile. Moxker GbITh Hamewartan ua kKopryce KT wmu
yKa3aH B CONPOBOAUTE/LHBIX JOKYMEHTAX.

[Tapons CAN He MozkeT ObITH 3a0,JOKMpOBaH nin u3MeHeH. OH HCIOIb3YeTCs ST 3allATHI
OT aTaK THUIA «OTKa3 B OOCIYKHBAHHM»: 3amura cocrouT B TpeboBanuu Bectu CAN mepen
nociaeaneii nposepkoit PIN. lomosauTeasao CAN MoXKeT HCHOIB30BATHCS JJIS TOJIYI€HUsI 10-
cryna K GYHKIUIM U JAHHBIM ITPHUKIATHON TporpaMMbl elD aBTOPH30BAHHBIM TE€PMHUHAJIOM,
T. €. TEPMUHAJJIOM, KOTOPBI ObLIT YyCIEeINTHO ayTeHTHUIUPOBaH ¢ momonbio mporokoia BAUTH
(cm. [8.4) m B ceprudpukare KOTOPOro yCTAHOBIEHO COOTBETCTBYOIIEE NPaBo (cM. [7.3)).

[Tapons PUK (or PIN Unlock Key) npeacrasisier coboii ciyqaiinoe duciao u3 10 mecs-
TUYHBIX OGP, u3BecTHOE TOILKO Biaameabily KT. PUK He MoxkeT ObITH 3a0JIOKUPOBAH HJIH U3-
MeneH. Mcnons3yercsa aas pastaokupoBku PIN. JlomoaHuTeIbHO MOXKET UCIOIb30BATHCA JIIs
neakTuBanuu u akTupanuu PIN.

6.4 JIuuHble KJIOYN

Ha KT obsazarensno xpanurcsd jquanblii Kiaod KT, KoTopblit UCOIB3YeTCH JIjid &y TeHTHU-
dukanuu KT nepen repmunanom. Kiiou ycranapiusaercs npu Beinycke KT B obparenue Bme-
cTe ¢ cepTHMUKATOM COOTBETCTBYIONIETO OTKPHITOTO Kiatoda. [Iponeaypst Beimycka KT qo/kHBI
rapaHTUPOBATD, YTO KJIOY COXPAHIETC UCKJIIOUUTE/IHHO B lIpejiesiax Kpulrorpaduieckoi rpa-
aunbl Tokena. K gmmunomy kiaoay KT Moxkio 06paTuThCs TOMBKO KOCBEHHO, Y€Pe3 BBITIOJIHEHHE
nporokosa ayrenTudukannu. Kiod He Moxker ObITh nmpountan ¢ KT nin nzmeneH.

Honmomaurensao Ha K'T' MOryT XpaHuTcd JUYHBIE KJIIOUH, KOTOPBIE HCIOIB3YIOTCS B TPHU-
KJITHOH TporpaMme eSign jiist BEIpabGOTKY MOAMUCH U/Wad pa3bopa TOKeHa KJo4a. JIudHbie
KT04n eSign renepupyiores camuM KT mpu Beiycke B oOpaliieHne WM SKCITyaTanuu. JInannrit
KJII0Y He MOXKeT ObITh npountan ¢ KT, HO MoxkKeT ObITh YHUYTOXKEH WA CTeHePUPOBAH 3aHO-
Bo. Kitto4, crenepupoBatHblii B onpejieieHHOM pexkumve (6a30BOM HJIM TEPMHHATBHOM ), MOXKeT
UCIIOTB30BATHCA TOJBKO B 3TOM perkuMe. JIHYHBIN KJII0Y reHepupyeTcs BMeCTe C OTKPBITBIM.
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[Ipeaycmorpennst 6 jmanbix K/iodeit €Sign, KOTOPbIM Ha3HadeHbl ujaeHTHdUKATOPL 0146,
0216, 0316, 1116, 1216, 1316. MnenTuduxarop J0aKeH UCIOIb30BATHCS /I BLIOODPA OIIpeie e H-
HOTO JIMYHOTO KJII0Ya Tepe]] BhITOJHEeHneM Kpunrorpaduueckoii onepamuu ¢ Hum. llepsore 3
UJIECHTU(DHKATOPA COOTBETCTBYIOT 6A30BOMY PEXKHUMY, MOCJeIHIe 3 — TepMuHaabHOMY. BTopoii
CUMBOJI UJeHTH(PUKATOPA KOAUPYeT ypoBeHb croiikocTu aiaropurMmo CTH 34.101.45: [ = 128
Kojupyercs exunuteit, | = 192 — aBoiikoit u | = 256 — TpoiiKoii.

Omnpegenennniit 8 CTB 34.101.21 nporpamwvusiit warepdeiic Cryptoki monken ObiTh ciie-
JYIOTIUM 00Pa30M HACTPOEH Ha PabOTy C JIMYIHBIME KJIOYaMu eSign:

1 Homxuwl neiicrBoBarh coriamrenust CTH 34.101.78.

2 Arpubyr CKA_ID mo/keH OBITH OJHHM U3 6 YKAa3aHHBIX BBIIIE HIeHTH(OUKATOPOB.

3 Ilpu renepanuu kiaoueii (Mexanusm CKM_EC_KEY_PAIR_GEN) ypoBeHb CTOHKOCTH, ONpe-
nensiembrit arpubyToM CKA_ID, 10o/I2KeH COOTBETCTBOBATH IapaMeTpaM IIUITHIECKONR KPUBOIi,
yka3biBaeMbiM B arpudyTe CKA_EC_PARAMS OTKpPBLITOIO KJIIOYa.

4 Arpubyr CKA_SENSITIVE mosmken npunuMath 3uadenue CK_TRUE, u 370 3Ha4YeHUE He
MOZKET U3MEHAThCA.

5 Arpubyr CKA_EXTRACTABLE no/ken npuHEMaTh 3HadeHne CK_FALSE, u 9T0 3HaUeHMe He
MOYKET U3MEHAThC.

6 Arpubyror CKA_SIGN, CKA_UNWRAP smunoro kito4a u arpudyrel CKA_VERIFY, CKA_WRAP
OTKPBITOTO KJIOYa JOJKHBI TpuHAMaTh 3Hadenne CK_TRUE.

7 Arpubyr CKA_ALLOWED_MECHANISMS jo/zkeH BKJO9aTh MexaHm3M CKM_BIGN_TSP,
a Takxke Mexanu3M CKM_BIGN_HBELT mnpu ypoBHe croiikoctn [ = 128 wim wmexa-
Hu3M CKM_BIGN_BASH npwu ypoBHe croiikocTu [ = 192 u [ = 256.

6.5 Ceprudukarsl

OTKpBITBI K104 () CTOPOHBI ¢ UAeHTU(DHUKAITMOHHBIMI JaHHBIME [d pacupocTpaHseTcs B
dbopme ceprudurara Cert(/d, Q). Ceprudurar npegcrapiser coboit oobekT Buna ((Id,Q)),
KOTOPBIi CBA3BIBACT WICHTU(DUKAIMOHHBIE JIAHHBIE ¢ OTKPBITBIM KJIIOYOM W, KOCBEHHO, JIMY-
HBIM KJIIOUOM CTOPOHBI. CBsg3biBaHue BHINOJHdAeT Y1, moamuceiBag JaHHBIE cepTudUKATa HA
cBOEeM JIMYHOM KJtode. COOTBeTCTBYIOMUN OTKPBITHIN Kiarou Y1l Takke pacmpocTpansercs B
dopme cepTuduKaTa, KOTOPbI BBIIYyCKaeTcs OO0 BhimecTosmuM Y 1, 1ubo sBisgeTcss KopHe-
BBIM (camonoanucanubiM). B mesom obpasyercst MapiipyT cepTudUKAIIE — [EM0YKa, KOTOpast
HAYMHALTCS KOPHEBBIM cepTuduKaToM n 3akanunBaercs Cert(ld, Q).

[Tpu Beinycke KT B obpatienue na wero 3amnucwiBaercsd ceprucdpuxar KT, npeacrasisgroniuit
auuaabit Karod TokeHa. Ha K'T 3amuceiBaeTcsa TakzKe OJIMH WJIM HECKOJTBKO KOPHEBBIX cepTU(U-
KaTOB, KOTOPBIE OYIAYT HCIOIB30BATHCS MPU ayTeHTUMDUKAINT TePMUHAJIA.

B mporecce ayrenTrdUKAIIINT TePMUHAT TPETHABIAET CBO MapIpyT cepTudukanuun 6e3
nepsoro (kopuesoro) ceprudukara. KT nposepsier mMapmipyr, B TOM YHCJE POBEPSIET, 4TO
HelocTaommit Kopuesoit ceprudukar owu1 3anucan va K'T. B orser K'T ornpasager repmunasty
cBoit cepruduxar. TepMuHag caMOCTOSATETLHO BOCCTaHABIMBaeT MapiipyT ceprudukanmu KT
U TIOCJIe 9TOTO TMPOBEpseT ero.

Y10OBl YMEHBIIUTH 00bEM TIePeChLIaeMBIX JAHHBIX H YIIPOCTUTH MPOBEPKY CePTUMDUKATOB,
OHU JIeJIAI0TCS OOJIETYeHHBIMU OTHOCUTEJHHO CTAHJAAPTHBIX CePTU(MUKATOB, OIPEIETeHHBIX B
CTB 34.101.19. ®opmar obaerdenubix cepruduxaros oupesesen B [0 Tam ke oupemenenst
NpaBUJIa TPOBEPKU MapIIPyTOB CEPTU(MUKAIUN.

B wacrosimiem crangapre TpedyeTcs, 9TOOBI JJTMHA MapIipyTa cepTudUKaIni paBHSLIACH
2 nam 3. [Apyrumu ciaoBamu, obsierdenHble cepTudukaThl KT n TepMUHAIOB TOJTXKHBI BBITYC-
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Karbed JinbO HerocpeicTBeHHo KOpHeBbIM Y [ jinbo npomerxkyrounbiM Y1, nojuuHeHHbIM KO-
HEBOMY.

Y1, Beimyckarorue obJierdeHHble cepTHMOUKATH, JTOJKHBl CHAOXKATHCS YHUKAJTIBHBIMA HO-
MepaMH U3 TpeX JecaTwaHbIX nudp. YL ¢ ompeneseHHBIM HOMEPOM JIOJIKEH HCIOTB30BATH
TOJBKO OJHY Hapy KJoveil (TUIHbBIH U OTKPBITHII).

Hononnurenbuo na KT moryr 3anucbiBarbes cepTugUKATHI, TPEICTABILIONINE JTUIHbIE
kaoun eSign. Ceprudukarsl eSign sIBASIOTCS CTaHJIAPTHBIME — WX COfepkaHue u (hopMar
onpejesensl B CTB 34.101.19. Ceprudukars! J0JKHB COOTBETCTBOBATD JIONOJIHATEILHBIM TPe-
boBanusam, ycranopienubiM B CTB 34.101.78 noist pou «@Pusudeckue smmay. B mpuioxkennu [B|
JIAaHBI PEKOMEH/IAINK 110 XPAHEeHUIO cepTudukaros eSign B npejesnax Kpunrorpadpuieckoii rpa-
ol KT,

6.6 OO0BbexkT Name

[Ipu dpopmupoBanun ceprudpuxara €Sigh rorOBUTCS 3alPOC, B KOTOPBIil BKIIOYAIOTCS CIIe-
UuaJIbHBIM 006pa3oM oT(hopMaTUpPOBaHHbIE HACHTUMUKAIMOHHBIE HaHubie. PopMar ompesaes-
ercss tunom Name, 3amanuabiM B CTH 34.101.19. JTo/KHBI TPUMEHATHCA yTOUYHEHUs (popMaTa,
ycranosiennble B C'TH 34.101.78.

O0bekT Name roTOBHUTCA TEPMUHAIOM IO MPOYUTAHHBIM HMICHTU(MUKAIHUOHHBIM TAHHBIM.
WNan obbekT MmozkeT ObITH 3anucan Ha K'T' B mporecce Buillycka TOKeHa B 0OpalieHne Wil B po-
necce skciuryaranuu. B npuiozkennn [B| nambl pekomenjamun no xpaHeHuo 06beKTa B Ipe/iesax
kpunrorpadudeckoit rpanuisl KT,

6.7 Ilpuknamgrasa nporpamma elD

[Ipuknamauas nporpamma elD npepna3nadena Jjisd ylupapjieHus WICHTH(QUKATTMOHHBIMA aT-
pubdyramu Baajenpna KT co cToporbl TepMuHATIA, IPEICTABSIONIETO HEKOTOPYIO HHMOPMAIIH-
OHHYIO CHUCTeMy. YTpaBJjieHne arpubyTaMu OCYIIEeCTBISeTCS B COOTBETCTBUU € MIpaBaMU, yCTa-
HOBJIeHHBIMU BiaaIeablieM KT, n mpaBamu, 33 JaHHBIMEA B MapIuIpyTe cepTuMUKAIITT TePMUAHATA
(cMm. . ATpubyThl IEpPEeTAI0TCS 0 3AMUIIEHHOMY COEMHEHUIO U, TAKAM 00pa30oM, obecredn-
BaeTCd X KOH(MpUIACHITNATHLHOCTD, KOHTPOJUPYETCS TEJOCTHOCTh U MOJTHHHOCTb.

[Iporpamma elD MozkeT HCTTOTB30BATHCA TOJIBKO B TEDMIHAJIBHOM PeKHMe MOCJIe YCIEeITHON
ayTeHTHMOUKAIINT TePMUHAIA.

[Iporpamme Haznadaercs ujgentTuduxkarop id-eID, ompejeseHHbIR B NPHIOKEHUN @ B
npuiozxennn [B| nanst pekomenmarnuu mo xpanennio o0bekToB elD B mpegenax kpumnrorpadu-
yeckoii rpanunns KT.

6.8 Ilpukjaanmasa mporpamma eSign

[Mpuxstagras nporpamma eSign opranu3yeT paboTy ¢ KpUNTOrpapuIecCKIMHU aJTOPUTMAMI
CTb 34.101.45. IIporpamMma obeclieduBaeT IeHEPAIUIO JUIHBIX U OTKPBITHIX KJIIOYEl, yIpaB-
JIEHHE COOTBETCTBYIONIUMHE CepTH(MUKATAMH, BRIPAOOTKY IOJIIUCH U Pa3dop ToKeHa Kiatoda. C
MOMOIIBIO TTOCIEI0OBATEIHLHOCTENl KOMAH, €Sign OpraHu3yoTCcsa CJA0KHBIE MaKpOooIepalu, Ha-
IIPUMED, MPOTIECC BBIIYCKA cepTUMHUKATOB OTKPHITHIX Kiatodeil axropurmos D1 / rpancnopra
KJIIOYA.

[Iporpamma eSign MOXKeT HCIOJIb30BAThCS B 6a30BOM PeKUMeE IOCJe YCIENTHON ayTeHTH-
dukanuu BIaJIEIbIA JUO0 B TEPMUHAILHOM PeKHUMe TOCJe YCIENHON ayTeHTUMUKAINN Tep-
mMuHasa (Tpedyercs npeBapuTesbHas ayTeHTUhDUKAIUS BJIAIbIA).

Jls BBITTOTHEHNST HEKOTOPBIX KOMaH I eSign Tpebyercs coryacue Baasenbna KT. Brame-
JIeIl BeIpazKaeT corJacue, noarsep:kias 3nanue PIN. [Iporpamma eSign jgo/KHA MOIEPKU-
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Barh duar nojarsepxxienus PIN. Ouar ycranasjimBaercst 10cjie yCHENHON ayTeHTuuKaium
Baajenbia mo naposto PIN, a takzke mpu nocsemytomieM npeabgapienun PIN mo 3amumnienHo-
My coequnennio. Dyar cOpachBaeTCsd MOC/IE FeHEPAIIMN W YHUUTOXKEHUs KJII04eil, BHIpabOTKH
ompeneaennoro yucaa LI, namenenuns PIN.

IIporpamme eSign HazHadaeTca nuaeHTHUKATOP id-eSign, ompejieleHHBIII B IPHJIOXKE-
nuu [A] B npunoxennu [B] naunsr pekomenganuu mo xpamenuio oObeKTOB e€Sign B mpeesaax
kpunrorpadudeckoit rpannms KT,

7 WUpenTnduKaliimoHHbIE JaHHBIE
7.1 TI'pynnbl JaHHBIX

Nudopmarug o KT u upenrudukanumonnsie arpudyThl Baajeabina KT opranu3oBanbl B Bu-
ne rpymn gaaabix DG1, DG2,. .., DG22. Hanmenoanwne, coiepkanue u 00s13aTeTbHOCTD TPYIII
onpenengiorcs B rabrmre 2 Hemocpeacrsenno unentudukanuonnse arpuOy ol Biaajgeasina KT

pacnoJaraiorcd B rpynnax DG4 — DG12, DG17, DG18, DG21, DG22. I'pynnst DG13, DG19,
DG20 zapesepBupoBanbl Jijisi Oy/IyIero NIPUMEHEHUs], B HACTOSIIEM CTaHapTe OHU HE OLpPe/ie-

JISTEOTCS.
Tabuinua 2 — I'pynnbl JaHHBIX
‘ I'pynmna ‘ HanmenoBanue ‘ Conep:xanne O0s13aTeTHHOCTH
DG1 SerialNumber Cepuitnbiit Homep KT +
DG2 IssuingState Crpamna, Beimyctusimas KT +
DG3 DateOfExpiry Jara okonuanus jgeiictBuss KT +
DG4 GivenName s +
DG5 FamilyName Qamuns +
DG6 MiddleName OTuecTBO +
DG7 PersonalNumber JInanbIit HOMED +
DGS DateOfBirth Hara poxaeHust +
DG9 PlaceOfBirth Mecto poxk/ieHus +
DG10 Nationality I'paxxmancTBo +
DGI1 Sex [Ton +
DG12 OptionalDataR | HonosHuTrenbHbIe JaHHBIE 11 ITEHUS
DG13 — 3apes3epBUPOBAaHO Ha OYIyIIee
DG14 | WrittenSignature Mz06pazkenne pydHO# MOIIUCH
DG15 DateOflssuance Jara Boimycka KT +
DG16 IssuanceBoard Opran, Bogasmuii KT +
DG17 | PlaceOfResidence | Axpec mOCTOSHHONO MECTa YKUTEIbCTBA
DGI18 DistrictID Ko pernona
DG19 — Sape3epBUPOBAaHO Ha OyILyIee
DG20 — Bape3epBUPOBAHO Ha OyLylnee
DG21 PhoneNumber Howmep Tenedona
DG22 EMailAddress Aipec 571€KTPOHHOR TOYTHI

['pynnbl JaHHBIX ONMHCHIBAIOTCS caeayonmvu ognonMenabiMu Tumamu ACH.1. B tumax
npumensiercs: HesieHoe (IMPLICIT) terupoBaHue.

SerialNumber ::= [APPLICATION 1] PrintableString(SIZE (14..18))
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IssuingState ::= [APPLICATION 2] Country

DateOfExpiry ::= [APPLICATION 3] Date

GivenName ::= [APPLICATION 4] UTF8String

FamilyName ::= [APPLICATION 5] UTF8String

MiddleName ::= [APPLICATION 6] UTF8String
PersonalNumber ::= [APPLICATION 7] PrintableString(SIZE (7..64))
DateOfBirth ::= [APPLICATION 8] Date

PlaceOfBirth ::= [APPLICATION 9] GeneralPlace
Nationality ::= [APPLICATION 10] Country

Sex ::= [APPLICATION 11] ICAOSex

OptionalDataR ::= [APPLICATION 12] SET OF OptionalData
WrittenSignature ::= [APPLICATION 14] OCTET STRING
DateOfIssuance ::= [APPLICATION 15] Date

IssuanceBoard ::= [APPLICATION 16] UTF8String
PlaceOfResidence ::= [APPLICATION 17] GeneralPlace
DistrictID ::= [APPLICATION 18] PrintableString(SIZE (7..64))
PhoneNumber ::= [APPLICATION 21] PrintableString
EmailAddress ::= [APPLICATION 22] IA5String

ICAOString ::= PrintableString (FROM ("A".. "Z" | " "))
Country ::= ICAOString (SIZE (3))

ICAOSex ::= PrintableString (FROM ("M"["F"[" "))

Date ::= NumericString (SIZE (8))

Place ::= SEQUENCE {

street [10] UTF8String OPTIONAL,
city [11] UTF8String,

state  [12] UTF8String OPTIONAL,
country [13] Country,

zipcode [14] PrintableString OPTIONAL

GeneralPlace ::= CHOICE {
structuredPlace Place
freetextPlace  [1] UTF8String
noPlaceInfo [2] UTF8String

OptionalData ::= SEQUENCE {

type OBJECT IDENTIFIER,

data ANY DEFINED BY type OPTIONAL
}

Cepuitnpiit Homep KT B rpynme DG1 go/KeH ycTaHABIUBATBHCS B COOTBETCTBHH C IIPa-
putamu, 3aganabiMu B CTHB 34.101.78 mna maenTudukannoHHoro arpubyra serialNumber.
CoriacHO 3THM IIpaBUJIaM, CEPUIRHBIH HOMEpP JOJIKEH COMPOBOXKIAThCs mnpedurcom IDCBY-'.
[Tpumep: 'IDCBY-590082394654". /Inuna cepuiiHoro Homepa (6e3 ydera npedukca) T0JKHA
OBITH B AHMAIa30HEe OT 8 ;10 12 CUMBOJIOB.

12
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Kou crpanst B rpynnax DG2 u DG10 gosken nuMersh TPEXCUMBOJIBHOE 0003HAYEHHE COTJIAC-
Ho [I]. B rpynme DG2 xox crpanbr noszken umerb 3uadenne BLR'. B rpynne DG10 gomkuO
3a/1aBaThCs 3HAYEHWE, COOTBETCTBYMOIIee rpakaaHcTBy Biaageabiia KT ('BLR' st rpaxkian
Pecnybsinku Besrapycs), u 3nadenue 'XXX', ecnu Baagesen KT He nuMmeer rpak/IaHCTBA WM €T0
IPazKJIaHCTBO HE ONpPeIeIeHO.

Harta okonuanus neiicrsug KT B rpynme DG3, nara poxiaenus Biaagenbina KT B rpymnme
DGS8 u nara seinycka KT B rpynme DG15 noskubt uvers dopmar YYYYMMDD (4 cumBosia
rojia, 2 CUMBOJIA MECSIa, 2 CUMBOJIA YHCJIa Mecsna). B ciydae ecim nata poXK/IeHUs] U3BECTHA
HE TOJTHOCTBIO, TPOIYIIEeHHbIE JTaHHbe moMevatoTcd npobeiom. Korjga HeoOX0AuMO IpOBEPHUTD
BO3pacT Biaajeabna KT, BMecTo HeJIOCTAONINX JaHHBIX MCIOJIB3YeTCsd Hanbo/iee Mo3 Hss BO3-
MOxKHast jara (HampuMmep, 31 mekabpsi YKa3aHHOTO IOJIa, eCJId U3BECTEH TOJIBKO TOJ, POXKICHHUS ).
lon poxaenuss B DG8 comepkurcst Beeria, Jaxke ecau OH B JeUCTBUTEILHOCTH TOYHO He H3Be-
cred (B HOCJEHEM CJIydae yKa3blBACTCs HPUOIU3UTEIbHBIR [0/l POXK/ICHUSA ).

Jlmanpiit Homep Baageabna KT B rpynmne DG7 goyKeH yeTaHABIUBATHCS B COOTBETCTBUU C
npasuavu, 3aganabivu B CTHB 34.101.78 nyis upenrudukanuonnoro arpubyra serialNumber.
Jluanbiit HOMEp JIOJI2KeH HaduuHaThea ¢ npedukca PNOXX', rge cumBosibl ‘XX ' onpeessiior
JIBYXCHMBOJIBHBIT Koj cTpanbl coriacho [I], B koropoit 3apermcrpuposan Homep. ITpumep:
'PNOBY-786545091A4PB5’".

Mecto poxaenns Baageabna KT B rpynme DG9 n agpec mocTOSHHOTO MecTa *KUTEIbCTBA,
Biajenbia KT B rpynme DG17 pekomenayercs 3a1aBarh TUIIOM Place, KOMIIOHEHTBI KOTOPOTO
UMEIOT CJeyloliee 3HaYeHue:

1) koMmoHeHT street NOJKeH COJEp:KaTh HA3BaHUE YIHIBI (IepeysKa, MPOCIEKTa, M0
MATA U T.IL.);

2) KOMIIOHEHT City JOJIZKeH COAep:KaTh Ha3BaHUe ropoja (HocesKa, JepeBHH 1 T.I1.);

3) KOMIOHEHT state JOJKEH cofepzKaTh Ha3BaHue o0sacTu (1TaTa, TPOBUHIMA U T.II.);

4) KOMIIOHEHT country JOJIZKeH COJep:KaTh KOJ CTpaHbl (cM. onucanue rpymmbl DG2);

5) KOMIIOHEHT zipcode JOJI7KeH cojiepzKaTh MOYTOBBIN WHJEKC Biaajeabia KT.

Jna 3amanug ajpeca B HPOU3BOJBHOM BHJE CJEJIYeT BOCIOJIb30BATHCA KOMIIOHEHTOM
freetextPlace Tuna GeneralPlace. Eciim Biaagenen KT ne mpoxkubaer B Pecrnybiuke bBe-
J1apych, TO B GeneralPlace jao/ixkeH ObITH BHIOpaH KoMmoHeHT noPlaceInfo co 3nauenuem He
npaxsBae § PB/He mpoxusaeT B PB'. Ecsmm mudopmaius o Mecre POXKICHUS WU MECTe K-
tenberBa KT #e nzBecrna, 1o B GeneralPlace jroszkeH ObITH BoIOpan koMmronenT noPlaceInfo
co 3HaUeHHeM IHpapMampis azcyTHidae/lHpopManus OTCYTCTBYET .

B rpynme DG14 3amaercs m3obpakerwe pyunoii mogmucu Biaajgeabiia KT B kKogmpoBke
JPEG 2000 [2].

B rpynne DG16 ykaswiBaercsa opranm3arus, koropas Beigaer KT Baamenbiry.

Kos pernona B rpynne DG18 3amaercst ¢cTpokoii, KoTopas COAep:KUT (CIeBa HAIPABO):

— TPHU CHMBOJIA TUIA KOJIA PETHOHA;

— JIBa CHMBOJIA KOJa cTpaHbl cornacHo [1], B KOTopoii 3aperucTpupoBaH Koj PeruoHa;

— cHMBOJ -

— cOOCTBEHHO CHUMBOJIBI KOJIa PEruoHa.

[Ipr wmCnoL30BAaHUU HACTOLAIIETO CTAHJIAPTA THUII KOJA PEruoHa JIOJZKEH NPUHUMATH
sHavyeHne ZIP', COOTBETCTBYIOIIEE IIOYTOBOMY WHJEKCY. llpuMep IOJHOrO KoJa permoHa:
'ZIPBY-220045".

[TouToBble HHIEKCHI, KOTOPBIe YKa3biBaoTcd B rpynnax DG17 u DG18, 1oaKHbI COBIAIATD.

Howmep Tenedona saagenbna KT B rpynme DG21 goszKen ObIThH MpeICTaBIeH B CHHTAKCHACE
global-number coracuo [3].
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B rpynme DG22 moxer ObiTh 3a/1aH ajapec 3eKTpOHHON mouThl Biaajesbia KT.

B rpynmax ganaeix DG4, DG5S, DG6, DGY, DG17 undopmanus mpejgcraBasiercss Ha Oe-
JIOPYCCKOM U PYCCKOM #3bIKax. g pazjenenus nHMOPMAIUHA, MPEJICTABICHHON Ha pa3HBIX
S3bIKaX, JIOJZKEH KCIOJb30BaThesa cuMmbos /. Hampumep, B DG5S daMuius npeacrapisgercs
B Bujge MIUKEBIY/MULKEBUY'. Ecnu y Bragensna KT orcyrersyer ordecrso, To rpynna DG6
JIOJIZKHA ObITH IIyCTOil.

[Ipu xpanenun rpynn wHa KT oHE JOZKHBI KOAMPOBATHCS C TOMOIIBIO OTJIHIUTETHHBIX
npasui, onucanibix B CTH 34.101.19 (mpunoxkenue B).

Joctyn na 3anuch K rpynnaMm DG1 — DG16 go/mKeH OBITH 3alperreH.

B npunoxennu [B] npusojggares unentudukaropsr (aitios, B KOTOPHIX IDYIIIbl JAHHbIX
xpangrcs Ha KT.

7.2 JdomonHUTE/ bHBIE ATPUOYTHI

llpn ayrenTndukanum TepMUHA 3aIIpaNInBaeT nIeHTHMOUKATMOHHBIE ATPUOYTHI BIaIeThb-
na KT. Kpome arpubyTos, onpeaeneHusx B[7.1] mepedensb MoKeT COAECPKATD AOMOTHATETLHBIE
arpubyrsl DocumentValidity, AgeVerification u PlaceVerification. Honosnuresbapivm arpudy-
TAM HA3HAYAIOTCH WAECHTU(DUKATOPDI, 3aaHHble B IpUaokennn [A]

At1pubyr DocumentValidity ucmosb3yercsa nng npoepkn cpoka aeiicteug KT. ITapamer-
poM aTpubOyTa ABJIdETCS 1aTa, HA KOTOPYIO He0OXOIUMO MpoBecTH MpoBepKy. [IpoBepka cocTtout
B cpaBHeHWN naThl B rpymnme DG3 ¢ garoil, ykazanHoii B mapaMerpe. Pesyabrar mpoBepku 0y-
JIeT OTPUTATEIbHBIM, €C/IU JaTa B napaMerpe 0oJiee TO3/Hsisl. SHAYEHNEeM aTpuOyTa SBJISIeTCS
Pe3yIbTaT MPOBEPKH.

IIposepka cpoka neiicteusg K'T' momkHa BRITOTHATHCA BCerJa W JOJIKHA TTPEIITeCTBOBATH
3aIpocy JIOOBIX JIPYTUX aTPUOYTOB.

Arpubyt AgeVerification ucrosibzyercs ajs nposepku Bo3pacta Biaaaenbia KT. [Tapamer-
poMm aTpubyTa SIBASETCS camas MO3/HSAsS IOIMyCTUMAsl jara poxKjaenus. [[poBepka cocTouT B
cpaBHeHHN AaThl B rpymnie DGS8 ¢ garoit, ykazarnaoit B mapaMeTpe. 3HadYeHneM aTpuOyTa ABJIsd-
eTcs MpU3HaK Toro, 9to Biagesnen KT ponuica He mo3/iHee yKazaHHON B apaMeTpe JTaTHI.

Arpubyr PlaceVerification wucnosb3yercst s mpoBepku npokubanus piajesbina KT B
onpeaenenHoM perunone. [lapamerpom arpubyTa sBIsieTcss KO pernoHa. [[poBepka cocTout B
cpaBHeHUN Koja pernona B rpymnmne DG18 co 3HaYeHNeM, yKa3aHHBIM B TTapaMeTpe. JHATEeHueM
aTpubyTa dBJIdeTCd pe3yJbTaT MPOBEPKH.

[TapaMeTpsl TOTOJHUATEIHHBIX aTPpUOYTOB AOTKHBI mepenaBaThesad KT B dopmare, 3agan-
HoM caepyrorum Tumom ACH.1:

AuthAuxData ::= [APPLICATION 7] SEQUENCE OF DiscretionaryDataTemplate

DiscretionaryDataTemplate ::= [APPLICATION 19] SEQUENCE {
objIdentifier OBJECT IDENTIFIER,
dataObjects ANY DEFINED BY objIdentifier

X

KowmnonenT objIdentifier 3amaer maeHTUPUKATOD JTONMOJHUTETHHOTO aTPUOYTa, & KOM-
nonent datalbjects — mapamerp atpuOyrta. Kommonent datalbjects momKeH MMeTh YHU-
KaJbHbIH KoHTekcTHO-3aBucHMbll Ter [cMm. TOCT 34.974 (tabuuna 1)]. B Tabmaune |3| ykazano
JOIIyCTHUMBIE T€rH W THIBI KOMIOHeHTa datalbjects nja onpeneseHHBIX BBIMIE JONOJTHUTEIb-
HBIX aTpUOYTOB.
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Tabuinua 3 — Ilapamerpsl AOHOJHUTEJ/IBHBIX ATPUOYTOB
Atpubyr U nerTudukarop ‘ Ter ‘ Tun mapamerpa (ACH.1) ‘
DocumentValidity | id-DocumentValidity | 834 Date
AgeVerification id-AgeVerification | 884 Date
PlaceVerification | id-PlaceVerification | 924 | PrintableString(SIZE (7..64))

7.3 llpaBa mocryna

[IpaBa mocryma K npukJagaoi mporpamme KT omumesiBatores ciaemyromum tumom ACH.1:

CertHAT ::= [APPLICATION 76] SEQUENCE {
objId OBJECT IDENTIFIER,
discretionaryData OCTET STRING OPTIONAL

+

KowmmonenT objId omuceiBaeT mpukIaaayio nporpammy. Kommnonent discretionaryData
olpesiesIgeT CJIOBO IIPaB JOCTyla. burtam 3TOro cjaoBa COOTBETCTBYIOT OIPE/IEJECHHBIE T'PYIIIbI
JIAHHBIX, JOMOJHUTEIbHBIE aTPUOYTHI U JIPYrue OObEKThI, KOTOPBIMU YHPAaB/IgeT MPUKIAIHAL
nporpaMmma. Keau komnoneHT discretionaryData oTCYTCTBYeT, TO UCIOIb3YIOTCS MAKCAMAJb-
HBIE JJTA MPUAKJIAJIHON nporpaMMbl IpaBa AOCTYHA.

na ommcanus mpaB gocTyna K elD kommoneHT objld mosKeH NpWHUMATH 3HaUeHHe
id-eldAccess, olipejeeHHOE B HpHﬂO}KeHHH@ Kowmnonent discretionaryData joJszKeH Ipu-
CYTCTBOBATh W JOJKEH COCTOATH U3 D OKTETOB.

ODTH OKTeTHl ONPeeSoT JBONYHOe c0BO JauHbl 40. BuThl cioBa HymepyoTcs crpasa
HausteBo, HaunHad ¢ 0. Cj0BO ompejiessgeT mpaBa JAOCTyNa K WIEHTU(MUKAITMOHHBIM aTpUOyTam
nocJie ayreaTudukanuu no PIN. CrnoBo Takke onpesesser mIpaBo yIPaBIeHUT CAMIM MapoIeM
PIN u npaso gocrymna k arpudyram o naposio CAN Bmecro PIN. [peamnonaraercst, 9o mpaso
nposepaTh cpok geiicteug KT umeer sobas cropona. [losromy monosinuTe bHbIH aTpubyT
DocumentValidity B cjioBe npaB JocTyna He yYUTHIBACTCS.

B Tabnure 4| ommchiBatoTCs OUTHI CJI0BA MPaB JOCTyHa K TPUKIaAHOI mporpamme elD.
Butel, 3apesepBupoBaHHbIe Ha OyIyIee, TOTKHBI OBITH HYJIEBBIMHU.

Hampuwmep, croso 00000000 00110011 01101111 01111011 00010000 = 003C6F5B1044 ompe-
nesisier mpasa Ha urenue 1m0 naposisim PIN uw CAN rpynn gamasix DG1, DG2, DG4 — DG7,
DGY9 — DG12, DG14, DG15, DG17, DG18, DG21, DG22.

s ommcanusi mpaB JOCTyHa K NIPUKJIAIHONW mporpamme eSign kommonenT objId smoi-
KeH NpUHUMAaThL 3HadeHne id-eSignAccess, ompelejieHHOe B IPHUIOXKEHHUH @ KommnonenT
discretionaryData JIOJIZKeH MPUCYTCTBOBATDL U JOJKEH COCTOATH U3 2 OKTETOB.

OTH OKTETHl ONpeJeSIOT IBOUYHOE CJOBO JIUHBI 16. BUTH cioBa HymepyooTcsa cmpaba
HasteBo, Hauwras ¢ (. C0BO ompejessier mpaBa JOCTYNA K JaHHBIM U CEPBHCAM €Sigh mocjie
ayrearudukanun mo PIN. CyoBo Takyke onpesesser npasa ynpasiaeruns camum napojem PIN.

IIpumegyanue — @opmasibno PIN He gBisiercs 06bekTOM HPUKIAHBIX nporpamm elD u eSign.
Ho mpasa ynpasnenus PIN ymobuo BBecTn umenHo uepes 31w mporpammbl. Ilporpamma eSign, B
oraunuane oT elD, Moxker ucnosp30BaTHCH M B 0A30BOM, U B TEPMUHAJILHOM pexkumax. [losromy

WMEHHO eSign JIe/IerupoBaHbl OCHOBHBIE TTPABA.

B rtabaune [5| omuceiBatorcst OuTH coBa mpaB OCTyTA K NPUKIAIHON mporpaMmme eSign.
DButel, 3apesepBupoBaHHBIE HA OyIyIee, TOMKHBI OBITH HYJIEBBIMH.

15



CTb 34.101.79-2019

Tabuiuiia 4 — CJy0Bo npas H0OCTyIIa K HNPUKJIAAHOI nporpamme elD

Howmepa 6utos

[IpaBa moctyna

0 [IpaBo mpoBepsaTh Bo3pact (arpubyr AgeVerification)
1 [IpaBo HPOBEPSTH HIPUHAIEZKHOCTD K PEruoHy (aTpubyT
PlaceVerification)
2,3 Bapes3epBUPOBaHO Ha OYILyIIEe
4 [IpaBo mosyuuts pocrym 1o maposio CAN
5) [IpaBo ympapisth naposem PIN (akTuBHpOBaTbH, 1€aKTHBHPOBATH, M3Me-
HATh, pa30JOKUPOBATS)
6,7 Bapes3epBUPOBaHO Ha OyILyIIee
8 [Ipaso anrats DG1
29 [IpaBo unrars DG22
30, 31 3apes3epBUPOBaHO Ha OYIyIIee
32 [IpaBo 3anuceiBaTh B DG22
37 [IpaBo 3amuceiBath B DG17
38, 39 Bape3epBUPOBaHO Ha OyIyIIee
Tabuiuia 5 — CJi0BO npas J0CTylla K NPUKJIAAHOI nporpamMe eSign

Howmepa 6uton

[Tpapa mocryna

0-5 3apes3epBUPOBAHO Ha OYILyIIee

6 [IpaBo akTUBUPOBATH U JEAKTUBUPOBATDH maposb PIN

7 [IpaBo u3mensaTsb naposib PIN

8 [IpaBo pazdokupoBaTh maposab PIN

9 [IpaBo 3anucsiBaTh 00bekT Name

10 [IpaBo aKTUBUPOBATH U JEAKTUBHPOBATD KJIIOUN

11 Bape3epBUPOBAHO Ha OYILyIIee

12 [IpaBo reHepwpoBaTh W YHHYTOXKATH KJIIOYH, 3alUCHIBATH CEpTU(UKATHI,
YUTATh O0ObEeKT Name B TEpPMUHAJIBLHOM PEKHUME

13 [IpaBo reHepwpoBaTh W YHHYTOXKATH KJIIOYH, 3alUCHIBATH CEpTU(UKATHI,
9uTaTh 00beKT Name B Oa30BOM pexKuMe

14 [IpaBo BeIpabaTHIBATH HOIINCH, PAa30MPATh TOKEH KJI0Ya, 9ATATh cepTudu-
KaThl B TEPMUHAJIBLHOM PE:KHIME

15 [IpaBo BeIpabaThIBATh HOANKUCH, Pa30UPATh TOKEH KJII04Ya, YNTATh CePTHhU-

KaThl B 6A30BOM pexKHMe

[Ipu naposbnoit ayrentucdukamuun KII nepenaer KT coracoBannbie ¢ BiajesbiemM 00b-
ekThl CertHAT, KoHTpOJIMPYH JaJdbHEHIe BO3MOXKHOCTH paboThl ¢ ToOKeHOM. [lepesaBaembie

00beKTHl HUKEM He 3aBepeHbl, n modToMmy KT cyzkaer 3ajaHHbIE B HUX IpaBa 10 YIPaBJICHUS
HapoJIAMH B pabOTHI ¢ €3ign B 6a30BOM perKHME.

B tepmunanbaom pexkume KT momyuaer o0bekThl CertHAT B cepTudukare TepMHHAJIA,

zasepernnom 1enoukoit YII. Ceprudukaresr VI takzke comep:kar o0bekThl CertHAT. CoBa npas

KII, repmunana u Bcex YII menoukn HaKJIaIbIBAIOTCS JIPYT HA JAPYTa C MOMOIIHIO ONMepanuu A

(nmoruueckoe ). KT nepekitodaercs: Ha mpaBa, MOJyYeHHBIE B Pe3yJbTaTe HAJOKEHHS.
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8 Kpunrorpaduieckas mogaaepKKa
8.1 Duauntumyeckue KPUBbLIE

Jlna Beipaborku u nposepku DI, Tpancmopra ka04a 1 ay TeHTUMOUKAINT UCTOIB3YIOTCA
AJITOPUTMBI U IPOTOKOJIBI HA OCHOBE JLUIMITHYECKHX KpHUBBIX, onucannbix B CTH 34.101.45.
Bo Bcex anropurmax u IPOTOKOJAX HCIOJIB3YIOTCS ITapaMeTpPhl SJUIMITHYECKO KpuBoit p, a,
b, ¢ u G, 3ananubie B CTH 34.101.45 (npwioxkenne B). rum mapamerpam 8 CTB 34.101.45
(npustozkenne J1) nasHavdenbl uaeHTHdUKATOPH bign-curve256vl (yposenb croiikoctn [ =
128), bign-curve384vl (I = 192), bign-curveb512vl ([ = 256).

[TapameTpsl p, a U b ompemerdlOT TPYIIY TOUeK 3munTudeckoit xpusoit E,,(F,). Dra
IpyIIa uMeeT HOPI0K ¢, ee JIeMeHTaMu gBJIAoTcd apdUHHbIE TOYKH, 00pa3yloniue MHOZKe-
creo B}, (F,), n Geckoneuno ynanennas touxa. [lapamerp G (6asoBas Touka) sBsercs s/e-
MEHTOM E;b(Fp). ['pynna 3amnuceiBaer ajautuBHo. g HaTypaJbHOTO YHcaa 4 U adpPUuHHONK
ToukH V depe3 ul obozHadaeTcs cymMMa U IK3eMILIIPOB V.

[Tpu mepenade Mexk Ty croponamu Touka V mpecrasasercs ciaosom (V) € {0, 1}4. TIpa-
suiIa upenacrasienns 3agansl 8 CTH 34.101.45 (mynkt 4.1).

B ajnropurMax u mpoTOKO/1aX HA OCHOBE /IIHNTHIECKUX KPUBBIX MCIOAB3YIOTCS JUIHBIE U
OTKPBITHIE KJIIOYH, JOJTOBPEMEHHBIE WM OJHOPA30BBIE. JIMIHBIM KIIOUOM SIBJISIETCST TUCTIO0 U3
MHOZKeCTBA {1,2,...,q — 1}, OTKPHITHIM KTIOUOM — 97IeMeHT MHOxKecTBa B (IF)).

8.2 CranmaptHble KpunrtorpadmndecKne aJropuTMbI

AgaroputMm belt-cfb. cnosb3yercs anroputm 3anmmdpoBanud B PeKUMe raMMUPOBAHU
¢ obpatHoit cBs3bIo, onpenenernnii B CTH 34.101.31. BxogHbiMu maHHBIME AJITOPUTMA SABJISI-
otea coobmenne X € {0,1}*, kmou € {0,1}?% u cunxponocsiika S € {0, 1128, Boixogubivu
JaHHBIME ABJIgeTcs 3ammdpopannoe coobmenue Y € {0, 11X,

Anaropurm belt-cfb!. Vcnonb3yercd aaroputM pacimudpoBaHusS B pexKHMe TaMMHUPO-
BaHug ¢ oOpaTHO# cBs3bio, onpenenennblii B CTB 34.101.31. BXoaHbIMu JaHHBIMHA aJITOPUTMA
aBagioTea 3amudposannoe coodbmenne Y € {0,1}*) kmou K € {0,1}?°® u cunxponochlika
S € {0, 1}'%5. BoixoaubiMu JAHHBIME ABJIsIeTC HepBonadaibioe coobmenue X € {0, 1}V,

Aaroputm belt-mac. Vcmnonab3yercss aJaropuTM BbIpaOOTKH HMHTOBCTaBKH belt-mac,
oupeaenennnlit B CTH 34.101.31. BXogubIMU JaHHBIMHE aJITOPUTMa SIBISIOTCS coodbimenne X €
{0,1}* m kmou K € {0,1}%°, porxogmpivm — uvuroscraska T € {0,114

Anaroputm belt-hash. Vcnosb3yerca aaroputMm xsmmmpoBanus belt-hash, ompejesen-
ubiit B CTB 34.101.31. Bxoaubimu JanabiMu ajgropurma sisisiercst cioo X € {0, 1}, Bbixo/-
HBIME — ero xam-3radenne Y € {0, 1},

Anaroputmbl bash384, bash512. lcmoab3yioTcess aaropuTMbl XSIIHpoBaHUsS bash384,
bash512, onpenesennnie B CTH 34.101.77. BxoaHbIMH JAHHBIMH aJTOPHTMOB ABJISIETCS CJIOBO
X € {0,1}*, soxomubivu — ero xam-3navenne Y € {0,1}*% wm Y € {0,1}°'%. KT noayuaer
yKe TOTOBBIE X3MI-3HAYEHUs U MMOITOMY He JOJI?KEH PeaJU30BbIBATH AJTOPUTMBI.

Aaroputm belt-keywrap. Icmonb3yercs auropuT™M  yCTHOBKH — 3aIllUTHl  KJIIO-
ya belt-keywrap, omnpenenennniii B CTB 34.101.31. BxogubiMu JaHHBIME aJIrOpUTMa
apngiorcd samumaemblit kmod X € {0,1}%*, ero zaromosok I € {0,1}'%, xmou samursr
K € {0,1}?°. BLIxoIHBIMI JaHHBIME SBISeTCA SaITHITeHHbH Ko Y € {0, 1}XI+128,

Anropurm  belt-keywrap !. Hcnombsyercs —airopuT™ CHATHSA — 3allUThl  KJIIO-
4ya belt-keywrap ', ompegenennpiii 8 CTB 34.101.31. BXOZHBIME JaHHBIMH aJCOPUTMA
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apjistiores sampiennbii kmoa Y € {0,1}%) saronosok [ € {0,1}'*) kiou sauurs
K € {0,1}*. BoixoaubiMu JaHHbIME sIB/IseTCs MO0 TIPU3HAK OMUOKH |, iubo nepsoHadaib-
bt kmoa X € {0, 1}Y1-128,

Anroputm belt-keyrep. cnonp3yercs aaroput™ npeodpa3oBanus Kiroda belt-keyrep,
onpenaenennsiit B CTH 34.101.31. BxogabiMu JaHHBIME aJrOPUTMA, SIBJISIOTCS TpeoOpas3yeMblii
kaou X € {0,1}?%, yposenn D € {0,1}%, zaronosok I € {0, 1}'?%, aauna m € {128,192, 256}.
BbIXoaHbIMI JAHHBIME sIBJIsieTCs peobpasoBanubiii Kiawod Y € {0, 1}™.

Augroputm bign-genkeypair. lcmone3syercss ajJropuT™M TeHepaluW Mapbl  KIOYei
bign-genkeypair, onpesenennsiit 8 CTB 34.101.45. HedaBHbIMU BXOTHBIMH JAHHBIMA aJTO-
PUTMA SIBJISIOTCS TapaMeTpPhl SJLIUNTHYECKO KpuBoit. B ajropurme ucnonb3yiorcs ciaydaii-
HbI€ WJIU [ICEBJIOC/IyYaiiible Ynuc/ia. BbIXOMHbIMU JIAHHBIME AJIPOPUTMA ABJILIOTCH JIMYHBIT KJI0Y
de{l,2,...,q— 1} m orkpurrerit xkimtou Q € £y ().

Anroputm bign-valpubkey. Mcmomw3yercs ajropuT™ TPOBEPKH OTKPHITOrO KJIOYA
bign-valpubkey, ompeaesennsii B CTB 34.101.45 (nyukT 6.2.3). BXoAHBIME JaHHBIMA aJi-
rOpUTMa sIBJIsleTCs OTKPBITHI Kimod () = (2g,yqg), Tle T, Yo — leible duciIa. BrIxomHbI-
MU JIAHHBIMH aJIPOPUTMa siBJIsteTcst oTBeT A (@) ABJISeTCs JOMYCTUMBIM OTKPBITHIM KJIIOYOM)
nyn HET.

AnroputMm bign-sign. Ucnonansyercs anroputv Bbhipabotkn 1T bign-sign, onpee-
nennbiii B CTB 34.101.45 ¢ onHuM 13 aaropuT™MOB X3upoBanus belt-hash (Ha ypoBHE CTOi-
koctu [ = 128), bash384 (I = 192) um bash512 (I = 256). Bxomupivn naunbiME bign-sign
saistiorcst coobmenne X € {0, 1} u smanwtit kiatou d € {1,2,...,g—1}. Beixogupivu ganabivu
apysercs noamuck S € {0,133

Asnroputm bign-verify. Mcnoansyercs amropurv nposepku DI bign-verify, ompe-
neqennbiii B CTB 34.101.45 ¢ onHuM U3 aJropuT™MOB X31MTHpOBaHus belt-hash (Ha ypoBHE CTOI-
kocru | = 128), bash384 (I = 192) wau bash512 (I = 256). BxoaubimMu jganubivMu bign-verify
apisiores coobmenne X € {0, 1}, nogmucy S € {0, 1} u orkpwireiit kmoa Q € Ej ().
BroixogupiMu JaHHBIME 9BIgeTCS 0TBeT JA mianm HET.

Anroputm bign-keytransport. lcmoan3yercsa ajropuTM co37aHWSA TOKeHA KJIIOYa
bign-keytransport, onpenesnennsit B C'T'b 34.101.45. BXonmHBIMU JaHHBIMH AJTOPUTMA SIB-
naiores xkmou X € {0,1}%, ero saronosok I € {0,1}'* u orkpwiteit xmou Q € Ej,(Fp)
nosiydaresss X. /liauna X jo2kHa ObITh He MeHbIne 128. BbIXOHBIMY JIAHHBIMA SIBJISIETCS CJI0-
Bo Y € {0, 1}2H+IXIH128 — roxen xmoua X.

Anroputm bign-keytransport~!. Mcroansyercs ajiroputm pa3bopa TOKeHa KJIO-
4a bign-keytransport ™', onpenenennsiii 8 CTB 34.101.45. BXOAHBIMA JAHHBIME aJTOPHTMA
apiaiorea Token Y € {0,1}%*, zaronosok I € {0,1}!'?® TpamcnoprupyeMoro B HeM KJII0Ya U
manbiit kmod d € {1,2,...,¢ — 1} nonyugaresnst Y. BbIXOmHBIME JAHHBIMEU SIBISETCS JTHO0
npusnak ommubku L, 6o croso X € {0, 111727128 — g0, Koropwiit TpancnopTHpyeTcs B
TOKeHe Y.

Anaroputm bake-kdf. Vcnoab3yercs aJaropuTM HOCTpoeHUs KJoda bake-kdf, ompee-
aeunbiit B CTB 34.101.66 (myskT 6.1.3). BXOAHBIMI TAHHBIME AITOPATMA SIBISIIOTCST CEKPETHOE
ciaoso X € {0, 1}*, nonosunrenshoe ciaoso S € {0,1}* u nomep kioua C' — HeoTpHIIATEIBHOE
1eJI0€ YUCI0. BBIXOMHBIMA JAaHHBIME siBasieTcst K04 Y € {0, 1}256.

8.3 IIporoxona BPACE

8.3.1 O®b1iee oumcanue

Jlns mapoJsibHOM ayTeHTHMUKAIMH UCITOJIB3YeTCs MPOTOKOJ (DOPMUPOBAHUS OOIEr0 KJIF0Ua
BPACE, onpenenennsiit B8 CTB 34.101.66 (myukT 7.6). [Tporokon sbimousiercss mexay KT u
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KII, upu srom KT Bbicrymaer B posin croponbr A (B 0603uadenusix CTB 34.101.66), a KII
BBICTYTIAET B POJIL CTOPOHBI 3.

[TpusercrBentoe coobimenne hellokr (hello, B o6o3uadennax CTH 34.101.66) e ucnosb-
3yeTcs, T. €. ABISAETC MyCThIM ¢JIOBOM. COOTBETCTBEHHO HE OTIPAB/IAETCS W He 00pabaThiBaeT-
csa coobmenne MO. IIpuBercTBennoe coobmenne helloky OTIpaBseTcs Mepe] BBHIITOIHEHTEM
IPOTOKOJIA U O3TOMY coobmerne M1 comepkuT TosibKO 3amudpoBannbie ganubie Yir (Y4 B
oboznavenusix CTH 34.101.66). Taxke ne pirodennoe sisao B M1 coobuienne helloky JOJIZKHO
UCIOJIb30BATHCS MIPU MOCTPOEHUU KJTIOYA.

[Ipu Beimosnennu nporokosa KIT u KT mojzkael moaTBepzKaaTh oOMMi KJIIOY, T. €. Bbl-
HNOJTHATH JIeHCTBUS W nepegaBarh coobienus, nomedennbie B CTH 34.101.66 xBaapaTHbIMU
ckoObkamMu. [loarBepzkias K04, CTOPOHBI MPOBOJAAT ayTeHTU(DUKAIIMIO APYT JIPYTa.

8.3.2 BxozaHble U BBIXOJHBIC TAHHBIE

BXoIHBIME TaHHBEIMI TTPOTOKOJIA SIBJISIETCST MPUBETCTBeHHOE coobrenne helloky € {0, 1}*

u maposs P € {0,1}%. B xagectse P moryT seictynats maposin PIN, CAN, PUK (cu. [6.3).

256
1220 6o pu-

BBIXOHBIMI JaHHBIME TPOTOKOJA sBJsIeTCs 6o obmuit kg K € {0, 1
3nak omubku L. Bo3spar L o3nauaer ysmmbo cOoit npu nepegade coodIeHnii mpoToKoa, Jubo
HapYIIEeHHE MEJOCTHOCTH COODINeHut, MO0 HapyIIeHne UX MO TMHHOCTH, JJUOO ONINOKY ayTeH-
TUPHUKAIUA CTOPOHBI TpoTOKoaa. Obmuit Kiaod Ky CTOPOHBI UCHOJIL3YIOT s OpraHU3alliH

3aIIUIIEHHOTO COeINHEHNS].

8.4 IIporoxon BAUTH

8.4.1 Obi1ee onucanue

[Iporokosr BAUTH wucnosb3yercs st B3aumuoit ayrentudukanuu KT u repmunasa. B
OIMCAHNM TPOTOKOJIA TepMHuHaJ obo3Hadaercss OykBoit T. B xome nporoko/ia cTOpOHBI ITPOBO-
AT ayTeHTH(MUKANWIO JIPYT JAPyTa W JIOTOJHUATEIHHO (OPMUDPYIOT OOIMUI CEKPETHBIH KJIIOY.
Cuauasia KT mpopepsieT o IMHHOCT TEPMUHAJA, & 3aTeM TepMHUHAJ POBepseT O IMHHOCTD
KT. Ayrenrudukamus KT mepen TepMHHATIOM MOXKET He BBIIOJTHATHCS, COOTBETCTBYIONIHE CO-
O0IIeHUs U JIEHCTBUS CTOPOH OKANMJISIIOTCS KBAIPATHBIMU CKOOKAMI.

[Iporokosr BAUTH moszken BBIIOJHSITHCS MOC/IE TAPOJIHHON ay TEHTU(PUKAIIMH C TTOMOIIIHIO
nporokoa BPACE.

8.4.2 JdoaroBpeMeHHbIE KJIOYN

CTOpOHBI IPOTOKOJIA UCTIOIB3YIOT J0JTOBPEMeHHbIe JudHble Kiaoun dr, dxr € {1,2,...,q—
1} u cooTBeTCTBYIONHE OTKPHITHIE KIIOIH Qr, QT € E;b(IFp). g reHepanuu map KJrodel
JOJ2KEH HCII0Jb30BaThCs aJIropuT™M bign-genkeypair.

[Ipu XpaHeHNH U PACIIPOCTPAHEHUH JIOIKHBI 00€CIeINBATHCI KOH(MDUICHINATLHOCTH U KOH-
TPOJIb TEJOCTHOCTH JIMIHBIX KJIIOYeil, KOHTPOJIb NEeJIOCTHOCTH OTKPBITHIX Kjtoueil. JInunbie Kiio-
qu dr, dgr pononautenpbHO K iporoko,ry BAUTH moryTt ucnonib3oBarbest B anropurmax S1IT,
ompenenennubix B CTB 34.101.45, mia npoBepKu BJIaJIeHAL JIMIHBIM KJIIOYOM IPH (HOPMHUPO-
BaHuu cepTudukaron. Vcmoib3oBanue JUUHBIX KJOYeHl B APYTIUX aJrOPUTMAX M IPOTOKOJIAX
3aIpeIrneHo.

OTKpBITBIE  KJIIOYH  PACHpPOCTpaHIiOTcss B Bujge ceprudukaros  Cert(ldr, Qr),
Cert(ldxr,Qxr). Ilpum BbmosHeHun uporokona ceprudukars mposepstorces. Ceprudu-
KaT JIOJIZKEH TPU3HABATHCSA JIEHCTBUTEIBHBIM TOJBKO €CJIM KOPPEKTHBI €ro (popMaTt, CPOK
JieiicTBYSA, Moanuch Y1, BRIIYCTHBIErO cepTHMUKAT.

19



CTb 34.101.79-2019

[IpoToKoJI IPOCTPOEH TaK, 4To TepMuHa/l oy daer ceprudukar Cert(Idgr, QkT), TOJBKO
npexbsBisis aefictBurenbubiii ceprudukar Cert(l/dy, Q) u Baages COOTBETCTBYIONMM JIHY-
HBIM KJIIOYOM dr.

8.4.3 BxoaHble M BBIXOJHBIE JAaHHBIC

Bxoauabivun JTAHHBIME IIPOTOKOJIA, SIBJIAIOTCS [IPUBETCTBEHHBIE COOOITIeHHS
helloy,helloxr € {0,1}*, smuneie kawouu dr, dgxp u ceprudurarer Cert(ldr, Qr),
Cert([dKT, QKT)

BBIXOIHBIMI JAHHBIME TIPOTOKOJIA siBJsieTCst ubo obumit ko Koy € {0,1}2°°, niubo npu-
3nak omuOku L. Bosppar L o3Hauaer qmbo cOoit npu mepeade cOOOIEHNH TPOTOKOIA, JTU00

}256

HapYIIEeHHUEe [EJOCTHOCTH COODIeHu#t, Jimbo HapylIeHue UX HOJJIMHHOCTH, JUO0 OIuOKY ayTeH-
THUKANANT CTOPOHBI MPOTOKOIA. O0muit Kirrod Ky SBIsIeTCs AOMOTHUTEIBHBIM Pe3yIbTATOM
ayTeHTU(UKAIINH, TOT KJIIOY CTOPOHBI UCTOJIB3YIOT JIJI OPTAHU3AINY 3AIUIIEHHOr0 COeTnHe-
HHUSI.

8.4.4 IlepemeHnHbIE

Opgaopa3oBbie JuYHBIA M OTKPBITHIN Kiatoun. KT remepupyer oanopasoBble JTUYHBIH
ko ugr € {1,2,...,q— 1} n coorsercrytomuit orkprithiit kiitou Vgr € By (F,). Koou Vir
nepechliaercst TepMunaity. Kimod ugr J01KeH ObITh YHUYTOXKEH ITOC/Ie UCIT0Ih30BaAHN.

OpgaopazoBeiii cekpeTHbIit K04, KT reHepupyer n nepecbLiaeT TePMUHAILY OTHOPA-
30BbI cekperHbiil K04 Rgr € {0, 1}1. Katou josken reHepupoBaThCsd B COOTBETCTBUU € TPe-
OOBAHUAMME

3amuIeHHbIH OJHOPAa30BbIi K04, Kiou Rk 3amuinaercs ¢ mOMOIIbIO aJlopuTMa

belt-keywrap u nepechiiaercs B Buje ciaosa Yy € {0, 1HT1%,

Cayxebnbriit katoa K. JI1a samutsl Ryt ucnoab3yercd cayzkebubril kmou K € {0,1}2%,
KOTOPBIil CTPOUTCH 110 JINGHOMY U OTKPBITOMY KJ/I0YaM IPOTHBOIOIOKHBIX CcTOpoH. Kiaou K
JIOJI?KEeH OBITh YHUYTOYKEH MOCJIe UCIOIb30BAHNS.

OnuopazoBasg noxmnuck. nsa ayrentudukanun KT mepen TepMUHATIOM HCHOJIB3YETCS
onHopasosast noanucek sgr € {0,1,...,¢— 1}.

Sammdposauubie ganabie. KT nepecbuiaer TepMuHAILY OJHOPA30BYIO MOAMKUCH U CBOM
ceprucdukar B 3amudpoBannoMm suje. Pesyiibrarom samudpoBaHus SBJILSETCH CJIOBO LT €
{0, 1}*.

Cunxponocsuika. [lpn ayrentudukannn KT nepen repMuHaIOM HCHOIB3YETCS CHHXPO-
noceiika Rp € {0,1}1%. B pasiuunbix ceancax 1poToKoJa TePMUHAJ J0JKEH BbipabaThblBaTh
Ju0O0 3aBEIOMO PA3JUIHBIE CHHXPOIOCKHIIKH, JITOO BEPOSITHOCTH COBHAJEHUST CHHXPOIOCHLIOK
JIOJIZKHA OBITH IpeHeOpe:kuMo MaJa. CHHXPOMOCHLIKE MOTYT BBIPAOATHIBATHLCS CJIyYalHBIM HIIH
HCEeBIOCTYIAHHBIM METOIOM, CTPOUTHCS MO METKAM BPeMeHW, 3HAYEeHUSM MOHOTOHHOTO CUeT-
YUKa U JIP.

NnmuroscraBku. /g ayrentudukanuu repmunania mepe KT ucmoib3yercs UMATOBCTAB-
ka Ty € {0,1}%%. Jlns KoHTpO/Is LeJ0CTHOCTH 3amudpPOBaHHBIX JAHHBIX HCIOIb3YeTCd MMH-
tocraska Tt € {0,1}%

Cayxkebnbrit k04 K. J{nd BbIYUCIEHUS WMHUTOBCTABOK WCIIOIb3yeTcs CIyKeOHBIH
kmoa K € {0,1}%% Kmou no/mken GbITh YHIITOKEH TOCTE UCTOIB30BAHUA.

Cayxkebnbiit k04 Ky, [lna mmdpoBanus oHOPa30BOi HOANKUCH U cepTHdUKATa HC-
noJb3yeTcs cayxkebnpiit kmou Ky € {0,1}2°0. Kmou 1o/ken 6bITh yHHYTOKEH HOCTE HCIIOb-
30BAHUS.

ITepemennas t. Vcnonbsyerca nepemennasd t € {0, 1}
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8.4.5 Coobienusa

CTOpOHBI ITEPECHIIAIOT APYT APYTY CJEYIOIIHe COOOIIEHNS:
MO (T — KT): {hellor || } Cert(Idr, Qr);

M1 (KT — T): {helloKT | } (Vkr)a || Yirs

M2 (T — KT): Tr [ || Ra;

M3 (KT — T): [Zxr || Txr]-

8.4.6 Ilarm

AyrenTndukanyus COCTOUT B BBIIOJHEHUH IIAroB, oupejeseHHbIX HuzKe. Ilpu ommbke Ha
a1060M M3 IIAroB, B TOM YHCJIE IIPH OTPHUIATEILHOM pe3yJbTare J000# HPOBEPKH, IIPOTOKOI
IPEKPAIIACTCS. U BO3BPAIIACTCA IPU3HAK omubOKu L.

1 T

1) {ornpasaser coobmenne MO}.

2 KT

—_

{HOﬂyqaeT coo0renne MO};

{HpOBepHeT Cert(ldr, QT)};

Rir & {0,1}" (8 coorsercTRUT ¢ TpeGosanmsaMH [8.4.4);
(uk, Vkr) < bign-genkeypair();

[\

= W
N N N S N N S

5) K < (ukr@r1)s6;
6) Ykr < belt-keywrap(Rkr,0'%, K);
7) ormupassiger coodienune M.
3 T
1) mnosydaer coobimenue M1;
2) mposepsier, uTo bign-valpubkey(Vikr) = IA;
3) K <« (drVkr)2s6;
4) Rkt < belt-keywrap !(Ykr,0'?8 K);

[Rr & {0,112 (B coorercTBEn ¢ TpeGoBaHHIMH [8.4.4 I;
Ky < bake-kdf(Rkr, [Rr || | hellor || hellokr,0);

O Ot
N 2Nt 2N 2Nl N NI N N N

7) K, < bake-kdf(Rkr, [Rr || | hellor || hellokr,1);
8) [K> + bake-kdf(Rkr, Rr || hellor || hellokr,2)];
9) Tr «+ belt-mac(0'%8 K);
10) ormpasisier coobienue M2.
4 KT:
1) nosyuaaer coobienne M2;
2) Ko < bake-kdf(Rkr, [Rr || | hellor || hellokr,0);
3) K < bake-kdf(Ryr, [Rr || ] hellor || hellokr, 1);
4) mposepsget, uto Tt = belt-mac(0'?®, K;);
5) [K < bake-kdf(Rkr, Ry || hellor || hellokr,2)];
6) :t < (belt—hash((VKT>21 H RT)>Z};
7) :SKT — (UKT — (ZZ + Lﬂ)dKT) mod q};
8) :ZKT — belt—cfb((sKT>21 H Cert(IdKT, QKT)7 K27 0128)];
9) [Tkt + belt-mac(Zkr, Kl)};
10) iOTHpaBﬂHeT coobmenne M3].
5 T
1) nomyuaer coobienne M3,
2) mposepsier, uro Tk = belt-mac(Zkr, K1);
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3) (<3KT>21 || Cert(IdKT, QKT)) — belt—cfb’l(ZKT, K, 0128);
4) mposepsier, uro s € {0,1,...,q— 1};

5) mposepsier Cert(ldxr, Qxr);

6) 1+ (belt—hash((VKTm || RT)>Z7

7) mposepget, uTo sxrG + (2! + [t])Qkr = VKT}.
Yenernraoe BBITIOJHEHRE TITATOB MPOTOKOIa o3HavaeT, uTo K'T mposen ayrentudukanumn tep-
MUHAJIA, [TepMMHaﬂ HpoBeJT ayTeHTU(DUKAIUIO KT,] U JIONOJIHUTEIBHO CTOPOHBI BbIpaboTan
obmmit Kawo4a K.

8.5 3amuirneHHoe coeanHEHNeE

8.5.1 Oobi1ee onucaune

[Ipu pyuknuonuposanuu KT mMoryT co3jpaBarhbest jBa 3aliuieHHbIX coepuHenns: «KIT —
KT» u «repmunan — KT». Sammura o3nadaer obecnedenne KOHMUIACHIINAILHOCTH IE€peIaBa-
eMBbIX COOOIEeHNHT 1 KOHTPOJb WX IEJOCTHOCTH ¥ TMOJMHHOCTH. KO BCEM OTCHIJIaeMbIM CO00-
MEHUAM ITPUMEHSAETCS AJTOPUTM YCTAHOBKH 3aIUTBI, & KO BCEM BXOJIANIMM COOOIIEHUAM —
AJTOPUTM CHSITHUS 3AIIUTHI.

uummmaTopoM oTnpaBKu coobitennii Bcerma BoicTymaeT KII mwium Tepmunan. CoobieHne
or 3tux cropon K KT siBasiercsa 4acTbio HEKOTOpOIl koMamsbl, onucanuoit B [12 O6parnoe
coobmienue ot KT gaBjsieTcss 9acThio OTBETa HAa KOMAHLY.

8.5.2 Kiroum 3amniuThbl

J11 3amuTHl COOONIEHNUH uenob3yercs Kmod Ky € {0, 1}29°

, IO KOTOPOMY CTPOSITCS KJIIO-
an K, Ky € {0, 1}256. Katou K, ucnosb3yercst jijisi UMATO3AIUATHI, K09 Ko — st mudpo-
BaHUSI.

AsropuT™ mocTpoeHnst Karodeil mmudpoBaHUS W MMHATO3AIMUTH COCTOUT U3 CJIEIYIONHX
[IaroB:

1 VYeranosuth K < belt-keyrep(Ky, 09, (1)105, 256).

2 Ycranosuth Ky < belt-keyrep(Ky, 0%, (2)195,256).

3 Bossparurs (K, Ks).

Kioun Ky, Ky, Ky 10/IZKHBI ObITH YHHYTOZKEHBI [PHU 3aKPBITHH COEIUHEHUS.

8.5.3 Cuerunk

CTOpOHBI COeIMHEHNs HCIOIb3YIOT epeMeHHy0-caeTdnk C', KoTopasi IPUHAMAEeT HeOTPHU-
naTeabHLIe Iejble 3HadYenus. Ilpu co3mannm coeTuHEHUs CUeTUYNK MoJIaraeTcss paBHbIM 0.

KIT u repmunan ucnoas3yior cioBo (C' + 1)19s B KauecTBe CHHXPOMOCHLIKY TPH 3aIiud-
poBannu ucxofgamux (u npennaszHadenubix KT) coobmennii. Coorsercreenno, KT ucmosbsy-
er cioBo (C' + 1)198 st pacmudpoBanus Bxogagmmx coobmennii. O6parno, KT ucnonbsyer
(C'+2)128 auist 3amudpoBanus uexoasiux (u npeanasuadenubix KII uim repmunalty) coobie-
uuii. Coorsercreento, KII u repmunan ucrnonb3yor (C'+ 2)19g 1ist pacurudpoBaHUsT BXOJANIAX
coOO0IIeHU.

KII u Tepmunast nocse ormnpasku-nipueMa coobiienuii u KT mocsie npuema-ornpasku yBe-
suanpator 3uadenne C wa 2: C' <+ C + 2.

[Ipu mepekaOYeHHn ¢ OAHOTO coeanHenns Ha japyroe KT momkeH cOXpaHATh KIIOYH U
CYETUYUK TEKYIIero COeINHEHHUsI, IIOCKOJIbKY BO3MOXKHBI OOpaTHBIE MePEKTI0IEHHSI.
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8.5.4 AaropmTmbl 3aIIUThHI
8.5.4.1 BxoaHbIe U BBIXOJIHbIE JJaHHBbIE, TIePEMEHHbIE

BXOJHBIMA JAHHBIME JITOPHTMA YCTAHOBKH 3alllUTHI sBJIAOTCA 3aronosok I € {0,1}8*
kpuTndeckoe coobmenue X € {0,1}% xmoun K, Ky € {0,1}?® u cunxponocblika S €
{0,1}'?8. BerxomubiMu JaHHBIME gBAZETCS Komosoe mpenctasiaenune ((I,Y,T)) szaromoska I,
sanmuposannaoro coobmennst Y € {0,1}%* u umuroscraskn T € {0, 1}%%.

BXO/IHBIME JIAHHBIME  QJITOPUTMa, CHATHSI 3alllATHI sBASETCS KOJIOBOE IIpeJICTaBIeHue
((I,Y,T)) 3aronoska I, sammdpopannoro coobmenusa Y € {0,1}** u umuroscrasku T €
{0,1}%) a raxke xmoun K, Ko € {0,1}?® u cunxponocsiika S € {0,1}'%. Berxoaubivu
JIAHHBIMU SBJIeTCst ubo 1pu3Hak omubku |, jiubo nepsonadaibuoe coobuenue X € {0, 1}8*.
Bosepar | o3nauaer HapyiieHue 1ejJOCTHOCTH UM OJTHHHOCTU TIePeaHHbIX JAHHBIX.

CHHXPONOCBUTKH AJITOPUTMOB YCTAHOBKH U CHATHUSA 3AIUTHI CTPOSTCS MO MPABUJIAM, OIPe-
nenennbim B [8.5.3] [IpaBuia KOIUPOBAHUS BBIXOJIHBIX H IIPOMEKYTOUHBIX JAHHBIX OIPEIEIeHbI

B [12.4

8.5.4.2 Anaroput™m yCTaHOBKH 3aIATHI

AJTopuT™M yCTAHOBKHM 3alUThl COCTOUT B BBHINOJHEHUH IIATOB, ONPEICJCHHBIX HUZKe. [1pn
ommbKe Ha JI000M M3 MIAroB aJrOPUTM TIPEKPAINACTCA U BO3BPAIACTCA NPU3HAK OmmuOKn | .
1 Ycranosurs Y <— belt-cfb(X, Ky, S).
Bermosauts kKoguposanue [, Y u mocTpouTh ux Komosoe mnpeacrasienue ((I,Y)).
T < belt-mac(((I,Y)), K;).
BeinosauTs Koquposanue 1, Y, T u moctpouth ux Koposoe mnpescrasienue ((1,Y,T)).
Bossparuts ((I1,Y,T)).

U = W b

8.5.4.3 Aunroputrm CHATHUHA 3AITUTHI

AJrOpUTM CHATHS 3aIIUTHLI COCTOUT B BLIIOJIHEHHH IIATOB, OIpPeIeIeHHBIX HUKe. Ilpn
omubKe Ha JII000M U3 IMIArOB, B TOM HYHCJIE NPU OTPUIATEILHOM pe3yIbTaTe IIPOBEPKH, Ajl-
IOPUTM MPEKPAIIAeTCd U BO3BPANIACTCA NPU3HAK ONIMOKM L.

1 BomosauTs nexoguposanne ((I,Y,T)) u onpenenuts I, Y, T.

2 Beinosnurh KogupoBanue I, Y u MOCTPOUTH UX KOJ0Boe npeacrasienue ((1,Y)).

3 Ilposeputs, uro T = belt-mac(((I,Y,T)), K).

4 X + belt-cfb (Y, Ky, S).

5 Bossparuts X.

9 OO6JeryenHbpie cepTU(PUKATHI

9.1 ®opmar

O6neruennnie ceprudukarsl (card verifiable certificates B [4]) umeror menbmuit 06bem u
bos1ee mpocroit popmar, Yem craHgaprTHbie ceprudukarel, onpeaenennsie B CTH 34.101.19.

Obnergennsniit ceprudpukar onuckiBaercs ciaeaytomumu tunavun ACH.1. B tunax mpume-
Hsercs HesiBHoe (IMPLICIT) rerupoBaHue.

CVCertificate ::= [APPLICATION 33] SEQUENCE {
certificateBody [APPLICATION 78] SEQUENCE {
certProfileldentifier [APPLICATION 41] INTEGER {v1(0)},
certAuthorityReference [APPLICATION 2] CharString,
publicKey [APPLICATION 73] PubKey,
certHolderReference [APPLICATION 32] CharString,
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certHolderAuthorizationTemplate [APPLICATION 76] CertHAT OPTIONAL,

certEffectiveDate [APPLICATION 37] CVDate,
certExpirationDate [APPLICATION 36] CVDate,
certExtensions [APPLICATION 5] CVExt OPTIONAL
3,
signature [APPLICATION 55] OCTET STRING
}
CharString ::= PrintableString (SIZE (8..12))
PubKey ::= SEQUENCE {
objIdentifier OBJECT IDENTIFIER,
pubKeyandParameters  PublicKey
+
CVDate :: = NumericString (SIZE(6))
CVExt ::= SEQUENCE OF DiscretionaryDataTemplate

KovmonenTsr, Biokenable B CVCertificate, mMeroT ciieyoniee 3HaUeHHUE.

1 Kommnonenr certProfileldentifier ompenensier Bepcuto dopMmara.

2 Kowmnonenr certAuthorityReference ujentudunupyer smurenra (Y11, Boirycrusiie-
ro ceprudukar). [Ipeacrasasier coboit crpoxy 'BYCAOXXX' mis kopHeBbix YII mmGo cTpoky
'‘BYCA1XXX' st mogunHeHHbBIX. 31ech XXX — nomep VII (cwm. .

3 Kowmmnonenr publicKey onuceiBaeT OTKDPBITBIEI  K/a04. Bioxkenuslii  Kowmio-
HeHT objldentifier moKeH mnpuHUMATH 3HadeHWe bign-pubkey, 3amamnoe B CTb
34.101.45 (upmuoxkenue J1). OTKPBITBIA KJIIOY 3AlUCHIBACTCS BO BJIOXKEHHBIH KOMIO-
nent pubKeyandParameters tuna PublicKey. Dtor tun omnpegenen B CTB 34.101.45
CJIEIYIOIIIM 00Pa30M:

PublicKey ::= BIT STRING (SIZE(512|768(1024))

[To gyuHe OTKPBITOTO KJIK04Ya ONPEIE/ISeTCs YPOBEHb CTORKOCTH U CTAHAPTHHIE TTADAMeTPhI
LIAITHIECKONH KPUBOH 5TOTO YPOBHSI (CM. .

4 Kowmmonent certHolderReference unentudunupyer cyobekra (Baajenbia) ceprudu-
kata. Ecim cyobekrom spisercs YL, To npu dhopMupoBaHUUM KOMIIOHEHTa IOBTOPAETCH JIO-
ruka certAuthorityReference. Eciu ke cyobektoMm gpiagerca KT wmm tepmunaa, 1o B
certHolderReference 3ajaercs cepuiinbiii Homep. /[muna cepuiiHoro Homepa J0KHA OBITH
B AMAaIa30He OT 8 j10 12 cuMBOJIOB.

5 Kowmmonent certHolderAuthorizationTemplate ompefensgeT mpaBa JI0cTya cCyObeKTa
ceprucdukaTa K npukaagHoi nporpamme elD. IlpaBuia dopMupoBanus KOMIOHEHTA OIIpee-
nmensl B[1.3

KommnonenT nosken orcyrcrBoBath B ceprudukare KT. OrcyrcrBue KOMIIoHeHTa B APYTHX
cepTuduKaTax o3HavaeT OTCYTCTBHE MpaB joctyna K elD.

6 Kommonent certEffectiveDate ompejensier gaTy BbiIycka ceprudukara. laTa 3ama-
eTcs cTpokoit ¢popmara YYMMDD, B koTopoii YY — roa Tekymiero Beka, MM — wmecsi, DD — jieHb.

7 Kowmmonent certExpirationDate onmpenenaser BpeMsl OKOHYAHUS JeHCTBUS cepTUdOUKa-
Ta.

8 Kowmmonent certExtensions onpejesser CHUCOK pAaCIIUpeHuil, KOTOPbIe COJEPIKAT JI0-
HOJTHATEJIbHY 10 HH(MOPMAIHIO 0 CyObeKTe cepTuuKaTa.
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Hacrosimuit cranjgapr JIOIyCKaeT TOJbKO OJHO paclIMpeHue, KOTOPOEe OIUCBIBAET IIpa-
Ba J0CTyla K NPHUKIaAHON mporpamme eSign. Pacmumpennio nasznadaercs uiaeHTH(DUKA-
TOp 1id-SignAuthExt, ompenejieHHBEII B NPUJIOKCHUA @ DTOT HAEHTU(PUKATOD yKa3biBa-
ercd B KomIoHeHTe objldentifier tuma DiscretionaryDataTemplate, a B KOMIIOHeH-
Te dataObjects ykasbiBaeTcs 3Hadenuwe Tuna CertHAT. I[lpaBuia dbopMupoBanums 3HAUEHUS
oupejesenst B (7.3

Kommnonent certExtensions mosmken orcyrctBoBarh B ceprucpukare KT. Orcyrcrsue
KOMITOHEHTA B JPYTUX cepTudukarax 03HATAeT OTCYTCTBUE TPAB JOCTYIa K eSign.

9 Kommnonent signature comepxutr ILII ceprudukara, Beipadotannyo YILI. Yposensb
croiikoctu Kiatodeit Y1 #e moskeH ObITh HUXKE YPOBHSI CTORKOCTH KJIIOUeil cyObeKTa cepTudu-
KaTa.

9.2 IIpoBepka mapuipyTa cepTU(PUKAIIT

B nporokose ayrenruduranun BAUTH Tepmunan npeabasiasger KT cBoit mapmpyT cep-
tucukanuu 6e3 neporo (Kopueporo) ceprucdurara. CeprudukaTsl MAPIIPYTA JTOJKHBI TPEb-
SABJIATHCH 1IOCE0BATE/ILHO, HAYMHAA C cepTUMUKATA, BBIIYIIIEHHOro KOpHeBbiM Y1, n 3akan-
ynBasg ceprudurarom repmunana. KT onpenenser nemgocraomuii ceprudukar 1mo ugaeHTudu-
Karopy smureHTa (certAuthorityReference) B mepBoMm ceprudukarTe IpegcTaBIeHHON Tep-
MHHAJIOM IelouKH. Ecyim camomoanucamubiii cepTuduKaT ¢ HY>KHBIM HJICHTU(MUKATOPOM He
obL1 3anucan Ha KT Bo BpeMmst BBIIIyCKa B oOpallleHre, TO TPOBEPKA MAapIIpyTa 3aKaHIHBAECTCS
omrnbkoii. uade HaiijeHublii cepruduKaT BCTABISETCS B HEPBYIO MO3UIMIO MapIIPyTa.

B orBer KT MoxKeT npebaBUTH TEPMUHAIY CBOM cepTucukart. TepMUHAI BOCCTAHABIMBAECT
MapuipyT ceprucdukainuun KT, ucnosb3ys npejycranosiennbie ceprudukarst ¥ L uian onsaitn-
JIOCTYTI K CEPBUCAM IOy Y€HUS TAKUX cepTuduKaToB. BoccTanoBeHne MapiipyTa BbIOTHIETCS
nocJjieioBaTesbHo, Haunnas ¢ ceprudpukara KT n 3akanduBas KopHeBbIM cepTudukarom. /s
oTlpeJlesieHUs OYepeTHOr0 cepTuduKkara UCIOAb3yeTcs HAeHTH(MUKATOD SMUATEHTA, YKA3aHHBII
B penbiaymieM. [Iposepka ceprudukara KT 3aBeprraercst ommubKoii, ecim MapIpyT BOCCTAHO-
BUTbH HE yJIaJI0Ch.

[Ipu npoBepke MapIiIpyTa ero cepTUdhHUKATHl MOCJIeI0BATEILHO MPOCMATPUBAIOTCS, HAYHU-
Hasl ¢ KOpHEBOro. IIpoBepKa MPOBOAUTCA CAEAYIONIAM OOPA3OM:

1 IlposepsieTcs, 9YTO SMUTEHT CJEAYIONIErO cepTUMUKATA SABIIeTCA CYObEKTOM TEKYIIIEero.

2 IlpoBepsieTcs, 9TO TeKyImas jJaTa ITONAJAeT B CPOK JeHCTBUS KayKJIOTO cepTudUKaTa
mapmipyTa. Ecsim nposepka nposojgurcd na K'T 6e3 annaparnoro raiimepa, To OIleHKA TEKYIIIeil
JaThl (CM. OOHOB/JIFETCS: OHA YCTAHAB/JIMBAETCH PABHOM caMoOil MO3/HEH W3 AT BBHIIYyCKa
cepTudUKATOB MapIIPyTa.

3 IlpoBepsieTcs, 9T0 pacmupeHus cepTHMOUKATOB YIOBIETBOPSIOT MPaBUIAM, 33TaHHBIM
B

4 I xkazxkmoro caemayoiero cepruduKaTa MpoOBePIeTcsa Ha OTKPBITOM KJIH0Ue TEKYIIEero.

Ecsim mposepka mpooauTca KT, To 1onomHuTEIbHO OTPEeIeIoTCs MpaBa JI0CTYIIa TepMU-
HaJla K IPUKJIAJHBIM nporpamMmam Tokena. Ciaoso npas gocryna K elD (eSign) onpeaensiercs B
pe3yabTaTe HAJOYKEHU CJIOB, YKa3aHHBIX B KoOMIoHeHTax certHolderAuthorizationTemplate
(pacmmpenusix id-SignAuthExt) ceprudukaror. Hamoxkenne BHITOIHSIETCS ¢ TOMOIIBIO Ole-
pamuu A (sormueckoe 1). OTcyTeTByIolee ¢JIOBO HHTEPIPETUPYETCS KaK HYyJIeBOe.

Eciu npoepka nmpoBOAMTCS TEPMHUHAJIOM, TO JOMOJHUTEIHHO MOTYT KOHTPOJIHNPOBATHCSH
CTaTyChl OT3bIBa cepTUdHUKATOB MapinpyTa. [I[poBepka 3aBepiiaercd OMUOKON, €I MapIIPYT
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cojlepzKuT oTo3BaHHblil cepruduxar. [Iposepky craryca or3biBa Hesib3sd BbilojiHUTh HA KT, 1
HO3TOMY CepTU(MUKATH TEPMUHAIOB PEKOMEHIYeTCsl OOHOB/IATH KAK MOYKHO Yallie.

10 Bpimyck 6mieTa ayTeHTUUKATIN

10.1 Cxema

B macrosmem pasaere onpenensercs cxema p3aumoseiicteus 11C, KII, KT u ero Biamenn-
na, CU u ero tepmunana mias ayrentudurkamun KT ¢ Bormadeit [IC 6uera ayrentuduka-
mun. Ayrentudukaiusa u BeIycK Omnera mposoagarcs CU u TepmunansoMm mo 3amnpocy [1C mpu
nomoru KII u ¢ cornacug Biaagenbna. Henocpencrennyo ayrenrudpukanuio KT Boimonnser
repmuHa ¢ moMotnbio mporokoa BAUTH. Tlepex stum KT nposonut maposbayto ayTeHTHdh M-
Karuo Baaaensina (nporokoa BPACE), a 3atem ayrenTudukanuo TepMuHaa (HepBas 4acThb
BAUTH).

YTBep:KIeHUsI, KOTOPble MPUBOAATCS B Ouiaere, MOryT ObiTh u3BecTHbl CU (Hampumep,
yTBep:KieHus ayTeHTH(hUKAIMNA) Win MOTyT XpanuThest Ha KT B BHze uaeHTH(MDUKATHOHHBIX
aTpubyTOB, M TOTJIa TePMHHAJIY Tpedyercd ux nojayduTh. [lepes nepepadeit aTrpudyToOB 1MO/b-
30BaTeJb JTaeT corvacue Ha mepenady, a KT mposepser, uTo 3ampoc aTpuOYTOB MOAKPeILIeH
mpaBamMu B cepTuduKare TepMuHAIA. ATPUOYTHI MEPECHLIAIOTCS 10 3aIMUIICHHOMY COeIIHe-
HUIO.

OmpenensiemMast cxeMa MOZKET UCIIOTB30BATHCS I TIOCTPOEHHST CHCTEM MaCCOBOI ayTeHTH-
Ppuramuu. Cxema MOXKET aIanTHPOBATHCS K HYZK/IaM CHCTEM B YaCTH OPTaHW3AINH MEPECHIIOK
MeYKJy CTOPOHAMU, MOMJIEeP:KKU JTONOJHUTETbHBIX cepBrucoB. [Ipm amanramum go/2KHA COXpa-
HATHCS TMOCTET0BATETHHOCTh KPUNITOTPADUIECKIX OTePaIiil CXeMBbl.

10.2 O0OBexTBI

[Ipu BeIycKe OmteTa ayTeHTUPUKAINE HCIOIb3YIOTCS CJIeIYIONIHe 00 bHEeKTHI:
— Reqq¢ — 3anpoc ayrenTuduKanun;
— Hxm, Hop — xsm-3na4enns Reqp, kKoropsie Berancasior KIT n CU coorBeTcTBeHHO;

Chartpc — mepedenb yTBep:aeHuit, 3anpamuBaeMblx [IC B Reqpq;

— Chartpg — nepedenb uIeHTU(MUKANHMOHHBIX aTPHOYTOB, Ha IIPeI0CTaBJIeHIHe KOTOPHIX Jla-
eT coryacue Baajesnernt KT. [lepevens Charty apasgerca cyxkennem Chartrc, KOTOpoe He BKJIO-
4aeT He 0/l00peHHble BJaJie/ibllieM Heobs3arebuble arpudyTol. [lepeyenb Kopupyercs: cjaoBoM
IpaB JOCTyIa K NpuKIaaHoi nporpamme elD. D10 ¢/i0BO, B CBOIO OUYepesnb, MpeacTaB/IsaeTCs
oObexToM Tnna CertHAT (em. [7.3));

— Cert(Idy,Qr) — ceprudurar tepmuHana. HesgBHO cOMPOBOXKIAETCs cepTHHUKATOM
KOpHEBHOTO Y1 1 MOXKET SIBHO COMPOBOKIATHCS cepTUhUKATOM mpoMeKyToanoro Y1I (em.|6.5)).
Mapiipyr ceprudukanuu ormpeje/isier CJA0BO IIpaB JOCTyIa K HPHUKJIAAHON nporpamme elD
(em. 0.2));

— Attrgr — waentudukamonnsie arpuOyThl KT (rpynmsl JaHHBIX W JOTOJHUTETHHbIE
aTpubyThl) B COOTBETCTBUH ¢ TepeuneM Chartpy.

10.3 Coobienus

B rabmurie [0 cxemaTnueckn mpecTaBaensl cCOOOIEHNs, KOTOPBIME 0OMEHHBAIOTCS CTOPOHBI
1IPU BBIILYCKe Oujiera ayTeHTUuMUKAIUN.

B tabaune coobienns Beromorarenbabix nporokosioB BPACE u BAUTH mapkupytorcs
MHJIEKCOM, B KOTOPOM yKa3biBaeTcs Ha3BaHue mnporokosa. Hampumep, Mlgayry — 3TO c000-
menne M1 nporokosra BAUTH. [Ipoitras crpesika (=) 03HaYaeT MepechLIKy JAHHBIX 10 3a-
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mumeHaomy coepauaennio. Cuadasta aro coegunenne «KT — Klly, 3arem coemunenne «KT —
TEPMUHAT.
@opmat coobiieHnit OTIpaBiIsieMbIX U Bo3BpamaeMbix KT neranmusupyercd B
CTOpoHBI MOTYT OOMEHUBATHCS JTOMOJTHUTETHLHBIMI COOOIEHUSIME, HATPUMED, XapaKTepu-
crukamMu KT mim mapamerpaMu JIOIOJTHATEIBHBIX HACHTH(DUKAITMOHHBIX aTPHOYTOB.

Tabuinua 6 — Bpeinyck 6usiera ayrenrTudukanum: coodiieHus:
‘ [Tar ‘ Hanpagsyienue ‘ Coobrenne ‘ [Ipumeuanue
1 I1IC — KII Reqq¢ Reqpc = ((Chartyc))
2 KIT — CU ((Reqy, Chartg))
3 KIT — KT <<MOBPACE7 MlBPACE>> MOBPACE = Chartp
KT — KII <<M2BPACE>>
KII - KT ({(M3gpaceg))
KT — KII ((M4gpack))
4 CU — KII ({(Cert(Idr,QT)))
5 KII = KT ((MOgauTH)) MOgauth = (Hkir, Cert(Idr, Qr))
KT = KII ((Mlpaurn))
6 KIT - Cl — T ((MIpaurn))
T — CU — KII = KT ((M2gauTH))
KT =KIl - Cl—T ((M3gauTn))
7 T = KT ((Chartg)) no gactam, depez CU u KII
KT =T ((Attrgr)) o gacraM, depe3 KIT u CI1
8 CHU — IIC ouJier Ousier = ((Attrgr))
10.4 IMarm

Brimyck Omsera ayreHTHUKAIME BBITOJIHIETCS 3a 8 1IaroB, onpejeaseMbx Huxke. [Ipn
omuOKe Ha JIIOOOM IIIare, B TOM YUCJIe HAPYIIEHUN YCJIOBUI MPOBEPOK, BBHIIIYCK OWIeTa MpeKpa-
maercsd. [IpaBmiaa odbpaboTku ommbOK, B TOM Yucje HHGOPMUPOBaHUS CTOPOH 00 omubKe, B
HACTOMIIEM CTAH/JIAPTE HE OLPEIE/IAI0TC.

ITar 1: ornpaBka 3ampoca ayrentudukanun. [1C ornpasiser KII 3anpoc ayrentu-
dbuxamum Reqpe. DTOT 3ampoc comepKuT nepedensb Chartc.

Banpoc J10JzKeH OBITH BOJATUIBHBIM: 3aMPOCHl OJIMHAKOBOTO CO/IePYKAHUsI, BLIMYIIEHHBIE B
pa3Hble MOMEHTBI BpEeMeHHU, AO0JIZKHbI OTJINYaTbCAd. [LHH O6€CH€"I€HI/IH BOJIATUJIBHOCTHU B 3allIpOC
MOZKET BKJIIOYATbCA OTMETKa BpEMEHHU HWJIM YHHUKaJIbHad CHHXPOIIOCBIJIKA.

Mowxket TpeboBaThes, uTobbl [1C mogmucsiBaa 3a0poc WM BKJIIOYAJIA B HETO aTTeCTATHI,
HO/ITBEPZK/IAIONINE 11PAaBa, JOCTYIA K 3alPOIIEHHBIM WJICHTU(MPUKAIMOHHBIM aTpudyTam. B Takux
caydasgX MPOBEPKA 3aIpoca BKJIOYAET ITPOBEPKY MOJINUCH U TPAB JOCTYIIA.

IMTar 2: o6paborka 3anpoca ayrentudukanun. KII nomydaer 3anpoc Reqp ., mpose-
pseT ero, BbIJeNdeT B 3ampoce epedenb Chartyc. 9tor nepeuens KII cormacyer ¢ Biagenbiiem
KT. Bnamesen BeiOMpaeT ycTpamBaoiue ero NyHKTH Chartpc, B pesyaprare 4ero dpopmupy-
eTcd nepedenb Chartg.

Barem KII Beramensier xsm-3nadenue Hyy = belt-hash(Reqp) u orupasiser CU 3a-
npoc Reqpe BMecte ¢ nepedneMm Chartg.

CU wmoxer ObTh 3apanee 3ajaH, aubo KIT moxer suibpars CU w3 cnmcka ¢ yaactuem
Braagensia KII. Coucox nogxomammux CH moxeT OBITH JaH B Reqy.
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HTar 3: maposbHas ayreHTudukanus. KII u KT seimosuasor nporokoss BPACE u
dbopmupytor obmmit ko K. [Tapoas nporokona (PIN mim CAN) nepenaer KIT Bragenen
KT. B kauecrBe npuBercTBeHHOr0 coobiienns helloky nporokosa BPACE ucnoas3yercs me-
pedenb Chartyy. KT momken coxpanuts Chartygy 414 JaJdbHERIIero HCIoJIb30BaHU.

KIT n KT co3pator 3amuinennoe coeanaenne na kiawode K.

ITTar 4: Be160p TepmuHana. CU noxyuaer 3ampoc Reqp n nepedens Chartg. CI1 npose-
psieT MPUCJTaHHBI 3ampoc, BbIIEASeT B HeM IepedeHb Chartyc W IpoBepsieT ero COOTBETCTBHE
ChartB.

CH BuiGupaeT TepMHUHAJ, MpaBa J0CTYIa KOTOPOrO MO3BOJIAIOT 3alpaliuBaTh WIeHTHHOU-
KallMOHHBIe aTpubyThl B cooTBeTcTBUH ¢ HepedreM Chartg. CU BuUmcssger X3II-3HaYEHHE
Hen = belt-hash(Reqp) u nepegaer ero repMuHaay smecre ¢ Chartg.

CU ornpasaster KIT ceprudukar Cert(Idr, Q) BHIOPaHHOTO TepMUHAJIA BMECTE C MapIii-
PyTOM cepTHhUKAIUN.

IITar 5: magamo BAUTH. KII nmoay4daer or CU ceprucdurkar tepmunana. KII na-
ynHaeT BbimoaHeHne nporokona BAUTH or mmenm Tepmumbana, ormpabiass KT ceprudgu-
kar Cert([dr,Qr) u, upu Haguauu, ceprudpukar npomexyrounoro YII kak gacrs coobie-
HHA MOBAUTH-

KT uposepsier nosiydennbie cepTuduKaTbl 1 CIPOUT 110 MAPHIPYTy CEPTUPUKAIUU CJIOBO
paB JOCTYyTIa TEPMUHAJIA K TIPUKAaAHON mporpamme elD (cm. . KT uposepsger, 4To Tepmu-
HaJI UMeeT JOCTYII KO BceM arpubyram m3 nepednsi Charty, MOJIydeHHOrO Ha 1mare 3.

KII orupasasier KT npusercrsernnoe coobuienne hellor Kak gactb coodienuss MOgayTH.
B kauectBe hellor ucnosb3yercs X3ii-3Hadenne Hgrr.

KT mpononxkaer seimosnenne nporokoiaa BAUTH, o6pabareiBast hellor. KT dopmupyer
n ornpasiser KII coobienne M1gayTy € IycThIM pUBETCTBEHHBIM cOOOIeHneM hellogkr.

O6men coodmenusimu Mexkay KT u KII mier mo 3anuiieHHOMy cOeIuHEeHNI0, OTKPHITOMY
Ha Tare 3.

KII ¢dpopmupyer u ornpasisger CU coobmenne M1gaury.

IITar 6: zaBepmienme BAUTH. CUH noaygaer coodmenue Mlgayrg U Iepegaer ero
TepMuHATY.

Tepmunan u KT 3apepmiator Beinosiaenne npotokoga BAUTH (o6MeHuBasich coo0IeHmsI-
M M2gaurn ¥ M3gaurn) u dopmupytor obmuii ka4 Ky. [IpoTOKO BHIIOJHSAETCS TPH HO-
cpeaundectBe CU u KII. CU nepemaer KII xomangsr Tepmunana, KII nmepecsriaer ux KT n
BO3BpaiIaer nojaydenubie orBerbl CU ¢ moceayromeit nepegadeii TepMuHaLy.

Tepmunan u KT cospator 3amumennoe coeauHenne Ha Kiaode Ky. Ilpu stom KT mepe-
KJIFOYAETCsl HA HOBOE COEJIMHEHUE C LPEe/IblyIIero 3anuientoro coejpunenust ¢ KII.

ITar 7: yrenne arpudbyToB. Tepmunas orupasiisier, a KT nosydaer 3anpochbl Ha dTenue
nIeHTUMUKATTMOHHBIX aTpudyToB u3 rnepeund Charty. KT nposepder, 4To 3ampockl TepMuHaia
COOTBETCTBYeT IepedHio, moayderHoMy Ha mare 3 or KlII, u Bo3BpaimaeT 3amnpoireHHble aTpu-
oyTol. TepMmunas oobeuHsIeT aTPUOYTH B 00BEKT AttriT.

Bzanmoneiicrsue repmunana u KT ujger o 3amumimeHHOMy COeTMHEHUIO TIPH TTOCPETHIYE-
ctBe CU u KII.

IIpumevanne 1 — 3ammumennoe coeaunenne Mexay KT w repMumHaIoM MOXKET MOAAEPAKUBATH-

CsI OIIPE/ICJICHHOE BPEMsl IIOC/Ie ayTeHTU(MDUKAINNA, HAIPUMED, JJisi BbIIOJHEHUS JOMOJIHUTEIbHBIX

KpUNTOTPAMDUIECKAX OTePaIwii.

IITar 8: Beinyck OusieTa ayrenTudukanun. Tepmunas nepenaer CU chopmupoBanubiii
00bekT Attrir. CU odopmaser ouier ayrentudukanuu u nepegaer ero I[1C.
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ITpumeganue 2 — OrcyrCerBue 3anparmBaeMoro arpudyTa He siBIseTcs: OIUOKOM, eC/id 3TOT aTpu-
OyT He gBisgerca obs3arenbHbIM. [[pn oTcyTeTBUM Heobs3areaproro arpubyta CU moxker mome-
TUTb €ro B buiiere Kak «orcyrcrByrommit Ha KT».

11 CocrogHus KpuntTorpapmndeckoro TOKeHa

K'T moxkeT HaXOAUTHCA B CJIEAYIONIAX COCTOTHAAX:

1) wmagampuoe cocrosiaue (IS);
2) cocrogHme Tocse yenemuoii ayrentudukanuu o napoio (PS);
3) cocrosiume mocse yenemuoi ayrentudukanun Tepmunaia (AS).

B cocrogunnu IS Bzanmoneiicteue ¢ KT ocymiecrnistercss 6€3 nCMOIb30BaHUs 3AIIHIIEHHO-
ro coeamuenns. B cocrosauu PS ucnonnsyercs samuinennoe coeanbenne «KIT — KT», a B
cocrostunn AS — 3ammumennsie coeaunenns «KII — KT» u «repmuman — KT» (cu. [8.5)).

B cocrosrme IS TokeH mepexoanT cpasy IMOCJe BKAOYEHHS WA U3 cocrosHuit PS m AS
NpU IPHHYIATETHFHOM 3aKpbiTHH 3armuinenHoro coeganuenus: «KIT — KT» (cwm. . [Ipu me-
pexoze B IS zamumiennoe coegunenue «repmunags — K'T'», ecyim oHO OBLIO yCTAHOBJIEHO paHee,
3akpbiBaeTcsd. B cocrosgnum IS mocTyn K mpuk/aagabiM mporpammam elD u eSign 3amperieH.

B cocrosame PS TokeH MoxKeT mepeiiTu m3 J000N0 COCTOSHESA ITOCE YCHEITHOW mapoib-
HOIl ayTeHTHhUKANKUH, T. €. IOCJ€e YCIEeIIHOro BhimoaHeHus mporokoia BPACE, a takxke u3
cocTosgHUSA AS IpH NPUHYIUTEILHOM 3aKPBITHH 3aIMUIIEHHOIO coeqnHeHns «Tepmuaar — KT»
(cMm. . [Ipu mepexone B PS cymecTByioriee 3amumennoe coequnenne «KII — KT» mepe-
YCTAHABJIMBAETCS, a 3allUIleHHoe coeimHeHne «repmunan — K'T» 3akpbiBaercs.

B cocrosgnun PS MozKeT UCIIOJIB30BATHCS TOJIBKO IIPUKJ/IAIHAS IPOrpaMMa eSign ¢ IpaBaMu,
3aJIaHHBIMU IpU WHUNHAm3anuu npotokoaa BPACE (cwm. [12.2.16)).

B cocrostrre AS TOKeH TepexomauT m3 cOCTOosHUs PS mocise ycuenrHoi ayTeHTruOuKaInmn
TepMHUHAJIA, T. €. [MOCJe YCIEenHoro BeimostHerus nporokona BAUTH (¢ omsocTopoHHEH miu
B3auMHOU ayrenTudukamueii). [Ipn nepexoje B cOCTOSIHAE aKTUBHBIM YCTAHABIUBALTCS 3aIlU-
mennoe coepunenune «repmunag — KT». B cocrosinum AS nomjuepkuBaercs nepek/iioueHme
MKy 3aluiienabiMu coegunerusMu «repmuaas — KTy u «KIT — K'T'». T[Tepekstouenne mex-
JIy 3aIMUIIeHHBIMI COeTMHEHUST MOYKET TOTPeO0BAThCS, HATPUMED, It TOATBEPIK ICHUS TTAPOJIst
PIN (en. [12.2.19)), npu koropom BBoA naposs ocymecrsisiercs depes KII. Cocrosnue ¢ akrus-
HBIM 3aIlNIIEHHBIM coenuHenneM «TepMuHanl — KT» obosnauaercs depe3 AS:AT, a cocrosinue
¢ akTuBHBIM 3amuiieHabiM coeguaerneM «KIT — KT» — gepes AS:CP.

B cocrogamm AS MOTYT HCIOJIB30BaThCs IPHKJIaIHBIE mporpaMMbl eSign u elD. loctyn
K IIpOrpaMMaM OIpeIeIsIeTcs MpaBaMu, 33JIaHHBIMU IpH HHUIHAIH3aun nporokosa BPACE

(em. [12.2.16)), u mapmpyrom cepruduxaunn repmunana (e [7.3).

12 Komanmgnblii nuaTepdeiic

12.1 Ooiue cBeaeHud

KIT u repmunan B3anmozeiictytor ¢ KT ¢ nomonipio komang APDU (a66pesuarypa ot
Application Protocol Data Unit), onpenesnennsix B [6]. KT obpaGarbiBaer mosydeHHyO KO-
MaHy, Bo3Bpariag oreT. Jlo mogaun KT HOBOH KOMaHIBI JIOJIZKEH OBITH IOJYYeH OTBET HAa
HPEJIBIIYIIYIO.

Komanapr 1 OTBETHI HA HUX COJIEP:KAT 00si3aTe TbHbIe KOMIIOHEHTHI U JTOTOJIHUTETHHO MOTYT
coJiepzKaTh HeoOg3aTeIbHBIE.

29



CTb 34.101.79-2019

Obs3arebHbIME KOMIIOHEHTAMHU KOMaH bl aBisitorcs: CLA — kiace komanapl, INS — un-
crpykmust kKomanabl, P1 u P2 — nmapamerpbl komasapl. Obsg3aTe IbHBIMA KOMIOHEHTAMH OTBETA
SIBJIAIOTCsT cTaTychl 00paborku komauasr SW1 u SW2.

HeobsazaTenbubIM 1t KOMaHabl sBgercd KoMrnonenT CDFE, KoTopbl#l cOMepKUT JTaHHbIe
koManibl. Ecin kommonent CDF npucyTcTByeT, TO KOMaHIa JOJIKHA TaKKe colepzKaTh Heobs-
zaresnbublit Komnonent Le, oupegessiomuii qiuny CDF.

Heobgazarenbubim jijig orBeTa sapagercd kommnonenT RDF, koTopwiit copepKuT qanubie 0T-
BeTa. Ecam mpum BHITOJIHEHNN KOMAHIbI OYKUJIAETCSA, 9TO B OTBETE OYIeT CO/eprKaThCsi KOMIIO-
wenT RDF, To komanma jmo/KHA comepzKarh Heobs3aTe/IbHBIM KOMIIOHEHT Le, onpeaensromnmit
MaKCHMaJIbHO BO3MOYXKHYIO IIUHY KOMIoHeHTa RDFE B oxkmaaemom oTBeTe.

B [6] onpenessitorest corsiammenust 10 BO3MOKHBIM 3HAYCHUSIM KOMIIOHEHTOB KOMAHJI M OT-
BETOB, PACCMATPUBAIOTCH CIIOCOOBI IIPEICTABIEHNs] KOMIIOHEHTOB U B3aUMOCBSI3b MEK/1y HUMH.
B wacrroctn, coracuo [6] CLA ompenensier 06pabaThiBaeTCst JIH KOMAHIA KaK IEMOYKA, HC-
HOJIb3YeTCs JIM 3alUIIeHHOe COODIEeHne U JIp.

[Ipr manmmuum B KomaHje KoMmoHeHTOB Lc m Le oHm MoryT ObITh IpejcTaBiIeHb B KO-
POTKOM HJIM PACIIUPEHHOM BHJE (OHU JIOJZKHBI OJHOBPEMEHHO UMETh Jub0 KOPOTKuUii, 6o
pacrupernbiit Buj). KOpoTKuil u paciupeHHbIil BI ONPeIeIsSIOT ST CIeLyomuM 06pa3oM:

1) Lc B KOPOTKOM BHJIE COCTOMT U3 OJHOTO OKTEeTa, OTJINIHOTO OT 0016 ¥ OTpEIeJIsIOIIEero
3HadeHus ot 1 j10 255;

2) Lc B pacuIMpeHHOM BUJIe COCTOUT U3 TPEX OKTETOB, IPH 3TOM IePBBIil OKTeT paBeH 001,
a ocTaJbHbIe JiBa OKTeTa OTJImYHbl 0T 000014 1 onpepessdor 3Hadenus oT 1 10 65535;

3) Le B KOPOTKOM BHJie COCTOUT M3 OJHOTO OKTETa, OINPENeIsioIero 3uadenus ot 1 10 256
(3ravenuto 256 coorBercrByer 0016);

4) ecsii KOMIOHEHT L¢ OpUCYTCTBYeT B KOMaHje, TO Le B PACIIUPEHHOM BUJE COCTOHUT W3
JIBYX OKTETOB, KOTOPBIE ONPEIEIOT 3Hauenus ot 1 10 65536 (3Havenuto 65536 cooTBeTCTBYET
00006);

5) ecsm KOMIOHEHT L¢ oTcyTcTByeT B KOMaHe, TO e B PACIIMPEHHOM BHJE COCTOUT W3
Tpex OKTETOB, IPU 3TOM TepBbIii okTeT paBeH 00 W cjeayeT 3a JBYMS JPYTHMU, KOTODPHIE
ONpeiesisiioT 3HaueHus ot 1 10 65536 (3navenuto 65536 coorpercrByer 000014).

B ra6aure 7| npuBoautcs dbopmat napbl (KOMaH/Ia, OTBET) ¢ YKA3aHUEM BO3MOXKHBIX JJTUH

KOMIIOHEHTOB.
Tabauma 7 — @opmar napbl (KOMaH/1a, OTBET)
KommonenT ‘ Onucanne ‘ JlnmuHa B OKTeTax
CLA Knacc komaHIp1 1
INS NuacTpyKIusa KOMaHIbI 1
P1 [TapameTp KOMaHIbI 1
P2 [Tapamerp KOMaHIbI 1
Lc JInmHa JTaHHBIX KOMAaH bl 0, 1 nm 3
CDF Jlanuble KOMaH bl 0—65535
Le MakcruMaIbHO BO3MOXKHAS JJINHA JAHHBIX OTBETa 0-3
RDF JlanHBIE OTBETA 0 —65 536
SW1 Craryc oTBeTa 1
SW2 Cratyc oTBeTa 1

Januwre B kommonentax CDF u RDF 3amatorcs anbo mpstmo, ubo mpeaBapuTeabHO KO-
nupytorcs. Ilpu KoaupoBaHuK JOJIZKHBI HCIIOJIB30BATHCA OTJIHIUTEIbHBIE IPABUIA, ONPEIeTeH-
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ubie B CTH 34.101.19 (npuaoxenue B). B nacrosiem cranjapre, ecjim He OrOBOPEHO HPOTUB-
HOE, WCIIOIB3YIOTCS KOHTEKCTHO-3ABUCUMBbIE TETH, COCTOSAIINE W3 OJHOTO WM JIBYX OKTETOB, a
JAHHBIe MHTEPIPETUPYIOTCest Kak ¢Tpokn okTeToB (cM. TOCT 34.974) muunbr He Gosee 65515.
IIpu xomuposanuu no jgamabiM X € {0,1}% ¢ Tterom T € {0,1}® crpouTca crpoka okTe-
toB der(T,X) =T | L || X, rme L € {0,1}* — komuposaunas mmuaa X [em. TOCT 34.974
(nozpaszea 6.3)].

Ecau npu paszbope KOMaHIbI WM OTBeTa OOHAPY’KUBAETCSI HAPYITeHHEe uX (popMaTa WaIn
dopmaTa BIOXKEHHBIX KOIMPOBAHHBIX JAHHBIX, TO pa3d0p I0J2KeH OBITh 3aBEpIIeH ¢ OIIHOKOM.

Koman bl ncnosib3yores i peanansanuu oneparuit, noyiepxkupaemMbix KT. Munumasn-
HbIT HAOOD oneparuii onpesesaercs B " KpaTKo onuckiBaercd B Tabsuine [8l B rabsmie jqisa
KayKJI0# omeparuu ykasbiBatoTcda cocTogand KT, B KOTOPBIX omepanusg MOXKET BBIIOTHATHCS
(em. [11]), n mapou, Koropsle HoMzKHbL HCONb30BaTbes B 1porokose BPACE (cm. [6.3). Cumsoon
«/» B TabaHIle 06O3HATAET <HIH».

Komamaer moryT paborars ¢ daitnosoit cucremoit KT, onpenenennoit B npunoxenun [B]
QaitoBag cucTeMa UMeeT HepapXuiecKyio cTPpYKTypy. VMmeroTcsa HazHavdeHHBIE (Dallyibl, KOTO-
pble COJIepzKaT CCHIIKU Ha MOMYWHEeHHBIe (hallyibl, U d7eMeHTapHble (hallsibl, B KOTOPBIX HEIO-
cpeacTBenHO paszMernaioTcesa 00bekTh KT. Buigesen kopueBoit MacTep-daiisi, KOTOPOMY ITOTIH-
HeHbI (IIPSMO HJIH 110 TeN0YKe) Bee ocTanbhble daitbl. [Ipukaagasiv nporpammam elD u eSign
COOTBETCTBYIOT CIEIHAJbHbIE HA3HAYEHHBIE (DAI/IBI, HEMOCPEICTBEHHO MOAYNHEHHBIE MACTep-
daitry.

B daitsiosoit cucreme Bcerjia BolOpan olipejiesientbiit daiti. [lepBonadajibHO 3TO MacTep-
daitn. Beibop npuknanasix nporpamm elD u eSign peanu3syercst BLIOOPOM COOTBETCTBYIOIIHX
Ha3Ha4YeHHbIX (aitioB. Habop pazperieHnbix oneparuii onpeeasieTcss B TOM 9ucje U TeM, (haiii
KaKOTO YPOBHsI BBIOpaH B TeKymuii MomeHT BpeMenu: Mactep-daitn (MF), daiin elD win mos-
YUHEHHBIH emy, daitn eSign winm nmomunHeHHBIN eMy. PaspernieHHbie YPOBHU MPUBOIATCS B IO-
cjieJiHeM cToJ0ue Tab/ bl

Tunuvyable MOCJIET0BATETPHOCTH OIePAIUil, KOTOPble MOT'YT BBIMOJHITHCA € UCIOJb30Ba-
nuem KT, omuceisatorest B [12.3]

B ONHMCHIBaeTCs Tpeobpa3oBaHie KOMAH/I U OTBETOB U3 MCXO/HOW (DOPMBI B 3aIHUIIEH-
HYI0 1 OOPATHO IIPH HCIO/IB30BAHAN 3AIIUIIEHHOro coepuuenus (cum. [8.5).

12.2 Omnuncanune onepannii

12.2.1 AkxTuUBaNug JUYHOIO KJIIOYa

J11s akTHBAIIMM JTHMIHOTO KJII0Ya UCIOIb3yeTcsd KoManaa < Activate>. Komanma omnpenee-
na B Tabaune [9

[Ipu reHepanuu JUIHOIO KJI0Ya (CM. OH aBTOMATHYECKU AKTUBHPYETCd, U B BbI-
30Be KOMaHJIBI < Activate> HeT gBHOH HeoOXOZMMOCTH. BBI30B MOXKeT MOTpebOBATHLCA IMOCTE
NPUHYTUTETBHON JeaKTUBAIINY KII0Ya (CM. .

Eciu K109 yKe akTHBHPOBaH, TO J0JKeH ObITh Bo3paiien cratyc SW1 || SW2 = 90004.

Komanma MoxkeT OBITH BbI3BaHa pHu BeIGope eSign B coctosgausx PS, AS:AT. B coctosuun
AS:AT komanga MOzKeT ObITH BBI3BAHA TOJBKO aBTOPU30BAHHBIM TEPMUHAJIOM, B cepTudUKATE
KOTOPOT'O 33/IaHO MPABO AKTHBHPOBATH KJIIOUN (CM. .

Komanga Tpebyer npeapaputenbHoi ayrenTudukamnuu mo PIN.,

12.2.2 AxkTuBanua PIN

Just akrusanuu PIN (cwm. [6.3) ucnonbsyercsa komanga < Activate>. Komanga onpejesena
B Tabsuie [10]
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Tabauma 8 — Omnepamun KT

Omnepanus [Iyakr | Cocrognme wu | [laposs YpoBeHb
coeTuHeHne BPACE
AKTHBaIUS JIUIHOTO KJIIOYA [M2.21] | PS/AS:AT PIN eSign
Axrusanus PIN [M2.2.2] | PS/AS:AT PUK elD /eSign
Bri6op macrep-daiiia [M2.2.3] | IS/PS/AS JII000 0060i
Bribop mpukaaHOi mporpaMmMb [M2.2.4 | PS/AS JIEI000TH JTI000T
Bribop asementapuoro daiiia elD [12.2.3] | ASIAT CAN/PIN | eID
Beibop snemenTtapuoro daiina eSign [2.2.5 | PS/AS:AT PIN eSign
Boimosinerne 0OCHOBHBIX MIATOB TPOTOKOJIA @ PS JII000I MF
BAUTH
Beimosnenue maros nporokona BPACE | [12.2.7] | IS/PS/AS:CP | —/moboii | MF
BripaboTka monucn [M2.2.§ | PS/AS:AT PIN eSign
[enepamnus mapol Kiaiodei [M2.2.9 | PS/AS:AT PIN eSign
[eakTuBanuga JUIHOTO KIIOYA [12.2.10] | PS/AS:AT PIN eSign
Heaxtusamus PIN [M2.2.11] | PS/AS:AT PIN/PUK | eID/eSign
N3menenne PIN [2.2.17] | PS/AS:CP PIN elD/eSign
NMuaunuasm3alust BbIPaOOTKH TO/IITHCH |TT2_1?§| PS/AS:AT PIN eSign
Muunnammsanus pasbopa Tokena kioua | [12.2.14 | PS/AS:AT PIN eSign
WNunmuanmmsanus nporokoaa BAUTH [2.2.15 | PS JII000H MF
Uannuanusanus nporokosna BPACE [12.2.16] | IS/PS/AS:CP | —/moboit | MF
O6Hnos/enne JaHABIX elD [12.2.17] | AS:AT CAN/PIN | eID
OOHOBJIeHHE TaHHBIX e5ign [M2.2.17) | PS/AS:AT PIN eSign
[Tepekaouenue MexKy COeIuHEHUSAMI [M2.2.18 | AS PIN/PUK | eID/eSign
[ToxrBep:xkaenue PIN [12.2.19 PS/AS:CP PIN eSign
[IpoBepka AOMOMTHATEABHOIO aTpHOyTa [12.2.20] | AS:AT CAN/PIN | eID
[Iposepka cepruduxara [12.2.21] | PS JII000i1 MF
[Iposepxka ¢urara noarsep:kaenust PIN [12.2.27] | PS/AS:AT PIN eSign
Paz6iaokuposka PIN [12.2.23 | PS/AS:CP PUK elD /eSign
Paz6op Tokena kioua [12.2.24) | PS/AS:AT PIN eSign
Copoc daara noarsepxkaenus PIN [12.2.25] | PS/AS:AT PIN eSign
Yrenne naunsix elD [12.2.26] | AS:AT CAN/PIN | eID
Yrenne mannabix eSign [12.2.26) | PS/AS:AT PIN eSign
YHUYTOKEHHE JTUIHOIO KJII04a [12.2.27) | PS/AS:AT PIN eSign

32




CTb 34.101.79-2019

Tabauma 9

’ Kommonent ‘ Onucanune

INS 445 AKTUBAINSA
P1 || P2 210014: akTHBEPOBATH KJIt04, onpejeasiembrii CDF
CDF der (844, X), rie X onpeensier naeHTUGUKATOP JAIHOTO KITH04a (M. TabJIu-

uy [20)
RDF —

SWT || SW2 | 900016: K/I104 aKTUBHPOBAH yCIIEITHO
Hpyroe: cm. tabmmy [B.1]

Tabauma 10
‘ Kowvmonent ‘ Onucanune
INS 445 aKTUBAINS
P1 1014: AKTUBUPOBATE IIAPOJIb, OIpeaeasdeMblii P2
P2 0344: PIN
CDF —
RDF —
SWI || SW2 | 9000,6: PIN akTHBHPOBAH YCIEIIHO
Hpyroe: cm. Tabmmy [B.1]

[lepponauassno PIN akruBupoBaH, 1 B BbI30Be KOMaHbl < Activate> HeT siBHOII HEOOXO-
JUMOCTH. BBI30B KOMaHIbI MOXKeT MOTPebOBaThCs MOC/e TPUHYANTEThHON JeakTuBanuun PIN
(e [2200).

Ecau PIN yxke akTHBHpPOBaH, TO J0J1KeH ObITh Bo3ppaiien craryc SW1 || SW2 = 90004.

KomaHma MozkeT OBITH BBI3BaHa IIpH BbIOOPe eSign B cocrosgausax PS, AS:AT u npu Bei6ope
elD B cocrosnun AS:AT. B cocrosnmn AS:AT komanga MoxkeT ObITh BbI3BaHa TOJILKO ABTO-
PU30BaHHBIM TEPMUHAJIOM, B cepTHdHUKaTe KOTOPOTO 3aJaHO NpaBo akTuBamuu mnaposst PIN
(em. [7.3)).

Komanga Tpedyer npeapapureibHoi ayrentuduramuu mo PUK.

12.2.3 Bgibop macrep-daiina

Jlna Beibopa macrep-daiina ncnosp3dyercs komanga < Select File>. Komanga onpenenena
B Tabante (11}

Tabaumna 11
‘ Kowmmonent ‘ Onucanne
INS A44: BEIOOD haitia
P1 | P2 000014: BLIOpaThL MacTep-daiia
CDF —
RDF —
SW1 || SW2 | 9000,4: macrep-aiin BHIOpaH yCIenHo
Jpyroe: cm. tabmumy [B.1]

Ecan macrep-daitn yxke BBIOpaH, TO J0MKeH ObITH Bo3Bpamten cratryc SW1 || SW2 =
9000+5.

Komanna mokeT OBITH BBI3BaHa B JIIOOOM W3 COCTOAHUIA.

[Tocsie ycmenHoro BHIOTHEHUST KOMAH/IBI MacTep-(aiJ cTaHOBUTCA BHIOPAHHBIM.
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12.2.4 Bgibop mpuKJIa HOI IIPOrpaMMBbI

s Beibopa mpukaagaHON mporpaMmbl ucnosb3yercs komanga <Select File>. Komanga
ornpesesieHa B TabJuie

Tabaua 12
Kommonent ‘ Onucanme
INS A4s: BBIOOD aiiia
P1 0414: BLIOpATh NPUKJIAJHYIO IPOrPAMMY
P2 0C14: He Bo3BpaImiaTh HHOPMAINIO O dQaiie
CDF AID npukiagHoii mporpaMMbl (CM. MPHIOKEHHe @)
RDF —

SW1 || SW2 | 900044 npukJagaast nporpaMMa BbIODaHA YCIEITHO

6A8214: dailsr He HaligeH
Hpyroe: cv. Tabmmmy [B.1]

Komanga Moxker ObITH BhI3BaHa B cocTosgHusax PS u AS.

Jnsa BeiGoOpa MPUKJ/IAIHON HporpaMMbl eSign TpebyeTcs npejBapuTeabHad ayTeHTH(UKA-
nug 1o PIN nim PUK.

Jlnsa Berbopa npukJaanoit nporpammel elD Tpebyercs npeaBapuTeibHasg ayTeHTUMDUKAINASA
no CAN, PIN wm PUK.

Ecau npukaagaasi mporpaMMa yzKe BbIOpaHa, TO J0JzKeH ObiTh Bo3ppaiien craryc SW1 ||

[Tocsie ycmentHoro BBITOIHEHNST KOMaH bl (Daiil MPUKIATHOW MPOrpaMMbBI CTAHOBUTCS BbI-
OpaHHBIM.

12.2.5 Bgibop saemenTapHOTO (haiiia

Jlnsa Beibopa astemenTaproro daiisia ncnosb3yercs komauga < Select File>. Komanma ompe-
nenena B Tadsuie 13}

Tabauma 13
’ KommnonenT ‘ Onucanune
INS A44: BBIOOD haiiia
P1 0214: BbIOpaTh 3/1eMeHTapHbIA (haill /i TeKyIlel NPUK/IaJHON TPOrPaMMbI
P2 0C1¢: He BO3BpaIaTh HHGOPMAINIO O daiiie
CDF FID daitna mis Tekyrei TpUKIaIHON TPOrPAMMBL (CM. TIPHJIOKEHUE IE[)
RDF —

SW1 || SW2 | 900014: 1eMenTapHbiil baiia BEIOPAH YCIIEIIHO

6A821: daiis He HalijgeH
JIpyroe: cm. tabaumny (B.1

Komanma MoxKeT BeI3BIBaThCa B cocTossHuAx PS, AS:AT mpu BeiGope eSign B COCTOSHUT
AS:AT npu Beibope elD. B cocroganm AS:AT KoMaHIa MOXKET BBI3BIBATHCS TOJBKO aBTOPHU30-
BAHHBIM TEPMUHAJIOM, B cepruduKaTe KOTOPOTO 33aJaHO IIPABO JA0CTYIA K COOTBETCTBYIOIMEMY
ssemenTapromMy daitry (em. [7.3)).

s BeIOOpA 3/1eMeHTapPHBIX (DAiIOB MPUKJIAIHON TPOrpaMMbl eSign TpedyeTcst mpeBapu-
tesbHas ayrentudukanus mo PIN.
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g Boibopa 3jemenTapHbix (hailyioB NpuKJaJIHON porpammMbl elD Tpebyercs npejBapu-
resbHas ayrenTudukanus no CAN mwmn PIN.

g BeIOOpa s7eMeHTapHBIX (aitaoB B cocrogamu AS:AT Tpebyercss B3aMMHasT ayTeHTH-
dukanua KT n repmunana no nporokoay BAUTH (cwm. [12.2.15)).

[Tocsie ycmenrHoro BBINOIHEHUS KOMAH/IBI dJIeMEeHTApHbBIH (Daiil CTAHOBUTCA BHIOPAHHDBIM.

DuiemenTapubie (hailyibl, KOTOpbie MOrYT GbITH BHIGPAHBI, NPUBOJAATCS B pHIoKeHun [B]
Bri60p s71€MeHTapHOro (haiijia MoKeT MOTpebOBATH s JJTsl ITeHUsT (CM. I OOHOBJIEHUS

(em. [12.2.17)) namnbIX.

12.2.6 BeinmonHeHue oCHOBHBIX ITaroB mporokojsa BAUTH

st Beinostnerunst ocHoBHBIX 11aros npoTokosia BAUTH ucnosb3yercst komanmga < General
Authenticate>. Komanma onpenesnena B Tabmie JlonzKHa BBI3BIBATHCS IMEMOYKA KOMAH/T
< General Authenticate™> ¢ BXOJHBIMI U BBIXOJIHBIME JITAHHBIMUA U3 TAOJIHAIHI KOTOPBIE Ollpe-
JIeNSIOTCd B cooTBercTBUE ¢ [8.4]

Tabauma 14
‘ KovmonenT ‘ Omnucanue
INS 861¢: 00OIIas ayTeHTU(DUKAINA
P11 P2 | 000044: He 3amaBaTh TPOTOKO (Y2Ke 3a/1aH)
CDF OtrcyrerByer wiu der(7Ci6, X ), rne X — coobieHne mpoToKoa, ¢hopMupo-
BAHHOE TEPMUHAJIOM
RDF OrcyrerByer mwin der(7Ci6,Y), Tae Y — coobuienne mpoTokosa, ¢hopMuapo-
Bannoe KT

SWI || SW2 | 900046: mpOoTOKOJI (ITAT) BBIMIOJHEH YCIIEITHO

630014: IPOTOKOJI (II1AT) BBIOJHEH C OMTUOKOI
Hpyroe: cM. Tabmiy [B.1]

Tabaumna 15 — JlawHble MeMOYKN KOMaH, peaju3yorux nporokoa BAUTH

Ne BbI3OBA ‘ JlaHHbie B KOMaH/Ie ‘ Jlanubie B oTBETE ‘
1 — der(8016,M1)
2 der(8116, MQ) der(82167 M?))

[Ipu omHocToponHeit ayrentudukanuu KomrnonenT RDF B oTBeTe Ha BTOpPYIO KOMaHIy B
HEHOYKe HEe BO3BPAILIAETCH.

KoMmanga MoxKeT BBI3BIBATHCS HPH BbIOOpe MacTep-daiiia B cocTosnuu PS HemocpecTBen-
HO 10CIe IpoBepKH ceprudukara TepMunaa (cm. [12.2.21).

[oce ycuemmnoro Beimosaenus: nporokoia BAUTH mexay KT u tepmunaiom ycramnas-
JuBaeTCs 3amuentoe coepunenue (em. [12.4).

12.2.7 Beimoarenue miaros nporokosia BPACE

g sommonmenuss 1maroB  mporokona BPACE  wucmonnsyercs komamma < General
Authenticate>. Komanna oupenenena B tabaune [16] Insg BBIIOJHEHHS 1MATOB NPOTOKOJIA
BPACE jnoJizkaa BbI3BIBATHCS Henodka koman < General Authenticate™> ¢ BXOZHBIMH U BbI-
XOTHBIMH JTAHHBIMHA 13 TAOIUIIbI KOTOPBIE OIPeIeJIAI0TCI B COOTBETCTBUM C
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Tabauma 16
’ Kommonent ‘ Onucanune
INS 861¢: 00mIas ayTeHTHMDUKAIASA
P1 | P2 0000;4: He 3a7aBaTh IPOTOKOJ (y2Ke 3a/1aH)
CDF der(7Cy, X), rme X — coobmienne nmporokosa, cchopmuposanuoe KI1
RDF der(7Cig,Y), nae Y — coobienne nporokoaa, chopmuposanuoe KT

SWI1 || SW2 | 900046: 1poTOKOJI (IIAr) BBIIOIHEH YCIIEIIHO
63CX16: MPOTOKOJI (II1Ar) BHIMOIHEH ¢ OIMHOKOI, 3HadeHHe X COMEPKUT KOJIHYe-

CTBO OCTABIIUXCS MOMBITOK ayTEeHTU(PUKAIINN (HpI/I X = 1 maposb MpuOCTaHOB-
JeH, a mpu X = 0 — 3a0I0KUPOBaH )
6984 4: mapoJib JICAKTUBAPOBAH

Hpyroe: cm. rabsuiy [B.1]

Tabauma 17 — JlanHble HeMOYKN KOMAaH, peanusyorninx mporokosl BPACE

Ne BbI3OBA ‘ Jlanubie B KOMaHI€e ‘ J/lannbie B oTBETE ‘

1 der(8016, Ml) der(8116, M2)
2 der(8216, M3) der(8316, M4)

KomaHa MoKeT BBI3BIBATHCS IPH BBHIOOpe MacTep-daiiaa B JTI0O0M COCTOSHUH HEIOCDE/I-
cTBeHHO nocie naunHan3sanun uporokosa BPACE (em. [12.2.16).

[Ipu ycmemnuom BeinmostHennu nporokosa BPACE ¢ mapomem PIN ycramaBmmBaercst ¢piar
noarsep:kaerus PIN. [Ipu ommubke dpaiar cOpacbiBaercs.

[Tocsie ycnemuoro Bermosaenust nporokoja BPACE mexay KT u KII ycranasiusaercs
3aluIeHHoe coeunenue (cu. [12.4]).

12.2.8 BripaboTka noamucu

g BeipaboTku mogmmcn ucnoab3lyercs komanga <PSO: Compute Digital Signature>
(a66p. ot «Perform Security Operation: Compute Digital Signatures). Komanga oupenenena B
radbaune (18|

Tabauma 18
‘ KovmonenT ‘ Onwucamnue
INS 2A16: yupaBJjienue cpejioi 0e301acHOCTH
P1 | P2 9E9A;4: BHIPAGOTATD TOJIIHCH
CDF X3II-3HadeHne MOAMUCHIBAEMbBIX JAHHBIX
RDF DJeKTpoHHAas TU(POBas TOANNCH

SW1 || SW2 | 900044: noanuck BeipaboTaHa yCIENTHO
Hpyroe: cv. Tabmmmy [B.1]

B kommonente CDF KoMaHIbI TOXKHO IEepeIaBaThCa XIMI-3HAUYECHHE OAMNCHIBAEMbBIX TaH-
HbIX. ZLOJI}KGH HUCIIOJIB30BATHCA aJTOPUTM XI3MIUPOBaAHUAI, Sa,l[aHHbIIU/I Ipu MHUIOHUAJIN3allu BbI-
paborku noxmucu (. [12.2.13). Ha yposne croiikoctu | X91-3Had€HEe J0JIKHO COCTOATH U3 21
OUTOB.

[Tpu BBIpaBOTKE MOAIICH HCHONb3YeTCs aJrOpuT™ bign-sign (cM. €O CTaHJIAPTHBIMUA
napamerpamu CTB 34.101.45. 9Tu mapamMerpsl OnpeaeasaioTcd HesIBHO IO YPOBHIO CTONKOCTH
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JIMYHOI'O KJII0Ya, BbIOPDAHHOMY I1IPU MHMIMaM3aluu BbipaboTku nojainucu. Ha yposhe crofiko-
ctu | mognuch coctout u3 3l OUTOB.

KomaHzma MoKeT BBIBBIBATHCS IpH BbIOOpe eSign B cocroguusax PS m AS:AT nemocpen-
CTBCHHO 110CJI€ MHUIIMAJIN3 a1 Bpra6OTKI/I ITIOJIIMCH.

[Tocsie BeimostHenust N Komau 1 daar noarBep:kaeruss PIN cOpaceiBaeTcs HE3aBUCHMO OT
pPe3yJIbTATOB BBIIOJHEHHS KOMaHJ. 3Jech N — 3HadeHHe, 3aJaBaeMoe IIPU WHHUIAATU3AINH

uporokosia BPACE (cwm. [12.2.16)). Tnst yeranosku duiara mocse co6poca HEOOX0AMMO JIHOO 1O/~
tBepauTh naposab PIN (cm. [12.2.19), amuGo noBropHo BRIIOIHUTHL ayTeHTHUKamuo 10 PIN

(em. [[2.3.1)).

12.2.9 T'eHeparnus napsl KJIIO4Yeit

g renepanuu napbl KJaro4el (IMYHOTO W OTKPHITOTO) MPUKJIAIHON MpOrpamMMbl eSign
ucrosib3yercs komauga < Generate Asymmetric Key Pair>. Ilpu BoimoHennn koMaHIbl cre-
HEPUPOBAHHBIN JTUIHBIH K04 coxpaHdeTcsd B KT, a oTKpBITHIIT KJIT0Y BO3BpaIlaeTcsd KakK JIaH-
Hble oTBeTa. [locse reHepanuu JUIHBIN K09 MOYKeT UCTIOIb30BATHCS 171 BHIDAOOTKYU MOIUCH

(em. [12.2.8)) u pasbopa Tokena kioda (cm. [12.2.24). Komanga oupejenena B rabJune

Tabauma 19

’ Kommonent ‘ Onucaunune

INS 4614 reHepaIus mapbl KJIO4ei
P1| P2 800016: BO3BPATHTH OTKPBITHIN KJIIOY
CDF der(B6ig,der (8414, X)), e X ompenessieT WIeHTU(GUKATOP TEHEPUPYEMOTO

sasoro Kioda (cm. rabiuny [20)

RDF OTKPBITHI KITIOY

SW1 || SW2 | 900044: mapa K/roueii creHepupoBaHa yCIenHo

6984 4: KJIIOU YXKe CYIIeCTBYET
Hpyroe: cm. Tabmumy [B.1]

HomyctuMble 3HAYEHUA HIeHTU(MUKATOPOB JUIHOTO KIIOYa ONPEeeNTIOTCS B COOTBETCTBAN
¢ tabauneit U 3aBUCAT OT YPOBHA CTOMKOCTH JIMYHOTO KJfoda u cocTtosgana KT: muammas
TeTpaja uAeHTUPUKATOPA XapaKTepu3yeT YPOBEHb CTORKOCTH KJ/Io4a, a crapiias — COCTOs-
HUE, B KOTOPOM KJII0Y MOYKET HCIO0/1b30BaThed. KT o/KeH N0/ IepzKUBATH TeHePAIUIo KII0Yeil
ypoBHs cTofikocTu | = 128 u MOXKeT TOoJIJIepzKUBATH MeHEPAINIO KJI04Uell ypoBHEHl CTOMKOCTH
[ =192, 256.

Tabuinua 20 — Jloiycrumbie 3HAYMEHUs UAECHTU(PUKATOPOB JIMYHOI'O KJIHOYa
VpoBeHb CTORKOCTH Suauenne [Toxnepxkka
KJIFOYa Cocrostaue PS ‘ Cocrogane AS
128 016 1144 Ob6s3aresbHa,
192 0244 124 Heobsazarennna
256 0316 1345 Heoba3arennna

[Ipn renepamnuu Kjao4eil HCIIOIL3yeTCs aJITOPUTM bign-sign co cTaHJIapTHBIMU HapaMeT-
pavu CTB 34.101.45 (npuioxkenue B), KoTopbie OMpeeasioTcs HeSIBHO 10 YPOBHIO CTORKOCTH
JudHOro Kjaoda. Ha ypoBue cToiikocTn [ OTKPBITBIH K049 3a7aeTcsd 4] butaMu 1Mo mpaBuiaM,
ycranoBiaenubiM B CTD 34.101.45.
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Komamta MmozkeT BbI3bIBATHCS 11pu BbIOOpe eSign B cocrosinusix PS u AS:AT. B cocrosinun
AS:AT koman a MOXKeT BBI3BIBATHLCA TOJBKO aBTOPU30BAHHBIM TEPMUHAJIOM, B cepTuduKaTe
KOTOPOTO 33/aH0 NPABO TeHEePAIMH KI0Ueil B TepMuHAIBHOM perxnme (cm. [7.3)).

Komanja Tpedyer npeapapurebioii ayrentudgukarnuu mo PIN, a takzxke ycranosku (rara
nonreep:kaenns PIN.

Brrmosinenre KoMaHIbl TPpUBOAUT K cOpocy diara nogreepzxkaenus PIN. Jlns ycranosku
dbrara mocste c6poca HEOOX0UMO JTHO0 moATBepAuTh naposib PIN (em.[12.2.19), 1uGo moBropHo
BBIIOJMHATE ayTenTudukanuio mo PIN (cwm. [12.3.1)).

Ecnu mpu BRIMOTHEHUN KOMAH/IBI JTUYHBIH KJIIOY € YKA3aHHBIM B KOMaH/e HIeHTH(MUKATO-
POM y2Ke CYIIECTBYET, TO TOMKeH ObITh Bo3BpareH ctatyc SW1 || SW2 = 69844. [Ipu srom mst
reHepalyy HOBOT'O KJII04Ya, CTapblil K104 JIOJIZKEH ObITh IIPeABaAPUTEbHO YHUUTOKEH KOMAHO0M

<Terminate> (cm. [12.2.27)).

12.2.10 /leakTuBanusd JIMYHOTO KJIOYA

Jlng geaxkTwBaIny JUIHOTO KJOYa UCIOAb3yeTcsa komanaa < Deactivate>. Komanga ompe-
neieHa B Tadane (21}

Tabauma 21
‘ KowmmonenT ‘ Onwucanne
INS 0414: DeaKTUBAINSA
P1 | P2 210014: JeaKTUBUPOBATH K04, ompeaenseMblii CDF
CDF der (8446, X), rme X onpenensier uaeHTHdUKATOP JUIHOTO KI09a (CM. TabJIH-

1y
RDF | —

SW1 || SW2 | 90004¢: KJIH0Y I€aKTUBUPOBAH YCIEIITHO
Hpyroe: cv. Tabmmmy [B.1]

KomaHn1a MOzKeT BBI3BIBATHCS IIpu BBIOOpe eSign B cocrognuax PS u AS:AT. B cocrossaun
AS:AT KoMmaHIa MOMXKET BBI3BIBATHCSA TOJBKO aBTOPHU30BAHHBIM TEPMUHAJIOM, B cepTH(HKATE
KOTOPOI'0 33/IaHO MPABO JEAKTHBAPOBATH KJIIOUH (CM. .

Komanga tpebyer npeaBaputeabHoi ayreaTudukamnuu mo PIN.

Ecau K109 yKe JeakKTHBHPOBAH, TO J0JzKeH ObITh Bo3Bpamier craryc SWI1 || SW2 =
900046.

[Tocae neakTUBAIMK JUYHOIO KJIIOYA BBIIOJIHEHHE JIIOOBIX Olepalnii, TpeOYIONINX ero uc-
IIOJIb30BaHUd, CTAHOBUTCA HECBO3MO2KHbBIM.

12.2.11 JeaxtuBanua PIN

Hos neakrusannu PIN (cm. ucIoJib3yercs Koman ia < Deactivate>. Koman ia ompe/ie-
JIeHa B TabJIuIe

Komana MoxkeT BBI3BIBATLCS npu BeiOOpe eSign B cocrostausx PS, AS:AT u npu BeIOOpe
elD B cocrosaun AS:AT. B cocrosaun AS:AT koman1a MOXKET BBI3BIBATHCS TOJBKO aBTOPH-
30BaHHBIM TEPMHHAJIOM, B cepTU(MUKATE KOTOPOro 33/aHO0 IIPABO JIeaKTUBUPOBATH Hapo/ib PIN
(em. [7.3)).

Komanga tpebyer npeaapureabioii ayreatudukamnuu mo PIN uwimm PUK.

Ecau PIN y2Ke Jeak THBUDOBAH, TO JIOJKeH ObITh Bo3Bparien craryc SW1 || SW2 = 90004.
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Tabauma 22
’ Kowmrmonent ‘ Onucanne
INS 0416: DeaKTHUBAINA
P1 1016: JIEAKTUBUPOBATDH 11APOJIb, OpejessgeMbiii P2
P2 0316: PIN
CDF —
RDF —
SW1 || SW2 | 90004: PIN jeakTuBHpOBaH yCIENTHO
Hpyroe: cM. rabuny [B.1]

[Tocne meakTuBanuu PIN BhImoTHEHIE MTIOOBIX ONlepalinii, TPEOYIOMNX ay TeHTU(MUKAINN 10

napoJiio PIN (em. Ta6JH/H_[y, craHoBHTCs HeBO3MOXKHBIM. [1pu atom K'T nepexoaut B cocrosinme

IS u macTep-daiisn cranoBuUTCS BEIOpAHHBIM (DARTIOM.

12.2.12 W3smeneuune PIN

st mamenenust PIN ucniosib3yercs komanga < Change reference data>. Komanga onpe/ie-
JieHa B TalJIuIIe

Tabauma 23
’ Kowmmonent ‘ Onucanne
INS 24: U3MEHEHUE JTAaHHDIC
P1 0016: 3a1aTh CTApOe U HOBOE 3HAYEHUI MAPOIL
0144: 3a1aTh TOJILKO HOBOE 3HAUYEHUE TAPOJISI
P2 0314: PIN
CDF [Tpu P1 = 0044 crapoe u Hooe 3nauenus PIN B dbopmare UTFS [5]
[Tpu P1 = 01,4 vHoBoe 3nauenne PIN B ¢popmare UTFES
RDF —
SW1 || SW2 | 90004: PIN usmenen ycnerntno
Hpyroe: cm. Tabmumy [B.1]

Komanma MoxkeT BbIZBIBATHCS TIpu BbIOOpe eSign B coctosiausix PS, AS:AT u npu BwIGO-

pe elD B coctosuun AS:AT. B coctogaun AS:AT KoMmaHIa MOXKET BBI3BIBATHCHA TOJBKO aBTO-
PU30BAHHBIM TE€PMHUHAIOM, B cepTUdHUKaTe KOTOPOro 3aJaHOo IpaBo m3MeHeHHs naposs PIN

(em. [7.3)).

Komanga Tpebyer npeapaputenbHoi ayrenTudukamnuu mo PIN,

Boermosinenue KomMaH bl TpUBOIUT K cOpocy biiara moarepzkaenus PIN. Jlns ycranoBku
dbarara nocste copoca Heobxo MO 160 noaTBepUTh n1aposb PIN (cm.(12.2.19), subo noropuo

BHIIOTHATH ayTenTudukanuio no PIN (cwm. [12.3.1]).

12.2.13 UVaunuanusanus BbIPAOOTKHN MOANCHU

st MEMIUATI3AIMH BEIPAOOTKY TTOIUCH UCHOJIb3yeTcss Komana < MSE: Set DST > (a6-
opesuarypa or «Manage Security Environment: Set Digital Signature Template>). Komanna

33/1a€T JUYHbINA KJIIOY U &JITOPUTM XIITUPOBAHUS, KOTOPbIe OYIyT HCIO/b30BATHCA TPU BbIPa-

oorke moanucu. Komanaa onpenenena B Taduiie

B xommonente CDF anroputm xsmmpoBanus belt-hash moxkeT OBITH 33/1aH TOJHKO COB-

MECTHO € JIMYHBIM KJIOYOM YPOBHS cTOHKOCTH [ = 128, a aJropuT™bl X31rupoBanus bash384
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Tabauma 24
’ Kommonent ‘ Onucanune
INS 2216: yIIpaBJaeHne Cpeoit 6e301acHOCTH
P1 | P2 41B61g: MHUIMAJIU3UPOBATH AJTOPUTM BhIPAOOTKH IIO/ITUCH
CDF der (8416, X) || der(8016,Y), Tae X ompegenser umeHTUOUKATOD TUIHOTO

Kioda (eM. Tabauiy , a Y onpenessier uaeHTUUKATOP UCIOJIB3YEMOrO
npu Bblpa6OTKe MOJNMUCH aJTOPUTMa X3MUPOBaHUA W IIPUHUMaET 3HaYCHHE
9016 o414 aaropurMa Xx3mupoBanud belt-hash, BOg mj1g ajropurMa X31IHU-
poBanust bash384 u COyg JJIst AITOPUTMA XAMIHPOBaHus bash512 (cM.

RDF —
SW1 || SW2 | 900014: aropuT™M HHHIMHATASHPOBAH YCIIEITHO

628316: JAUYHBINA KJIOY JEaKTUBUPOBAH

6984 14: AMYHBIA KJHOY YHUUYTONKEH
Hpyroe: cm. Tabsuiy [B.1

1 bashb512 — ¢ TUYHBIMEU KI09aMu ypoBHeft cTolikoctu [ = 192 mwmm | = 256 cOOTBETCTBEHHO.
YPpOBeHb CTONKOCTH aaropuTMa X3MHUPOBaHus bash ompesesnseTcsa HESIBHO MO YPOBHIO CTOIKO-
CTH BHIOPAHHOT'O JIMYHOI'O KJIIOYA.

Komanga Tpedyer npeapapurebioii ayrentudukanuu mo PIN, a takzxke ycranosku (rara
noareepxkaenus PIN. Jlna ycranosku diara, ecjiu oH ObLI cOpoIeH, HEOOXOAUMO JTUOO MOJI-
TBepAuTh maposb PIN (cM. , JMOO0 TTOBTOPHO BBITIOJTHUTD ay TeHTHMUKAIUIO IO TTAPOJIIO
PIN (ewm. [12.3.1).

Komanma MoxKeT BBI3BIBATHC IIpH BEIOOpe eSign B coctognusax PS u AS:AT. B coctosuun
AS:AT komana MOYXKeT BBI3BIBATHLCS TOJbKO aBTOPU30BAHHBIM TEPMUHAJIOM, B cepruduKaTe
KOTODOT'O 33/IaHO PABO BHIPAOOTKH MOANKCH B TEPMUHAJIBHOM PeKHUME (CM. .

12.2.14 HMuannunanusamnunsa pa3dopa TOKEHa KJ4a

Jlng wanmuasun3anun pa3dbopa TOKeHa KJI0Ya ucnosb3dyercs komanga <MSE: Set CT>
(ab6peBuarypa or «Manage Security Environment: Set Confidentialy template>). Komanma
3aJ1aeT JIMIHBIH K0, KOTOPBI OyIeT HCIOIb30BaThCA Ipu pa3bope TOKeHa Kioda. Komanaa
ompejiesieHa B TaOJIHIE

Tabauma 25
’ KommnonenT ‘ Onucanune ‘
INS 2216: yIIpaBJaeHne cpejoit 6e301acHOCTH
P1 || P2 41B814: MHUIMATM3UPOBATH AJITOPUTM pa3bopa ToKeHa Kioda (pacimdposa-

HUsI KJTI0YA)

CDF der(8414, X), rue X onpejessier uaeHTUdUKATOP JHIHOTO Ka09a (CM. TabJIu-

1y
RDF —

SW1 || SW2 | 900044 aaropuT™ HHUITHAJIA3NPOBAH YCIIEITHO

628316: AUYHBIA KJII0Y JCAKTUBUPOBAH

6984 15: MAMYHBIN KJII0Y YHUUTOXKEH

Hpyroe: cM. Tabmmy [B.1]
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Komania MoxkeT BbI3bIBATHCS 11pu BhiOOpe eSign B cocrosinusax PS u AS:AT. B cocrosinun
AS:AT komaHma MOXKET BBI3BIBATHLCSA TOJBKO aBTOPH30BAHHBIM TEPMHUHAJIOM, B cepTuduKaTe
KOTOPOT'O 33/JIaHO MPaBO pa3bopa TOKEHa KJIYa B TEPMHHAILHOM pexxmme (cM. [7.3)).

Komanna Tpebyer npeaBapureibuoii ayrentudukamnuu mo PIN.

12.2.15 HMannunaansanus nporokosa BAUTH

Mg wannmannsanun nporokosa BAUTH ucnosnb3yerca komanga < MSE: Set AT > (ab6pe-
suarypa or «Manage Security Environment: Set Authentication Template»). Komamma omnpe-
IejieHa B TaDJINAIE

Tabauma 26
‘ KowmmonenT ‘ Onucanne
INS 2214 yIIpaBjeHue cpejioi 6e301aCHOCTH
P1 | P2 F1A4,4: BeiOpaTh n waHUNMHAIN3UpoBaTh MpoTokol BAUTH ¢ B3aumuoi#t ayTen-
TuduKauen
B1A44: BBIOpaTh M HHUIHAIM3NPOBaTh npoTokon BAUTH ¢ ogHOocTOpOHHEIH
ayTenTuduKanuei
CDF O6bexkr mannpix der(80ig, X ), rme X — 3aKOAUPOBAHHBIN OOBEKTHBIN HICH-

tuukarop (6€3 1moJist Tera U HoJisi JJIMHBI) TPOTOKOIA (CM. HPHIOKEHHe .
O6mbexT gannbix der(85i5, X ), rme X onpemessier X3IMI-3HAYEHHE 3aIPOCA
ayrenTuduxanun (cm. [10).

O6bekT maHHBIX X, KOTOPBIA SBISETCA 3aKOAUPOBAHHBIM 3HAYEHHEM THIIA
AuthAuxData (cm. [7.2). Ucnmoabsyercs B xomamge < Verify> (cm.
JISI TOJIy9eHUd 3Ha4YeHu#l j1omnmoJiHuTebHbIX arpudyroB DocumentValidity,
AgeVerification, RegionVerification. B X obsizaresbio g0/KHBI OBITH BKJIIO-
JeHbl napaMerpbl arpudoyra DocumentValidity.

RDF —
SW1 || SW2 | 900044: IpOTOKOJI HHUITATU3UPOBAH YCIEIITHO

Hpyroe: cm. tabmmy [B.1]

B kommonenTe CDF Bce 00beKTHI JTaHHBIX SIBASIOTCS 00sI3aTEIbHBIMU, OHH JIOJZKHBI ITe-
peaBaThCsa ¢ MOMOINBIO OJHONH KOMaHJIBI, T. €. UCIOJAb30BaHue Ienodkn Komaua < MSE: Set
AT> ne momyckaercsd. Ilpu 3ToM MOpsIOK cieoBaHusA 00bEKTOB JaHHBIX B KoMmmoHeHTe CDF
HE BarKeH.

KoMmana MoxKeT BBI3BIBATHCS MPU BhIOOpe MacTep-daiiia B cocTognuu PS HemocpecTBen-
HO 1ocie Bomosenns nporokona BPACE (em. [12.2.7).

[Ipu ycmemrnom BeimosHernn nporokoia BAUTH mara, Koropas mepemaercs B KOMaHIe
JIJIsT IpoBepKu cpoka jaeiictBus KT, MoxkeT MCHOIB30BAThLCA 70 OOHOBJIEHHUS JIaThl, KOTOpas

xpanures va KT (cm. [6.2)).

12.2.16 HWMaunuanusamnus nporokosa BPACE

Hoa naunmasmmsanuu nporokosia BPACE ucnosnbsyercs komanga <MSE: Set AT > (a66pe-
suarypa or «Manage Security Environment: Set Authentication Templates). Komarma onpe-
IejieHa B TabJINIe
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Tabauma 27

’ Kommonent ‘ Onucanne

INS 2216: yIIpaBJaeHne Cpeoit 6e301acHOCTH

P1 | P2 C1A44: BuIOpaTh U MHUIMAIX3UPOBATL HPoTOKo BPACE

CDF Obs3arenbubiii 00bekT nanubix der (8016, X ), rme X — 3aK0AUPOBAHHBIN 06b-
ekTHBI uaeHTHdUKATOD (6€3 Mo Tera u moJsst JUIMHBI) TPOTOKOAA (CM. TIDH-
JIOYKeHTe .

Ob6si3aresibHbI 00beKT JaHHBIX der (8314, X ), rme X ompejesiser, Kakoil ma-
poJib OyIeT HCIoab30BaThesa B mpoTokoae: 02;6 — CAN, 0314 — PIN, 045 —
PUK.

HeobsazaTenbubiil 00bEKT HAHHBIX, KOTOPBIH SIBJISETCH 3aKOAMPOBAHHBIM 3HA-
gennem tuna CertHAT (cwm. . Ucnonb3yercst 11t yCTAHOBKY TIPAB HA JIOCTY I
K JaHHBIM U cepBHCAM olpejaeeHHol npuKaaanoi nporpaMmbel K'T. g Kazk-
JION NMPHKJIAJIHOU MPOrpaMMbl HCIOJB3yeTcss CBO# 00bekT. OrcyTcTBUE 00b-
eKTa JIJIsl ONpeIeJIeHHON MPUKJ/IQTHON TPOrpaMMBbl O3HAYAET OTCYTCTBUE MPaB
JOCTyNa K Hel.

Heobs3arenbubiii 00bekT nanubx der (5316, X ), rme X npuHAMaeT 3HAYCHUSI
ot 0015 10 FFi5. CoorBercrBytomee X 4uciao N omnpejesnser KOJUIeCTBO IO-
CJIeJI0OBATE/ILHBIX TOANUCEH, KOTOpble MOI'YT OBITH BBIPAOOTAHBI MPHKJIAITHON
mporpamMMoii eSign B TeKyIneM ceance 6e3 mOBTOpHOTO moaTBepkaeHus PIN.
Buauenne N = (0 o3HaYaeT, 9TO0 MOXKET OBITH BHIPAOOTAHO HEOT'PAHHMIEHHOE
KOJIMIECTBO MOC/IeI0BaTeIbHBIX Toanuceil. Keim Janubiit 00bheKT He 3a/aH, TO
IPUKJIaIHAS IIPOrpaMMa eSign UCIoIb3yeT 3HaueHnue 0 yMOTYaHHIO, paBHoe 1.

RDF —

SW1 || SW2 | 900044 HPOTOKOJI HHUIUATH3UPOBAH YCIIEITHO, KOJHYECTBO BOSMOKHBIX HOTIbI-
TOK ayTeHTU(MUKAINE PABHO HAYAILHOMY 3HAYCHHIO

63CX16: HIPOTOKOJ MHUIUAJIM3UPOBAH YCHEIIHO, 3HaUYeHue X COAEPKUT KOJIUYe-
CTBO OCTABIINXCSI TMOMBITOK ayTeHTHMUKAIMH, KOTOPOe He PABHO HAYAJIbHOMY
sHadennto (mpu X = 1 maposb npuoctanoBseH, a npu X = 0 — 3abJ0KHPOBaH)

6984 4: mapoJib JICAKTUBAPOBAaH

Hpyroe: cv. Tabmmmy [B.1]

Bce 00bekThl maHHBIX, KOTOPBIe Tpedyercss nepenarh depe3 komamay < MSE: Set AT >,
JIOJIZKHBL yKAaeiBaTct B oaud kommonenT CDF u mepegaBaThbest 3a OJMH BBI30B KOMAaHJIbI.
Jpyrumu cioBaMu, HCIOJb30BaHue Tenodkn Komana <MSE: Set AT> me momyckaercs. [Ipm
STOM HOPSJIOK CaenoBaHns o6bekToB gaHHBIX B CDF He Baxken. Hampumep, 1j1a nporokosa
BPACE, ucnonssyiomero PIN, kommonent CDF, comepxKariuii ToOIbKO 06s3aTe/IbHBIE 00 BEKTHI
gaHHbX, Moxker uMerh Bua: CDF = der(8344,0354) || der(8016, X ). 3mech X — 3akonmpoBa-
HbIii (6e3 mostst Tera u moJist JUTHHBL) 00 bekTHBIH uaeHTHhUKaTop nporokosa BPACE (ecm. CTh
34.101.66).

BakoaupoBannble 3uHadenus Tumna CertHAT, nepenaBaembie B KomnonernTe CDF,| no/KHbI
ucnonb3oBaThest B nporokosie BPACE kak mpusercreennoe coobrmenne KIT (cm. . Ecm
nepeaeTcss HeCKOIbKO TaKUX 3HaUYeHUil, TO npu POPMUPOBAHUU TPUBETCTBEHHOTO COOOIIEHMS
OHM JIOJIZKHBI 00 beTUHATHCSA B Topsaake caegopanus B komnorneraTe CDF. Ecin ke He nepegaercs
HU OJIHOIO 3HAYEHHsI, TO B KadeCTBe MPUBETCTBEHHOTO COODIIMEHUsI JMOJYKHO WMCIOJbh30BATHCS
MyCTOE CJIOBO.
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Hust Bozo6uosiennst PIN (em. Tpebyercs ucnosb3oBarh npu nnunuaansanun BPACE
napoab CAN. Tun maposis, KOTOpBIit AOKEH UCHOIb30BaThcs npu maunuaan3anun BPACE
JIJIS. BBITIOJTHEHUS TeX WU WHBIX ONepaluii, onpeJe/sseTcs B TabIuIe

[pu nannnasmsannn BPACE 3anarorca pasperienus Biaiebna Ha T0CTYT K CEPBUCAM U
ganabiM KT, a Takzke KOJMYECTBO MONUCEH, KOTOPbIe MOTYT ObITh BHIPAOOTAHBI B TEKYIIEM
ceaHce 6e3 moBTOpHOroO noarsepxKaeHnst PIN.

Komanma MokeT BBI3BIBATHLCA B JIIOOOM U3 COCTOSIHUI Ipu BHIGOpEe MacTep-daiiia.

12.2.17 OOHOBJIEHUE TAHHBIX

Jlng obHoBjieHMS JAaHHBIX 3JeMeHTapHLIX daitio wucnoab3lyercs komanga < Update
Binary>. Komanma onpesnenena B Tadauie

Tabauma 28
KowvmonenT ‘ Omnwucanue
INS D61g: OOHOBJIEHHE TBOUIHBIX JAHHBIX
P1 Crapmmmit 6afiT cMmelleHus, ¢ KOTOPOIro OVIAyT Iepe3aluchbiBaTbCs JTAHHbIE
(crapmuii GuT T0/KeH OBITH PABEH HYJIIO)

P2 Munagmuit 6afiT cMeleHus, ¢ KOTOporo OyIyT Iepe3alnchlBaTbCs JaHHbIe

CDF 3amnucbiBaeMble JTAHHBIE

RDF —

SW1 || SW2 | 900044: sanHBIE Iepe3anUCaHbl YCIEITHO
Hpyroe: cm. Tabmumy [B.1]

Pa3mep JaHHBIX, KOTOpPBIE HYZKHO 3alHUCATh, ONPEIeIseTcss KOMIOHEHTOM L.C KOMAaHIbI
(em. [6]).

Komanna moxker Bei3biBaThCa B cocToganax PS, AS:AT mpu Beibope eSign u B cocTostHuN
AS:AT upu Beibope elD. B cocrogaun AS:AT koMmaH1a MOXKeT BBI3BIBATHCA TOJBKO aBTOPH-
30BAHHBIM TEPMHUHAJIOM, B cepTH(UKATe KOTOPOIO 3aJIaHO0 MPAaBO 3alUCH B COOTBETCTBYIOIINMA
snmementapublii daitr (em. [7.3).

s 0OHOBJICHUS dJIeMEHTAPHBIX (PaiJIOB NPUKJIAIHON ITPOrpaMMBI €5ign TpedyeTcs Ipe-
BapuTebHas ayTenTudukanus mo PIN.

11 0OHOBJIEHNS /1eMeHTapHBIX (ailIoB IpUK/IaIHON mporpaMMbl elD Tpebyercs npeaBa-
purenbHas ayreaTudukammsa mo CAN min PIN.

@aily1, B KOTOPBIil 3aMUCHIBAIOTCS JIAHHbBIE, JTOJXKEH OBITh TPeIBAPUTENbHO BHIGpaH (CM.
[12.2.5)). Banucs MozKeT GLITH HPOU3BEEHA TOJILKO B Te hail/Ibl, AjIsi KOTOPDIX HET OrpaHIeHuit
1o 3anucu upu rexyuiem cocrosuun KT. Ilpu nonbitke 3amucu B ail/ibl, J10CTyl K KOTOPbIM
orpaHmuveH, JOJKeH Bo3Bpamarbea cratyc SW1 || SW2 = 6982;.

12.2.18 llepeknaodyeHne MeXK/Iy COEAMHEHUAMU

,ZLJIH MEePEKJIIYEHNA MEezKAY 3alllUIMeHHBIM COeAUHEeHneM, YCTaHaBJINBACMbIM MEZK 1Y KT n
KII nocne suimonenns: mporokoia BPACE, u coequnennenm, ycranapmuBaembim Mexay KT u
TepMEIHAJIOM Iocjie BeimoaHeHus nporokosa BAUTH, ucnonbsyercsa komanga <MSE: Set CS>
(ab6peBuarypa or «Manage Security Environment: Set Context Switch>). Komanma omnpee-
JIeHa B TalJIuIIe

KomaHa MOKeT BBI3BIBaThCS IpH BeIOGOpe elD mim eSign B cocrosgamm AS.

Komanna tpebyer npeapapurenbaoii ayrentudukamnuu mo PIN mwm PUK.
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Tabauma 29
’ KommnonenT ‘ Onucanune
INS 2216: yIIpaBJaeHne Cpeoit 6e301acHOCTH
P1 | P2 01A44: HEPEKIIOUNTHCA MEXKLY COEIUHEHU MU
CDF der(Ely4,der(8116, X)), tme X ompenenseT uACHTU(MUKATOP COCTUHEHUS 1

upuauMaeT 3HaueHne 00qg JJIs NepeKJIIYeHHs Ha 3alllAIIeHHOe COeJIUHEeHUe
«KIT — KT» u 3nauenne 014 /151 TIepeKJIFOUEHHS Ha, 3aIUIIIEHHOE COeJTNHEHIE
«TepMuHaT — K'T'»

RDF —
SW1 H SW2 | 900044: mepexioueHne MexKIy COeJTUHEHUSIMH BBITIOJHEHO YCIIEITHO

Hpyroe: cv. Tabmmmy [B.1]

[lepekmouenne MeXKIy COEIUHEHUSAMH MOXKET TOHAJO00UTHCSI TPHU  HMOATBEPXKICHUN

(em. [12.2.19)), uzmenennu (cm. [12.2.12) wam pasbaokuposke (cwm. [12.2.23]) PIN.

[Tocsie ycuenHoro BbIMOJTHEHUS KOMAH bl MacTep-(aiiji CTAaHOBUTCH BHIOPAHHDIM.

12.2.19 IloarBepxkaeune PIN

Jna nopreepxkaenns PIN ucnons3yercs komanma < Verify >. Komanma ompeesiena B Tab-

e (301

Tabauma 30

‘ Kommnoneunr ‘ Onucanne

INS 2016: IpOBEPKA JTAHHBIX
P1 || P2 000314: nipoBeputh napob PIN
CDF [Tapoas PIN B bopmare UTFEFS
RDF —
SW1 || SW2 | 900044: ayrenTudukanus ycuenrsa
63CX14: ayrenTuduKaIUs IPOILIa ¢ omuoOKoil, 3HadeHne X COAECPKHUT KOJIUYIe-
CTBO OCTABIIAXCs TMOMBITOK ayTeHTudukanuu (npu X = 1 maposb NpHOCTAHOB-

JeH, a mpu X = 0 — 3a0I0KMPOBaH)
6984 4: mapoJib JICAKTUBAPOBAaH

Hpyroe: cv. Tabmmmy [B.1]

Komanta Moxker BeI3bIBaTHCs Ipu BbIOOPe eSign B cocrosinusax PS u AS:CP.

Komanja rpebyer npejBapure/ibioil ayrentudpukamnyuu mo PIN.

[Ipu ycuenrHoMm BBITIOJIHEHHU KOMaH/bl ycTanaBaubaercs uar noarsepxkiaenus PIN. [Tpu
omubke dar coOpacbiBaeTCs.

Brizos koman b1 MozkeT noTpeboBaThest iocse copoca diara noareep:xkerust PIN, koropoe
IIPOUCXOUT IIPH BHIPABOTKHU OLPECJICHHOr0 KosmdecTsa nopuuceii (eu. [12.2.8), reneparun na-
pbl Kitoueit (em. [12.2.9)), usmenenun naposs PIN (em. [12.2.12)), yHUYTOXKEHUH TAIHOTO KJITHOYA

(em. [12.2.27).

12.2.20 IIpoBepka OOMOJHUTEJIBHOIO aTpUOyTa

Jlnga uposepkum  gomosgHUTEbHBIX  arpubyToB  DocumentValidity, AgeVerification,
RegionVerification (cm. [7.2) wucmonn3yercs xomanma < Verify>. Komanma onpegenena B
tabJuie (31}
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Tabauma 31
’ Kommonent ‘ Ouucanue ‘
INS 2016: MpOBEpPKa JAHHBIX
P1 || P2 80001¢: IPOBEPUTD AONOJHUTEAbHBIA aTpubyT
CDF BakomnpOBaHHBIN HACHTHMUKATOP JOTOTHATEIBHOrO arpubyTa (cM. [7.2)).

Moxker  mpmHHMaTh ~ OJHO W3  3HAYEHHU 1d-DocumentValidity,

id-AgeVerification mim id-PlaceVerification (cM. mpuio:keHmue )
RDF —

SW1 || SW2 | 90004¢: arpubyT HpOBEpEH YCIENTHO

630014: omrmbKa MMpH IIPOBEPKe aTpudyTa
Hpyroe: cm. Tabmmmy [B.1]

KomaHma MozKeT BBI3BIBATHCA IpHu BeIOOpe elD B coctossaunm AS:AT aBTOpM30BaHHBIM TEp-
MHHAJIOM, B cepTH(HKATe KOTOPOrO 3aJaHO IPaBO MPOBEPKH COOTBETCTBYIOIIETO aTpudyTa
(em. [7.3).

Komanga Tpedyer npeapapureibuoit ayrearuduxanun 10 CAN mm PIN.

YcTaHoBKa TPOBepseMbIX KOMAHION JTaHHBIX MTPOU3BOIUTCS IIPU HHAMMAIAIAIUN ITPOTOKO-
na BAUTH (cm. [12.2.15)).

Hutst komampt jrozken ucnosb3oBarbes CLA = 8444 (npuk/iaaHoil Kiaace st 3aliiieH-
HOTO COeJIMHeHNsT 6e3 NCMOIb30BaHMs [EMOYKN KOMAHT).

12.2.21 IIpoBepka ceprudukara

g uMmopra W mpoBepKH cepTudUKATa OpH ayTeHTH(MUKAIMT TePMUHAJIA 110 IIPOTOKO-
ay BAUTH wucnosnbsyercs xkomanga <PSO: Verify Certificate> (a66peBuarypa ot «Perform
Security Operation: Verify Certificate»). Komanga onpejenena B Tabsuie .

Tabauma 32
‘ KowmmonenT ‘ Onucanne
INS 2A14: yIIpaBjeHue cpejioi 6e301aCHOCTH
P1 | P2 00BE4: mpoBepUTH cepTH(OUKAT OTKPHITOTO KIKUa,
CDF 3akompoBaHHoe 3HavYeHne KomnoHenta certificateBody, ompeensiomniero

Testo 0bsierdeHHoro ceprudukara (CM. .
3aKkoupoBaHHOE 3HaYEeHNEe KOMIIOHEHTa signature, onpeessionero noInuch
obserdentoro ceprudurara (cM.
RDF —
SW1 || SW2 | 900044: cepTuduKaT TpoOBEpEH YCIEITHO
Jpyroe: cM. Tabiuny [B.1]

B kommonenTe CDF koMaHABI mepenaloTcs TEI0 W MOAMNUCH 00JerYeHHOTO cepTH(UKaATA.
st uxX mepejiadnl MOYKeT UCIOJIb30BaThCs Mernovka u3 aByX Komana < PSO: Verify Certificate >,
epBasi U3 KOTOPBIX COAEPZXKUT TEeJI0 0OJIeTYeHHOro cepTudHuKaTa, a BTopas — IOINNUCH 00JIer-
YEHHOI'O CepTUMUKATA.

J11a mepeadn HeCKOJIBKUX CePTHMPUKATOB, COCTABISIIONINX MAPIIPYT CEPTUMUKAINH, T0-
JK€H HCIIOJIB30BaThCs mocaeoBaTeabubiil Bei30B KoMana < PSO: Verify Certificate>. IIpu arom
ec/I Kakoii-1ubo cepTuduKaT mepeiaeTcs MmenoIKoil KOMaH I, TO JIJIS HEro JOJIZKHA, UCITOJIb30-
BATbCS CBOS IEIOYKA.
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OTKpPBITHIT K04, UCHOIB3YEMbINl IPU IPOBEepKe ceprudukara mocje ero nepegadn B KT,
u3BJjeKaeTcd u3 ceprudukara, Koropbiii xpanurcd Ha KT winm Koropblii ObL1 UMIOPTUPOBAH B
KT npexmecrsyomum ycnemnsim Ber3osom kKomanas < PSO: Verify Certificate> (cwm. [9.2).

Komanta MoKeT BBI3BIBATHCH MPH BBIOOPe MacTep-daiiia B coctossnuu PS HemocpeacTsen-
HO 1ocIe HHHImaIn3aun aporokosa BAUTH (em. [12.2.15).

Komanga tpebyer npeapapurenbuoin ayrearudukanuu 1o CAN, PIN mwm PUK. Ecan
ayrentudukanus BemosHsach 1o CAN, 1o B ceprudukare TepMuHAIA TOJIKHO OBITH yCTA-
HOBJIeHO TipaBo gocryma 1o mapoaio CAN (cwm. .

Eciu ceprudukar aBaseTcs HelelcTBUTEIbHBIM, TO JOJZKEeH BO3Bpamarhes craryc SW1 ||
SW2 = 6A804.

12.2.22 IlpoBepka ¢aara noarBepxkaeana PIN

Jlna nposepku dara nmoarsepxkaenns PIN ucmosnb3yercs xomanga < Verify>. Komanga
orpejiesieHa B TabJuIe

Tabauma 33
’ Kommnonent ‘ Onucanne
INS 2014: TTPOBEPKA JAHHBIX
P1 || P2 000314: mpoBepuThb dutar noarepzxKaenuss PIN
CDF —
RDF —

SW1 || SW2 | 900044: orar moxreepxkaenus PIN ycranosien

Hpyroe: cm. Tabmiy [B.1]

KomaH1a MOXKeT BBI3BIBAThCA IpH BeIOOpPe eSign B cocrogausax PS u AS:AT.

Komanga tpebyer npeaBaputeabHoil ayreaTudukamnuu mo PIN.

Eciin daiar nogreepxkienust PIN He ycranos/ien, 1o jio/izkeH Bo3spaiarbes craryc SW1 ||
SW2 = 69825.

12.2.23 Paz6aokupoBka PIN

s pazoaokuposku PIN ucnosbsyerca komanga <Reset Retry Counter>>. Komanga omnpe-
nenena B Tabsuie (341

Tabauma 34
’ KommnonenT ‘ Onucanue
INS 2C4: pasbiokuposka PIN
P1 0314: pazdsokuposarb PIN 6e3 ero uzmenenust
P2 001¢: PIN BoIOpaH HesIBHO
CDF —
RDF —
SW1 || SW2 | 900044: pastiokuposka PIN Gblia BeImoIHEHA YCIENTHO
Jpyroe: npousomia ounbka (cm. tabiuiy [B.1)

Komanma MoxXKeT BBI3BIBATLCA NMpH BeIGope eSign B cocrosausx PS, AS:AT u npu BeiGope
elD B cocrosaun AS:AT. B cocrosinum AS:AT komanIa MOXKET BBI3BIBATHCS TOJBKO aBTOPH-
30BaHHBIM TEPMUHAJOM, B cepTuduKaTe KOTOPOTO 33/ 1aH0 TTpaBo pPa3boKupoBaTh naposib PIN

(em. [7.3)).
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Komanja Tpedyer upejBapure/ibuoit ayrenrudukaiuu no PUK.

12.2.24 Pa306op TOkeHa KJjo4a

st pazbopa TokeHa KI04a HCoab3yercst Komanaa < PSO: Decipher> (a66p. or «Perform
Security Operation: Decipher»). Komanna onpenesnena B tabuie .

Tabaumna 35

‘ Kommonent ‘ Onucanue

INS 2A1: yIIpaBjeHue cpejioi 6e301aCHOCTH

P11 P2 80864: pacimdpoBaTh JTaHHBIC

CDF O6mext I || Y, rme I — 3aroyioBoK TPaHCIIOPTUPYEMOTO Kjo9a, Y — TOKeH
TPAHCIOPTUPYEMOTO KJII0YA,

RDF PacmudpoBaHublil TpaHCIOPTHPYEMBIH KJIIOY

SW1 || SW2 | 900044: TOKeH KJH09a pa3zobpaH yCHeIrHo
Hpyroe: cm. Tabmumy [B.1]

[Ipu pasbope TOKeHA KJI0Ya HCIOJIL3YETCS AJTOPUTM bign—keytransport_1 (oM.
co crapmaptasiMu napaMerpamu CTHB 34.101.45. DTu mapamMerpbl ONpeIed0TCsS HESIBHO
[0 YPOBHIO CTOWKOCTH JIMYHOI'O KJI0Ya, BHIODAHHOMY DU HHUIUAJIM3ANUU Pa300pa TOKEHaA
(ov. [22.19).

BuroBas ainaa TpaHCIOPTUPYEMOTO KII0Ua, KOTOPBIA ompeeasieTcs Npu pa3dope TOKeHa,
JIOJIZKHA IPUHUMATD OJHO U3 Tpex 3Hadenuit: k = 128, k = 192 unun k = 256. [lpu 3Tom ajuna k
He JI0JIZKHA OBITh 0OJIBIe YPOBHSA CTOWKOCTH [ JIMYHOTO KJ/II0Ya, UCIOIb3YeMOro s pa3bopa.
Bxonnoit Token Y noszken coctosaThb u3 k+ 2[4+ 128 6utos, 3arooBok I sBisercsa 128-0UTOBBIM.

Komanma moxkeT BbI3BIBATHCS TPHU BbIOOpe eSign B cocrogausax PS u AS:AT nemocpe-
CTBEHHO II0CJIe YCIEIHOf nHunmaan3auu pa3bopa Tokena (cM. [12.2.14)).

12.2.25 Co6poc daara moareBepxkaeuusa PIN

s copoca diara monreepxkaenus PIN ncmonns3yercs komanaa < Verify >. Komanma onpe-
JeJieHa B TabJInIe

Tabauma 36
‘ KowvmonenT ‘ Omnucanue
INS 2016: MpOBEpPKa JAHHBIX
P11 P2 FF034: coOpocuts duar noarsepzxkiaennss PIN
CDF —
RDF —

SW1 || SW2 | 900014 dbaar noarsepxkaennsa PIN c6pomen ycnenmto
Hpyroe: cm. Tabmmmy [B.1]

KomaHa MOXKeT BBI3BIBATHCS TpH BBIOOPe eSign B cocroguusax PS u AS:AT.

Komanga Tpebyer npeapaputenbHoi ayrenTudukamnuu mo PIN.,

[Ipu ycnernraoMm BwIoJIHeHWN KOMaHAbl (har noarsepxienns PIN copacwiBaercs. [Ipn
omudbKe Jar He U3MEHSeTCs.

Ecau daar mogreep:kaennst PIN yzke cGporiien, To jgoszken 66Th Bosppaiies craryc SW1 ||
SW2 = 9000,.
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12.2.26 UYrenue maHHBIX

JIng urenus JAHHBIX U3 3JE€MEHTApPHBIX (hailyIoB HCHo/b3yeTcd kKomanaa < Read Binary >.
Kowmanga onpenenena B Taduiie

Tabauma 37
Komnonent | Onucanne ‘

INS BOqg: uTeHHE JHBOUYHBIX JAHHBIX

P1 Crapmmit 6afiT cMelenusi, ¢ KOToporo Oy/yT INPOYUTHIBATHCS JaHHbIE (CTap-

it 6UT K0JIZKEH OBITH DaBeH HYJIIO)

P2 Muna it 6aiiT cMerenus, ¢ KOTOporo OyayT TPOYUTHIBATLCS JTaHHbIE

CDF —

RDF [Ipounranubie JaHHbIE

SW1 || SW2 | 900044: saHHBIE IPOYUTAHBI YCIIEITHO
Jpyroe: cm. Tabsmiy [B.1]

Pa3mep JaHHBIX, KOTOPBIE HY?KHO IIPOYUTAThH, ONpeeasiercss KoMmoreHToM Le (em. [0]).

Komanma MoxkeT BbI3bIBaThbCs B cocTosgausx PS, AS:AT nna daiiaos eSign u B cocTosHII
AS:AT nns daitios elD. B cocrosaun AS:AT KoMaHIa MOKET BBI3BIBATHCS TOJIBKO aBTOPH-
30BAHHBIM TEPMHUHAJIOM, B CepTHMUKATE KOTOPOTO 3aJaHO MPaBO YTEHHS COOTBETCTBYIOIIETO
daiira wm rpynnsr gansex (e [7.3).

Jlns arenust 3;ieMeHTaPHBIX (DAIIOB TPUKJIAIHOM TporpaMMbl eSign TpebyeTcsl mpeBapu-
tesbHas ayrentudukanus mo PIN.

g garenus sjeMeHTapHbIX (ailioB NpUKIaJaHOR nporpaMMel elD Ttpebyercsa npemBapu-
teabHas ayreaTudukanus no CAN win PIN.

DuteMenTapHbIil (aii, n3 KOTOPOTrO MPOYUTHIBAIOTCS JAHHBIE, JOJIZKEH OBITH IIPeIBapu-
teabHo BBIOpan (cu. [12.2.5)). TIpounranbr MOryT GBITH TOJIBKO T€ JAHHBIE, IS KOTOPBIX HET
orpanmdenuii o yrenuio upu rexyuiem cocrosunu KT (cm. [7.3). Ilpu nonbitke urenus pam-
HBIX, JOCTYIl K KOTOPBIM OIPaHUYeH, J0JIKeH Bo3Bpamarhes craryc SW1 || SW2 = 69824.

12.2.27 VYHUYTOXKEHUE JJUYHOrO KJIYa

g yHUUYTOXKEeHUs JUIHOTO KJII04Ua UCIOoIb3yeTcss KoMaHIa < Terminate™>. Komanma ompe-
nesiera B Tabsnie 38]

Tabauma 38
’ Kommonent ‘ Ouucanue
INS E614: yHHUTOXKEHNE JIMIHOTO KJII0Ya
P1 || P2 210014: UCII0J1H30BaATH UICHTH(DUKATODP JIMIHOIO KJIK0Ya U3 MOJIs JAHHBIX
CDF der(B6;g,der (8414, X)), rme X ompemensier WIeHTHGUKATOP JUIHOTO KIHOUA

(cn. raGauy [20))

RDF —

SW1 || SW2 | 900044: KJIF0Y YHHUYTOXKEH YCIIEITHO

Jpyroe: cv. tabmmmy [B.1]

Komanma moxker BbI3BIBaThCs Tpu BbiOOpe eSign B cocrosgamsax PS u AS:AT. B cocros-
aun AS:AT komaH1a MOXKEeT BBI3BIBATHCS TOJBKO aBTOPU30BAHHBIM TEPMUHAJIOM, B CePTUQU-
KaTe KOTOPOro 3aJ[aH0 MPaBO YHUUYTOKATH Kaoun (cM. [7.3). B KaxKI0M U3 COCTOSHHI MOTYT
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OBITH YHUYTOXKEHBI TOJBKO T€ KJI0YU, KOTOPbIe ObLIN CreHePUPOBAHBI B JIAHHOM COCTOSIHUU
(ov. [2:239)

Komanga tpebyer npejasapuresnibnoit ayrentudpurkanuun no PIN. Ilpu BbizoBe KOMaH/IbI
daar nmoarsepxkaennsa PIN jozken ObITH yCTaHOBJIEH.

Breinojinenune KoMan ibl TpuBouT K copocy diiara noarsepzkiaenus PIN. Jlns ycranoBku
dnara nocste cGpoca HeoOxoaIMO 160 moaTBepAuTh napoab PIN (cum. [12.2.19)), 6o mosropro
BbLIOHATH ayrenTudukanuio no PIN (em. [12.3.1)).

[Ipu mONBITKE YHUITOKUTD KJIFOY, KOTOPBIH HE OBLI CreHEPUPOBAH HJIH KOTOPHIH OBIJI YHU-
YTOXKEH paHee, J0JzKeH Bo3Bpamarhcsa craryc SW1 || SW2 = 90004.

12.3 TIlocaemoBaTeabHOCTH omeparmii

12.3.1 Ayrentudukanus 1o mapoJio

Mg ayrentudukamum no naposo ucnosib3yercs nporokoa BPACE (cm. . g ayren-
tudukarun Ha cropore KT moskHA MCIOIB30BATHCS CAEYIONAs TTOCIeI0BaATEIbHOCTD Ollepar-
IHIA:

1 Bribpars macrep-daiia (cm. , €CJIN OH He SBJISIeTCH TEKYIIMM Ha3HAYCHHBIM (aii-
JIOM.

2 Nunupnammsuposars nporokon BPACE (em. [12.2.16).

3 Bomosnurs marn nporokona BPACE (ew. [12.2.7).

[lpr ayTenTHdUKAIINNT MO TAPOTIO MOTYT YCTAHABIUBATHCA OTPAHWMYEHHS HA JOCTYII K
nanaeiM u onepanusaM KT. Jlanuble orpanndenus 3aJai0Tcs TPU UHUIMATU3AINNANA TTPOTOKOJIA
BPACE (cu. [[2.2.16).

[Ipu nepsom Boinosinernn nporokojia BPACE oomen ganubivmu KIT ¢ KT npoussogurcs 1o
He3alUIeHHOMY coenuennio. [1pu yenernrnom Beinosinenun mporokosa mexay KT u KII ycra-
HaBanBaerca samuiientoe coequnenne u KT nepexogut B cocrosinme PS (cm. . Hosuwriit ceanc
IPOTOKOJIA (€CJIH OH MPELYCMOTPEH) OYIeT BBIITOIHITHCS Y7Ke MO 3alUIIeHHOMY COeJIUHEHHIO.

Yenemnuas ayrearudukamnus mo napoao CAN Bo300HOB/IsSET TPHOCTAHOBIEHHBIN MTapoIb

PIN (ea. [6.3).

12.3.2 Ayrentudukanug trepmuHasa u KT

Ayrenrudukanus repmunaia u KT npoussogures o nporokoay BAUTH (em. ocJj1e
YCTIenTHOH ay TeHTHMUKAIMA [0 TapoJIio (CM. . AyrenTudpukarusi MOKeT OBITH OTHOCTO-
porHeit (ayrenrudukanun repmunaa nepex KT) wian B3anmuoit (ayrenTrduKanum repMuHaia
nepeq KT u KT mepes tepmunanom). st BHIMOJTHEHUsT ay TeHTUMDUKAIMI JOZKHA UCIOTb30-
BAaTbCs CJIEIYIONIAs MOCIeI0BATEIBHOCTh ONepaInii:

1 Mnunmammsuposars uporokos BAUTH (em. [12.2.17)).

2 Tlposeputh ceprudukar Tepmunaa (cM. [12.2.21)).

3 Bomosnurs ocuosubie marn nporokoia BAUTH (cu. [12.2.6).

[Tocne yenemuoro sermosinennst nporokosa BAUTH ¢ B3anmuo#l ayTenTrduKaueil CTopox
cpok jeiictBust KT MoxkeT ObITh TpOBEpPEH C UCIIOJIB30BAHUEM CJIe/yI0led 1oc/e/10BaTeIbHOCTH
OLEePaIAii:

1 Bwibpars npukiagnyio nporpavmmy elD (cm. .

2 Tlposeputh gonosHuTeNbHBIH arpubyT DocumentValidity (cm. .

[Ipu Boimostrennn nporokosia BAUTH obmen mamabivu tepmunaia ¢ KT npoussoaurces
10 3AIMUIIEHHOMY CO€JIMHEHNI0, YCTAHOBJIEHHOMY mocJie BbinoiHeHnst mporokoaa BPACE. Tlpu
ycremnHoM BeinosiHeHnn nporokosia BAUTH mexay Tepmunasom u KT cosmaercsa HoBoe 3arimm-
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HICHHOE COEJMHEHHEe, KOTOPOe YCTAHABIMBACTCS B KAYECTBE TEKYIIErO COCAMHEHHUs, IIPU STOM
KT nepexomur B cocrosaue AS (cm. [11]).

12.3.3 AxkrtuBanuga nmapoas PIN

AxruBanus naposst PIN moxker morpeboBaThcs mocie ero mpuHyAUTeTbHON TeaKTUBAIIAN
(e [[22.00).

Jna akruBanuu mapossga PIN 6e3 ucnosb3zoBanusg TepMuHaIa JOJIKHA UCIOIH30BATHCS CJle-
JIYIOIIasi TOCJIe/I0BATE/ILHOCTH OMepaIuii:

1 Bommosauts ayrenrudukaimo no napoato PUK (em. [12.3.1)).

2 Bribparh npukiaaayto nporpammy eSign (cwm. [12.2.4)).

3 AxktuBupoBarh naposb PIN (cm. .

Jna akruBaruu maposd PIN ¢ ucnosib3oBanuemM TepMuHaIa JTOJAKHA UCITOTb30BATHCS CJle-
JIYIOIIas TOCJIeI0BATE/ILHOCTD ONMepaIuii:

1 Bemmosauts ayrenrudukarmo no napoaio PUK (em. [12.3.1)).

2 Bemmoanuts ayrenrudukanuio repuunana (eu. [12.3.2)), B ceprudukare KoTOporo 3anaHo
IpaBo akKTUBHPOBaTH Mapoab PIN (cm. .

3 BribpaTh NpUKIAJIHYIO TPOrpaMMy (CM. , JIUTst KOTOpO# B cepTudUKaTe aBTOPH-
30BAHHOTO TEPMUHAJIA YCTAHOBJIEHO MPABO aKTUBAPOBATH Mapoab PIN (cm. .

4 Axrusuposars napoas PIN (em. [12.2.2).

AxkruBanusg naposas PIN #e npupoaut K m3menennto cocrosguaus KT. Ilocie akTuBanum na-
posst PIN 119 mostydenust octymna K omeparnusM, KOTOpble TpeOyIoT mpeIBapuTeIbHON ayTeH-
TUPUKAIUIU 110 JAHHOMY TapoJIio, HeOOXOIUMO BBIIOJHUTH ayTeHTuGUKAIUIO 1o napoaio PIN

(em. [12.3.1) u, mpu meobxomumocTH, ayrenTudukammo repmurana u KT (cm. [12.3.2)).

12.3.4 VYnpasjenue napoaem PIN
K onepanusm no ynpasienuto mapoieMm PIN ornocstest moarsepzxaenue (cu. (12.2.19), us-

MeHeHHne (cM. u pasbrokuposka (cum. [12.2.23).

Jna mogreepaKkaenus uin udMenenus naposisg PIN npeapapurenbuo qo/izKHa ObITH BBITOJ-
Hena aytenTudukamus 1mo naposio PIN, a nia pasdaokuposku naposd PIN — ayrertudukanms
o naposio PUK (em. [12.3.1)). Pas6iioKupoBKa MOZKET BBIIOJIHATBCS ¢ U3MEHCHHEM Win Ge3 u3-
menenns naposst PIN (em. [12.2.23).

llocite yecnenraoit ayTeHTUMUKATINT IO TAPOJIO, IPH HEOOXOIUMOCTH, MOXKET OBITH BBITIOJI-
Hena ayrentudukanus repmuHania u KT (oM. , IpU 3TOM B cepTudUKATE TEPMUHATIA
JIOJIZKHO OBITH 33/J[aHO COOTBETCTBYIOIIEe IPaBo 10 yupassenuto naposiaem PIN (cm. .

Nsmenenne win pasbaokuposka PIN Moxker mpou3BoauTcst NpUKJIAIHONE IporpaMmmoit elD
win eSign, a moarBep:kaenue nmapoas PIN — mpuknaanoit mporpammoii eSign. Vcmoab3yemast
Jig yupassenus naposiem PIN npuksaanasg nporpamma jiojizKaa ObITb HPEIBAPUTEIBHO Bbl-
Opama (cm. [12.2.4).

B cocrosinuu PS i AS:CP a1t ynpasienust naposiem PIN n1octarodHo BBITOIHUTD JIUIITH
COOTBETCTBYIOILYIO OTEPAIIHIO.

B cocrosaun AS:AT nnga ynpasienns mapoiaeM PIN MoxKeT HCIOIB30BATHCS CJIEIYIOIIAS
OCJIe/IOBATEbHOCTD OlepaIuii:

1 Ilepexmounrbes Ha samuientoe coepunenne «KII — KT» (em. [12.2.18).

2 BuIGpaTh NPUKIAIHYIO TPOTPAMMY (CM. , JIJI KOTOPOii B cepTuduKaTe aBTOPU30-
BAHHOI'O TEPMHHAJA 3a/IaHO COOTBETCTBYIOIIEe MpaBo no ynpasiernio napojaeMm PIN (em. .

3 BwinoaauTh TpebyemMyio onepaiuio no yipasienuio napojaem PIN.

4 IlepekmounThes Ha 3anmuiennoe coequnenue «repmunat — KT» (em. [12.2.18)).
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5 Ilpu HeoGxomumocTH, BHIOPATH HYKHYIO NPHKIaJAHYIO nporpamMmy (cm. [12.2.4)).

12.3.5 TI'enepamus mapbl KJOYEH 1 ycTaHOBKa cepTrudukara

g reHepanuy mapbl KJI04Ueil U yCTAHOBKH cepTUdUKATA IIPeIBAPUTEIHLHO JIOIKHA OBITDH
BbilOJIHeHa ayTenTudukanus no napoaio PIN (cem. [12.3.1)).

[locse ycnenrHoit ayTeHTH(PUKAIME 10 ITAPOJIIO, IPU HEOOXOIUMOCTH, MOYKET OBITH BBIIIOJI-
nena p3amMuas ayrenrudukanus tepvumana u KT (ewm. [12.3.2), npu srom B cepruduxare
TepMUHAJIA J0JIKHO ObITH 3a4aH0 NPaBo reHepanuu kiouei (eu. [7.3).

[enepanus napsl KJI04eil 1 yCTaHOBKA cepTH(pUKATA ITPOU3BOAATCA IIPUKJIATHOM IIPOrpaM-
Moif eSign, KoTopast Jo/IKHa ObITH IpeaBapuTeabHo BhGpana (em. [12.2.4).

B cocrosamsx PS 1 AS moker 6bITh CreHepHpoBaHO 10 Tpex Kiouerbrx map (em. [12.2.9),
COOTBETCTBYIOIINUX PA3JIUIHBIM YPOBHAM CTOWKOCTH. CreHepupoBaHHbIE JTUYHBIE KJIIOYH MOTYT
HCIOJIB30BATLCSA 1151 TIOAMNCH JAHHBIX (CM. u paszbopa Tokena kioda (cum. [12.3.7). Ipn
9TOM JIMYHBIH K04, CTEHEPUPOBAHHBIN B OJHOM U3 COCTOSIHUIl, HE MOYXKET HCIOJIH30BATHCS B
JIPYTOM COCTOSTHUH.

OTKpBITBI K104, KOTOPBLH BO3BpaIlaeTcs: IpH IeHepanun napbl kmodeit (em. [12.2.9), nosr-
JKEH MCIIOJIB30BAThC 1IPU (DOPMUPOBAHUU 3allpoca Ha BblIyck ceprudukara. [Ipu dpopmupo-
BAHHH 3aIPOCA JOMOJTHATENIBHO MOKET HCHOJIB30BaThest 00bekT Name (cu. [6.6]). 3anpoc na BbI-
nyck cepruduKaTa JOAKeH OBITh MOAMUCAH (CM. JIMIHBIM KJIIOUOM, COOTBETCTRBYIOIIIM
OTKPBITOMY KJIIOUY K3 3aIIPOCA.

[Tocste hbopmupoBanus ceprudukar moxker 0biTh 3anucan B K'T. /Ing 3anucu ceprudukara
JI0JIZKHA HCIOJIb30BATBCS olepalud obnosienus fanubx (cu. [12.2.17). B cocrosuunun AS samuco
cepTudUKaTa JTOIKHA BHIIOJIHATHCA aBTOPU30BAHHBIM TEPMUHAJIOM, B cepTudHUKATE KOTOPOro
3a/J]aHO COOTBETCTBYIOMIee Ipaso (M. [7.3)).

B cayyae, eciu popMupoBanue 3anpoca U 3aluch cepTUMUKATA BBIIOJIHAIOTCI B PA3HBIX
ceaHcax, TO 1ocJie (pOpMUPOBAHKE 3AIPOCA U JIO 3aIUCH cepTU(DUKATA PEKOMEHIYETCs 3aIuChI-
BAThb BMECTO cepTudhHKATa X3II-3HAUEHHE, BEIUNCIEHHOe aaIropuTMoM belt-hash ot 3akoaupo-
BaHHOTO 3Ha4UeHUs 00 bekTa Name. Jlannoe 3nadenne MozkeT ObITh UCIOTB30BAHO JIJIS [TOJIY 9€HU ST
ot VII ceprudukara mocse ero Boimycka (cm. CTH 34.101.78).

Ceprudukarsl 1 00bekT Name xpangarca na KT B onpeneeHHBIX 3/1eMeHTApHBIX (haiitax,
OIKCAHHBIX B Tabaure |b.2

12.3.6 BrIipaborka moanucu

JL1s1 BBIpabOTKY MOIUCH TPeIBAPUTETLHO JOMKHA OBITH BBHIMOJTHEHA ay TeHTHMDUKAUS IO
napomo PIN (em. [12.3.1)).

[ocuste yecnenrHoit ayTeHTUMUKAIIIE IO TAPOJTIO, TIPA HEOOXOIUMOCTH, MOYKET OBITH BBITIOJI-
nena ayrenrudukanus repmunata u KT (em. [12.3.2)); upu stom B ceprudukare Tepmunama
JOJIZKHO OBITH 331aHO IPABO BBIPAGATHIBATH OAIUCH (CM. [7.3).

BripaboTka moanucu TPOU3BOJUTCA MPUKJIATHON TporpamMMmoii eSign, KoTopas T0IKHA
OBITH TIPEIBAPUTEIBHO BHIOpaHA (CM. .

1 BBIpaOOTKHU MOANNCH JOIKHA HCIIOTB30BATHCS CIEAYIONIAs MOCTeTI0BATETHHOCTD Olle-
pammii:

1 Ecan daar noxreepxkaerns PIN we yeranossen, nogreepaurs maposb PIN (em. .

2 Muunpanmsuposars ajroput™ Beipaborku mopnucy (cm. [12.2.13).

3 BoipaGorars nognucs (em. [12.2.8).

VKazaHHasi MMOCJe0BATEIbHOCTD ONMepaIuil TOJKHBl BBITOJTHATHCS TPHU KayKI0# BBHIPAOOTKE
HOJIITUCH.
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g uposepku duiara nojarsepzxkienus PIN Moxker ncnosib3oBaTbes COOTBETCTBYIOMIAS Olie-

pamusa (cwm. [12.2.22]).

12.3.7 Paz36op TOKeHa KJrodYa

1 pasbopa ToKeHa KJII04a IIPeJIBapUTeIbHO JI0JKHA ObITH BBIIOJIHEHA ayTeHTH(hUKAI
o maposo PIN (em. [12.3.1)).

[locie yenermmoit ayTeHTHDUKAINN O IAPOJIIO, IIPH HEOOXOJIUMOCTH, MOZKET OBITH BHINOJI-
nena ayrenrudukanus repmunata u KT (em. [12.3.2)), npu stom B ceprudukare Tepmunaa
J0JIZKHO OBITH 331aHO LIPaBO pa3bupars TokeH Kioda (cu. [7.3).

Paz6op ToKeHa KJI04a IIPOU3BOIUTCS IIPUKJIAIHON IIporpaMMoil eSign, KoTopas H0OJIKHA
OBITH LpeaBapuTeLHO BhiOpana (cm. [12.2.4)).

g pazbopa TOKeHa KI09a JOKHA HCIOMb30BATLCH CASIYIONAS MOCTIeI0BATEILHOCTD
onepanuii:

1 VnunmannsupoBaTh aaropuT™ pasbopa Tokena ximoda (cm. [12.2.14).

2 Pasobparb Token ximoua (cm. [12.2.24)).

VKazaHHad I0CIe10BATeIbHOCTD OIlepaIfil JOIKHA BEIIOJHATLCS IIPH KazKI0M pa30ope TOKeHa
KJTIOTA.

12.4 PopmaT cOOOIIEeHN 3AIMUINEHHOI0 COeANHEeHNS

Komamnga u orBer na KoManay mepemaiorcs B suae coobmennii cmd = CLA || INS || P1 ||
P2 || Lc || CDF || Le u res = RDF || SW1 || SW2 coorsercrsenno, rae Le, CDF, Le w RDF
B 3aBHCHMOCTH OT WHCTPYKIIUU W MapaMeTPOB KOMAHJbl MOTYT OBITh IIYCTBIMH CJIOBaMU, T.€.
orcyrersosarh (M. [12.1)).

lIpu mepesade mo 3amuIeHHOMY COeTMHEHWIO KOMaHAa cmd U OTBeT res mpeobpasyoTcd B
samuinennyo komangay cmd®* = CLA* || INS || P1 || P2 || Le* || CDF* || Le* u samurmenmbrii
orer res™ = RDF* || SW1 || SW2 coorsercrBenno. [jisi 3aliuinenHbIX KOMAH 1 OTBETOB BCe
KOMITOHEHTHI UMEIOT HEHY/IEeBYIO JIJINHY.

g samuimennoit komanapl B CLA™ ycranasiuBaercs ojuH u3 GUTOB, KOTOPbI sB/isi-
eTcs IpH3HAKOM 3amuThl, Le* kogupyer annny kommonenta CDF* (cm. [12.1)), a Le* Beerna
ycranapiauBaeTcda B 00¢.

B CDF* moryr Briouarbes s3ammdposannbiii komnonent CDF (coBmecrro ¢ nHmukaTo-
POM, KOTODBIi sIBJIsIeTCS IPU3HAKOM HaJIH4usl 3amiudpOBAHHBIX JAHHBIX) U KOMIIOHEHT Le, a
TakKe 00s3aTeTbHO BKJIIOYAETCHd HMUTOBCTABKA, HCIOIb3yeMasl I KOHTPOJIA MeJTOCTHOCTH 1
IOJTUHHOCTH KOMAH/IB. AHAJTOIHYHO 3alIUIIeHHOM KOMaH e I 3aliMIleHHoro orsera B RDF*
MOXKeT BKJI0YaThcs 3amudpobanubiii komnonenT RDF (coBmecTHO ¢ mHAnKaTopom Hagudans
3anmuGpPOBAHHBIX TAHHBIX) W 0053aTeJIbHO BKIIOYALTCS IMATOBCTABKA, HCMOIh3yeMast IS KOH-
TPOJIs TEJIOCTHOCTH U MOJJIUHHOCTH OTBETA.

[Tpu dopmuposanun komnonent CDF* u RDF*, priogaemble B HUX OOBEKTHI JAHHBIX,
KOJIUPYIOTCS ¢ UCIOJIB30BAHUEM OTIHIATEIbHBIX paBui (cM. [12.1). B rabrumne [39| npuBogsaTcs
0ObEKTHI JAHHBIX, KOTOpbIE MOIYT BKJIOUYaThcst B CDF* u RDF*, u ykaswiBarorcs ux J0IyCcTH-
Mble JITHHBI U TETH, UCIOJb3yeMble TIPU KOJUPOBAHUN (HEKOTOPBIE U3 00HEKTOB JAHHBIX MOTYT
BKJIIOUaThCs TOJIbKO B CDF* nimm RDF*).

Huxe omucsiBaloTCs MpaBUia KOJUPOBAHUS, KOTOPBIE UCTIOIB3YIOTCS TIPH 3AIUTE KOMAHT 1
orBeroB. [Ipu onucannu JanHbX paBut depes len(X') obo3HavaeTcst AjIMHA HEIYCTOTO CJI0Ba X,
3aKOJMPOBAHHAS MUHIMAJIBHO BO3MOYKHBIM KOJHMYECTBOM OKTeToB cortacHo [12.1] naa ciayuas
KOJMPOBaHUs KOMIOHeHTa Lc.

52



CTb 34.101.79-2019

Tabauna 39 — O6bekThl maHHEbIX KOMOnoHeHT CDF* u RDF*
Onucanne o0beKTa JaHHBIX ‘ Jmmaa ‘ Ter ‘
Nuaukarop coBMecTHO ¢ 3amrndpoBaHHBIMU JaHHBIMHU | He MeHee 2 | 8714
Samuinennoe 3HadeHue Le 1-3 976
Samumennsie ctarycbl SW1 u SW2 2 994
NmuToBcraBka 8 8E16

3amura KomaHa. KoMmamia 3amuiiaercs ¢ moMoinbio ajgropurMma (8.5.4.20 Ilpu sTom B
KadectBe 3arosoBka [ Beictymaer ciaoBo CLA || INS || P1 || P2 (4 okrera), a B KadecTBe
kputuueckoro coobmenus X — ciaoso CDF (komoBoe mpejcraBienne JinHb X 3a/1a€TCsI B
Kommonenre Lc).

Ha mare 2 ajropurmMa ycTaHOBKH 3aIllUThl 3aro/I0BOK [ u 3ammdpoBannoe coodienue Y
KOJUPYIOTCS C TIOMOIIIBIO CJIEYIONIETO aarOpUTMa!

1 Ycranosuth Z < I $H 04000000+4.

2 Ecmm |Y| > 0,10 Z + 4 || der(8716,0216 H Y)

3 Ecmm Le > 0, To Z < Z || der (971, Le).

4 Bossparuts Z B Kauectse ((I,Y)).

Ha mare 3 ajropurma ycTaHOBKH 3alUThl 3aroj0BOK [, 3amuieHHoe coodinenue Y u
UMUTOBCTABKA I’ KOAUPYIOTCS C MOMOIIBIO CJIEIYIONEr0 aJTOPUTMA:

1 Ycranosuth Z < I & 0400000044.
llonoxuth nepemennyio W paBHO# IyCTOMY CJIOBY.

Ecmm |Y| >0, To W <+ der(8716, 0216 || Y)
Ecmu Le > 0, o W < W || der(9746, Le).
Yeranosurs W <— W || der(8Esq, T).
Yeranosurs Z < Z || len(W) || W || 004.
Boseparuts Z B kauectse ((I,Y,T)).

=1 O U = W N

Komosoe npejcrasienue ((I,Y,T)), monyderHoe B pe3yabrare paboThl aJrOpPATMA, MPei-
cTaBasgeT coboil 3aIUIeHnyo Komansy cmd™.

3amura orBeroB. OTBeT 3alININAETCS ¢ TOMOIILI0 anropurMa (8.5.4.20 Ilpu 3ToMm B Ka-
decrBe 3arosoBka [ soictymaer cioso SWI1 || SW2 (2 okrera), a B KauecTBe KPUTHYECKOIO
coobmienunss X — caoBo RDF. Ha mare 2 asropurma ycTaHOBKH 3allliThl 3ar0J0BOK [ U 3aln-
IMeHHoe coo0Imenne Y KOTUPYIOTCS ¢ IIOMOIIBIO CJIEAYIONIEro aaropuTrMa;

1 7« der(9916, ])

2 Ecmm |Y| >0, T0 Z + der(8716,0216 || Y) ” Z.

3 Bossparuts Z B Kauectse ((I,Y)).

Ha mare 3 ajropurma ycraHOBKHM 3alluThl 3aro/j0BOK [, 3amuiienHoe coobdinenue Y u
HMHUTOBCTaBKA 1 KOAUPYIOTCS C MOMOIIBIO CJAEIYIONEr0 aaropuTMa:

1 Ycranosurs W <— der(8Eq, T').

2 Ecm |Y] > 0, o W < der(874,0215 || V) || W.

3 Ycrauosuthb Z < W || der(99:6, I).

4 Bosspatuts Z B kauectse ((I,Y,T)).

Komosoe npescrasienue ((I,Y,T)), monydennoe B pe3yabraTe pabOThl AIrOPUTMA, MPEi-
crapjger coboil 3ammmennbii orser res®. B sammmennom orsere B nmose RDF* nepemaerca
ciaoBo W, KoTopoe aB/sgercs KOIOBbIM npeacrapiaeruem Y u 1.

CusTne 3amuThl ¢ KOMaHJ 1 OTBeTOB. CHsATHE 3allUThl ¢ KOMAHIbl U OTBETa IIPO-
U3BOINTCA ¢ MOMOIBIo ajgroputMma [8.5.4.3] [lpu cHATHE 3aIIUTBI BHIIOJHSIOTCS OOpaTHBIE K
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YCTAHOBKE 3allUThl jAeficTBus: 3amminenHble koManga cmd® u orser res™ mpeobpasyrorcs B
MCXO/HbIe KOMaHy cmd u oTBer res.

IlpunynurenbHOEe 3aKpbITHUE 3AIMUIIEHHOTO coeaumHeHud. KT no/keH TpuUHYIN-
TEeJBHO 3aKPBITh TEKYIEee 3allUIICHHOe COeJIMHEHNEe TOJIBKO B TOM CJIydae, KOrja MpH CHATHH
3aIMTHI ¢ KOMAHIBI OOHAPYKEHO, YTO:

1) KOMaH/a Ipe/CTABJICHA B HE3AIUIIEHHOM BUJIE;

2) orcyTcTBYET HEOOXOMMMBIH OOBEKT JAaHHbIX;

3) 00BEKT JAHHBIX SIBJISETCS] HEKOPPEKTHBIM.

B mepsoMm u BropoMm caydaax KT gomken BepuyTh cratyc SW1 || SW2 = 69874, a B
TperbeM ciaydae — craryc SW1 || SW2 = 69884.

[Ipu npuHyUTEJILHOM 3aKPLITHU 3alUIieHHoro coejpubenus KT Jj1o/kKeH yHUYTOXKUTH
KJIFOUU, UCIOJIb3YeMbIe JIJIsI 3allUThHI.
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IIpunoxxenne A
(pekomenayemoe)

Monayas ACH.1

A.1 Wpentudukaropsl

Upentucdpukaropsr ACH.1 naznagatorcs cieaytomum 00 beKTaM, BBEJICHHBIM B HACTOSIIEM
CTaH/1apTe:

id-DocumentValidity sononauTebHbIH atpubyT Document Validity (cwm. [7.2));
id-AgeVerification JonoTHETeIbHBI aTpubyT AgeVerification (cw. [7.2);

id-PlaceVerification monosmurensubiii arpubyT PlaceVerification (cM.

id-eID npuk/aaas nporpamma elD (cm. [6.7));
6-8);

id-eSign IPUKJIATHAST TporpaMMa eSign (cM.

id-eIdAccess IIpaBa J0CTyla K IpUKJAajHoil nporpaMme elD (cm.

id-eSignAccess paBa J0CTYIa K IPUKJIAIHON mporpamme eSign (eM. [7.3);

id-SignAuthExt paclimpenue ¢ IpaBaMHU JIOCTYIIa K NPUKJIAJHON mIporpamme
eSign (em. [9.1));

btok-bauth nosublii mporokosr BAUTH (cwm. ;

btok-bauthl nporokon BAUTH ¢ oxHOcTOpOHHE#H — ayreHTHdHUKAIMEi

(em. [8.4).

Jlo/roBpeMeHHOMY OTKPBITOMY KJIIOTY, KOTOPBIi ucnob3yercs B mporokoie BAUTH, mpu-
cBauBaeTcs uaeHTHduUKaTop bign-pubkey, onpemesennsiii B CTH 34.101.45 (npusoxkenune [1).

A.2 Moayan

Btok-module-vl {iso(1) member-body(2) by(112) 0 2 0 34 101 79 module(l) verl(1)}
DEFINITIONS IMPLICIT TAGS ::=
BEGIN
IMPORTS
PublicKey
FROM Bign-module-v2 {iso(1) member-body(2) by(112) 0 2 0 34 101 45
module (1) ver2(2)7};

btok OBJECT IDENTIFIER ::= {iso(1) member-body(2) by(112) 0 2 0 34 101 79}

btok-bauth OBJECT IDENTIFIER ::= {btok 11}
btok-bauthl OBJECT IDENTIFIER ::= {btok 12}

btok-attrs OBJECT IDENTIFIER ::= {btok 5}
id-DocumentValidity OBJECT IDENTIFIER ::= {btok-attrs 1}
id-AgeVerification OBJECT IDENTIFIER ::= {btok-attrs 2}
id-PlaceVerification OBJECT IDENTIFIER ::= {btok-attrs 3}

btok-access 0BJECT IDENTIFIER ::= {btok 6}
id-eIdAccess OBJECT IDENTIFIER ::= {btok-access 1}
id-eSignAccess OBJECT IDENTIFIER ::= {btok-access 2}
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btok-apps OBJECT IDENTIFIER ::= {btok 7}
id-eID OBJECT IDENTIFIER ::= {btok-apps 1}
id-eSign OBJECT IDENTIFIER ::= {btok-apps 2}
btok-cvext OBJECT IDENTIFIER ::= {btok 8}

id-SignAuthExt

SerialNumber ::

IssuingState

DateOfExpiry ::

OBJECT IDENTIFIER ::= {btok-cvext 1}

[APPLICATION 1] PrintableString(SIZE (14..18))
[APPLICATION 2] Country
[APPLICATION 3] Date

GivenName ::= [APPLICATION 4] UTF8String

FamilyName ::
MiddleName ::

PersonalNumber :

DateOfBirth ::
PlaceOfBirth :
Nationality ::

[APPLICATION 5] UTF8String

[APPLICATION 6] UTF8String

:= [APPLICATION 7] PrintableString(SIZE (7..64))
[APPLICATION 8] Date

:= [APPLICATION 9] GeneralPlace

[APPLICATION 10] Country

Sex ::= [APPLICATION 11] ICAOSex

OptionalDataR :

:= [APPLICATION 12] SET OF OptionalData

WrittenSignature ::= [APPLICATION 14] OCTET STRING

DateOfIssuance

IssuanceBoard :

::= [APPLICATION 15] Date
:= [APPLICATION 16] UTF8String

PlaceOfResidence ::= [APPLICATION 17] GeneralPlace

DistrictID ::=
PhoneNumber ::
EmailAddress

ICAOString ::=

[APPLICATION 18] PrintableString(SIZE (7..64))
[APPLICATION 21] PrintableString

::= [APPLICATION 22] IA5String

PrintableString (FROM ("A".."Z" | " "))

Country ::= ICAOString (SIZE (3))
ICAOSex ::= PrintableString (FROM ("M"["F"[|" "))
Date ::= NumericString (SIZE (8))

Place ::= SEQUENCE {

street [10]
city [11]
state [12]
country [13]
zipcode [14]

GeneralPlace

UTF8String OPTIONAL,
UTF8String,

UTF8String OPTIONAL,
Country,

PrintableString OPTIONAL

::= CHOICE {

structuredPlace Place,

freetextPlace

noPlacelnfo

[1] UTF8String,
[2] UTF8String
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OptionalData ::= SEQUENCE {
type OBJECT IDENTIFIER,
data ANY DEFINED BY type OPTIONAL

b
AuthAuxData ::= [APPLICATION 7] SEQUENCE OF DiscretionaryDataTemplate
DiscretionaryDataTemplate ::= [APPLICATION 19] SEQUENCE {

objldentifier O0BJECT IDENTIFIER,
datalbjects ANY DEFINED BY objldentifier

}
CertHAT ::= [APPLICATION 76] SEQUENCE {
objld OBJECT IDENTIFIER,
discretionaryData OCTET STRING OPTIONAL
}
CVCertificate ::= [APPLICATION 33] SEQUENCE {
certificateBody [APPLICATION 78] SEQUENCE {
certProfileldentifier [APPLICATION 41] INTEGER {v1(0)},
certAuthorityReference [APPLICATION 2] CharString,
publicKey [APPLICATION 73] PubKey,
certHolderReference [APPLICATION 32] CharString,
certHolderAuthorizationTemplate [APPLICATION 76] CertHAT OPTIONAL,
certEffectiveDate [APPLICATION 37] CVDate,
certExpirationDate [APPLICATION 36] CVDate,
certExtensions [APPLICATION 5] CVExt OPTIONAL
1,
signature [APPLICATION 55] OCTET STRING
}
CharString ::= PrintableString (SIZE (8..12))
PubKey ::= SEQUENCE {
objldentifier 0OBJECT IDENTIFIER,
pubKeyandParameters PublicKey
}
CVDate ::= NumericString (SIZE(6)) -- YYMMDD
CVExt ::= SEQUENCE OF DiscretionaryDataTemplate
END
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ITpunoxenne b
(ob6s3aTenbHOE)

dajiyioBag cucreMa

B.1 O6mue cBegeHud

B coorBercrBun ¢ [6] mpukiaamsie nporpamMmMer i garabie KT J10MKHB MHTEPIPETHPOBAT-
cs Kak ailjibl Caeyoux THIIOB:

1) DF (dedicated file): mazmauenubiit daiin. [IpegHasHadensl 11 0O bIBICHUST TPUKIAT-
HBIX OporpaMMm u/uan obbenuaerns daiiaos B rpynnbl. DF MokKeT gBIATHCS DOIUTENBCKHM
JI IpyTux (aitjios;

2) EF (elementary file): ssilemenrapubiii daiin. [Ipeanasuaaden qjist xpanenust ganabix. EF
He MOKET OBbITh POAUTENBCKUM It APYTUX Dailjios.

MmetoTces aBe KaTeropuu dJeMeHTapHBIX (hailIoB:

— BHyTpennwue, ucnojbzyembie KT s 1iesieit ynmpaBieHus 1 KOHTPOJISA;
— paboune, npejgHa3HAYCHHBIE I XpaHEHUs JIAHHBIX, K KOTOPBIM MOXKHO OOpaIaTbcsd
HU3BHE.

[Ipu Beimosnenun komana KT moxker obpamarbes K DF u EF kak gBHO, Tak ¥ HesBHO
(aBromaruueckn). Jlist SBHOrO 0BpaleHusi HCIOTb3YeTCs OJIMH U3 CJIEIYIONINX METOIOB:

1 Bwibop mo mmenu. Mcnosbdyerca Toabko g DF. Mg mpencraBiser coboit CTPOKyY
OKTETOB, JIJIMHA KOTOPOii He mpeBbiiaeT 16. [Ipuknagaeiv nporpammam KT Haznauarores cre-
nuasbubie uaenruduxaropsl (AID). Takoit upenrudukaTop MOKET HCIOIB30BATHCH KAK HMSI
DF npuknamaHoii nporpamMmmbl.

2 Bwibop no uaentudukaropy daiina. Unenrndurarop daiina (FID) cocront u3 2 ox-
teroB. Hekoroprie muenTtudukaTopsl 3apeseppupoBanbl. Hampumep, naentudukarop 3F00i4
HazHavdaeTcd obs3aresbHOMY DF, KOTOPBIil sB/IseTcs KOPHEBBIM B MePAPXUYIECKON CTPYKTYpe
daiisioB u koropsiit oboznadaercs MF (master file, macrep-daiin).

3 Bwibop o mytu. Ilyrs npejacrasiiger coboit obbeannenne uaeHTHGHUKATOPOB (ailIos.
[TyTh Haumnaercs ¢ uaenTndnkaropa npuiokenus: (MF nst abcogoTHOrO IyTH W TEKYIero
DF jjist OTHOCHTEJLHOTO MYTH) W 3aKAHIHBAETCs WIeHTUDHUKATOPOM camoro daitna. Mexmy
JIBYMSI TAHHBIMU HIeHTU(MUKATOPAMHI TYTh COAEPXKUT HIAEHTUPUKATOPHI TPOMEXKYTOUHbIX DF
(ecs OHU €CTb).

4 Bwibop nmo xoporkomy wunentuduraropy. Mcmnonbsyerca tosbko g EF. Koporknmii
unentndukarop daiina (SFID) npencrabiasier coboit 5 6GUT U MOKET MPUHHUMATH 3HAYEHHST OT
1 10 30. B [6] maknagpiBatoTcst orpaHuYeHUsT Ha WCIOJb30BAHUE JAHHOTO MIeHTH(DUKATODA.

B.2 IIpuknamuaga mporpamma elD

[Ipuxmagroi mporpamme elD masmagaerca AID D11200020022654F07011. OH mosyueH B
pe3ysibrare KOPPeKTUPOBKH NMpeduKca B KOJOBOM IIpejAcTaBieHnn uaeHTudukaropa id-eID.

[Mpukaaauas nporpamma elD nomgep:kusaer 22 rpynnst ganubix (DG1 — DG22) ¢ arpuby-
ramu Baageabna KT (em. . ['pynunsr qanabix pazmeniaiored B BF, onmucannbix B Tabsmie
B sroit u caenytomeii Tabimmax R — mpaso moctyna Ha urenne, W — Ha 3amuch, R/W — Ha
YTeHHe U 3aIUCh.
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['pynna ‘ Comep:xanue ‘ FID ‘ Hoctyn ‘
DG1 Cepuitnpiit nomep KT 010144 R
DG2 Crpamna, Beinyctuimas KT 010244 R
DG3 Jara oxkonuanus jeiicteust KT 01034¢ R
DG4 Nnmsa 010444 R
DGH DamMus 010544 R
DG6 Ot4ecTBO 010644 R
DG7 JInaubit HOMED 010744 R
DGS8 Jlara poxkieHus 010814 R
DG9 Mecrto poxkaenus 010944 R
DG10 ['pazknancTBO 010A+4 R
DGI11 Ilon 010B16 R
DG12 | /domonmuurenbHble gaHHble 1 9TeHus | 010Cq4 R
DG13 — 010Dy R
DG14 N3zob6pazkenne pydHOil MOJIITUCH 010E 4 R
DG15 Hata Boimycka KT 010F 6 R
DG16 Opran, Bergasmmit KT 011044 R
DGI17 | Aapec OCTOSIHHOTO MecTa KUTeIbeTBa | 011116 | R/W
DG18 Kox pernona 01125 | R/W
DG19 — 01135 | R/W
DG20 — 0114, | R/W
DG21 Howmep Tenedona 011555 | R/W
DG22 Aipec 3JIeKTPOHHOM MOYTHI 011655 | R/W

Bb.3 Ilpuknaagnas mporpamma eSign

[puxsagaoit mporpamme eSign nazuadaercs AID D11200020022654F07026. On nostyuen B

pe3yabTaTe KOPPEKTHPOBKHI NMpedKca B KOJTOBOM NPeICTaBIeHNN nieHTH(dNKaTopa id-eSign.

[Tpukagaast mporpaMma eSign Mo/ IePKUBAET YTeHNe U OOHOBIEHUE JIeMEHTAPHBIX (haii-
JIOB, cofiepyKamux cepTuUKATH OTKPBITHIX KJouell u obbekT Name (cMm. [12.3.5). B omsoM
7eMeHTapHOM haiie MOXKeT XpaHUThCS TOJAbKO oauH ceprudurar. Ilpu sTom ceprudukar

JIOJIZKEH COOTBETCTBOBATH JIMYHOMY KJIIOYY, MJICHTUMUKATOP KOTOPOrO MPUBOJAUTCH B TaO/IU-

ue 20} Mnenrndukaropsl yKazaHHBIX 3/1eMeHTapHBIX Qailjios, 00s13aTeIbHOCTD HX HAJUYIUS U

npasa g0cTyna B coctostuuax PS m AS npuBonsTca B Tabanne

Tabanna B.2 — Duemenrtapabie ¢aiijibl €Sign, JOCTYIHbIE [AJisd YT€HUS U OOHOBJIEHUSA

Conepkanne FID Hasmmrane Hoctyn
PS | AS
Jlanubie 3ampoca Ha BBIIMYCK cepTuduKaTa 51001 | Ob6sa3arenbrO R |R/W
Ceprudukar kiouda ¢ uienrudukaropom 0116 | 510155 | Ob6s3arensuo | R/W -
Ceprudukar kioua ¢ uaenrudukaropom 0215 | 510214 | Heobsizarenbro | R/W -
Ceprudukar kiouda ¢ uaentudukaropom 0315 | 510314 | Heobsrzarenbuno | R/W -
Ceprudurar kiroua ¢ uaearudpukaropom 1114 | 511114 | Obsazarenbro - R/W
Ceprudurar kioua ¢ uaearudpukaropom 124 | 511214 | Heobsazarenbuo - R/W
Ceprudukar Kiao4a ¢ ujaenTudukaropoM 1314 | 51134 | Heobazareibno - R/W
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CTb 34.101.79-2019

IIpunaoxxenne B
(obsi3aTenbHOE)

CraTtychsl oTBeTa

B Ta6JH/H_[e IpUBOAATCA THIIMYHBLIC IJId KOMaH[, OIPEACJICHHBIX B OH_H/I6OLIHbIe
ycaoBust u coorBercTBytomue uM crarychl SW1 || SW2, Bosspaiaembie B OTBETe Ha KOMAHJLY.
[TpaBusa Tabuunpl coorBercTByioT [6]. Crenuduaeckue ommubOUHbBIE YCIOBUS U COOTBETCTBY O
e CTATYChl IPUBOJATCS IPH ONMCAaHHU KoMaH B [12.2]

KT moxkeT BO3BpaIaTh JOMOTHATEIBHBIE CTATYCHI, HE OMPEIeJeHHbIEe B HACTOAIIEM CTAH-

Japre.

Tabuiniza B.1 — Crarycsl orBera

Ycaosue ‘ SW1 || SW2 ‘
Buyrpenugas ommbKa BBIIOJTHEHUS KOMAaHIbI 640044
Omubxa TaMsaTu MPHU 3AMUCH WJIN ITeHUN JTAHHBIX 65814
Henomycrumoe 3navuenune kommonenTa L 670016
SHavyeHne KOMIIOHEHTa L¢ He COOTBETCTBYET JJINHE JAHHBIX KOMAHIbI 670016
Kowmmonent Lc nnu Le He BKIIOUEH B KOMAHIY, KOT/Ia 3TO TpedOyeTcs 670016
Kowmmonent Lc unu Le BkIoYeH B KOMaH/Ly, KOIJIa 9TO He TpedyeTcs 670016
Llemmouka KOMaHI, He MOIIEPKHBACTCS 688414
g Tekymero cocrognusa KT komamia He MOKeT ObITH BBIIOJTHEHA HJIH TEp- 698216
MHIHAJI He UMeeT IIpaBa BHIIMOJHEeHUsS KOMAaHIbI

OTcyTcTBYeT OXKUJIaeMbIil OOBEKT JAHHBIX 3AIMUINCHHONR KOMAHIbI 698716
HexoppekTHbIit 00beKT JAHHBIX 3AITUIEHHONR KOMAHIbI 69886
Hexoppexrusie ganabie 8 CDF 6A8016
Hekoppekrubie napamerpst P1, P2 6A86
Cchl104HbIE JJTaHHBIC HE HAaMIeHbI 6A884
Banannoe 3Hadenue INS He moanepKuBaercs 6D004¢
Banannoe 3Hauenne CLA He moaaep:KuBaercs 6E004
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1]

2]

3]

4]

[5]

(6]

Bubanorpadusa

ISO 3166-1:1997 Code for the Representation of Names of Countries and Their
Subdivisions — Part 1: Country Codes

(Kogpr mpecraBienns Haspanuii crpan u ux dacreii. Yacte 1: Koxpl crpan)

ISO/IEC 15444-1:2009 Information technology — JPEG 2000 image coding system: Core
coding system, 2009

(Mudopmannonubie Texuosoranu. Cucrema Koguposanus nzobpaxenns JPEG 2000: S1apo cucreMbr
KOJTUPOBAHNS )

Schulzrinne H. The tel URI for Telephone Numbers. Request for Comments: 3966, 2004

(Cxema tel URI muist TestechoHHBIX HOMEDPOB)

ISO/IEC 7816-8:2005 Identification cards — Integrated circuit cards — Part 8: Commands
for security operations

(Unenrudukanuonnsie kaprel. CMapr-Kaprhl. Yacrs 8: KoMaHIb! 1T oTlepariuii 3aImuThl )

ISO/IEC 10646:2012 Information technology — Universal Coded Character Set (UCS)

(MadopmannoHHbIe TEXHOJIOTHE. Y HUBEPCAJIbHBINH HaO0p KoAupoBaHHBIX cuMB0J0B (UCS))

ISO/IEC 7816-4:2005 Identification cards — Integrated circuit cards — Part 4: Organization,
security and commands for interchange

(Unenrudukanuonnsie Kaprel. CMmapr-Kaprel. Yacts 4: Oprasmszarnmsi, 6€300aCHOCTS U KOMAHJIbI
obmena)
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